RAPORT CENUESHMERIE

ALVD-2026-356

ID alternative: CVE-2026-44631

9.8 || KRITIK

PERSHKRIM

Cenueshméri e tipit Buffer Underwrite (heap underflow) né Apache HTTP Server,
e cila shfaget gjaté pérpunimit té shprehjeve té rregullta (regular expressions)
té krijuara posacérisht né skedarin e konfigurimit. Pér shkak té njé tejkalimi té
tipit signed char né funksionin ap_regname, memoria né heap mund té shkruhet
jashté kufijve té saj, duke démtuar integritetin e saj dhe duke i mundésuar
potencialisht sulmuesit ekzekutimin e kodit né server. Problemi prek versionet
2.4.0 deri 2.4.67.

MASAT E REKOMANDUARA

Pérditésimi i menjéhershém i Apache HTTP Server né versionin 2.4.68 ose mé té
ri, i cili e adreson plotésisht vulnerabilitetin.
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Apache Software Foundation Apache HTTP Server Apache HTTP Server
2.4.0-2.4.67

REFERENCA

m https://euvd.enisa.europa.eu/vulnerability/CVE-2026-44631

m https://www.cve.org/CVERecord?id=CVE-2026-44631
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