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Kjo analizé ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Analiza éshté bazuar né informacionet t€ vendosura né€ dispozicion né
momentin e pérgatitjes s€ saj. Ndérkohé, disa aspekte mund té jené t€ ndryshme nga zhvillimet
aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak t€ kufizimeve burimore, disa aspekte té skedaréve keqdashés mund
té mos jené analizuar thellésisht. Cdo informacion shtes€ i panjohur mund té reflektojé né
ndryshime t€ analizgs.

Faza e treté:

Siguria e informacionit: P&r t€ mbrojtur burimet dhe informacionet konfidenciale, disa detaje
mund t€ jené t€ zbutura ose jo t&€ pérfshira n€ analiz€. Ky vendim &shté€ marré pér t€ mbajtur
integritetin dhe siguriné e t¢ dhénave t€ pérdorura.

AKSK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar cfarédo pjesé té
késaj analize pa lajmérim paraprak.

Kjo analizé nuk éshté njé dokument pérfundimtar.

Gjetjet e analizés bazohen né informacionin e disponueshém gjaté kohés sé hetimi. Nuk ka garanci
né lidhje me ndryshime té mundshme apo pérditésime té informacioneve té raportuara gjaté
periudhés né vijim. Autorét nuk marrin pérgjegjési pér pérdorimin e gabuar ose pasojat e ndonjé
vendimmarrjeje té bazuar né kété analizé.
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Informacione Teknike

Eshté identifikuar qarkullimi i njé fushate spear-phishing duke pérdorur imitimin dhe
funksionalitetin e rremé t€ Microsoft OneDrive pér t€ mashtruar pérdoruesit dhe pér t€ marré
akses fillestar né kompjuterat dhe sistemet. Aktorét keqdashés shpérndajné email-e phishing
népérmjet adresave email t€ kompromentuara : mnezeriti@mou.gr, me subjekt: Document 6-17-
2026, ku né€ pérmbajtje t€ tij &sht€ njé¢ URL g€ t€ ridrejton tek SharePoint:
hxxps://sharepoint[.]epa[.]gov][.]gr/custom/ dhe mé pas kérkohet qé te kryhet update.

v @ wyfies x +

OneDrive Update Required

([
&«

To open this document, your version of OneDrive must be
updated. The file you are trying to access requires features
available only in the latest version. Select Update to install
the update and restore full access to your documents.

Figura 1. Portali pas aksesimit té URL .

Analiza e skemés Spear-Phishing

Pas klikimit t€ butonit Update, automatikisht shkarkohet skedari keqdashés OneDrive-latest-
v3.zip.

v @ myfies X 4 = o)
& G | O nhttpsy/sharepoint.epa.gov.gr/custom/fc3fabe0-ff1f-4393-b5a3-4018935a4d687token=sessionld%3D... T = T @ g - O

B a -

Downloads

f OneDrive-latest-v3zip

0 B/s - 687 KB of 687 KB

See more

OneDrive Update Requ.

&

To open this document, your version of OneDrive must be
updated. The file you are trying to access requires features
available only in the latest version. Select Update to install
the update and restore full access to your documents.

Update

Figura 2. Shkarkimi i skedarit keqgdashés.
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Pas ekstraktimit té kétij skedari, shfagen 4 skedaré té tjeré qé do t€ analizohen né vijim.

/| | = | C\ProgramData\USOPublic - O
Home Share View

« v 4 > ThisPC > Local Disk (C:) > ProgramData > USOPublic v O O Search USOPublic

dlas: _ Dat fiad i I7I2Y-%

s Quick access

io_x64.dll

I Desktop i coy
[® ROGLiveService.exe 2 KB

¥ Downloads )
vﬁ ROGLiveService.exe.config 1KB

it Documents [2] System.Collection.dil 15K
=] Pictures A

@ OneDrive - Personal
% This PC

& Network

Figura 3. Ekstraktimi i skedarit té arkivuar.

Skedari OneDrive-latest-v3.exe &shté njé skedar i ekzekutueshém 1 cili ésht€ i kompiluar né
teknologjin€ . NET dhe né vetvete &shté 1 pastér dhe legjitim.

flare\| op\OneDrive-latest-v3\OneDrive-latest-v3.exe

File type File size Base address Entry point
PEG64 v 61.59 KiB 0000000140000000  O0OOOOO0140000000 | >

File info Memory map Disasm Strings Sign VirusTotal
MIME Seardl Entropy Extractor

;
Resources .NET Overlay

.NET ID Size of image Resources

e6339c1d 00012000 Manifest Version

Endianness Mode Architecture Type
Automatic LE 64-bit AMD&4

* PEB4
Library: MET(v4.0.30319)[-]
Linker: Microsoft Linker(48.0)[GUI64,signed]
¥ Qverlay: Binary
Certificate: WinAuth(2.0)[PKCS #7]

Figura 4. Kompilimi .NET.

Arsyeja e pérdorimit t€ kétij skedari &shté lidhja me njé tjetér skedar .NET qé né vetvete €shté€ i
tipit DLL me emértimin System.Collection.dll. Kjo faktohet gjaté dekompilimit t€ tij dhe
konfigurimi ku béhet thirrja nga DLL, rezulton skedari xml OneDrive-latest-v3.exe.config.
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OneDrive-late...v3.exe.config + X

version="1.0" encoding="utf-8

version="vlU.0" sku=".NETFramework,K Version=vl.8

n_n

5 @, Culture=neutral, PublicKey
value="Yggdrasil.Ulysses.Runtime.Xerxes

Figura 5. Skedari config keqdashés.

Gjithé g€llimi éshté q€ gjaté ekzekutimit t& skedarit .exe té nisi faza e 2-t€ e ekzekutimit t&€ klasé€s
Xerxes me funksionin InitializeNewDomain. Skedari DIl System.Collection.dll trashégon nga
klasa AppDomainManager dhe trigéron thirrjen e funksionit InitializeNewDomain i cili ka t&
implementuar disa funksione t€ tjera pér qéllime té caktuara.

SYSLCH. WLIUURNS . TULIS

Yggdrasil.Ulysses.Runtime

5 : AppDomainMal

InitializeNewDomain(AppDoma tup appDomainInfo)
.InitializeNewDomain(appDomainInfo);
antigone = .Antigone;

(antigone)

if (++ .Ganymede > 1)
{

}

return;

Tago .Enkiduleel();

ot TmrmmdlhiimdmaTAAT | cmedbl =~ A O Feaia] = Tama Tt b o= AA

Figura 6. Klasa Xerxes.

Si fillim, né kod evidentohen disa funksione dhe strings me emra t€ fshehur té cilat gjaté
ekzekutimit japin dhe kuptimin real té tyre. Klasa mé e réndésishme €shté klasa Triton1002, e cila
ka kéto vlera té enkoduara dhe té fshehura.
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ss [friton10e2

ing Zenith = Wodan.Narcissus("\ud83d\ude8c\ud83d\udedb\ud83d\ude29\ud83d\ude3c\udd3d\u

ing Zarathustra = Wodan.Narcissus("\ud83d\ude8f\ud83d\ude28\ud83d\udead\ud83d\ude9b\ud

ing Karnak = Wodan.Narcissus("\ud83d\ude99\ud83d\udela\ud83d\udeab\ud83d\ude2d\uda3d\u

ing Damocles = .Narcissus("\uds3d\ude25\ud83d\udes2\uds83d\udeaf\uda3d\udeaf\uds3id

ing Nestor = an.Narcissus("\udg3d\udece\ud83d\udece\uda3d\udea2\uda3d\ude93\uda3id\u

ing Saturnalia = W .Narcissus("\ud83d\ude®f\udd3d\udec3\udg3d\ude3c\ud83d\udedl\uds

ing Ragnarokl8@l = Wodan.Narcissus("\ud83d\ude99\ud83d\udela\ud83d\udeab\ud83d\ude2d\u

ing Zarathustralee®l = Wodan.Narcissus("\ud83d\udec®\ud83d\ude8s\ud83d\udeau\ud83d\ude3

Figura 7. String té fShehur.

Né kéto vlera hardcoded, secili string dekodohet me ané t€ njé implementimi né€ klasén Wodan
dhe funksionin Narcissus. Cdo varg karakteresh kalon si input te funksioni Narcissus dhe
dekodohet gjaté ekzekutimit. Duke ndjekur me debug dhe duke modifikuar kodin burimor
nxjerrim ¢do output té kétyre strings-eve.

C\Users\flare\source\repos\decoder\decoder\bin\Debug\decoder.exe

an't start because VCRUNTIME14@.dll is missing from your computer

Figura 8. Vlerat e dekoduara strings.

Pas dekodimit, ndjekim ¢do variabél pér t€ kuptuar géllimin e pérdorimit t€ tyre. Variabli mé
kryesor pér zinxhirin e infektimit €shté€ variabli Saturnalia, i cili ka vlerén eio_x64.dll. Ndjekim
rrugén e thirrjes s€ kétij variabli dhe né klasén Jupiter1001.cs né funksionin Xanadu()
evidentohet thirrja e funksionit Aether i cili thérret nga kernel32.dll funksionin api32 té
LoadLibraryW dhe kryen ngarkimin té dll native eio_x64.dll.
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", CharSet = CharSet.Unicode, EntryPoint = "LoadLibraryW", SetLastError = J]

IntPtr [nethed( [Mar UnmanagedType.LPWStr)] 1lpFileName);

Xanadu()
if .Aether| Path.Combine( in.CurrentDomain.BaseDirectory, Tritonl@02.Saturnalia)) != IntPtr.Zero)
{
{
Thread.Sleep(-1);

H
1

Figura 9. Ngarkiki i DLL native eio_x64.dll

Funksioni Boreas() I klasés Xerxes.cs, krijon dhe 2 strings gjaté ekzekutimit. Variabli i par€ ruan
vlerén USOPublic dhe e kombinon me C:\ProgramData, variabli i dyté text2 q¢ dekodohet éshté
vlera RogLiveService e cila i kalon si parametér funksionit triton() t€ klasés Chimera. Kéto vlera
i kalojné si parametra funksionit Triton.

Boreas()

h.Combine(Env GetFolderPath(Envir nt.SpecialFolder.CommonApplicationData), Triton .Nestor);
2 .Combine(text, Tr 802 .Ragnarok16e1);
().Triton(text, text2, Trit .Nereidlee2, 18, 8);

Figura 10. Funksioni Boreas.

Triton( destinationDirectory, deployedExecutablePath, string taskIdentifier, launchHour,

Directory.CreateDirectory(destinationDirectory);
baseDirectory I 1.CurrentDomain.BaseDirectory;
text = Tritc 2.Zenith + xe";
foreach (str text2 i GetFiles(baseDirectory))
{
extension = P Extension(text2);
if (extension.Equals( , StringComparison.OrdinalIgnoreCase) || extension.Equals(".dll", StringComparison.Ordsil

text3 = Zephyr(Path.GetFileName(text2), text);
textd = Path.Combine(destinationDirectory, text3);
.Minerva10@3(text2, textd);
}
}
if (File.Exists(deployedExecutablePath))
{
.Nereid1001(deployedExecutablePath, taskIdentifier, launchHour, launchMinute);
text5 = Path.Combine(baseDirectory, Trito )2 .Demeter) ;
if (File.Exists(text5))
{

.Uranus(text5);|

}

Figura 11. Funksioni Triton.

Gjaté ekzekutimit, vlerat q€ kaluan mé paré si parametra krijojné si shembull RogLiveService.exe
dhe kétu evidentohet teknika e persistencés ku kopjohen skedarét keqdashés né direktorité e
pérmendur me paré C:\ProgramData + USOPublic/ RogLiveService.exe. Né implementimin e
funksionit Triton evidentohet dhe njé funksion tjetér Nereid1001.
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Nereid1eel( executablePath, taskIdentifier, hour, minute)

Ptr intPtr tPtr.Zero;
zero = Int Zero;

intPtr = -Eurydice( i.dll");
if (!(intPtr == IntPtr.Zer

tr intPtr .Enkidu(intPtr, "D1l
!(intPtr2 == IntPtr.Zero))

delegateForFunctionPointer = GetDelegateForFunctionPointen<
.Elsinore;

quintessence = .Quintessence;
.Yggdrasil yggdrasil;
if (delegateForFunctionPointer( elsinore, quintessence, yggdrasil) == @)
{

Guid jocasta = .Jocastaleel;

if (yggdrasil.CreateInstance(IntPtr.Zero, jocasta, zero) == @)

{

objectForIUnknown = M al.GetObjectForIUnknown(zero);
.Invoke(objectForIUnk e ect”, [41);
obj = Invoke(object! der"

[1 € =\ 1);

.Invoke(obj, " 5 [1 { taskIdentifier, @ });

Figura 12. Funksioni Nereidl001.

Ky funksion krijon njé Scheduled Task né Windows duke pérdorur direkt taskschd.dll. Ai merr si
parametér vendndodhjen e njé exe dhe krijon njé task me emrin qé€ i jepet, e vendos té ekzekutohet ¢do dité
né€ orén e specifikuar dhe pastaj e nis menjéheré.

Para se ta krijojé, fshin njé task ekzistues me t€ nj&jtin emér. Task-u regjistrohet pér p€rdoruesin aktual,
vendos pérshkrimin “Daily startup”, aktivizohet dhe lidhet me EXE-né qé €shté kopjuar mé herét né
C:\ProgramData.

Praktikisht, kodi po instalon njé mekanizém qé e nis automatikisht até program ¢do dité, g€ €shté nj€ tekniké
normale pér update ose shérbime, por pérdoret gjithashtu shpesh pér persistence nga skedarét keqdashés.

Task Scheduler

File Action View Help

& = H
TaSkTS(:::z (ILo(aI!; e o - Next Run Time Last Run Time ua
as| uler Library =
GoogleSystem D ROGLiveServ.. Ready At 10:00 AM every day 6/26/2026 100000 AM  6/25/2026 41121 PM v
- >
Microsoft

General Triggers Actions Conditions Settings History (disabled)

Name: I ROGLiveService-S-1-5-21-594171532-964057573-2918249988- 1001 I

Location: \
Author.

Description: | Daily startup

Figura 13. Task Scheduler i krijuar pas ekzekutimit té skedarit exe.
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|5 Task Scheduler
File Action View Help

™= H

al:a

(D Task Scheduler (Local)

& Task Scheduler Library
GoogleSystem
Microsoft

v

Al

T4 Tei

(® ROGLiveServ.. Ready

==

At 10:00 AM every day

T

General Triggers Actions

Conditions

Settings

History (disabled)

When you create a task, you must specify the action that will occur when your task starts. To ch
command.

Action

Start a program

Details

C\ProgramData\USOPublic\ROGLiveService.exe

Figura 14. Procesi qé kryen task scheduler dhe programi qé niset sipas orarit.

Nga debug i1 dll native dhe i exe né parametrin RDX u evidentua komunikimi me domain
DietHealths|.]com nga ku i dérgohet vazhdimisht POST Request me disa parametra si shembull
ID token dhe bén procesin e validimit nése autentikimi éshté i suksesshém.

ROGLiveService.exe - PID: 7032 - Module: wininet.dll - Thread: 5780 {switched from Main Thread) - x64dbg [Elevated] -
le View Debug Tracing Plugins Favourites Options Help May 8 2021 (TitanEngine)
DE Sl Tt w9y taxBoEeLre L B
CPU [Gog  [1 Notes ® Breakpoints B MemoryMap [ Call Stack @ SEH  [o] Script %] Symbols <> Source ) References  '# Threads o Handles ¢ Trace
s Wov qword per S5T[rspr ], B TATEr NetCOnnEctA
4 mov auord per 55 frsp: 0] rbp ” ez [
4 mov qword ptr ss:ffrsp+isd.rsi . S o=
5 push rdi rdiz& {\"V\"1\"1. 0\, \"Td\"1\"1014\",\"Ts\" 11782454011, \"token\":\"2 [ RAX ~ 00007FFA38578070 I T T EEE
K bush r12 RBX  0000000000000000
4 push ri3 RCX  0000000000CC0004
Pt push ria RDX  0D0000SE073FF620
[] 4 ush ris RBP 0000005E07 3FE420
o 4 sub rsp, RSP 0000005E073FE398
o 4 and qword ptr ss:[rsp+50],0 [rsp+50]:"Sshd, RSI  0000005E073FF910
4 ov rld,r rdx: DwetHeaWths com” RDI  0000005E073FF988 AUEAN PARRARE LA [ FANH
3 xor edx,edx
H 4L:0e0TS "'Ozl:lgbgciﬁw RE  0000000000000188 L2
, RS 0000000000000000
o C74424 Sc 00000000 |mov duord per =s:lirspscl,0 RIO  0000000000000000
e 13 IR (R o TG T RI1  0000D0SEO73FF620 "DietHealths. con”
M 2418042 00 Tea r&d,quord pr ds : [rdx+60] L2 0060 000000000000)
o E£8 8CDSFAI Bl <VP, Smembe R13  0000000000000000
ol F605 7FF53500 02 Test byte ptr ds [7FFASEED7F40] 2 R14  0000000000000000
4C:88A424 28010000 | mov T12,quord ptr s :frspel RL5  0000000000000000
4:8BAC24 20010000 |mov r13d,dword ptr ss: [r's;HLZ()]
Saacos 18010000 mov edi,dword ptr ss: frspiis) RIP  00007FFA58578070 <wininet, InternetConnectA»
je wininet.7FFA585781
8C24 10010000 |mov rcx,qword prr ss: [rsp+u.o] RFLAGS_0000000000000344
mov rd,r ZF 1 AF O
6424 48 mov. qword ptr ss:[rsp+4g],ri2 oF u sr 0 DFoO
C7 moy rg,ris £0 TE 1 7e

Figura 15. Domain C2 aktual i evidentuar.

g T ™ = e T
48:8BCA MOV rax,rsp HEttpOpenRequestA
48:8958 08 mov gqword ptr ds:[ra:
48:8968 10 mov gword ptr ds:[ra:
48:8970 18 mov gword ptr ds:[raxrsi
57 push rdi rdi TINTLL 0N, NN ENT1014N T, TSN T 11782454011, VU token " i\ " 2c+IrPA=\ "}
. 48:81EC BO0000OO sub rsp,s0
48:8BF2 mov rsi,rdx rs rdx:
49:8BF8 mov rdi,r8 rdi A1 0\ \ Ad\TINT1014N ", \ TS\ " 11782454011, \"token\ "1 \"2c+IrPA=\"}", r8:"/api/v2/validate”
33p2 oo e
48:88ED mov rbp,r
48:8D48 98 Nen| rexsqword ptr ds:
. 49: 88D mov rbx;r
44:8D42 60 lea r8d,qword ptr ds: [rdx+60]:
E8 94D7F7FF call <IMP.&memsets>
4E.ED4C24 50 Tea rcx,gqword ptr ss: [rsp+50]:"SsHd,”
EFFF €all wininet.7FFA5849
S36424 40 00 ancTdrord ptr ss:lirsy
4C:8BCB mov r9
44:889424 FO000000  [mov r‘].Od dword ptr s
4C:BBCT mov r&,r ErB:“/api/vZ/‘va'lidatE”i rdi &NV N 0N NN T N TI0L4N T, VT es N T 17824 54011, \ "token\ " 1\ 2c+ IrPaA=Y"
48:888424 F8000000 |mov r‘ax,qword ptr ss
41:0FBAF2 1C btr riod,lc
48:894424 38 mov gqword ptr ss:|irsp
48:8 mov rdx,rsi rdx:"POST", rsi:"POST"
48:888424 ES000000 [mov rax,qword ptr ss:
48:8BCD mov rcx,rbp
44:895424 30 mov dword ptr ss:[irsp
48:894424 28 mov gword ptr ss:|[irsp
481888424 £0000000 |mOV rax.qword prr ss:
48:894424 20 mov_qwor ss:lirsp
. E8 A33AF2FF €all wininet.7FFA584C
48:8p4C24 50 Tea rcx.aword ptr ss:llrsp+507:"ssHd.”
<
v 001E Teas] " apt vz validate |
rdi=0000005E07 3FF" R 10144, \ "5\ 11782454011, \ "tokeny " :\"2c+IrPA=Y"}"
. text :00007FFA585A7ECC wininet.d11:$167ECC #1672CC

Figura 16. Path ku kryhet kérkesa POST C2 /api/v2/validate.
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Indikatorét e Komprometimit

OneDrive-latest-v3].]zip

9a778782dc12371814b62a9¢583¢2b47203704d3d1d0
4d0cfd13d1499a3b31a49

OneDrive-latest-v3.exe[.]config
ROGLiveService.exe[.]config

1103b254¢247903ab1d39525¢6066bf5a306f1faf8bca
fb9ad39e04ec2635a29

System.Collection].]dll

a29ea16355de86e5f58¢993ceafdfa0dad0a607278986
b94f5d73e5d6¢cc23ded

eio_x64].]dll

81aa2b88cbeSbd2e¢0567a341321¢cb2008d99a0d 6429
453219bca6769ed775637

Directory
C:\ProgramData\USOPublic
Domain diethealths[.]Jcom
URL https://sharepoint.epa[.]Jgov[.]gr/custom/
Sender mnezeriti@mou.gr
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MITRE ATT&CK

Taktika ID Teknika Pérshkrimi / Aktiviteti i

MITRE ATT&CK vérejtur

Initial Access T1566.001 Phishing: Delivered malicious ZIP

Spearphishing archives containing sideloaded
Attachment payloads through recruitment-
themed phishing campaigns.

Execution T1204.002 User Execution: Relied on victims to open

Malicious File compressed archives and
execute malicious
components.

Execution T1574.001 Hijack Execution Employed DLL sideloading

Flow: DLL techniques to execute malware
through legitimate binaries.

Persistence T1053.005 Scheduled Task/Job: | Created or modified Windows

Scheduled Task Scheduled Tasks to establish
persistence and automatically
execute the malware after
system startup or at predefined
intervals.

Defense Evasion T1036 Masquerading Disguised malicious payloads
as legitimate software
components and updates
within delivery archives.

Defense Evasion T1027.015 Obfuscated Files or Delivered malicious payloads

Information: within compressed ZIP

Compression archives across multiple

phishing campaigns.
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Rekomandime

Autoriteti Kombétar pér Siguriné Kibernetike rekomandon:

Bllokimin e menjéhershém té Indikatoréve t¢ Komprometimit, t&€ pérmendura mé sipér né
pajisjet tuaja mbrojtése.

Kontrollin e Task Scheduler pér krijimin e taskeve té reja dhe t€ pa autorizuara nga ky skedar.
Kontrollin e vendndodhjes specifike t&€ C:\ProgramData\USOPublic\.

Trajnimin e vazhdueshém té stafit jo-teknik rreth sulmeve “Phishing” si dhe ményrat e
shmangies s¢ infektimit prej tyre.

Instalimin e pajisjeve t€ perimetrit t€ rrjetit qé b&jné analiz€ t€ thellé¢ t& trafikut duke u
mbéshtetur jo vetém né rregullat e listave t€ aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

T¢€ implementohen zgjidhje g€ kryen filtrimin, monitorimin dhe bllokimin e trafikut keqdashés
ndérmjet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).

Analizimin e vazhdueshém té logeve qé vijné nga SIEM (Security information and Event
Management).

Sistemet e evidentuara t€ segmentohen né VLAN-e t€ ndryshme, duke aplikuar “Access
control list pér t& gjithé perimetrin e rrjetit”, webserviset duhet t€ jené té ndaré nga Databaza e
tyre, Active Directory duhet té jet€ né njé VLAN t€ ndaré.

Aplikimin dhe pérdorimin e teknikés LAPS pér sistemet Microsoft, pér menaxhimin e
fjalékalimeve t&€ Administratoréve Lokal.

T€ aplikohen filtra té trafikut n€ rastin e aksesimit né distancé té hosteve (punonjésve/palé té
treta/klienté).

T¢ kryhen analiza té trafikut né nivel sjellje “behaviour” pér pajisjet fundore, aplikimi i
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve keqdashés jo vetém né nivel signature
por dhe né nivel behaviour.

T€ projektohet zgjidhja pér menaxhimin e aksesit té€ pérdoruesve “Identity Access
Management” pér té€ kontrolluar identitetin dhe privilegjet e pérdoruesve né kohé reale sipas
parimit “zero-trust”.
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