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This analysis has limitations and should be interpreted with caution! 

 

Some of these restrictions include: 

 

First phase: 

Sources of information: The analysis is based on information available at the time of its 

preparation. However, some aspects may differ from actual developments. 

 

Second phase: 

Analysis details: Due to resource limitations, some aspects of the malicious file may not have been 

analyzed in depth. Any additional unknown information may reflect changes in the report. 

 

Third phase: 

Information Security: To protect confidential sources and information, some details may be 

redacted or not included in the analysis. This decision was made to maintain the integrity and 

security of the data used. 

 

AKSK reserves the right to change, update, or amend any part of this analysis without prior 

notice. 

 

This analysis is not a final document. 

 

There is no guarantee regarding possible changes or updates to the information reported during 

the following period. The authors of the analysis do not assume responsibility for the misuse or 

consequences of any decision-making based on this report. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.aksk.gov.al/
mailto:info@aksk.gov.al


Rruga “Papa Gjon Pali II” nr.3 Tiranë; 
web: www.aksk.gov.al   E-mail: info@aksk.gov.al 

                                                                      Tel./Fax : 04 2221 039  

 

 

 

 

 

Technical Information 

 

A malicious campaign has been identified in which a suspected malicious file named ypgz9kp.exe 

is being used, leveraging the domain viet69.al as Command-and-Control (C2) communication 

infrastructure. 

 

The file is associated with the NanoCore Remote Access Trojan (RAT) family, a malware known 

for creating unauthorized access to compromised systems, remotely controlling the device, stealing 

credentials, recording keystrokes, taking screenshots, and monitoring user activity. 

 

viet69.al domain has been compromised by malicious actors, positioning this domain as a possible 

part of the operational chain of attack, specifically as a communication point between infected 

devices and the malicious actor. 

 

This use poses a direct risk to users as the domain is suspected of being used for malicious 

purposes, including distributing or supporting malware activity, unauthorized access, and covert 

control over computer systems. 
 

File analysis 

ypgz9kp.exe is an executable file with hash value: 

03f18e137625b7f7ee2b53b70a37474b5674080aab67a7298f909af621d1c866 which is compiled 

in C# language, as a Windows Forms Application. Analysis shows that this file is obfuscated with 

a tool called Eazfuscator, used to mask code in order to avoid Anti Virus protection systems, but 

also to avoid static analysis. 
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Figure 1Compilation and obfuscation 

During the analysis of the file, by importing it, it is evident that the real name of the file is 

NanoCore client, an agent compiled with opensource code which can also be found on github 

https[:]//github.com/krzysztofadamczewski/NANOCORE-RAT. 

 

 

 
Figure 2NanoCore RAT and obfuscated code 

To avoid static analysis with this complex code we can use various tools to understand the hiding 

so that the code is more meaningful and readable. 
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Figure 3Successful deobfuscation 

 
Figure 4Deobfuscated code 

In the Main function , the initial execution of the file begins using Application.Run . 
 

 
Figure 5Entry Point 

 

Decompiled/obfuscated code that creates and initiates a TCP connection to a given IP and port. 

Names like method_47 , method_48 , socket_0 are automatic names from decomplication , so 

they are named automatically. 
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Figure 6TCP Connection 

During the dynamic analysis of this function, the Cloudflare IP 188[.]114[.]96[.]7 was identified. 

However, the code has implemented the logic to resolve dns, from which we identify a function 

method_59 that takes a dns record from the Client class as a parameter. The debug process also 

identifies the C2 domain viet69[.]al. 
 

 
Figure 7DNS resolve logic 

During static analysis, a function named smethod_13 is identified in the Class8.cs class , from 
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where it is part of a hidden loader / packer. 

 

byte[] array = Class8.smethod_16(); 

 

This is the initial retrieval of the payload in byte array form. 
 

 
Figure 8Binary structure from memory. 

debugging process, it was possible to identify configuration features of the malicious file and even 

the C2 as a backup gspexit105[.] com used in case the connection to the main domain fails. 
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Figure 9Malicious file configurations 

In the same function where we set the breakpoint, a byte array is identified where the header values 

are 4D 5A which results in an executable file or a DLL dynamic link library . This type of malicious 

file works through plugins and in this case we are dealing with a DLL plugin named 

SurveillanceEx Plugin which is loaded into memory: 

 

 
Figure 10SurveillanceEx plugin 

this dll at this stage and follow the analysis. Again this dll is compiled with the C# programming 

language and obfuscated using Eazfuscator . Therefore we follow the same logic as with the first 

executable file to deobfuscate it. 
 

 
Figure 11SurveillanceEx dll 
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During the analysis in the Class1.cs class, are identified two functions that return a byte array 

pattern as a result, which is very typical about loading of payloads for malicious purposes 

 

 
Figure 12Reading the embedded resouirce 

If we follow the smethod_4 value step by step, which is read at runtime, we will see that it is 

decompressed in Class17 with the smethod 5 function. 
 

 
Figure 13TLD decompression 

To simulate the same logic, we create a simple script that extracts these two objects Lzma and 

TLD. 
 

 
Figure 14Extracting TLD and Lzma.bin files 

The TLD serves as a reference list for domains, more precisely as a list of Top-Level Domains 

and public suffixes. This is used so that the program correctly understands the main domain from 

a URL or hostname. 
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Figure 15Decompressed TLD.bin 

Etc. lzma is a small library that is used about LZMA decompression . So its role is to open/ 

decompress the next resource: 
 

 
Figure 16Lzma.dll 
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During dynamic analysis was discovered The logs file, which records the victim 's activity who 

clicked the malicious file. It is also noted that the C2 server resolves the aforementioned Cloudflare 

IP during the analysis along with the features that this file has. 
 

 
Figure 17C&C Configurations 

 

Indicators of Compromise 

 

03F18E137625B7F7EE2B53B70A37474B5674080AAB67A7298F909AF621D1C866  

ypgz9kp.exe 

01E3B18BD63981DECB384F558F0321346C3334BB6E6F97C31C6C95C4AB2FE354

  

SurveillanceExCli

entPlugin.dll 

F9B8C3F31375E9A1EC105F930F751869A804110D29D6B38E7298622EB74B2BEC Lzma.bin 

gspexit105[.]com C2 

viet69[.]al C2 
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Recommendations 

 

The National Cyber Security Authority recommends: 

• Perform immediate blocking of the Indicators of Compromise mentioned above on your 

protective devices. 

• Continuous analysis of logs coming from SIEM (Security Information and Event Management) 

should be carried out. 

• Install network perimeter devices that perform deep traffic analysis based not only on access 

list rules but also on its behavior (NextGen Firewalls). 

• Apply traffic filters in the case of remote access to hosts (employees/third parties/customers). 

• Implement solutions that filter, monitor, and block malicious traffic between Web applications 

and the internet, Web Application Firewall (WAF). 

• Conduct traffic analysis at the behavior level for end devices, applying EDR, XDR solutions. 

This brings the analysis of malicious files not only at the signature level but also at the behavior 

level. 
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