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Pérmbledhje Ekzekutive

SAP ka publikuar pérditésimet mujore q€ adresojné njé numér t€ konsiderueshém dobésish né
platformat kryesore enterprise duke adresuar:

e 19 dobési té reja

e 1 shénim sigurie té pérditésuar
Kéto prekin platforma si:

o SAP S/AHANA

« SAPERP

e SAP NetWeaver

e SAP BusinessObjects

Dobésia mé kritike (CVSS 9.9) &shté njé SQL Injection, e cila mund t€ ¢ojé né komprometim
té ploté t& databazés.

Informacione Teknike

Detaje té Dobésisé:
Dobésia Kritike (Veprim i Menjéhershém)

CVE-2026-27681 — SQL Injection (CVSS: 9.9 — Kritike)
Produkte té prekura:

e SAP Business Planning and Consolidation (BPC)
e SAP Business Warehouse (BW)

Versionet:

e HANABPC 810, BPC4HANA 300
o« SAP BW 750, 752, 753, 754, 755, 756, 757, 758, 816

Dobési me Rrezikshméri té Larté

CVE-2026-34256 — Mungesé kontrolli autorizimi (CVSS: 7.1)
Produkte té prekura:

e SAP ERP
e SAP S/4HANA (Private Cloud dhe On-Premise)
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Versionet:

SAP FIN 618, 720, 730

EA-FIN 617, 700

SAPSCORE 135

S4CORE 102-109

EA-APPL 600, 602, 603, 604, 605, 606

Dobési me Rrezikshméri Mesatare

e (CVE-2025-64775 — SAP BusinessObjects BI Platform (CVSS: 6.5)

e CVE-2026-34264 — SAP HCM pér S/4AHANA (CVSS: 6.5)

e CVE-2026-34261 — SAP Business Analytics & SAP Content Management (CVSS:
6.5)

CVE-2026-27677 — SAP S/AHANA OData Service (CVSS: 6.5)
CVE-2026-27678 — SAP S/AHANA Backend OData Service (CVSS: 6.5)
CVE-2026-27679 — SAP S/AHANA Frontend OData Service (CVSS: 6.5)
CVE-2026-0512 — SAP Supplier Relationship Management (CVSS: 6.1)
CVE-2026-27674 — SAP NetWeaver AS Java (CVSS: 6.1)
CVE-2026-34257 — SAP NetWeaver AS ABAP (CVSS: 6.1)
CVE-2026-34262 — SAP HANA Cockpit & DB Explorer (CVSS: 5.0)
CVE-2026-27673 — SAP S/AHANA (CVSS: 4.9)

CVE-2026-27672 — Material Master Application (CVSS: 4.3)
CVE-2026-27676 — SAP S/AHANA OData Service (CVSS: 4.3)

Rekomandime

Subjektet g€ pérdorin mjedise SAP duhet ta trajtojné kété pérditésim si prioritet té larté, me
ndérhyrje t€ menjéhershme pér dobésiné kritike, pér té parandaluar:

e shfrytézim té dobésive

o rrjedhje té t& dhénave
o ndérprerje operacionale

Referenca

https://support.sap.com/en/my-support/knowledge-base/security-notes-news/april-2026.html
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