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Pérmbledhje Ekzekutive

Adobe ka publikuar pérdité€sime sigurie pér t€ adresuar disa dobési né€ produktet e tij.

Informacione Teknike

Adobe ka publikuar disa pérdité€sime sigurie qé€ adresojné dobési kritike dhe té réndésishme
né€ disa produkte, pérfshiré:

e Adobe DNG Software Development Kit
e Adobe Substance 3D Stager

e Adobe Premiere Pro

e Adobe Illustrator

e Adobe Acrobat

e Adobe Acrobat Reader

e Adobe Commerce

¢ Adobe Commerce B2B

e Magento Open Source

Kéto pérditésime zgjidhin probleme qé mund t€ ¢ojné né:
e cekzekutim arbitrar té kodit
o pérshkallézim privilegjesh
o ndikime t€ tjera n€ sigurin€ e sistemeve
Produktet e prekura dhe dobésité kryesore
1. Adobe DNG Software Development Kit (SDK)

Versioni i korrigjuar:
DNG SDK 1.7.1 build 2502

Kritike (CVSS 7.8) — Ekzekutim arbitrar i kodit
e CVE-2026-27280: Out-of-bounds Write (CWE-787)
E réndésishme (CVSS 5.5) — Mohim i shérbimit té aplikacionit
e (CVE-2026-27281: Integer Overflow ose Wraparound (CWE-190)

2. Adobe Substance 3D Stager
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Versioni i korrigjuar:
3.1.8

Kritike (CVSS 7.8) — Ekzekutim arbitrar i kodit

CVE-2026-27273: Out-of-bounds Write (CWE-787)
CVE-2026-27274: Out-of-bounds Write (CWE-787)
CVE-2026-27275: Out-of-bounds Write (CWE-787)
CVE-2026-27276: Use After Free (CWE-416)
CVE-2026-27277: Use After Free (CWE-416)
CVE-2026-27279: Out-of-bounds Write (CWE-787)

3. Adobe Premiere Pro
Versionet e korrigjuara

e Premiere Pro 26.0
e Premiere Pro 25.6 LTS

Kritike (CVSS 7.8) — Ekzekutim arbitrar i kodit

e CVE-2026-27269: Out-of-bounds Read (CWE-125)
4. Adobe Illustrator
Versionet e korrigjuara

o [llustrator 2025 —29.8.5 dhe mé té reja
o [llustrator 2026 — 30.2 dhe mé t€ reja

Kritike (CVSS 8.6) — Ekzekutim arbitrar i kodit

e (CVE-2026-21333: Untrusted Search Path (CWE-426)
Kritike (CVSS 7.8) — Ekzekutim arbitrar i kodit
CVE-2026-21362: Out-of-bounds Write (CWE-787)
CVE-2026-27271: Heap-based Buffer Overflow (CWE-122)

e (CVE-2026-27272: Out-of-bounds Write (CWE-787)
e (CVE-2026-27267: Stack-based Buffer Overflow (CWE-121)
E réndésishme (CVSS 5.5) — Ekspozim memorie / DoS

e CVE-2026-27268: Out-of-bounds Read (CWE-125) — ekspozim memorie
e (CVE-2026-27270: Out-of-bounds Read (CWE-125) — ekzekutim arbitrar 1 kodit

5. Adobe Acrobat dhe Acrobat Reader

Versionet e korrigjuara
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e Acrobat DC/Reader DC: 25.001.21288
e Acrobat 2024: 24.001.30356

Kritike (CVSS 7.8) — Ekzekutim arbitrar i kodit

e CVE-2026-27220: Use After Free (CWE-416)
o CVE-2026-27278: Use After Free (CWE-416)

E réndésishme (CVSS 5.5) — Pérshkallézim privilegjesh
e CVE-2026-27221: Improper Verification of Cryptographic Signature (CWE-347)
6. Adobe Commerce / Magento Open Source
Versionet e korrigjuara
Adobe Commerce

o 2.4.9-betal
e 248-p4

e 2.4.7-p9

e 24.6-pld
e 24.5-pl6
o 244-pl7

Adobe Commerce B2B

1.5.3-betal
1.5.2-p4
1.4.2-p9
1.3.5-p14
1.3.4-pl6
1.3.3-p17

Magento Open Source

2.4.9-betal
2.4.8-p4
2.4.7-p9
2.4.6-pl4
2.4.5-pl6

Dobési kritike
Kritike (CVSS 8.7) — Pérshkallézim privilegjesh
e (CVE-2026-21290: Stored Cross-Site Scripting (CWE-79)

Kritike (CVSS 8.1) — Pérshkallézim privilegjesh
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e CVE-2026-21361: Stored Cross-Site Scripting (CWE-79)
e (CVE-2026-21284: Stored Cross-Site Scripting (CWE-79)

Kritike (CVSS 8.0) — Pérshkallézim privilegjesh
e CVE-2026-21311: Stored Cross-Site Scripting (CWE-79)
Kritike (CVSS 7.5) — Anashkalim i funksioneve té sigurisé / pérshkallézim privilegjesh
e (CVE-2026-21289: Incorrect Authorization (CWE-863)
e CVE-2026-21309: Incorrect Authorization (CWE-863)
Dobési té réndésishme
E réndésishme (CVSS 6.8) — Anashkalim i funksioneve té€ sigurisé
e CVE-2026-21360: Path Traversal (CWE-22)
E réndésishme (CVSS 5.5) — Lexim arbitrar i sistemit té skedaréve / anashkalim sigurie

e CVE-2026-21293: Server-Side Request Forgery (CWE-918)
e (CVE-2026-21294: Server-Side Request Forgery (CWE-918)

E réndésishme (CVSS 5.4) — Ekzekutim arbitrar i kodit

e (CVE-2026-21292: Stored Cross-Site Scripting (CWE-79)
E réndésishme (CVSS 5.3) — Anashkalim sigurie / DoS

e (CVE-2026-21286: Incorrect Authorization (CWE-863)

e CVE-2026-21282: Improper Input Validation (CWE-20)

e CVE-2026-21310: Improper Input Validation (CWE-20)
E réndésishme (CVSS 4.8) — Ekzekutim arbitrar i kodit

e CVE-2026-21291: Stored Cross-Site Scripting (CWE-79)
E réndésishme (CVSS 4.7) — Anashkalim sigurie

e (CVE-2026-21359: Incorrect Authorization (CWE-863)
E réndésishme (CVSS 4.3) — Anashkalim sigurie

e (CVE-2026-21285: Incorrect Authorization (CWE-863)

Dobési me nivel mesatar

Mesatare (CVSS 3.5) — Anashkalim sigurie
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e CVE-2026-21296: Incorrect Authorization (CWE-863)
e (CVE-2026-21297: Incorrect Authorization (CWE-863)

Mesatare (CVSS 3.1) — Anashkalim sigurie
e CVE-2026-21295: Open Redirect (CWE-601)
Shénim
Referojuni buletineve zyrtare t€ sigurisé s€ Adobe pér listén e ploté t& CVE-ve, versionet e

korrigjuara dhe informacion shtesé.

Rekomandime

AKSK rekomandon aplikimin e pérditésimeve t€ sigurisé€ t€ publikuara sé fundmi nga Adobe.

Referenca

https://helpx.adobe.com/security/products/dng-sdk/apsb26-30.html
https://helpx.adobe.com/security/products/substance3d_stager/apsb26-29.html
https://helpx.adobe.com/security/products/premiere pro/apsb26-28.html
https://helpx.adobe.com/security/products/acrobat/apsb26-26.html
https://helpx.adobe.com/security/products/illustrator/apsb26-18.html
https://helpx.adobe.com/security/products/magento/apsb26-05.html
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