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Pérmbledhje Ekzekutive

Microsoft ka publikuar pérditésime q€ adresojné 167 dobési sigurie, pérfshiré njé zero-day té
shfrytézuar aktivisht né SharePoint. Ky publikim pérfshin:
e Dobési t€ shumta pér ekzekutim kodi né distancé (RCE) né shérbime rrjeti (TCP/IP,
IKEV2)
Vektor€ sulmi nga ana e klientit pérmes Remote Desktop dhe Microsoft Office
Njé dobési qé€ po shfrytézohet aktivisht (SharePoint — CVE-2026-32201)
Numér té lart€ dobésish pér pérshkallézim privilegjesh (EoP)
Anashkalime t€ mekanizmave t€ sigurisé (BitLocker, Secure Boot, Windows Hello)

Informacione Teknike

Detaje té Dobésive:
Zero-Day i Shirytézuar Aktivisht

CVE-2026-32201

o Tipi: Spoofing
e Produkti: Microsoft SharePoint Server
e Rrezikshméria: Kritike (zero-day, n€ shfrytézim aktiv)

Dobési Kritike (Prioritet i Larté)

CVE-2026-33824 — Windows IKEv2 (RCE)
CVE-2026-33827 — Windows TCP/IP (RCE)
CVE-2026-33826 — Active Directory (RCE)
CVE-2026-32157 — Remote Desktop Client (RCE)
CVE-2026-32190 / 33114 / 33115 — Microsoft Office (RCE)
CVE-2026-23666 — .NET (DoS)

Pérshkallézim Privilegjesh (EoP)

CVE-2026-26173 /26177 / 26182 / 27922 — WinSock Driver
CVE-2026-32070 — CLFS Driver

CVE-2026-32075 — UPnP Device Host

CVE-2026-32093 — Function Discovery

CVE-2026-32152 / 32154 / 32155 — Desktop Window Manager
CVE-2026-32162 — Windows COM

CVE-2026-27908 / 27921 — TDI Driver
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Anashkalim i Mekanizmave té Sigurisé

e CVE-2026-0390 — UEFI Secure Boot
e CVE-2026-27906 — Windows Hello
e CVE-2026-27913 — BitLocker

Dobési té Tipit Spoofing
e CVE-2026-26151 — RDP Spoofing

e CVE-2026-32202 — Windows Shell Spoofing
e CVE-2026-32225 — Anashkalim sigurie né€ Shell

Rekomandime

Rekomandohet té:
¢ Aplikoni menjéheré pérditésimet e prillit 2026
e Jepni prioritet:

o serveréve SharePoint t&€ ekspozuar publikisht

o shérbimeve t€ ekspozuara né internet
e izolimit ose kufizimit t& aksesit pér instancat e cenueshme SharePoint

Referenca

https://msrc.microsoft.com/update-guide/releaseNote/2026-Apr
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