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Pérmbledhje Ekzekutive

Eshté identifikuar njé dobési path traversal né Fireware OS Web UI qé mund t& lejojé shkrim
té skedaréve arbitraré dhe ekzekutim kodi me privilegje té larta.

Informacione Teknike

Detaje té Dobésisé:

e CVE: CVE-2026-3987
e Rrezikshméria: E lart€¢ (CVSS v4.0: 8.6)

Validimi i pamjaftueshém i input-it n€ Fireware Web Ul i lejon njé sulmuesi me privilegje té
kryej€ njé sulm path traversal, duke mundésuar shkrimin e skedaréve arbitraré. Kjo mund t&é
pérshkallézohet né ekzekutim kodi né distancé né njé kontekst sistemi me privilegje té
ngritura.

Produktet e Prekura

o Fireware OS 12.x:
Versionet 12.6.1 deri né 12.11.8 né modelet Firebox:
T20, T25, T40, T45, T55, T70, T80, T85, M270, M290, M370, M390, M470, M570,
M590, M670, M690, M440, M4600, M4800, M5600, M5800, Firebox Cloud, Firebox
NVS5, FireboxV

o Fireware OS 2025.1.x:
Versionet 2025.1 deri né 2026.1.2 né modelet Firebox:
T115-W, T125, T125-W, T145, T145-W, T185, M295, M395, M495, M595, M695

Versionet e Korrigjuara
o Fireware OS 12.x: 12.12 ose mé i ri

o Fireware OS 2025.1.x: 2026.2 ose mé iri

Rekomandime

AKSK rekomandon aplikimin e masave zbutése ose zgjidhjeve alternative t€ ofruara nga
WatchGuard.
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info@aksk.gov.al; Tel./Fax : 04 2221 039



http://www.aksk.gov.al/
mailto:info@aksk.gov.al

Referenca

https://www.watchguard.com/wgrd-psirt/advisory/wgsa-2026-00009
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