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Pérmbledhje Ekzekutive

S€ fundi, éshté zbuluar njé dobési kritike Remote Code Execution (RCE) né OpenStack
Vitrage, shérbimi Root Cause Analysis (RCA) i pérdorur nga administratorét e cloud-it.

Informacione Teknike

Detaje té Dobésisé:

e Lloji i dobésisé: Remote Code Execution (RCE)

e CVSS Score: 9.1 (Critical)

e CVE Identifier: CVE-2026-28370

o Komponenti i prekur: OpenStack Vitrage query parser
(_create_query_function né vitrage/graph/query.py)

e Vektori i aksesit: Rrjet, pérdorues i autentikuar me akses né€ Vitrage API

o Privilegjet e nevojshme: Privilegje t&€ shérbimit Vitrage

e Ndikimi: Komprometim 1 ploté 1 host-it t€ shérbimit Vitrage, ndérprerje e mundshme
e monitorimit t€ cloud-it dhe akses i paautorizuar né host.

Versionet e prekura:

Té€ gjitha versionet para 12.0.1

13.0.0 (duke pérjashtuar 13.0.1)
14.0.0 (duke pérjashtuar 14.0.1)
15.0.0 (duke pérjashtuar 15.0.1)

Versionet e rregulluara:

e 12.0.1 ose mé té reja

Rekomandime

AKSK rekomandon pérditésimin e instancave té prekura t&€ OpenStack Vitrage né versionin
mé té fundit t€ patch-uar.

Referenca

https://nvd.nist.gov/vuln/detail/CVE-2026-28370
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