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Pérmbledhje Ekzekutive

Adobe ka publikuar pérditésime sigurie g€ adresojné dobési kritike dhe té réndésishme né
disa produkte, pérfshiré:

Adobe Audition

Adobe After Effects

Adobe InDesign

Adobe Lightroom Classic

Adobe Bridge

Adobe Substance 3D (Designer, Stager, Modeler)
Adobe DNG SDK

Kéto pérditésime korrigjojné probleme g€ mund t€ ¢ojné né:

Ekzekutim arbitrar kodi
Rritje privilegjesh
Ekspozim memorieje
Ndikime té tjera sigurie

Informacione Teknike

Produkte té Prekura dhe Dobési Kryesore
Kritike (CVSS 7.8) — Ekzekutim Arbitrar Kodi
Adobe Audition

e CVE-2026-21312 — Out-of-bounds Write (CWE-787)

Adobe After Effects
e CVE-2026-21318, 21327, 21328 — Out-of-bounds Write (CWE-787)
e CVE-2026-21320, 21323, 21326, 21329, 21351 — Use After Free (CWE-416)
e CVE-2026-21321, 21347, 21353 — Integer Overflow/Wraparound (CWE-190)
e CVE-2026-21322, 21324, 21325, 21343, 21344, 21345 — Out-of-bounds Read (CWE-

125)
e CVE-2026-21330 — Type Confusion (CWE-843)

Adobe InDesign

e CVE-2026-21357 — Heap-based Buffer Overflow (CWE-122)
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Adobe Substance 3D Designer
e CVE-2026-21334, 21335 — Out-of-bounds Write (CWE-787)
Adobe Substance 3D Stager

o CVE-2026-21341, 21342 — Out-of-bounds Write (CWE-787)
e CVE-2026-21343, 21344, 21345 — Out-of-bounds Read (CWE-125)

Adobe Bridge
e CVE-2026-21346 — Out-of-bounds Write (CWE-787)
Adobe Lightroom Classic
e CVE-2026-21349 — Out-of-bounds Write (CWE-787)
Adobe DNG SDK
e CVE-2026-21352 — Out-of-bounds Write (CWE-787)
e CVE-2026-21353 — Integer Overflow/Wraparound (CWE-190)
Té Réndésishme (CVSS 5.5) — Ekspozim Memorieje
Adobe Substance 3D Modeler

e CVE-2026-21348 — Out-of-bounds Read (CWE-125)

Ndikimi

Shfrytézimi me sukses 1 kétyre dobésive mund t’i lejojé sulmuesit té:
Ekzekutojné kod arbitrar

Marrin kontroll t€ plot€ mbi sistemet e prekura

Aksesojné informacion sensitiv
Shkaktojné€ rrézim t€ sistemit (crash)

Rekomandime

AKSK rekomandon aplikimin e menjéhershém té pérditésimeve té sigurisé té publikuara
nga Adobe.

Referenca

https://helpx.adobe.com/security/products/dng-sdk/apsb26-23.html
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