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Summary 

On a channel on the social network Telegram, it has been identified that several news items have 

been published about possible attacks against institutions of the Republic of Albania. However, it 

has not yet been verified whether these attacks have occurred or not. In these posts, institutions 

from the governmental and healthcare sectors have been mentioned. 

 

Technical Information 

This channel was created on January 19, 2026, and in its first post it is stated that on January 20, 

2026, the establishment of the cyber community known as HaxChipper will be officially 

announced. 

 

Figure: 1 First post on this channel 



On the same date, the second post was also published, stating that Albania will be a target due to 

its support for Ukraine. 

Figure: 2 Photo showing that Albania is a target 

In the third post, there is a photo showing a denial-of-service (DDoS) attack targeting the website 

of the Municipality of Tirana. 

Figure: 3 DDoS attack against the Municipality of Tirana 



On January 22, 2026, two photos were posted. Figure 4 shows a denial-of-service (DDoS) attack 

targeting: 

• University Hospital Center “Mother Teresa” (qsut.gov.al) 

• Hygeia Hospital (hygeia.al) 

• Keit Clinic (keit.al) 

• Our Lady of Good Counsel Foundation (fzkm.org) 
 

Figure: 4 Attack against institutions of the Republic of Albania 

We emphasize that the websites are accessible, as a result of the blocks applied by anti-DDoS 

filters implemented by part of the infrastructures. 

On January 22, 2026, a post was also published on the dark web by a user with the same name, 

concerning confidential data of the Embassy of Albania in Athens. 

Following verification, this data appears to be old and related to the Homeland Justice attack 

in 2022. This can also be confirmed by the Homeland Justice logo visible in the published 

photos. 



 
Figure: 5 Post on the Dark Web 

 

Figure: 6 Materials published on the Dark Web 

 

 

Additionally, on the same date (22.01.2026), several photos were shared in this group in which denial-of- 

service (DDoS) attacks are suspected against the following infrastructures: 



 
Figure: 7Post regarding a DDoS attack against Berat County 

On January 22, 2026, photos were also posted. Figure 8 shows a denial-of-service (DDoS) attack 

targeting: 

• The website of the Elbasan District 

• The website of the Tirana District 

• The website of the Vlorë District 

• The website of the Shkodër District 

• The website of the Dibër District 



 
Figure: 8 Claim of DDoS category attacks 

 

Figure: 9 Claim of a DDoS attack on Dibër District 



Recommmends 

NSCA Albania recommends: 

• Detection: If you are observing a high number of incoming requests in the web server logs 

or saturated bandwidth, this may indicate an attack attempting to disrupt your online 

service. Understand your critical assets, identify the services exposed to the internet, and 

assess the vulnerabilities of those services. 

• Restrict incoming traffic to Albania only and set limits per second or lower the threshold 

in the event of a DDoS attack. 

• Ensure that users are informed in advance about how to report incidents. 

• Implement CAPTCHA systems on public forms without authentication. 

• Educate employees and stakeholders about DDoS attacks and risk mitigation strategies. 

• Apply proxy servers to redirect traffic. 

• Implement Network DDoS Protection, Application DDoS Protection, and Website DDoS 

Protection filters. 

• Continuous monitor logs on critical systems. 


