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RIS NMN A A WW

Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti éshté bazuar n€ informacionet t¢ vendosura né€ dispozicion né
momentin e pérgatitjes s€ tij. Ndérkohé, disa aspekte mund t€ jené t& ndryshme nga zhvillimet
aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak té kufizimeve burimore, disa aspekte té skedarit keqdashés mund té
mos jené€ analizuar thellésisht. Cdo informacion shtesé 1 panjohur mund té reflektojé né ndryshime
té raportit.

Faza e treté:

Siguria e informacionit: Pér t€ mbrojtur burimet dhe informacionet konfidenciale, disa detaje
mund t€ jené t&€ zbutura ose jo té pérfshira né raport. Ky vendim &éshté marré pér t€ mbajtur
integritetin dhe siguriné e t€ dhénave té€ pérdorura.

AKSK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar cfarédo pjesé té
kétij raporti pa lajmérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar.

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe analizés.
Nuk ka garanci né lidhje me ndryshime té mundshme apo pérditésime té informacioneve té
raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin pérgjegjési pér pérdorimin e
gabuar ose pasojat e ndonjé vendimmarrjeje té bazuar né kété raport.



Informacione Teknike

Eshté evidentuar qarkullimi i njé fushate sulmesh kibernetike duke pérdorur Ransomware nga grupi NOVA
Ransomware Group, ku vérehen teknika dhe taktika t€ reja. Ky grup u shfaq pér her€ té paré né vitin 2024
dhe aktiviteti i tyre tregon njé metodé sulmesh té fokusuara. Grupi kombinon enkriptimin e sistemeve me
vjedhjen e t&€ dhénave sensitive, duke pérdorur kércénime se do té€ ekspozojé kéto t€ dhéna duke rritur dhe
forcuar kérkesat pér pages€. Nga njé kéndvEshtrim operacional, Nova favorizon efikasitetin mbi
inovacionin, duke pérdorur teknika t€ vendosura si¢ jané c¢aktivizimi i kopjeve rezervé, ndalimi i
shérbimeve t€ siguris€ dhe shfryt€zimi i mjeteve legjitime administrative pér t€ l€vizur né rrjetet e
kompromentuara. Megjithése ende me profil t&€ ulét, Nova paraqget se si aktorét e rinj t€ ransomware-ve
mund t€ shkaktojné shpejt sulme kibernetike domethénése duke shfrytézuar dobésité e njohura n€ mbrojtjet
e infrastrukturave t€ informacionit.

Analiza e skedarit RaLord-0xb
Skedari RaLord-0xb &shté njé skedar i ekzekutueshém né sistemet operative Windows dhe éshté
1 krijuar me gjuhén e programimit RUST.

File name

C:\Users\flare\Downloads\RaLord-0xb\RaLord-0xb.exe

File type File size Base address Entry point

PEG4 v 376.00 KiB D000000140000000  000000014003d40c | >

File info Memory map Disasm Hex Strings Signatures VirusTotal
MIME Search Hash Entropy Extractor

| PE — Import | Resources | H | TLS —

Sections Time date stamp Size of image

D005 > 2025-03-24 17:57:12 D0062000

Scan Endianness Mode Architecture

Automatic LE 64-bit AMD64

~ PE64
Compiler: Microsoft Visual C/C++(2022+)[-]
Compiler: Rust(x86_64-pc-windows-msvc)[-]
Linker: Microsoft Linker(14.43**)[Console64,console]

Figura 1. Gjuha e programimit RUST.

Nga analiza e strings evidentohet se ky skedar nis skanimin e direktorive té sistemit operativ dhe
nis enkriptimin e tyre, kjo né bazé té té drejtave qé ky skedar ekzekutohet.




Figura 2. Strings té skedarit.

Evidentohet dhe né momentin g€ kété skedar tentojm ta ekzekutojmé népérmjet CMD dhe ¢faré
ndodh &éshté pikérisht skanimi(enumeration) i direktorive dhe mé pas nis procesi i enkriptimit.

:\Users\flare\Downloads\RalLord-8xb>RalLord-8xb.exe
Starting directory scan...

Retry 1/3: C:\Users\flare\Downloads\RalLord-@xb\RalLord-0xb.exe - Delete: Access is denied. (os error 5)

Retry \Users\flare\Downloads\RaLord-@xb\RaLord-8xb.exe - Delete: Access is denied. (os error 5)
Retry 3 \Users\flare\Downloads\RalLord-@xb\RaLord-0xb.exe - Delete: Access is denied. (os error 5)
Failed: C:\Users\flare\Downloads\RalLord-0xb\RalLord-@xb.exe - Delete: Access is denied. [fss error 5)
Scan completed in 7.07s

8:48:46.15

Figura 3. Ekzekutim nga cmd.

Duke analizuar skedarin evidentojmé funksionin FUN_140007e90 i cili ka rolin kryesor né thirrjen
e kodit keqdashés. Kjo gjé evidentohet né pjesén e kodit ku pret parametrin param_1. Nga analiza
statike vlera e param_1 &shté pikérisht param_1 = &LAB_140006230. Pra pér t€ paré€ kodin,
duhet t€ kontrollojmé njé label me vlerén LAB_140006230.

wvoid FUN_140007e50 (undefined *p

aram 1)

{

I (* (code *)param 1) () ]

return;

Figura 4. Thirrja e kodit.

Né emértimin e pérmendur, duket pjesa e kodit té skedarit keqdashés nga ku evidentohet dhe
ransom-note hardcoded né€ skedar. Po né kété funksion evidentohen dhe strings t€ pérmendur mé
lart:

"[+] Starting directory scan..."

"[+] Scan completed in ..."

"[!] Error creating README: ..."

Funksioni i cili bén enkriptimin nis me funksionin FUN_14000c8e0.



ppuvar5 = (undefined **&¥ii)
FUN_14000a4f0 (EpppppuStack d8,

(undefined **)

“\n __________________________
———————————— F TR | e e e e e e e e e e |
———————————————————————————————————————— \n-> Helloc , without any p
blems , if yoh see this Readmes its mean you under controll by RLor
ransomware , the data has been stolen and everything done , but\n-

you can recover the files by contact us and pay the ransom , the d
a taken from this device or network have crenditals and your syste
nfo too , without talk about files\n-> also , we will provide repo
with hack operation and how to fix errors and up your security\n-—
—————————————— \n>>> contact us here :\n-> gtoxID: OCBESB45CSTAEZ244
C904C5BCT74F733065374659D9CERA22541CA69AC162BBD42A20F4C0382AC\n—————
————————— \n>>> important notes : \n-> please do not touch the file
becouse we can\'t decrypt it if you touch it\n-> please contact us
oday becouse the leak operation should start \n—> in nigotable ple
e make sure to accept our rules, its easy\n——————————-—————- \n>>>
r websites : \n-> mirror 1 : ralord3htj7v2dkavss2hjzviviwgsf4anfdn
n5gcjléeb5if3cuqd.onion\n-> mirror 2 : ralordge33mpufkpsrézkdatktl
t2ueidught3sitxgtzfmgmbsuyd.onion\n-> mirror 3 : ralordt7gywtkkkkqg
uldacémpibsb7cpjvdfezpzwgltyj2lajuuid.onion\n-> to enter this URLs

ou need to download tor : https://www.torproject.org/download/\n——

Figura 5. Ransomware note i skedarit.

FUN_14000c8e0 &shté pika ku nis pérpunimi real 1 njé skedari. Por algoritmi 1 enkriptimit veté
nuk éshté 1 shkruar direkt n€ két€ pjesé kodi. Kopjon té dhénat e skedarit né njé buffer privat gjé e
cila evidentohet si mé poshté. M€ pas pérgatit metadata / nonce / IV (pérgatit header kriptografik
ose strukturé ndihmése pér enkriptim).

_Src = *(void **)(param_2 + 0x18);
sVarl = *(size_t *)(param_2 + 0x20);

local 30 = Oxfffffffffffffffe;

LJL; = *(void **) (param 2 + 0x18);

sVarl = ‘(size_t *) (param 2 + 0x20);

local 48 = param 2;

lvara
LAB 14000caec:
local 32 = 1;

FUN_140041323(1vVar5,sVarl,&PTR_s_C:\Users\scorp\.rustup\toolchain_ 140044a88);

/* WARNING: Does not return */

Figura 6. Kopjimi i té dhénave té skedarit né buffer.

Funksion shumé i réndésishém éshté funksioni FUN_14002¢d60. Kétu krijon nj€ thread té ri dhe
1jep atij njé funksion pér t’u ekzekutuar. LAB_14002¢cf00 &shté entry-point i thread
dhe aty nis zinxhiri ku do nisi dhe enkriptimi.



lundefineds m_ubozcdso (SIZE_T param 1,undefined8 param 2,undefined8 param 3)

2

3

4\{
5| LPVOID pvVarl;

6| undefined8 *puVarz;
7| code *pcVar3;

8| undefined8 *lpParameter;
9| HANDLE pvVar4;

ho| undefined8 uvVarS;

L1

L2| lpParamster = (undefined8 *)thunk FUN_140025330(0x10, 8);

B3| if (lpParameter |= (undefinedB8 *)0Ox0) {

L4 *lpParameter = param 2;

LS lpParameter([l] = param_3;

ne alarc a -

i pvVar4 = CreateThread((LPSECURITY_ATTRIBUTES) Ox0,param 1, (LPTHREAD START ROUTINE)&LAB 14002e...
0,

Le lebazaneser, 0x1 0000 (LPOWORD) D) :

hs if (pvVar4 == (HANDLE)Ox0) {

20 pvVarl = (LPVOID)*lpParamster;

Figura 7. Krijimi i thread.

N¢ kété faz€ ndigen funksionet njéri pas tjetrit né ményré qé té arrijm né funksionin final ku shfaget
dhe algoritmi 1 pérdorur pér enkriptim.

Figura 8. Thirrja e kodit kryesor.

Duke kérkuar adresén e sakté evidentohet parametri e IStack 20 dhe duke béré njé llogaritje
gword né PTR_FUN_140045848 + 0x18 = 0x140011790; 0x0000000140011790 &shté adresa e
sakté gjé e cila paraqgitet dhe me foton mé poshtg.



Figura 9. Adresa e pérllogaritur.

Duke ndjekur funksionet hap pas hapi, funksioni ku ndodh enkriptimi &sht€ funksioni
FUN_140004760.

Hap file-in (Read / Open)

Krijon buffer 0x100000 (1 MB):

local 140 = malloc(0x100000);

Loop kryesor (file processing loop).

Konkretisht né kété pjesé kodi funksioni FUN_140013dd0 thérret funksionin mé kryesor
FUN_14001b630 ku &shté e gjithé llogjika e enkriptimit.

Decompile: FUN_140004760 - (RaLord-Oib. exe) % £.Fo | [ & o v ]

280 CONCATZE (ultack 2,
281 CONCAT1S (uStack 103,

282 CONCAT14 (uStack_104
283 CONCAT1S (uStack 105,

284 CONCAT1Z (uStack 106,

285 CONCAT11 (uStack 107,uStack_108))))));

287 FPPPFFFF
288 if ({undefined ***&*ekssddssn)x100000 < po
289 FUN_1 400417d0 (pp
250 goto LAB 140005B00;

251 }

292 cVard = FUN_140013dd0 ((undefined4 *)&local lcB, (undefinedd *)&l
253 (longlong) loc
254 CONCAT44 (in_s
255

£8, 0x1000(

40, (ulonglonglp cf, (uint3 *)0x0,

FEFFFFEFFFF

arld), (longlong)local_c0,

287
298

Figura 10. Thirrja e funksionit enkriptues.

sz« RO [

Decompile: FUN_140013dd0 - (RaLord-0xb.exe)

5

undefinads
17| undefined8
18| undefined8 us
1% wundefined$§
20| undefineds8
21| undefineds8
22| undefined8
23
24 local 40 = Oxfffffffffffffffe;

25| FUN_140018600(8local cf,param 1,param 2);
26| locs 48 local a8;

27 3 !
28
29
30
31
32

33 udtack 80 = uStack 58;

34 FUN_14001b630( {undefined4 *)&local €8,&local BB, param 3,param_4,param 35,param_6€,param_ 7,param 8
)i

35| return;

36(}




Figura 11. Funksioni me kryesor ku ndodh enkriptimi né té vérteté.

Nése analizojmé funksionin mé kryesor FUN 14001b630 ku kemi enkriptimin e skedaréve
kupojmé se kemi t&€ bé§jmé me ChaCha20 pér enkriptim + Poly1305 pér autentikim (MAC).

o Blloge 64 byte (0x40) e cila &shté tipike ¢ ChaCha20
if (local_148 <0x40) { ... }
local_148 = local_148 - 0x40;
IVar20 = local_140 + 0x40;
1IVar24 =1Var24 + 0x40;
e XOR keystream me plaintext
* Dst=7* Dst” *puVarl;
_Dst[1] = _Dst[1] * uVar25;

e Counter rritet pér ¢do bllok
FUN_140017000(local_128, iVar29, (uint *)&local_188, 0x40);
iVar29 = block counter

e Gjeneron keystream pér ¢do block
ChaCha20 counter-based keystream

e Polyl305 MAC né fund (16 byte TAG)
if (param_8 < param_4 + 0x10) return error;
FUN_140018¢30((longlong)local_d8, ..., 0x10);

e +0x10 =16 byte tag

o Kontroll autentikimi
Poly1305 = 16-byte MAC

Indikatorét e Komprometimit

456B9ADAABAEIYF3DCE2207AA71410987F0AS71CD8C11F2E7B414685
01A863606

RaLord-0xb.exe

794807D348783FDA909C94D28458A7325D2C57644DF17289729BC8158B
B4B3AA

RaLord-0xb.zip

a917011127899¢33¢694829d63b02dS58e53d9511S4dfdf70f4ce0aSb4faaf9ef

README-
XeBY311RpMRQ.txt




Rekomandime

Autoriteti Kombétar pér Siguriné Kibernetike rekomandon:

Bllokimin e menjéhershém té Indikatoréve t¢ Komprometimit, t&€ pérmendura mé sipér né
pajisjet tuaja mbrojtése.

Analizimin e vazhdueshém té logeve qé vijné nga SIEM (Security information and Event
Management).

Trajnimin e stafit jo-teknik rreth sulmeve “Phishing” si dhe ményrat e shmangies s¢ infektimit
prej tyre.

Instalimin e pajisjeve t€ perimetrit t€ rrjetit qé b&jné analiz€ té thellé¢ t& trafikut duke u
mbéshtetur jo vetém né rregullat e listave t€ aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

Sistemet e evidentuara t€ segmentohen né VLAN-e t€ ndryshme, duke aplikuar “Access
control list pér t& gjithé perimetrin e rrjetit”, webserviset duhet t€ jené t€ ndaré nga Databaza e
tyre, Active Directory duhet té jet€ né njé VLAN t€ ndaré.

Aplikimin dhe pérdorimin e teknikés LAPS pér sistemet Microsoft, pér menagjimin e
fjalékalimeve t&€ Administratoréve Lokal.

T€ aplikohen filtra té trafikut n€ rastin e aksesimit né distancé té hosteve (punonjésve/palé té
treta/klienté).

T¢ implementohen zgjidhje g€ kryen filtrimin, monitorimin dhe bllokimin e trafikut keqdashés
ndérmjet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).

T€ kryhen analiza t€ trafikut né nivel sjellje “behaviour” pér pajisjet fundore, aplikimi i
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve keqdashés jo vetém né nivel signature
por dhe né nivel behaviour.

Té projektohet zgjidhja pér menaxhimin e aksesit t€ pérdoruesve “Identity Access
Management” pér té€ kontrolluar identitetin dhe privilegjet e pérdoruesve né kohé reale sipas
parimit “zero-trust”.



