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Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti éshté bazuar n€ informacionet t¢ vendosura né€ dispozicion né
momentin e pérgatitjes sé€ tij. Ndérkohé, disa aspekte mund t€ jené t€ ndryshme nga zhvillimet
aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak t€ kufizimeve burimore, disa aspekte t€ skedarit keqdashés mund té
mos jené€ analizuar thellésisht. Cdo informacion shtesé 1 panjohur mund té reflektojé né ndryshime
té raportit.

Faza e treté:

Siguria e informacionit: Pér t€ mbrojtur burimet dhe informacionet konfidenciale, disa detaje
mund t€ jené t&€ zbutura ose jo té pérfshira né raport. Ky vendim &shté marré pér t€ mbajtur
integritetin dhe siguriné e t€ dhénave té€ pérdorura.

AKSK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar cfarédo pjesé té
kétij raporti pa lajmérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar.

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe analizés.
Nuk ka garanci né lidhje me ndryshime té mundshme apo pérditésime té informacioneve té
raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin pérgjegjési pér pérdorimin e
gabuar ose pasojat e ndonjé vendimmarrjeje té bazuar né kété raport.



Informacione Teknike

Eshté evidentuar qarkullimi i njé fushate Phishing qé& shénjestron infrastrukturat kritike dhe t&
réndésishme t& Republikés s€ Shqipéris€, ku n€ pérmbajtjen e email phishing ndodhet njé skedar
bashkélidhur me emértimin Dokumenti pérmban pérmbajtje qé shkel té drejtat e autorit.zip. Ky
skedar ka si qé€llim t€ kryejé komandim né distancé nga aktorét keqdashés drejt kompjuterave apo
sistemeve té viktimave.

Dokumenti pérmban pérmbajtje qé shkel té drejtat e autorit.zip

Analiza e kétij skedari fillon me ekstraktimin nga formati .zip ( i arkivuar ). Skedari i paré qé
evidentohet éshté Dokumenti pérmban pérmbajtje qé shkel té drejtat e autorit.exe i cili Eshté njé
skedar i tipit PE(Portable Executable), skedar i ekzekutueshém. Gjithashtu nése kemi opsionin
“View hidden items” né¢ Windows evidentohen dhe disa skedaré té tjeré té fshehur.

> Dokumenti pérmban pérmbajtje gé shkel t& drejtat e autorit >
~
Name Date modified Type Size
i | _ 9/26/2025 10:40 AM File folder
AppvlsvSubsystemsb4.dll 11/19/2023 10:22 AM Application extens... 103,432 KB
s IEI Dokumenti pérmban pérmbajtje qé shkel.. 8/2/2025 3:36 PM Application 1,725 KB
: msvcp140.dll 5/23/2025 6:53 PM Application extens... 545 KB
veruntime140.dl1 5/23/2025 6:53 PM Application extens... 122 KB
veruntime140_1.dll 5/23/2025 6:53 PM Application extens... 49 KB
F3ACDSC

Figura 1.Skedarét e fshehur.

Kétu evidentohet edhe skedari mé i réndésishém i zinxhirit té€ infektimit qe €sht€ dynamic link library
“AppvIsvSubsystems64.dll” i cili ka njé madhési ~103 mb ku paraqitet njé element qé€ nuk &shté shumé i
zakonshém. Gjat€ analizés statike evidentohen funksione qé bé€jné kontrollin e direktorive, pra ky skedar
dll fillon t€ kérkojé pér vendndodhjet e skedaréve té ndryshém. Por pér t&€ paré se ¢faré funksioni thirret
konkretisht, kryhet procesi i debug.

— = ==
® Breakpoints 8 Memory Map [ Call Stack S® SEH L] Seript %] symbols f B 1 =¥ Threads & Handles £7 Trace

#| 00007FF9CBD2FABD 48:83EC 38 sub rsp,38 LFmder‘stFﬂe‘m‘ I

| 00007FF9CBD2FAB4 836424 28 00 and dword ptr ss:|[Irsp+28[,0

@ 00007FF % 2FABY 4C:8BC2 mov r8,rdx

@ 00007FF 48:836424 20 00 and qword ptr ss:rsp+20J,0

®| 00007FF % 33p2 xor edx,edx

®| 00007FF 9 45:33c9 xor r9d,r9d

®| 00007 FF % EE 14000000 €all <kernelbase.FindFirstFileExw>

@ 00007FF % 48:83c4 38 add rsp,38

| 00007FF = ret

@{ 00007FF L cc int3

@ 00007FF% 2 GG int3

@ 00007FF =G int3

| 00007FF 9 4 (g int3

| 00007FF 5 GG int3

#( 00007FF9 6 cc int3

@{ 00007FF 7 cc int3

@ 00007FF% GG int3

@ 00007FF =G int3

| 00007FF 9 (g int3

| 00007FF GG int3

@{ 00007FF cc int3

@[ 00007FF% EG) int3

Figura 2. Funksioni FindFirstFileW.

Gjaté debug té skedarit dll, né regjistrin RDX né memorjen dump evidentohet kontrolli i folderit “_ ” nga
ku evidentohet se kjo direktori p€rmban payload pér t€ vazhduar géllimin kryesor t€ skedarit.
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dress Hex

0000D633B5ED20|5F 00 00 00|F9 7F 00 00|30 ED B> D6 O
F9 7
F9 7

33
DOQ00D633B5ED30 (48 ED B5 32106 00 00 00(B3 05 18 CB
DO000D633B5SED40 (00 00 00 00|01 00 00 00|08 00 00 00
DO000D633B5EDSO(EC 02 1D 22138 02 00 00 |E1 34 1A CB
DOQ00D633B5EDGO (A8 6A 06 22138 02 00 00|6C 33 18 CB
PO000D633B5ED70O(00 00 00 00|00 Q0 00 00|00 EF B5 33/D6 00

2
0
2
2
2
Cl
0
00

DO00OD633B5EDB0O(BO EE B5 321D6 00 00 00 (AB bA 06
DOQ0OD633B5EDO0 (40 68 06 23/38 02 00 00(00 00 OO0
DOQ00D633B5EDAQ |00 00 00 00|00 00 Q0 00 (40 68 06
DO00OD633B5EDBO (00 00 00 00|D6 00 00 00|70 69 06
DOQ00D633B5EDCO (07 OO0 00 00|00 00 00 00|00 00 1D
DOQ00D633B5EDDO (70 69 06 23138 02 00 00 (A4 28 1A
DOO00OD633B5SEDED |70 69 06 23138 02 00 00(00 00 00
PO00OD633B5EDFO (00 00 00 00|00 00 00 00 (00 00 OO0
DOQOOD633BSEEQO(O4 OO0 00 00100 00 00 00164 DA 20 CBIF9 7F 00

Figura 3. Kontrolli i direktorisé “_”.

[T

Direktoria “ ” pérmban disa skedaré nga té cilét disa jan€ PDF legjitime por ka dhe skedaré té tjeré té cilét
duket sikur jané té pa aksesueshém por mund t€ dekodohen né njé fazg€ tjet€r dhe pérdoren pér géllime té
tjera.

Dokumenti permban pérmbajtje qé shkel té drejtat e autorit » _
~
Name Date modified Type
@ 2025 W AFHOIHE A NS MEtZ| MU AYH gA|7F HESHAHE 3542, pdf 9/12/2025 7:40 PM Microsoft §
@ 250109 A 2IE |2 M.pdf 9/12/2025 7:40 PM Microsoft §
[ 250625_CI2E G_ atelE] 2] 1= G sk 9/12/2025 7:40 PM XLSX File
(] 250704_CJ 04| O] @~ _7HX| (B EFZE ) xlsx 9/12/2025 7:40 PM XLSX File
[ 250704_C|of| 0|2 A _2|Z=C| &}I(Z =) xsx 9/12/2025 7:40 PM XLSX File
[ ] 250704_C|of| O] & A _9| = H E (24 H)adsx 9/12/2025 7:40 PM XLSX File
SC [ 250704_C|0f| O] ¥ & 8| | 22 2)xsx 9/12/2025 7:40 PM XLSX File
@@ 377881140-Tax-Invoice.pdf 971272025 7:40 PM Microsoft H
_] 409897826-RIL-Tax-Invoice-docx.docx 971272025 7:40 PM Office Ope
@ 443274541-Amazon-Invoice-pdf.pdf 9/12/2025 7:40 PM Microsoft §
@ 463514760-Tax-invoice-665985633.pdf 9/12/2025 7:40 PM Microsoft §
@ 521087330-invoice.pdf 9/12/2025 7:40 PM Microsoft §
@ 5522 20-Commercial-lnvoice.ndf 9/12/2025 7:40 PM Microsoft §

T

Figura 4.Pérmbajtja e direktorisé

Skedari mé kryesor né kété direktori éshté skedari Images.png i cili pavarsisht prapashtesés qé ka, nuk
€sht€ nj€ imazh por éshté aplikacioni i arkivimit WinRar, i cili aksesohet népérmjet cmd me komandén:

images.png x -ibck -y -paFr25vHI9yULPjJoV8rUcLS6YC:bMQ8k Invoice.pdf C:\\Users\\Public

Winrar né kété rast ekstrakton né direktoriné C:\Users\Public njé direktori e cila n€ vetvete éshté libraria
e Python.

T > This PC > Local Disk (C:) > Users > Public * Windows > ~ O O Search Windows
Name Date modified Type Size
ccess
- DLLs 9/26/2025 10:40 AM File folder
Lib 9/26/2025 10:40 AM File folder
loads ) -
Win32 5/28/2025 2:44 PM File folder
ents [] python210.dil 4/4/2023 7:47 PM Application extens.. 4355 KB
B |2l svchostexe | 4/4/2023 T:47 PM Application 100 KB
|J veruntime140.dl1 /4/2023 7:47 PM Application extens... 96 KB
Is [2] veruntime140_1.dIl /472023 7:47 PM Application extens... 37 KB

Figura 5. Python.exe i kamufluar si svchost.exe.

Svchost.exe apo python.exe né kété rast nuk €shté keqdashés, por duke paré logjikén e funksionimit té
kétij skedari keqdashés deri tani, python duhet t€ marré ndonjé parametér né ményré qé t€ shkoj né fazén
finale té tij. Gjaté kérkimit né C:\Users\Public\Windows\Lib u evidentua njé skedar pérséri i dyshimté me



emrin images.png, i pérséritur si né rastin mé paré.

v 1 » This PC > Local Disk (C) » Users » Public > Windows * Lib v &) jo
v
Name Date modified Type Size
access
ktop %.| images.png 8/10/2025 T:55 AM PNG image 539 KB
A _pydecimal.py 4/4/2023 747 PM Python File 230 KB
wnloads — N -
A turtlepy 4/4/2023 747 PM Python File 145 KB
puments __.-= inspect.py 4/4/2023 T:47 PM Python File 125 KB
ures A pydoc.py 4/4/2023 T:A7 PM Python File 110 KB

Figura 6. images.png faza e 2.

Ky skedar €shté i tipit .py pavarsisht prapashtesés sé tij. Nga analiza né njé editues teksti t€ zakonshém
nxirret dhe kodi i tij si mé poshté vijon:

U WIigp> WEIT SHAUIEU WU NHPIUVE SUUI PEIIUTITHgHLE

Figura 7. Kodi i images.png.
Kjo pjesé kodi &sht€ e fshehur dhe e pérdorur pér té€ kryer qéllimin e vérteté t€ skedarit. M€ tej,krijohet njé

variab€l me emrin xzwzoaksmxrknxfncnrxshwl g€ pérdoret pér t€ thirrur funksionet baz€ té python.
Brenda bllokut try evidentohen kéto funksione kryesore:

__import__('base64').a85decode(...) nga ku :
e Importon librariané€ base64 dhe pérdor funksionin a85decode.
e a85decode shérben pér t€ dekoduar tekst té koduar n€ format Ascii85/Base85.

Rezultati i kétij dekodimi dérgohet tek __import__('bz2').decompress(...)
e Pra, té dhénat e dekoduara kalojné€ pérmes BZ2 decompress (ekstraktim nga algoritmi Bzip2).

ME pas, rezultati kalon né __import__('zlib').decompress(...) :
e K&tu ekstraktohet edhe njé heré duke pérdorur algoritmin zlib.
marshal.loads(...).
o marshal pérdoret pér t€ deserializuar objekte Python. Kétu pritet q€ rezultati i dekompresimeve té
jeté njé kod (code object) té serializuar (p.sh. njé .pyc-like object).
exec(...)



e N¢ fund, exec ekzekuton objektin e krijuar (ose pérmbajtjen e de-marshal). Pra kodi qé ishte fshehur
do t&€ ekzekutohet né ambientin aktual.

Po t€ modifikojmé kodin hap pas hapi kuptojmé sjelljen e tij pér ¢do funksion specific.

i SfgApatkdxsVcGerktoFd.resx DD.resx 23f10d177ec53b6c4589adc03621906d7c65b%aeBecdff402ebd287014dbbcae claude_desktop_config.json SHAE,
if str(_ import ('sys').version[0:4]) != '3.10':
3 print ("This code dont work in your python version")
4 print ("Your version : ",str(_ import_ ('sys').version[0:4]))
5 print ("You need to install python 3.10")
__import_ ("sys").exit (2008)
else:

print (">> Loading..",end="\r"')
jxzwzoaksmxrknxfncenrxshwl(['exec'] (jxzwzoaksmxrknxfnenrxshwl['  import '] ("marshal").loads (jxzwzoaksmxrknxfncnrzshw.

Figura 8. Dekodimi i fazés sé paré té scriptit.

Ajo cfar€ e bén interesante &sht€ kushti logjiké if qé tregon se versioni qé€ duhet pér kété skedar té
funksionojé €shté versioni 3.10.

Né else vazhdon pérséri e njéjta logjiké si mé paré dhe pérséri nése modifikohet kodi deri sa té arrihet né
fazén finale dissasemble i objektit pyc dhe aksesimi i kodit real.

Tat VieEw  HeETp
9 LOAD_CONST 1 (<code object <lambda> at exeoeee15r8299e50@, file| "pymeomeo™, line 763>)
2 LOAD_CONST 2 ('<lambda>.<locals>,<lambda>")
4 MAKE_FUNCTION Q@
6 CALL_FUNCTION Q@
8 RETURM_VALUE

Figura 9. String pymeomeo.

Gjaté disassemble té objekteve pyc, evidentohet vargu i karaktereve pymeomeo i cili,nése kérkohet
informacion global pér té kuptohet se pér fshehjen e kodit éshté pérdorur:

- https://github.com/zrsx/PYMEOMEQO

“Advanced Python Obfuscation and Protection Suite”. Kjo vértetohet dhe nga skedarét qé€ jané né€ github
ku fshehja e kodit b&het né varési t€ versionit t€ python té instaluar,fakt i cili €shté evidentuar mé paré gjaté
analizés. Nése krijohet njé skedar i thjesht€ python me tekstin “Hello World” dhe fshihet me kété projekt
rezultati i kodit do jet€ i nj€jté me kodin e python t€ images.png.




Gjaté procesit disassembly, evidentohet dhe njé shtresé tjetér fshehjeje duke shfaqur karakteret n€ vargje té
enkoduara.

Disassembly of <code object <lambda> at @xeeeeelF1B3E2B9Fe, file “pymeomeo™, line 662>:

662 ® LOAD_GLOBAL o (UnERHHEEER)
2 LOAD_CONST 1 (‘5[E‘Kng&\uE}abb\uegdlq_snEQQC!\uBSca}‘lZuq.;[,:j;,,$tﬁ\hHa;,}td]@S&sBT\uBaedﬁ\uﬂ%BsﬂGE.\u6353@\u061ca‘biiﬂ\tdl‘l\uesdléﬂﬂﬁ\uebjlz

4feDx\ueaseZzen\ules71’ ¢5\uebsdl\uebas\ue7boIH\uesch s wEMuUBSFdT2\uebs25s Sn\usaflaib,yUle=\uess6ilo .2\ ues2edh\uvaee ~hueaf2iishueaz7 \ueac6oamuea7ze Duagi
c8\uesebF:=\uascectIB Ty EolnS\uebobaunuas57bl\uebas, : 13 \c@58 \ugasen\uaschexim (ilﬁ.é\uab?ewuﬂg.\uaSQB\uehﬁdwﬁlI!(ezEIm(E‘?ll]z W;rmﬂ?to\uaadié')ﬂr\uehm\uadeBMhCo\ulaaST
623K Tess7ls\usYe882U - J4\uaa3dmuabat 4:<S$2 \uasebuues7elelhiolc s thdhx5\ uebges :20/ ¢4 haT6 fu \uBB79\u 09927 uBobAnT RBAE ) mak Hou: Dujl\ueaga Amueb7bgny\
S'ﬂ\ueb54\u9882uDch‘LHE’Dougm-sM‘*u?{w&3_\u0h5e; ;Yﬂd-gﬁm@ﬁ‘ﬂx;\ueafag%\%e\uG}aS0\uabae‘ﬁ"ﬁ’l‘lqiﬁ\pﬂﬂqqar{aa\u;0880\u9384\u0885Lhgmj:l]uﬁ)\u@SchgWﬁ\u@QSeGa\ueha
bleksm1 \uebad\ueb7fuoilll-hues72\ueb3b \ue?beW\uGaABp\ueaSAl‘l\uBS?fi_,ivﬁ\UBSCd\ueb58\uBBb_:l;in\iﬂ.j]]\u(v)anS?ﬂulﬁ#eﬁDSUﬂ]m\uebBBt ")

Figura 11. Kodi i enkoduar.

Duke paré nivelin e fshehjes qé paraqitet shumé i lart€, kontrollohen se ¢faré aktiviteti dinamik kryen
skedari keqdashés me parametrin ¢ images.png. Nga kjo rezulton se aktorét keqdashés arrijné t€ kryejné
komandim né distance dhe mé tej sipas interesave t€ kryejné€ veprime té€ tjera jo legjitime. N& fund té&
zinxhirit ky skedar i ekzekutueshém realizon njé komunikim me serverin C2 me ip: 107[.]178[.]110[.]167

MITRE ATT&CK

Process Name Process ID Protocol State Local Address Local Port  Remote Address Remote Port Create Time Module Name Sent Pg
[ svchostexe Established  192.168.201.20 50102 107.178.110.167 56001 9/29/2025 10:59.00 AM  svchost.exe

Figura 12. IP Command And Control.
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Indikatorét e Komprometimit

Dokumenti pérmban pérmbajtje qé shkel | 341BA8AS56F4ACS503AB23D9ESD2114261AFD
té drejtat e autorit.exe 24AED332F2E404705B522AFD5998

AppvlsvSubsystems64.dll 653F1B0F2B4C711B46016C268FB985D82528B
B4240E202BE9640F31A0E6217B8
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C2

107[.]178[.]110[.]167

Rekomandime

Autoriteti Kombétar pér Siguriné Kibernetike rekomandon:

Bllokimin e menjéhershém té Indikatoréve t¢ Komprometimit, t&€ pérmendura mé sipér né
pajisjet tuaja mbrojtése.

Analizimin e vazhdueshém té logeve qé vijné nga SIEM (Security information and Event
Management).

Trajnimin e stafit jo-teknik rreth sulmeve “Phishing” si dhe ményrat e shmangies sé€ infektimit
prej tyre.

Instalimin e pajisjeve t€ perimetrit t€ rrjetit q€ b&jné analiz€ t& thell¢ t€ trafikut duke u
mbéshtetur jo vetém né rregullat e listave té aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

Sistemet kritike t& segmentohen né VLAN-e t&€ ndryshme, duke aplikuar “Access control list
pér t€ gjithé perimetrin e rrjetit”, webserviset duhet té jené t€ ndaré nga Databaza e tyre, Active
Directory duhet t€ jet€ n€ njé VLAN t€ ndaré.

Aplikimin dhe pérdorimin e teknikés LAPS pér sistemet Microsoft, pér menaxhimin e
fjalékalimeve t&€ Administratoréve Lokal.

T€ aplikohen filtra té trafikut n€ rastin e aksesimit né distancé té hosteve (punonjésve/palé té
treta/klienté).

T€ implementohen zgjidhje qé€ kryen filtrimin, monitorimin dhe bllokimin e trafikut keqdashés
ndérmjet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).

Té€ kryhen analiza t& trafikut né nivel sjellje “behaviour” pér pajisjet fundore, aplikimi i
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve keqdashés jo vet€ém né nivel signature
por dhe né nivel sjelljeje (behaviour).

Té projektohet zgjidhja pér menaxhimin e aksesit t€ pérdoruesve “Identity Access
Management” pér t€ kontrolluar identitetin dhe privilegjet e pérdoruesve né kohé reale sipas
parimit “zero-trust”.




