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This report contains limitations and should be interpreted with caution. The findings are based
on the information available at the time of its preparation and may not reflect subsequent
developments.

Phase 1:

Information Sources. The analysis relies on data and resources accessible during the reporting
period. Some elements may differ from current or future developments due to the dynamic nature
of cyber threats.

Phase 2:

Analysis Details: Due to resource constraints, certain aspects of the malicious file may not have
been fully examined. Any undiscovered or future indicators could alter the conclusions presented
in this report.

Phase 3:

Data Sensitivity and Confidentiality: To protect sensitive sources and confidential information,
some technical details have been intentionally redacted or omitted. This decision was made to
preserve the integrity and security of the data used in the investigation.

This report is not a end-state analysis.

The findings are based on the best available evidence at the time of analysis. No guarantees are
made regarding future updates or changes to the reported information. The authors disclaim
responsibility for any misuse or consequences arising from decisions based solely on this report.




Technical Information

As part of ongoing monitoring efforts targeting phishing campaigns against citizens of the
Republic of Albania, several illegitimate domains have been identified. These domains were
created with the intent to deceive users through impersonation, mimicking official websites of
second-tier banks to collect sensitive personal data

Purpose of the Malicious Activity
Malicious website replicate the design and structure of Raiffeisen Bank’s official portal to gain
the trust of unsuspecting users. The primary objective is to exfiltrate sensitive information,
including:

« Bank card details: card number, CVV, and PIN

o E-banking login credentials

« Additional sensitive data: device information, browser metadata, and session identifiers

Study Case raiffeisen-lidhje[.Jcom

IP: 15[.]197[.]130[.]221 —has previously been reported as part of smishing campaigns.
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Figure 1 Web page returned by the server following URL invocation
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Figure 2 Report and Analysis on URL raiffeisen-link[.Jcom

During the analysis, several suspicious elements were identified such as:

Most notably, the domain under analysis is associated with the IP address 15[.]197[.]130[.]221,
which has been repeatedly flagged in threat intelligence platforms and for its involvement in
multiple smishing campaigns. These campaigns often leverage deceptive SMS messages to
redirect victims to impersonation sites designed to exfiltrate sensitive data , similar to our case,as
shown in the reports below, both created in 2025:

e https://cofense.com/blog/exploiting-sms-threat-actors-use-social-engineering-to-target-
companies

e https://www.recordedfuture.com/research/stimmen-aus-moskau-russian-influence-
operations-target-german-elections

JoeSandbox: Has flagged potential malicious behavior.

urlscan.io: Has classified the URL as “malicious”.

https://urlscan.io/result/01982f03-70df-74fb-af98-e3dbd5 3effae/

O uriscan. AHome Qsearch ®live EEAP  #Bog MDos (& pricing & Login

raiffeisen-lidhje.com

=
Submitted URL: raiffeisen-lidhje.com/

Effective URL: raiffeisen-lidhje.com/

Submission: On July 21 via manual (July 21st 2025, 10:03:31 pm UTC) from ALIM — Scanned from USEE

ASummary &HTIP 22 ARedirects ICrLinks 3 WBehaviour 4+ Indicators | &'Similar EIDOM B Content ‘ ‘
Summary Screenshot e e

This website contacted 9 IPs in 2 countries across 7 domains to perform 21 HTTP transactions.
The main IPis 15.197.130.221, located in United States and belongs to AMAZON-02, US. The
main domain is raiffeisen-lidhje.com.

TLS certificate: Issued by R11 on July 18th 2025. Valid for: 3 months.

raiffeisen-lidhje.com scanned 869 times on urlscan.io

urlscan.io Verdict: (]

Live information

Google Safe Browsing: @ Malicious

Current DNS A record: 15.197.130.221

Domain created: January 20th 2025, 18:45:35 (UTC)
Domain registrar: Hosting Concepts BV. d/b/a Registrareu raiffeisen-lidhje.com

Page Title

Figure 2 urlscan.io




any.run: Reported as "malicious activity".

General Info

URL: https://euob.youseasky.com/sxp/i/224f85302aa2bbec30aac%a85da2cbf9 js

Full analysis https://app.any.run/tasks/76d00fe4-2b28-4c53-91b3-30df51cbdala

Analysis date June 18,2025 at 23:31:59 [
0s Windows 10 Professional (build: 19044, 64 bit)

Indicators B

MD5 55A77A1E8263E7196D6440E812FE7COF

SHA1 28D425439E3CEF70276D8181866C4637034C68AE

SHA256 9C72D972BD85C1BFDSE63EBAD76F26E9D77A496A163751C80335A0E18DFE310C

SSDEEP 3:N8ilbGTKaJKHWKEE3MEXGOun:2ilyTPJKHwWkt3M+GOu

Figure 3 anyrun sandbox scan

MX Toolbox dhe VirusTotal: The domain appears on a blacklist

Blacklists

blacklist raiffeisen-idhje com - 2 Tests Falled

Category Host Result

© blackist raifieisen-fidhje com Blacklisted by Spamhaus DBL
© blackiss fidhje com Blackiisted by SURBL mult
© blackist n-idhje com mURI

© blackist raifieisen fidhje com Nordspam DEL

© blackist idhje.com SEM FRESH

@ blackist nidhja.com SEM URI

@ blackist raifieisen idhje com SEM URIRED

© blackist fidhje.com SORBS RHSBL BADCONF
© blackist ihje.com SORBS RHSBL NOMAIL

Figure 4 mxtoolbox scanim
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Through an inspection using browser developer tools (Inspect Element), a request to a URL

containing an obfuscated JS script was identified.
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Figure 5 Connection made when accessing the URL raifféisen-link.com

3333

o)

e F DOMContentl saded: 2




v

@ raiffeisen-lidhje.comn X @ eucbyousesskycomfaxpif22d X+ - o X

c *% euob.youseasky.com/sxp/i/224f85302aa2bbac30aac9a85dazchfd.js w -

tfunction(){var t={19:function({t,n,r){var e=r(331),1~-r(539),a~window;t.exports~function(t){return{o: function(t){return e.u._(t)a&%e.u.C(t.n)&&(e.u.C(t.e)8&%
(!t.d]|e.u._(t.d))||!t.eBBe.u._(t.d))},S:function(t){if(!e.u._(t))return!l;var n-e.u.C(t.e},r=e.u._(t.d);return n||r),I:function(t)

{4.k8Ri.
i=ifo]:this.I():(i[o]

LA({ra:"bc",d1:"unx",clp:£))],R: function(t,n,r){for(var i=t,a=n.length-1,c=8;c<sa;c++){var o=n[c];i[0]2ca==a’e.u.D(i[0])?i[0].push(r):this.I(o):e.u._(i[o])?

2[r):{},i=i[0])}},0: function(t,n){var r;if(r=n||{},t)for(var i in &)t.hasOunProperty(i)8&(r[i]=t[i].d?t[i].v:e.u.N(t[i]));return r},T:function(n)

{var r=n.n.split(*."),e={};n.e8Rt88 (e .event=n.e);var i=this.0(n.d,e);this.R(a,r,i)},F:function(n){var r={};if(n.d){var i=thic.O(n.d);for(var ¢ in i)if(i.hasOwnProperty(c))
{var o=i[c],u=a.localStorage.getItem(c);r[c]=0,0!--ulRa.localStorage.setItem(c,0)}}n.ed8t88e. domU.M(n.e,r)},  : function(n){var r={};if(n.d){var i=this.O(n.d);for(var ¢ in
1)if(i.hasownProperty(c)8&!afc]){var o=i[c];a[c]~0,r[c]=0})n.e8Bt&Re.domi.M(n.e,r))},B:Ffunction({n)(var r=(};if(n.d){var i=this.0o(n.d);for(var a in 1i)if(i.hasOwnProperty(a))
{var c~i[a],o=¢.domi.P(a);r[a]=c,0!==cRBe.doml.U(a,c,!®)}]}n.cRRtRRe.doml.M(n.e,r)},L:function(t) (try{ec.u._(T)?
(this.o(t.d1)8&this.T(t.d1),this.S(t.15)88this.F(t.15),this.S(t.jv)88this.j(t.5v),this.S(t.c)8R&this.B(t.c)):i.kR&i. k.V({ra:"bc",be:t})jcatch(t){i. kBRI k.A(t,

{ra
="

(.-

Inc.”

be"})}}}11},807: function(t,n,r){var e=r(331),3=r(539),s=e.donl,cze.u,0ze.util,u=window, f=document ,v=u. navigator , s=function(t,n){for (var
e=9;e<t.length;e++)r+=String.fromCharCode(t[e]-n);return r};t.exports=function(t,n,r,e,1){try{if(1=1]|{},r=r||{},n&&I@===n.excAsync)return;var d=0,h=
a.3(),p=function{n,r){if{r=r||(},h[n]?h[n]++:h[n]=1, ! (h[n]>3)){var e={e:t,evin,c:4+d,coic.G(h),et:a.3()-_};for(var i in r)e[i]}~r[i];0.W("dc/1",e)}},y~!u.chrome| | "Google
===0.H(); function(){if(!1.$88n.ck881.KARyRRu.B10b&Ru.Worker) {vac. t=

[5([102,114,113,105,108,166,120,117,100,101,111,184],3),5([162,111,118,110, 162,115, 98, 59,169, 162],1),5([116,108,122],7), 5( [126,127,108,110,118],11),5([104,116,115,126,116,113
,106],5),5([103,104,101,120,106],3),"", 11,5([72,117,117,118,117],3) ] ;8. 2(t,, (Function(t,n){var r=11;try{var e=new self[£(8]],i= ={}35[¢[0])=t(7],3[£[1]]=t(7],i[¢[2] ] =Function()
{return r=10,t[6]},0bject .defineProperty(e,t[3],1),self[t[4]]1[t[5)1{e) Jcatch(t){In(r)}), (Function(t){teap("cdw")}))}}();var m=c.X("y" j}|{18aY" $}|
{1lLghkelm",9),g~s([102,100,102,107,104,98],3),b~5([114,124,87,120,109,118,91,110, 105,128,113, 186, 107,117,118,184],9) ,w=function( ) {for(var t in f)try{if(t==-m)return;if(f[t])
{if(t.match(/\$[a-z]dc_/)| |F[t][g]8&F[t][b]){var n=f[t],r=[];for(var e in n)r.push(e);return p(“doc-cdc”,
{val:t,ks:r.oin(",")})}if(t.match(/_ webdriver_script f/)A&"function estypeof f[t])return p("doc-wsf",
{val:f[t].toString().substring(8,100)});if(t.match(/_ \$webdriverAsyncExecutor/)8&c.Y(#[t]))return p{"doc-wae”,
{val:f[t].toString().substring(0,100)});if(t.match(/\$\ws_asyneScriptInfo/))return p(“doc-asi”,{val: f[t].toString().substring(@,10€)})}}catch(t){}o.tt((function()
{w()}),508)};w();stry{var E=f.body,C=!1;new MutationObserver((function(t,n){for(var r=@;r<t.length;r++){var

e~t[r],i=s([118,103,103,104,1084,123,115,111,180,124,108,113,106,185,111,100,186],3) ; if ("attributes”
side”),n88n.disconnect8ln.disconnect();break}}})). ubserve(i {attributes:!
[0],n=F.create lenent("a")
hidden”,"true"),s.nt(n,"re

o=
{it

-=c.typedle.attribut, &%e.attribut: i8&!C) {C~t0,p("ext-
,ch:]ntl'r 11,subtree: !1}) jcatch(t){}n8&!n. da&&funcflon(){fry‘var t=F,getElementsByTaghame (“body™)
=[f.createElement("div™),n],e=null;n.innerHTHL="__ ", a.nt(n,"href","3"),a.nt(n, tabindex™,"-1"),a.nt(n, "aria-

“nofollow”),s.ct(n,"click", (function(t){!function(t){t. prev:ntbefault&ll stopPropagation?(t. preventDef:ult(] t.stopPropagation()):void
.returnValue8&(t.returaValue=11);var n=[];try{if(t.currentTarget){var r=t.currentTarget;n.push(a.ot(r, opacity™),a.ot(r," "2Index"))}}catch(t){}p( hida"
.dsTrusted,st:n.join(",")})}(t)})),1.donElements. push(r[]),1.donElements. push(r[1]);for(var c=83c<r.length;++c)

(e=r[c]).style.opacity="9.91",¢.style.position="absolute™,e.5tyle. zIndex=-1*(1e3-c) . style.width="54px",e. style. height="22px", t.insertBefore(e, t. firstChild) jcatch(t){}}
();!function(){try{for(var t=["driver-evaluate","webdriver-evaluate”, “webdriver-cvaluate-response”, "webdriverCommand”, "selenium-evaluste™],n=@;n<t. length; ni+)a.ct(f,%[n],
(function{n){if(t.indexOf(n.type)>-1)return p("wde”,{val:n.type})}))}catch(t){}}(); ! function(){var t=0,r=1.ut?1e3:1.$2100:300,e=!1;try{var i=/at\scallFunction\s\(\

<anonymous |usercript\:Scraper|evaluatelavascriptFunction|evaluation_script|\.apply\.navigator|ipcRenderer|(at fn \(eval at

evalFunc) |eval\sat\sevaluate |utilityscript.evaluate|pptr.evaluate/i,o-function(t,n){var r=[1;(n=n||{}).1imit=n.1limit| |2,n.ft=n.ft||1024;try{for(var
e=d,i-t.caller;i8Re<n.limit;)r.push(c.vt(i.tostring())),r.push(i.toString().substring(e,n.ft)),i~i.caller,et+)}catch(t){}return c.G(r)},f=function(t)
{return/tryToFindNode/ . test(t.c_st)8R/pollForkode/ test(t.e_st)},s=function(t,n){var re!1;try{var e=new RegExp("§"+location.href.replace(/\2/g, N12™ J47AY
(\\d#)\\:B[*\\S]$"),i=t.e_st.match(e);if(iB&i[1)){var a=parseInt(i[1]),c=t.e_st.match(/\d#\:\d+/g);parselnt(c[c.length-2].match(/(\d+)\:\d+/)[1])+1===a8R(r=10,t extro="ff-
mar-es") }jeateh(t){}return r},d=function(a,f,v,s,1){try{if(1=c.1t(1)?c.dt(r):1,n.sti]|L){s=s]|[];var
d=u[a];if(d.prototyped&c.Y(d.prototype[f])88d.prototype[f].toString().match(/\{\s*\[native code\]\s*\}$/m)){var h=d.prototype[f];d.prototype[f]=function(n) <

Figure 6 JS script that runs when accessing the URL.

This hidden script (obfuscated JavaScript) on the phishing page is designed to:

Collect data from the user's browser and device, assign values to various objects and create specific
paths if they do not already exist, in order to communicate with the targeted page. It also performs
requests to determine geolocation and gathers additional information. Another function of this
code is to check whether the device has any form of authentication enabled (e.g., biometric,
FacelD, etc.), information that can be misused in combination with other data such as browser
version, screen resolution, and similar parameters to create a browser fingerprint and track the
user's activity. This mechanism may also be used to compromise user credentials by exploiting
biometric authentication.

PublicKeyCredential.isUserVerifyingPlatformAuthenticatorAvailable()




Study Case raiffeisenrinov[.Jcom

During the proactive monitoring of phishing campaigns targeting Raiffeisen Bank customers,
another illegitimate domain has been identified: raiffeisenrinov[.Jcom. This domain was created
with the explicit intent of impersonating the bank, following the same tactics previously observed
in malicious campaigns that have been detected and blocked.

The objective of this domain remains consistent: to obtain e-banking credentials, bank card
information, and other personal and sensitive user data.
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Figure 7 Initial user interface
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Figure 8 Second Interface




1- Malicious Domain

2- Username entered by the victim

3- Token generated by the mobile application
4- Information related to the manual

5- Manual
Once the victim clicks “Login,” the data is automatically transmitted to the attacker’s server.
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Figure 9 MFA check

OnJuly 22, 2025, an analysis was conducted on the domain raiffeisenrinov.com, revealing several
indicators strongly suggesting that the domain was created for fraudulent purposes, specifically
to impersonate the well-known financial institution Raiffeisen Bank. The investigation was
initiated following a smishing incident, in which a user received this link via SMS.

The domain was registered on the same day using foreign infrastructure located in the United
States, through an unidentified hosting provider. The site lacks any legitimate content or
functional interface for end users. Instead, it immediately generates a PHPSESSID cookie without
any user interaction, indicating that the page is likely built on a minimal framework or phishing
kit.

Further technical analysis revealed:

e Absence of meaningful HTML content

e An SSL certificate issued by an unrecognized authority ("'"R11")

« Presence of search engine directives such as X-Robots-Tag: noindex, nofollow, which
prevent the page from being indexed—commonly used to hide malicious infrastructure
from public visibility

These characteristics align with known patterns of phishing infrastructure used in smishing
campaigns targeting banking customers.

The elements involved in this behavior are consistent with known patterns of fraudulent websites
used to collect banking credentials or sensitive data through visual imitation of trusted pages..




Technical Elements Identified

Category
Domain

Registration
Date

Hosted IP

Web Server
X-Powered-
By

Content

SSL
Certificate

Security
Protocol

Cookie

X-Robots-
Tag

Pragma /
Cache

Link

Value / Description
raiffeisenrinov.com

22.07.2025

155.94.155.102 (Charleston, SC, USA)

nginx
PHP/8.3.23 on Plesk

Content-Length: 0, no HTML delivered
Issued by "R11", not recognized by public
Certificate Authorities (CAS)

TLS 1.3, cipher: AES_128 GCM; ECH
(Encrypted Client Hello) not enabled

PHPSESSID = ebalvms3mn269g0rf1316irobf
(session; not HttpOnly, not Secure)4

noindex, nofollow — prevents indexing and
link following by search engines6

no-store, no-cache, must-revalidate —
disables caching

favicon.ico Requested but returned an empty
response
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Certificate Viewer: raiffeisenrinov.com

General Details

“

Issued To

Common Name (CN) raiffeisenrinov.com

Organization (O) <Not Part Of Certificate>

Organizational Unit (OU) <Not Part Of Certificate>
Issued By

Common Name (CN) R11

Organization (O) Let's Encrypt

Organizational Unit (OU) <Not Part Of Certificate>
Validity Period

Issued On Tuesday, July 22, 2025 at 4:26:01 PM

Expires On Monday, October 20, 2025 at 4:26:00 PM
SHA-256
Fingerprints

Certificate f60f84f1c4740f8e76e4928e56bb0f882cch2835ae497ee7dde03a75¢d «

_______

Figure 11 SSL/TLS certificate details used for domain encryption

Indicators of Compromise

|Number||Type

||By Usage (Domain/IP) ||Status

||Description |

1 Domain pe_rdlt_e3|m- Blocked Imitates  official  websites,
raiffeisen[.]Jcom collects user data
5 URL https[:]//shposta- Blocked Phishing page disguised as a
al[.Jcom postal notification
3 [Domain ||raiffeisen-rinovoj[.]Jcom ||Blocked Credential renewal scam |
IP _
4 Address 192[.13[.]176].]117 Blocked IP used to host phishing content
5 Domain ||raiffeisen-lidhje[.]Jcom |Blocked Phls:h!ng activity, analyzed as
malicious
6 Domain |[al-raiffeisen[.]Jcom Blocked Imltat.lon of Albania’s national
domain
|7 |Domain ||Iidhje-raiffeisen[.]com ||Blocked |Fraudu|ent domain
8 Domain |[lidhje-al[.Jcom Blocked Fake link scam

11




INumber|[Type  ||By Usage (Domain/IP) ||Status | Description |
|9 ||Domain ||kontakt-raiffeisen[.]com||Blocked ||Used for data theft |
10 Domain raiffeisen-lidhje- Blocked Comb!ned tactics to deceive
al[.Jcom Albanian users
|11 ||Domain ||raiffeisen-a|bania[.]com ||Blocked ||Domain similar to the official one|
|12 ||Domain ||raiffeisen-lajm[.]com ||Blocked ||Presented as a bank news source |
13 Domain |[raiffeisen-info[.Jcom |Blocked Domain ~ created for —false
information dissemination

IP _
14 Address 45[.]139[.]104[.]197 Blocked Host phishing

IP . _—
15 Address 45[.]139[.]104[.]134 Blocked Host linked to phishing
16 Domain ||raiffeisenrinov[.Jcom Repor.ted for Account renewal scam

blocking

IP Reported for blocking ||Reported  for[, .. ,. .
17 Address blocking Phishing infrastructure
Conclusions

The phishing campaign is organized and directly targets Raiffeisen Bank customers.
The domains involved are created with the intent to deceive users and steal critical banking

credentials.

In cooperation with AKEP and the bank’s internal security teams, most of the suspicious
websites have been swiftly blocked.
All of the aforementioned domains have been successfully taken down.

In-depth technical analyses have been conducted to assess the associated risks.

Active communication continues between Raiffeisen Bank and AKEP experts to address
new cases and implement proactive measures.

Recommendations

The National Cybersecurity Authority (NCSA) recommends:

Implementing anti-phishing mechanisms on client endpoints and email systems.
Launching awareness campaigns to educate customers about suspicious messages.
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Maintaining ongoing collaboration with AKEP, ISPs, and international platforms for
rapid takedown of malicious domains.

Immediately reporting any suspicious domain or activity to NCSA, enabling real-time
blocking of harmful links.
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