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Ky raport ka kufizime dhe duhet interpretuar me kujdes!

Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti éshté bazuar n€ informacionet t€ vendosura né dispozicion né
momentin e pérgatitjes s€ tij. Ndérkohé, disa aspekte mund t€ jené t& ndryshme nga zhvillimet
aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak t€ kufizimeve burimore, disa aspekte t€ skedarit keqdashés mund té
mos jené analizuar thell€sisht. Cdo informacion shtesé i panjohur mund té reflektojé né ndryshime
té raportit.

Faza e treté:

Siguria e informacionit: Pér t€ mbrojtur burimet dhe informacionet konfidenciale, disa detaje
mund t€ jené t€ zbutura ose jo té pérfshira né raport. Ky vendim &shté marré pér t& mbajtur
integritetin dhe siguriné e t€ dhénave té pérdorura.

Ky raport nuk éshté njé dokument pérfundimtar.

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe analizés.
Nuk ka garanci né lidhje me ndryshime té mundshme apo pérditésime té informacioneve té
raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin pérgjegjési pér pérdorimin e
gabuar ose pasojat e ndonjé vendimmarrjeje té bazuar né kété raport.



Informacione Teknike

N¢ kuadér t€ monitorimit té vazhdueshém pér fushata phishing kundér shtetasve t€ Republikés sé&
Shqipéris€é, jané identifikuar disa domain-e jolegjitime t€ krijuara me qéllim mashtrimi
(impersonation), t€ cilat imitojné fage zyrtare t€ bankave té€ nivelit t& dyté pér t&€ mbledhur t€ dhéna
sensitive nga pérdoruesit.

Qéllimi i aktivitetit keqdashés

Kéto fage imitojné dizajnin dhe strukturén e faqes zyrtare t€ Raiffeisen Bank pér té fituar besimin
e pérdoruesve.
Synimi éshté marrja e t€ dhénave personale si:

e Numri i kartés bankare, CVV, PIN

e Kredencialet e hyrjes né€ e-banking

e Informacione t€ tjera sensitive si t&€ dhénat e pajisjes dhe t€ shfletuesit.

Rast studimi raiffeisen-lidhjef.]com

IP e lidhur: 75/.]197[.]130/.]221 — &shté raportuar mé paré si pjesé e fushatave t€ smishing.

v @ raiffeisen-lidhe com x + ~ = 2
c % raiffeisen-lidhje.com B ~ -

Dutch

Ebanking Web

Autotrader Online

Zakelijke Rekening Rabobank Openen

Figura 1Fagqja qé hapet kur aksesohet url.



Windows Analysis Report
http://raiffeisen-lidhje.com
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Samgle URL
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Figura 2 Raporti i Analysis mbi URL raiffeisen-lidhje[.]Jcom

N¢ analizimin e kryer jané evidentuar elementg t€ dyshimté si mé poshté:

IP e lidhur me két€ domain rezulton IP 15/.]197/[.]130/.]221, IP kjo e cila ka marré raportime té
shumta si IP e pérdorur né shumé fushata smishing, disa t&€ ngjashme me rastin toné, sic shfaqet

né raportet ¢ méposhtme, té dy t&€ krijuar ne 2025.

o https://cofense.com/blog/exploiting-sms-threat-actors-use-social-engineering-to-target-

companies

o https://www.recordedfuture.com/research/stimmen-aus-moskau-russian-influence-

operations-target-german-elections
JoeSandbox: Ka identifikuar aktivitet t&€ dyshimté.

urlscan.io: Ka etiketuar URL si “malicious”.

https://urlscan.io/result/01982f03-70df-74fb-af98-e3dbd5 3effae/

O uriscan. MHome Qsearch @ Llve BEBAP  #Bog MDocs @rricing & Login

raiffeisen-lidhje.com
=] PublcSean]

Submitted URL: raiffeisen-lidhje.com/

Effective URL: raiffeisen-lidhje.com/
Submission: On July 21 viamanual (July 21st 2025, 10:03:31 pm UTC) from ALI —Scanned from USEE

ASummary FHTTP 22 A Redirects iCrLinks 3 WBehaviour < Indicators | & Similar

Summary Screenshot

EDOM I Content ‘

This website contacted 9 IPs in 2 countries across 7 domains to perform 21 HTTP transactions.
The main IPis 15.197.130.221, located in United States and belongs to AMAZON-02, US. The
main domain is raiffeisen-lidhje.com.

TLS certificate: Issued by R11 on July 18th 2025. Valid for: 3 months.

raiffeisen-lidhje.com scanned 869 times on urlscan.io

urlscan.io Verdict: (/]

Live information

Google Safe Browsing: @ Malicious

Current DNS A record: 15.197.130.221

Domain created: January 20th 2025, 18:45:35 (UTC)
Domain registrar: Hosting Concepts B.V. d/b/a Registrar.eu raiffeisen-lidhje.com

Page Title

Figura 3 urlscan.io

any.run: Raportuar si "malicious activity".




General Info

URL: https://euob.youseasky.com/sxp/i/224185302aa2bbec30aac%a85da2cbf9 js

Full analysis https://app.any.run/tasks/76d00fe4-2b28-4c53-91b3-30df51cbdala

Verdict

Analysis date June 18,2025 at 23:31:59 [
0sS Windows 10 Professional (build: 19044, 64 bit)

Indicators 55

MD5 55A77A1E8263E7196D6440E812FE7COF

SHA1 28D425439E3CEF70276D8181866C4637034C68AE

SHA256 9C72D972BD85C1BFDSE63EBAD76F26E9D77A496A163751C80335A0E18DFE310C

SSDEEP 3:N8ilbGTKaJKHWKEE3MEXGOuN:2ilyTPJKHwWkt3M+GOu

Figura 4 anyrun sandbox scan

MXToolbox dhe VirusTotal: Domaini figuron né blacklist.

Blacklists

blacklist raiffeisen-idhje com - 2 Tests Falled

Category Host Result

© blackist raiffeisen-lidhje com Blacklisted by Spamhaus DBL 9 More Info
© blackst raiffeisendidhje com Blackisted by SURBL mult @ More Inf
@ backist raifisisendidhje.com mURI @ More Ink
o blacklist raiffeisen-lidhje com Nordspam DBL O M n
© blackst raifleisandidhje.com SEM FRESH @ Mors Inf
@ blackist raiff lhje com SEM URI © More I
@ blackist raif ihje cam SEM URIRED © More Inf
@ blackist Jidhje com SORBS RHSBL BADCONF © More Ink
© blackist raiffeisandidhja. com SORBS RHSBL NOMAIL @ More In

Figura 5 mxtoolbox scanim

Nga njé€ analizim 1 kryer me “Inspect element”, &shté€ evidentuar aksesimi 1 njé€ linku g€ pérmban
nj€ script js t€ fshehur (obfuscated):
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Figura 6 Lidhjet e kryera ne aksesimin e url raiffeis

en-lidhje.com
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Figura 7 Scripti JS qe behet run me aksesimin e url.

Ky script i fshehur (obfuscated JavaScript) né€ fagen e phishing ka si géllim:

Mbledhjen e té dhénave nga shfletuesi dhe pajisja e pérdoruesit, u cakton vlera objekteve té
ndryshém dhe krijon shtigje ("paths") specifike nése ato nuk ekzistojné, me qéllim komunikimin
me fagen né fjalé.

Gjithashtu, kryen kérkesa pér té pércaktuar vendndodhjen (geolocation) dhe mbledh informacion
shtesé. Njé funksion tjetér 1 kétij kodi éshté verifikimi nése pajisja ka té aktivizuar ndonjé formé
autentifikimi (p.sh. Biometrik, FacelD etj.), informacion q€ mund té€ keqpérdoret n€ kombinim me
té dhéna t€ tjera si versioni i shfletuesit, rezolucioni i ekranit dhe parametra té ngjashém, pér té
krijuar nj€ "browser fingerprint" dhe pér t€ ndjekur aktivitetin e pérdoruesit.

Ky mekanizém mund té pérdoret gjithashtu pér t€ vjedhur kredencialet e pérdoruesit pérmes
shfrytézimit t€ autentifikimit biometrik.

PublicKeyCredential.isUserVerifyingPlatformAuthenticatorAvailable()

Rast studimi raiffeisenrinov/.[com

Gjaté monitorimit proaktiv t€ fushatave phishing té drejtuara ndaj klientéve té Raiffeisen Bank,
€shté identifikuar nj€ tjet€r domen jolegjitim: raiffeisenrinov/.Jcom. Ky domen éshté krijuar me
qéllim t€ qarté pér impersonimin e bankés, duke ndjekur té njéjtat metoda t€ pérdorura mé paré
né fushatat mashtruese té identifikuara dhe bllokuara.

Qéllimi 1 kétij domaini €shté po 1 njéjté n€ marrjen e kredencialeve t€ e-banking, t&€ dhénave
bankare, t&€ dhénave personale dhe t€ ndjeshme t€ pérdoruesve.
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Verifikoni identitetin tuaj

| nderuar klient,
Ju lutemi verifikoni identitetin tuaj deri mé 23/07/2025.

Nése nuk kryeni verifikimin deri né kété daté, llogaria
juaj mund té kufizohet pér arsye sigurie.
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Figura 8 Ndérfagja e paré
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Pé&r mé shumé informacion kliko

Figura 9 Ndérfagja e dyté

1- Domaini keqdashés

2- Emri i pérdoruesit i cili vendoset nga viktima
3- Token i gjeneruar nga aplikacioni mobile

4- Informacion pér manualin

5- Manuali

Pasi klikohet hyr, té dhénat automatikisht kalohen n€ serverin e sulmuesit.
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Figura 10 MFA check

Gjaté njé analize t€ kryer mé 22 korrik 2025 mbi domainin raiffeisenrinov.com, u evidentuan disa
tregues q€ sugjerojné me shumé gjasa se ky domain &shté krijuar pér géllime mashtruese,
veganérisht pér imitimin e nj€ institucioni bankar t€ njohur si Raiffeisen Bank. Fagja u analizua
pas raportimit t€ nj€ incidenti me karakter smishing, ku njé pérdorues kishte marré kété link pérmes
SMS-it.

Domaini u regjistrua po até dité€ n€ nj€ infrastrukturé t€ huaj (SHBA) pérmes nj€ hosti t€ panjohur,
dhe nuk pérmban asnjé pérmbajtje reale ose funksionalitet t€ vlefshém pér pérdoruesin final. Né
vend t€ késaj, fagja gjeneron menjéheré njé cookie té tipit PHPSESSID, pa ndérveprim té
pérdoruesit, ¢ka sugjeron se €shté ndértuar mbi njé strukturé té thjeshté ose njé kit phishing. Mé
tej, analiza teknike tregon mungesé€ t€ pérmbajtjes HTML, nj€ certifikaté SSL e 1€shuar nga njé
autoritet 1 panjohur ("R11"), dhe direktiva t&€ vendosura né fage qé ndalojné indeksimin nga
motorét e kérkimit (X-Robots-Tag: noindex, nofollow).

Elementét e pérfshiré né két€ sjellje jané t€ pérputhshém me modele t€ njohura t€ fageve
mashtruese qé pérdoren pér grumbullim t€ kredencialeve bankare apo té dhénave sensitive pérmes
kopjimit vizual t€ fageve t€ besueshme.

Elementé Tekniké té Identifikuar

Kategori Vlera / Pérshkrimi

Domain raiffeisenrinov.com

Data e regjistrimit ~ 22.07.2025

IP i hostuar  155.94.155.102 (Charleston, SC, SHBA)
ASN AS214943 (RAILNET Railnet LLC)

Web server  nginx

X-Powered-By PHP/8.3.23 né Plesk

Pérmbajtje =~ Content-Length: 0, pa HTML t€ dorézuar



Certifikaté SSL
Protokoll sigurie

Léshuar nga "R11", jo e njohur né CA-té publike
TLS 1.3, cipher AES 128 GCM, ECH jo i aktivizuar

Cookie PHPSESSID = ebalvms3mn269g0rf1316irobf (session, jo HttpOnly, jo Secure)
X-Robots-Tag noindex, nofollow

Pragma / Cache
Lidhje favicon.ico

no-store, no-cache, must-revalidate
E kérkuar, por pérgjigjja gjithashtu bosh

. s . X
Certificate Viewer: raiffeisenrinov.com
General  Details
VN

Issued To

Common Name (CN) raiffeisenrinov.com

Organization (O) <Not Part Of Certificate>

Organizational Unit (OU) <Not Part Of Certificate>
Issued By

Common Name (CN) R11

Organization (O) Let's Encrypt

Organizational Unit (OU) <Not Part Of Certificate>
Validity Period

Issued On Tuesday, July 22, 2025 at 4:26:01 PM

Expires On Monday, October 20, 2025 at 4:26:00 PM
SHA-256
Fingerprints

Certificate f6078411c4740f8e76e4928e56bb0f882ccb2835ae497ee7dde03a75¢cd

AAAAAAA

Figura 11 Certifikata e pérdorur

Indikatorét e Komprometimit

lTipi “Vlera (Domain/IP) HStatusi HPérshkrim

I |[Domain |PCrditesim- Bllokuar Imiton faqe zyrtare, mbledh té dhéna

) raiffeisen[.Jcom

2 |[URL https[:]//shposta-al[.]Jcom |Bllokuar gggfe phishing né form& njoftimi

‘Domain Hraiffeisen—rinovoj[.]com HBllokuar HMashtrim pér rinovim kredencialesh
IP , N o

4_ Address 192[.13[.]176[.]117 Bllokuar IP e pérdorur pér host phishing

5 |[Domain |fraiffeisen-lidhje[.]Jcom |Bllokuar Aktw.ltet phishing, analizuar si

malicious

6 |[Domain |al-raiffeisen[.]Jcom Bllokuar Imlt.l m domain  kombétar  pér

| Shqipéri

‘Domain Hlidhje-raiffeisen[.]com HBllokuar HDomain mashtrues




‘Tipi HVlera (Domain/IP) HStatusi HPérshkrim ‘
‘Domain Hlidhje-al[.]com HBllokuar HMashtrim pér linge té rreme ‘
IiHDomain "kontakt-raiffeisen[.]com HBllokuar HPérdorur pér vjedhje t€ dhénash ‘

Kombinim pér t€  mashtruar
pérdorues shqiptar

Domain |[raiffeisen-lidhje-al[.]com |Bllokuar

—_— [ =] =
N =] ©

‘Domain "raiffeisen-albania[.]com HBllokuar HDomain i ngjashém me até zyrtar ‘
Domain |raiffeisen-lajm[.]Jcom Bllokuar Eer;ﬁét;tohet st burim lajmesh €
13 |[Domain |[fraiffeisen-info[.]com Bllokuar Egrrnngm me qéllim - informimi &
] IP o
i Address 45[.]139[.1104[.]197 Bllokuar Host phishing
IP - o
1_5 Address 45[.]139[.]1104[.]34 Bllokuar Host i lidhur me phishing
16 |[Domain |fraiffeisenrinov[.]Jcom Derggar PeTIMashtrim pér rinovim llogarie
bllokim
17|P 155[.]94[]155[.]102  |[DST8Uar Pl ot phishing
" ||Address o ' bllokim
Konkluzione

e Fushata phishing €shté e organizuar dhe targeton drejtpérdrejt klientét e Raiffeisen Bank.

e Domainet jané t€ krijuara pér t€ mashtruar pérdoruesit dhe pér té€ vjedhur t€ dhéna kritike
bankare.

e N¢& bashképunim me AKEP dhe ekipet e sigurisé€ sé bankés, éshté béré e mundur bllokimi
1 shpejté 1 shumicés sé fageve té dyshimta.

e T¢ gjitha domainet e lartpérmendura jan€ bllokuar.

e Jangé realizuar analiza teknike té thelluara pér vlerésimin e rrezikut.

e Vijon komunikimi aktiv me Raiffeisen Bank dhe ekspertét Akep pér t€ adresuar raste té
reja dhe pér té€ ndérmarré masa proaktive.

Rekomandime

Autoriteti Kombétar pér Siguriné Kibernetike rekomandon:

e Vendosja e mekanizmave anti-phishing n€ endpoint-e dhe sistemet e email-it t€ klientéve.

o Fushata ndérgjegjésimi pér klientét pér té rritur kujdesin ndaj mesazheve té dyshimta.

e Bashképunim i1 vazhdueshém me AKEP, ISP-t¢ dhe platforma ndérkombétare pér
takedown té shpejté.

e Raportim i menjéhershém né AKSK (Autoriteti Kombétar pér Siguri Kibernetike)
pér ¢do domain ose aktivitet t&€ dyshuar, né ményré qé t€ mundésohet bllokimi né kohé
reale i lingeve me pérmbajtje keqdashése.



