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Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti éshté bazuar né informacionet té vendosura né dispozicion né
momentin e pérgatitjes sé tij. Ndérkohé, disa aspekte mund té jené té ndryshme nga zhvillimet
aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak té kufizimeve burimore, disa aspekte té skedarit keqdashés mund té
mos jené analizuar thellésisht. Cdo informacion shtesé i panjohur mund té reflektojé né ndryshime
té raportit.

Faza e treté:

Siguria e informacionit: Pér té mbrojtur burimet dhe informacionet konfidenciale, disa detaje
mund té jené té zbutura ose jo té pérfshira né raport. Ky vendim éshté marré pér té mbajtur
integritetin dhe siguriné e té dhénave té pérdorura.

AKSK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar cfarédo pjesé té
kétij raporti pa lajmérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar.

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe analizés.
Nuk ka garanci né lidhje me ndryshime t¢ mundshme apo pérditésime té informacioneve té
raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin pérgjegjési pér pérdorimin e
gabuar ose pasojat e ndonjé vendimmarrjeje té bazuar né kété raport.
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Informacione Teknike

Eshté raportuar garkullimi i njé fushate Phishing né Shqipéri ku pérmbajtja e email paraget
nevojén pér té paguar njé host té skaduar me dérgues nga domain jo legjitim noreply@hosting-
se024[.Jcom. Ky email phishing i éshté dérguar klientéve gé kané shérbime hosting/domain né té
cilin kérkohet té kryhet pagesa pér rinovim.

Analiza e Phishing

Nga analiza e kryer evidentohet se, dérguesi i e-mail éshté noreply@hosting-seo24[.]Jcom dhe
domain i krijuar enkas pér fushatén, rezulton té jeté krijuar rreth njé muaj mé paré.

HostingSEO24
<noreply@hostingseo-
24.com>

27 Feb, 2025 11:46:13
AM

Afat1 1 pagesés: Menjéheré
Mospagesa e borxhit té€ prapambetur mund té rezultojé né pezullimin e faqes suaj té internetit, emailit dhe
shérbimeve té tjera kritike. Pér t& shmangur ¢do ndérprerje, ju rekomandojmé té pérfundoni rinovimin sa mé shpejt

té jeté e mundur.

Thjesht klikoni né lidhjen mé poshté pér té pérfunduar rinovimin:

RINOVO SHERBIMIN E DOMENIT TANI

Ju falénderojmé pér vémendjen tuaj té shpejté dhe jemi té disponueshém pér ¢do pyetje ose ndihmé shtesé qé
mund té keni.

Néze keni marré kété email gabimizht, ¢regjistrohuni duke klikuar né: https-//www hostingseo-24 com unsubscribe/f5987867¢0333421201 Ju hutemi vini re se kjo gjithazhtu do tju
¢regjistrojé nza njoftimet e tjera té shérbimit nga hostingseo-24.com, pérfzhiré kujtimet pér ¢do domen tjeter. R

Figura 1: Pérmbajtja e E-mail Phishing

Né pérmbajtje té e-mail, evidentohet njé buton i cili mund té klikohet, pér té vazhduar me URL
ku mund té kryhet pagesa. URL né vetvete éshté legjitime duke gené se pérdoret kompania
Stripe pér kryerje pagesash online.
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Figura 2: URL pér kryerjen e pagesés

Pas klikimit té butonit pér kryerjen e pagesés, evidentohet se e-mail i kompanisé éshté i para-
plotésuar, cka paraget dyshime pér metodén e phishing.

DETECTION DETAILS RELATIONS COMMUNITY

Fortinet
Abusix
ADMINUSLabs

AlLabs (MONITORAPP) lean AlienVault

Antiy-AVL

Blueliv

Figura 3: Kategorizimi i domain hosting-seo24

Gjithashtu nga analiza e e-mail header, evidentohet qé dérguesi pérdor VPS pér dérgimin e e-mail
si dhe pér té fshehur gjurmét. IP e dérguesit {57[.]128[.]228[.]145} ka lidhje me shumé domain-e
gé lidhen me kété fushaté.
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Received: from wvps-cfecbdcS.vps.ovh.net (vps-cSecbdc8.vps.ovh.net. [57.128.228.145])
by mx.google.com with ESMTPS id a640c23a62f3a-abf0c77ad313i1147126366b.489.20
for
(version=TLS1_3 cipher= _256_GCM SHA384 bits=256/256);

Thu, 27 Feb 2025 03:46:14 -0800 (PST)

Figura 4:Té dhénat nga e-mail header

2 2 57.128.228.145

57.128.228.145 (57.128.0.0/15)
AS 16276 (OVH SAS)

DETECTION DETAILS RELATIONS COMMUNITY

Join our Community and enjoy additional community insights and crowdsourced detections, plus an AP automate checks.

Passive DNS Replication (52) O

Date resolved Detections Resolver Domain

20250227 /94 VirusTotal tanmiah-jubbah.sa hostingseo-24.com
2025-02-27 /94 VirusTotal sahostingseo-24.com

20250227 /94 VirusTotal umalqura.sa hostingseo-24.com
20250227 /94 VirusTotal edu.rs hostingseo-24.com

2025-02-27 /94 VirusTotal upss.edu.rs hostingseo-24.com
20250221 VirusTotal 15 hostingseo-24.com

20250221 VirusTotal prodajastanovazemun.rs hostingseo-24.com
2025-02-19 VirusTotal shun-ching.com.tw.hostingseo-24.com
2025-02-19 VirusTotal tw.hostingseo-24.com

2025-02-19 VirusTotal com.twhostingseo-24.com

2025-02-19 VirusTotal Jol m.tw.hostingseo-24.com
2025-02-17 VirusTotal value-finance.co.iL hostingseo-24.com
2025-02-11 VirusTotal com.hostingseo-24.com

2025-02-11 VirusTotal anakgroup.com.hostingseo-24.com

2025-02-10 VirusTotal iLhostingseo-24.com

Figura 5: Analiza e IP té dérguesit

== Similar +/ More

3daysago

Nga analiza OSINT evidentohet gé fushata té tilla jané raportuar mé paré, por jané aktualisht
aktive, ku pretendohet gé klientét té bien viktima té plotésimit té formés me té dhéna bankare dhe

pér té kryer pagesén.
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@ Academia International College
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Warning of email scammers

Currently, there are scammers using fraudulent tactics to deceive by sending emails from

noreply@hostingseo24.com to notify about fake domain expiration dates, urging customers to pay for
domain renewal.

News & Events ;] Warning Of Email Scammers 2

N

Warning of email scammers 2 Related News

« Warning of email scammers 2
Currently, there are scammers using froudulent tactics to deceive by sending emails from

noreply@hostingseo24.com to notify about fake domain expiration dates, urging customers « Warning of email scammers
to pay for domain renewal.

Example of a scam email;

Ox Frl_ Jan 10, 2025 2 §.20 PM HostiegSEO24 “porepdy @hostingsec24 com™ wiote

e s laauids onaing
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A phishing scam is underway in which
B our customers are receiving fake |

e-mails informing them that their ;

| domain is expiring and that they need
to make a payment immediately.

C2Q ¥V W

cloudys_com Dear users,

a phishing scam is underway in which our customers are
receiving fake e-mails informing them that their hosting is
expiring and that they need to make a payment immediately.
These messages are currently being sent from
noreply@hostingseo-24.com and contain links that can
misuse the data you enter.

Figura 6: Raportime pér Phishing
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Indikatorét e Komprometimit

noreply@hosting-seo24[.Jcom E-mail Sender

57[.]128[.]228[.]145 IP

vps-c9ecbdc9l.]vps[.Jovh][.]net DNS

hosting-seo24[.]Jcom Domain
Rekomandime

Autoriteti Kombétar pér Siguriné Kibernetike rekomandon:

Bllokimin e menjéhershém té Indikatoréve t¢ Komprometimit, té pérmendura mé sipér né
pajisjet tuaja mbrojtése.

Analizimin e vazhdueshém té logeve gé vijné nga SIEM (Security information and Event
Management).

Aktivizimin e MFA (Multifactor Authentication) .

Rishikimin e politikés sé fjalékalimeve dhe pérditésimin e tyre.

Kontrollin e users dhe privileges, né rast se ka ndryshim té userave dhe privilegjeve té tyre.
Rishikimin e aksesit né internet pér pérdoruesit fundoré.

Trajnimin e stafit jo-teknik rreth sulmeve “Phishing” si dhe ményrat e shmangies sé infektimit
prej tyre.

Instalimin e pajisjeve té perimetrit té rrjetit qé béjné analizé té thellé té trafikut duke u
mbéshtetur jo vetém né rregullat e listave té aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

Sistemet e evidentuara té segmentohen né VLAN-e t&€ ndryshme, duke aplikuar “Access
control list pér té gjithé perimetrin e rrjetit”, webserviset duhet t€ jené té€ ndaré nga Databaza e
tyre, Active Directory duhet té jeté né njé VLAN té ndaré.

Aplikimin dhe pérdorimin e teknikés LAPS pér sistemet Microsoft, pér menaxhimin e
fjalékalimeve t& Administratoréve Lokal.

Té aplikohen filtra té trafikut né rastin e aksesimit né distancé té hosteve (punonjésve/palé té
treta/klienté).

Té implementohen zgjidhje gé kryen filtrimin, monitorimin dhe bllokimin e trafikut keqdashés
ndérmjet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).

Té€ kryhen analiza té trafikut né nivel sjellje “behaviour” pér pajisjet fundore, aplikimi i
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve keqdashés jo vetém né nivel signature
por dhe né nivel behaviour.

Té projektohet zgjidhja pér menaxhimin e aksesit t€ pérdoruesve “Identity Access
Management” pér t€ kontrolluar identitetin dhe privilegjet e pérdoruesve né kohé reale sipas
parimit “zero-trust”.
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