AUTORITETI KOMBETAR PER SIGURINE
KIBERNETIKE

NDERGJEGJESIMI NDAJ
INXHINIERISE SOCIALE:
MBRONI VETEN NE
EPOKEN DIGJITALE
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SHEMBULLI _
INXHINIERISE
SOCIALE NE JETEN
REALE

HAKER ME AFTESI SOCIALE

David njihet si nje inxhinier social, ose si nje haker njerezor. Arti
| tij éshté te bindé njeréezit té ndajné informacione gé nuk duhet
té ndajné. Disa e perdorin ketée tekniké peér aktivitete te
paligjshme. Por né rastin e Davidit ai punésohet dhe paguhet
nga kompanite per te testuar per dobesi.
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KEVIN MITNICK:
KUMBARI |
INXHINIERISE SOCIALE

LIBRI | TIJ "ARTI . MASHTRIMIT" ESHTE
NJE BURIM | MIRE.

e (2002) The Art of Deception: Controlling the Human
Element of Security

e (2005) The Art of Intrusion: The Real Stories Behind the
Exploits of Hackers, Intruders & Deceivers

e (2011) Ghost in the Wires: My Adventures as the World's
Most Wanted Hacker

e (2017) The Art of Invisibility

o= %



https://en.wikipedia.org/wiki/The_Art_of_Deception
https://en.wikipedia.org/wiki/The_Art_of_Intrusion
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6 vite né IT dhe Siguri Kibernetike

JETMIR RAJTA - CEH | BLUE TEAM | CAPACITY BUILDING |

DATA ANALYSIS

Certifikuar nga: EC Council si Certified Ethical Hacker, Pjesé e 1% botéror né TryHackMe.

Arsimi: ICT, Shkenca Politike, Marredhénie Ndérkombétare, Edukim Ushtarak dhe Siguri Kibernetike.
Shérbej si specialist i Sigurisé Kibernetike né Autoritetin Kombétar pér Siguriné Kibernetike (AKSK).
| pérfshiré ne hackathone, TTX, Cyber Drills, CTF dhe workshop-e pér ngritjen e kapaciteteve.
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.........................
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CFARE ESHTE

INXHINIERIA
SOCIALE?

[.......

!
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B

Inxhinieria Sociale éshté njé vektor sulmi gé mbeéshtetet
shumé né ndérveprimin njerézor dhe shpesh pérfshin
mashtrimin e njerézve pér te thyer procedurat normale te
sigurise.
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INXHINIERIA
SOCIALE ESHTE
ARTI | TRE
GJERAVE:

> Manipulimit
> Ndikimit
> Mashtrimit

—y /777
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CIKLI I SULMIT

INFORMATION
GATHERING

Ekziston nje sekuence e parashikueshme me
kater hapa per sulmet e inxhinierise sociale, CTABLISHING
S eteruara zakopISntsI ikl sulmit Y occuton N RELATIONIHIF
, St AND RAPPORT

e mbledhjen e informacionit,
e krijimin e marredhenievedhe raporteve,

e shfrytezimindhe
e ekzekutimin. EXPLOITATION
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KARAKTERISTIKA E
NJE SULMI TE
INXHINIERISE

SOCIALE

Inxhinieret sociale mbeshteten ne emocionet
njerezore per te motivuar njerezit te bejne
ate ge ata duan. Me fjale te tjera, keta
kriminele perdorin manovra delikate
psikologjike pér té fituar besimin e njé
personi dhe me pas e shfrytezojne ate.
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QELLIMET:

e Parate

e EgOja

e Hakmarrja
e Shkak

e Argetim

e Njohuri




/

—y /77

LLOJET E ZAKONSHME
TE INXHINIERISE
SOCIALE

e Me baze njeriun
e Me baze teknologjine
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METODAT E BAZUARA
NE NJEREZ

e IMitimi

N\

e Frika

e Krijimi i konfuzionit
e Mund t'ju ndihmoj?
e A mund te me ndihmosh?

e Ndéertimi i besimit

e Kerkoni dhe do t'ju jepet kerkoni dhe do te gjeni.
e Zhytja né kosh/Dumpster Diving

—y /777
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METODAT E BAZUARA
NE TEKNOLOGJI

e Dritaret kercyese — Pop Up Windows

e Bashkengjitjet e email-it.

e Pishing/Smishing

e Faget e internetit te phishing
e Pajisje USB

e Key Loggers

N\
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TEKNIKA PER BINDJE

e Ndéertimi i besimit dhe marredhéenieve
e Inkuadrimi | Mesazhit

e Pérshtatja e Qasjes

e Dorezimi

—y /777
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INXHINIERIA SOCIALE NUK MUND
TE BLLOKOHET VETEM NGA
TEKNOLOGJIA.

e Elementi njerezor
e Manipulimi psikologjik

e Rrjetet sociale

e Sulmet e targetuara

e Kercenimet e brendshme

—y /777
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SULMET TIPIKE:

e Sherbimi ndaj klientit

e Personi i dergesave/sherbimeve postare

e Telefon/Vishing
e Suport Teknik

—y /777
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—— \ Social Engineering

oz Attacks

DISA NGA METODAT E SULMEVE TE

INXHINIERISE SOCIALE g Eioding
e Dumpster Diving '
e Shoulder Surﬁng o 5 Impersonation Diversion Dumpster
ansomwarc e
- : on Help Desk Theft Diving
e Baiting/Karremi | | |
e Vishing .
Sh(ﬂljdﬁl Quid Pro Quo ng-—Up Robocalls
e Phishing Surfing windows

e Whaling Reverse

Social
Engineerin

Stealing
[mportant
Documents

Online Social Phone Social
Engineering Engineering
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DUMPSTER DIVING

e Faturat e Kartés se Kreditit
e Faturat e paguara

e Emaile te printuara

Il

e Fjalekalime
e Numra telefoni
e Emra

e Te dhenat e shpenzimeve

—y /777
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SHOULDER SURFING

sukses.

—y /777

Nje sulm me lundrim mbi shpatullah shpjegon nje situatée kur
sulmuesi mund té shikojé fizikisht ekranet e pajisjeve dhe
tastierén e shtypjes sé fjalekalimit per té marré informacion
personal, d.m.th. Metoda e ketij lloj sulmi kerkon ge hakeri

(sulmuesi) té jeté fizikisht afér viktimave gé sulmi te keté
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EMAIL-ET E PHISHING

apo edhe punedhénesi juaj.

ndeérmerrni veprime urgjente.

N

Zakonisht, emailet perdorin taktika té frikesimit ose

Krijojne nje ndjenje urgjence per t'ju detyruar te

—y /777

Nje nga format me te zakonshme té inxhinierisé sociale
jane emailet e phishing. Ata shpesh duket se vijne nga

burime té besueshme, si bankat, faget e mediave sociale,

From: support@rnicrosoft.co.uk

Sent: 16/01/2023 11:44

To: Bob Smith <Bob.Smith@company.com>
Subject: Urgent Action Needed!

d Outlook

Microsoft Account

Verify your account

We detected some unusual activity about a
recent sign in for your Microsoft account. you
might be signing in from a new location app or
device.

To help keep your account safe. We've blocked
access to your inbox , contacts list and calander
for that sign in. Please review your recent
activity and we'll help you secure your account.
To regain access you'll need to confirm that the
recent activity was yours.

http://account.liive.com/ResetPassword.aspx

Thanks,
The Microsoft Team

REAL

From: support@microsoft.co.uk

Sent: 16/01/2023 11:44
To: Bob Smith <Bob.Smith@company.com>
Subject: Unusual Sign In Activity

d Outlook

Microsoft Account

Verify your account

We detected some unusual activity about a
recent sign in for your Microsoft account
bo*****@company.com. you might be signing

in from a new location app or device.

To help keep your account safe. We've blocked
access to your inbox, contacts list and calendar
for that sign In. Please review your recent
activity and we'll help you secure your account.
To regain access you'll need to confirm that the
recent activity was yours.

The Microsoft Team
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SPEAR PHISHING

Spear phishing eshte nje mashtrim me email ose
komunikime elektronike qé targeton/synon njé individ,

organizate ose biznes te caktuar.
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WHALING

Nje sulm i whaling, i njohur gjithashtu si gjueti per balena,
eshté njé lloj specifik sulmi phishing ge synon punonjésit €
profilit té lartg, si shefi ekzekutiv ose shefi financiar, pér

té vjedhur informacione té ndjeshme nga njé kompani.

—y /777

Giles Garcia <ceo.webmail.1337@hotmail.com>
Hi Gareth

Gareth,

Like i said earlier this is a pending payment and the beneficiary Is
waiting to receive payment. Would have sent all documents to you but
am not available to do so at the moment. Just proceed with the wire
transfer, | will get all documents as soon as am available.

How soon can you get it done if i send the beneficiary account details?

Thanks,
Giles Garcia
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SMISHING

Smishing éshté njé lloj sulmi phishing qe pérdor
inxhinieriné sociale pér té marré informacione personale

péer dike neépermjet mesazheve me tekst.

Monday, 29 April

BKT - Konti juaj éshté bllokuar
pérkohésisht pér shkak té
problemeve té sigurisé. Ju lutem
verifikoni menjéheré informacionin
e llogarisé tuaj grco.de/bkicomal?

11:52

—y /774
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brandonbrown2008@fmaillerbox.con

iMessage
Tue, 27 Feb, 3:449 PM

Pakoja juaj ka mberritur ne
magazing, por nuk mund te
dorézohet péer shkak té
informacionit ose adresés jo te
plote. Tani klikoni né linkun:
https://postashqgiptare-al.buzz/

index @

(Kopjo lidhjen e mésipérme
dhe hape até ne Safari ose
pérgjigju "1" dhe kliko lidhjen
pér té paré statusin e fundit te
logjistikes)

The sender is not in your contact li
Report Junk



Inxhinieria Sociale - Red Flags \_—
@» DERGUESI @ DATA

Nuk e njihni adresén e emailit té dérguesit si diké me B & | ™ = « A keni marré njé email gé normalisht

te cilin komunikoni zakonisht. _ duhet ta merrnit gjaté orarit té rregullt te
« Ky email éshté nga dikush jashté organizatés dhe From: YourCEO@yourorganization.com punés, por ai u dérgua né njé oré té

nuk &shté i lidhur me pérgjegjésité e punés. —P To: You@yourorganization.com pazakonté si ora 3 e méngjesit?
e« Ky email éshté dérguar nga dikush brenda Date:  E h&né, 12 Dhjetor 2016 3.004M 4 '

organizatés ose nga njé klient, shités ose partner dhe Subject: Paraté e mia jané viedhur 4

éshté shum&ipazakonts. il g dliel eofriont o et -y "SUBJEKTI
« A éshté adresa e emailit e dérguesit nga njé domain i Ata mé derguan njé link té vecanté né meényré qé paraté té

dyshimt&? (si pér shembull: mikorsoft-support.com) shkojné& direkt né llogariné time dhe mund te blej njé bileté pér e A keni marré njé email me njé subjekt gé éshté
« Nuk e njihni personalisht dérguesin dhe nuk éshté S e paréndé&sishme ose nuk pérputhet me

nga dikush qé keni besim. = permbajtjen e mesazhit?

Faleminderit shumej Kjo mé ndihmon vértet!
CEO « A éshté mesazhiiemailit njé pérgjigje pér dicka
qe nuk e keni dérguar apo kérkuar kurré?

« Nuk keni njé marrédhénie biznesi dhe as ndonje
komunikim té méparshém me dérguesin.

e Ky éshte njé email i papritur ose i pazakonté me njée
link té integruar ose njé dokument té bashkéngjitur

/.

nga dikush me té cilin nuk keni komunikuar kohét e -
fundit. BASHKENGJITJET
P E R e Dérguesi ka pérfshiré njé dokument té bashkéngjitur né email gé nuk e prisnit

ose ge nuk ka kuptim née lidhje me mesazhin e emailit. (Ky dérgues nuk iu
dérgon zakonisht kété lloj) bashkéngjitjeje.)

Jeni vendosur né CC né njé email dérguar njé ose meé shume njerézve, por

personalisht nuk | njihni personat t& ciléve u &shté dérguar. « Shihni té bashkéngjitur njé email me njé lloj skedari ndoshta té rrezikshém. I

e Keni marré njé email qé iu dérgua gjithashtu njé pérzierjeje t& vetmi lloj skedari gé éshtée gjithmoné i sigurt pér t'u klikuar éshté njé skedar
pazakonté njeré&zish. Pér shembull, mund t'i dérgohet njé grupi té XL

rastésishém njerézish né organizatén ku punoni, mbiemrat e té cileve
fillojné me té njéjtén shkronjé, ose njé list e gjaté me adresa té dyshimta. P E R M BAJTJ A
i H YP E R LI N KS A éshté duke iu kérkuar dérguesi té klikoni né njé link ose té hapni dokument té bashkéngjitur

per te shmangur njé pasojé negative ose pér té fituar dicka me vieré?

« A éshté emaili jo i zakonshé&m, apo ka gabime gramatikore dhe drejtshkrimore?

Vendosni mouse-in mbi njé link ge shfaget né mesazhin e emailit, por shihni gé
adresa e linkut té drejton né njé tjetér website. (Ky éshté nje sim‘nf kritik e A éshté duke iu kérkuar dérguesi té klikoni njé link ose té hapni njé dokument té bashkangjitur
paralajmérimi.) ge duket i cuditshém ose i palogjikshém?

e Ju éshté dérguar njé email ge ka vetém hiperlinqge té gjata pa informacion té e A keni njé ndjenjé té pakéndshme lidhur me kérkesén e dérguesit pér té hapur njé dokument
métejshém, dhe pjesa tjetér e emailit éshté plotésisht bosh. ose pér té klikuar njé link?

e Ju éshté dérguar njé email me njé link qé ka gabime drejtshkrimore tée nje « A éshté emaili duke iu kérkuar té shikoni njé foto komprometuese ose té sikletshme te vetes
fageje té njohur interneti. Pér shembull: www.bankofarnerica.com - ku shkronja suaj ose té dikujt gé njihni?

“m" éshté krijuar si bashkim i dy karaktere - "r* dhe "n".
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PERTEJ EMAILEVE DHE
TELEFONATAVE: PRETEKSTI DHE
BAITING (KARREMI)

Preteksti: Arti i tregimit te rreme

Baiting/Karremi: Ofrimi i marreveshjeve ose

promovimeve ne dukje terhegese.

0,

R
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BAITING (KARREMI)

/
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Congratulations!
(1) $1000 Amazon Gift Card is reserved for you!

Karremi/Baiting eshté nje lloj sulmi ku njé haker do te
perdore nje premtim ose shperblim te rreme per te Step 1

mashtruar viktimat dhe pér té vjedhur informacionin e step 2: enter
tyre té ndjeshém duke infektuar sistemin e tyre me Important;

malware. . : :
You only have 0 minutes 0 seconds to claim your prize!

0,

R

' $1000 Amazon Gift Card

vy /774 = f - | CONTINUE

\ / 2 remaining!
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KARREM FIZIK ME NJE PAJISJE:

Eksperiment: Ne nje eksperiment te kontrolluar te kryer nga

/
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Universitetii Migiganit, Universitetii lllinois dhe Google, rreth
300 pajisje flash USB u lané si karrem né 30 vende té
ndryshme.

Rezultati: U zbulua se 45%-98% e njerezve lidhin pajisjet USB

ge gjejne. Midis tyre, 68% e perdoruesve deklaruan se nuk

(a) Unlabeled drive (b) Drive with keys (¢) Drive with return label  (d) Confidential drive (e) Exam solutions drive

moren masa paraprake kur lidhnin pajisjen. Nder ata ge
menduan pér masat e sigurisg, 10 (16%) skanuan flash drive
duke pérdorur softuer antivirus, dhe 5 (8%) besonin se sistemi i
tyre operativose softueri i sigurisé do t'i mbronte. 5 té tjeré

(8%) perdorén burimet e universitetit pér té mbrojtur pajisjet e

tyre personale. t TP

N /




/—'llll —

Coffee Shop ([,

Dicka per dicka Attacker
Victim SSID : FreeWiFi
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BIGGEST CRYPTO e

) GIVEAWAY OF
KUIZET NE FACEBOOK S100 000 000

During this unique event we will give you a chance to win 5 000 BTC or
0 000 ETH or 100 000 000 DOGE or 300 000 USDT, have a look at the

DHURATA TE bRl i s i g
KRIPTOMONEDHAVE

- H"-""-_" .I- "
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KODET QR DHE TESTET CAPTCHA:_
MASHTRIME TE REJA NE NJE EPOKE
DIXHITALE:

TE SKANOSH APO TE MOS
SKANOSH?

I'm not a robot
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SI TE IDENTIFIKONI NJE INXHINIER
SOCIAL?
e Nuk jep informacion kontakti
e Kérkon gjithmoné informacione té ndaluara
o Aktivitete te nxituara
e Perdor elementin Frike
e VVezhgoni per gabime te vogla

drejtshkrimore
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ZBUTJAISH MANGIA e Grirese dokumentash/Shredder

e Politikat dhe procedurat

EINXHINIERISE ~ -neegegesrme
e Falcnime te perditesuara e aznornim te Anti-viruseve
SOCIALE

N o /




KESHILLASITE
MBRONI VETEN TUAJ
NE NIVEL PERSONAL

e Injoroni kérkesat pér informacione personale;
verifikoni drejtpérdrejt me kompanine.

e Monitoroni historine dhe ndryshimet e hyrjes née
login.

« Mos ndani informacione personale né internet.

o Perdorni fjalekalime unike, té forta; Mbi 14
karaktere.
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KESHILLA SITE
MBRONI VETEN TUAJ
NE NIVEL ORGANIZATE

e Etiketoni emailet e jashtme me "EMAIL EXTERNAL".

» Monitoroni llogarité per aktivitete te dyshimta.

e Permiresimi i MFA-s&; shmangni MFA-te e bazuar
ne email.

e Monitoroni hyrjet e privilegjuara per anomali.

e Ndaloni hyrjet anonime me VPN.

e Edukoni stafin pér inxhinierineé sociale, phishing.

e Raportoni mesazhe te dyshimta.

o Vertetoni thirrjet nga paléet e treta.

/
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clal-Engineer Toolkit
eated by: David Kennedy (Rel1l
Version: 8.0.3
Codename: 'Maverick’
Follow us on Twitter: @QTrustedSec
Follow me on Twitter: gHackingDave
Homepage: https://www.trustedsec.com
Welcome to the Social-Engineer Toolkit (SET).
The one stop shop for all of your SE needs.

The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://ww.trustedsec.com

It's easy to update using the PenTesters Framework! (PTF
isit https://github.com/trustedsec/ptf to update all your

elect from the menu:

1) Social-Engineering Attacks

) Penetration Testing (Fast-Track)
Third Party Modules

pdate the Social-Engineer Toolkit
date SET configuration

Credits, and About

ocial-Engineer Toolkit

PAKETAE

INXHINIERISE SOCIALE

e Paketa e veglave té inxhinierisé sociale (SET) eshtée
nje grup veglash té programuara ne python, te cilat
fokusohen vetem né sulmin ndaj elementit njerézor te
testimit te depertimit.

e SET u shkrua nga David Kennedy (ReL1K) dhe me
shume ndihme nga komuniteti dhe ka inkorporuar sulme
teé paparé me parée né njé grup veglash shfrytézimi.

e Qellimi kryesor eshte te simuloje sulmet inxhinierike
sociale dhe te lejoje testuesin te testoje né menyre
efektive se si mund te keté sukses nje sulm i targetuar.
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@ Home Notifyme Domainsearch Who's been pwned Passwords APl About D

»--have i been pwned?

Check if your email or phone is in a data breach

email or phone (international format) PWi







