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Siguria Kibernetike vs Krimi Kibernetik

CYBERSECURITY EXPERT CYBERCRIMINAL
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Code Red ishte njé krimb i pérhapur gé shfrytézoi njé dobési né

PgOEECCI 6DOCEPI C éDPR{EOHG

Aurora
Grupi Aurora, njé grup hakerash i dyshuar i sponsorizuar nga shteti kinez, synoi
kompanité e teknologjisé amerikane gé nga viti 2009 e tutje, duke vjedhur serverét e uebit t& Microsoft IIS né 2001. Ai shkaktoi ndérprerje té
pronén intelektuale dhe té dhéna té ndjeshme. Sulmet e tyre té sofistikuara konsiderueshme duke ngarkuar sistemet e infektuara me sulme té
nxorén né pah cenueshmériné e korporatave t& médha ndaj spiunazhit mohimit t& shérbimit (DoS) dhe duke ndérpreré shérbimin pér faget e
internetit. Ky incident nénvizoi cenueshmériné e sistemeve té lidhura
me internetin dhe nevojén pér masa proaktive sigurie.

kibernetik dhe nevojén pér masa té forta té sigurisé kibernetike.

Fitim Monetar

Tape

EPDgaCOCpbPPI POCgCO Krim i organizuar
Stuxnet Zeus
Zeus Group ishte njé organizaté famékeqge e krimit

Stuxnet, njé pjesé e sofistikuar e malware, u
e e e 2
secanersh centiga e percorra
pasurimin e uraniumit. Stuxnet besohej té ishte Konsid h L d &t ashtu edhe pé :
njé operacion i pérbashkét nga Shtetet e onsideruesime s per individet ashtt edhe per
Bashkuara dhe Izraeli, duke e béré até njé nga nstitucionet.
rastet e para té njohura té luftés kibernetike té
sponsorizuar nga shteti.
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P OC A O:Nderprerje té energjisé elektrike , mungesé ngrohje
Autori | dyshuar :grupl rus | hakeréve "Sandworm"
Lloji 1 sulmit : DDoS, Spear phishing
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P OC A O:Sistemet e komprometuara té ujit, helmimi me klor
Autori 1 dyshuar : | panjohur

Lloji 1 sulmit : Pajisje e lidhur me rrjetin e panjohur
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P OC A O:SKedaré té koduar, humbje té té dhénave, ndérprerje biznesi, humbje
financiare

Autori 1 dyshuar : Grupl Lazarus,njé grup hakerash i sponsorizuar nga shteti |
Koresé sé Veriut

Lloji 1 sulmit : Ransomware, krimb (vetéshpérndahet )
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How Albania Became a Target for
Cyberattacks

A massive hack led to the expulsion of Iranian diplomats—but Tehran may have had help fr«

Moscow.
Iran-linked hackers claim attack on Albania's Albania cuts diplomatic ties with Iran over
Institute of Statistics cyberattack
An Iran-linked hacking group with a history of targeting Albanian state agencies Tirana expels the Iranian embassy staff over a cyberattack allegedly

businesses said on Thursday that it was behind an attack on the country’s InstitL
Statistics (INSTAT), which is responsible for census information and other official

carried out on the government websites in July.

Due to the "sophisticated” cyber incident that affected INSTAT's official website .
service, the agency announced that it would postpone the release of official stat
further notice.

" Wiper malware found in analysis of Iran-linked
attacks on Albanian institutions

Durina the wave of attacks on Albanian oraanizations earlier in December. Iran-linked
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Coordination and technical collaboration Coordination and technical collaboration

DEV-0861 - Gained initial access and exfiltrated data
DEV-0842 - Installed Ransomware and Wiper
DEV-0166 - Exfiltrated data
., DEV-0133 - Scanning and reconnaissance for vulnerable
: systems in the infected infrastructure
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Activities of malicious actors ‘ﬁ - | Advanced Malware % Phishing m System Wiper § Espionage % Ransomware Data Exfiltration | Initital Access Scanning and Reconnaisance

Target sector . Media . Government . Energy . Military . Financial . Telecommunication O Education . Health ‘ Industrial Transport O IT ‘ Other
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Higjiena Kibernetike |
pérdoruesit dhe organizatat ndérmarrin pér té ruajtur

té tyre. Kjo
pérfshin mirémbajtjen e rregullt, pérditésimet e softuerit
dhe adoptimin e masave té siguriseé.

Duke praktikuar higjiené té miré kibernetike, mund té
mbroni sistemet tuaja nga kércénime té ndryshme
kibernetike. Kjo éshté thelbésore sepse ndihnmon né
siguriné gé informacioni | ndjeshém té ruhet i sigurt dhe
gé sistemet té funksionojné pa ndérprerje.
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Institucionet geveritare né Shqipéri
dhe njé shkelje e sigurisé
mund té keté pasoja té rénda.

McC

REPUBLIKA E SHQIPERISE

9 C



ANf <cf RG@=MJ : Nf

'v20v.00""2013 Ov1’




"V206Vv.060"" 2613 Ovl-%%§#®#3093’&v**'% 0" 20
0" (-," V) -. (#v0#8#04bv26(z§‘\7“"&8/°;'X#G‘}Fip”b”k*' YV HEV

L 12 *-,'v-1#v#)8#)32-,W/,Q{'§Q/$'&§#'5V*QOV2 )2 ) 20

Rishikoni dhe rregulloni vazhdimisht
"0, " vspywa #v , 2' ) -, %" 30" +#2vH#EV. 0" 4 20
sociale




SK9O@Cf I BMIJ<f <cCfIl N: Nf @@J < Mf > (

\0- %0 +#2v ,2"'"4"031v1l) ,-(,0v1)#" 002Vv" &#V+H#H+-0"#
+3, "1&+#v20vVv)-""2v20v"06+1&06+GvV3v+3,"v20v)O07#,"' vl
SKANIMET AUTOMATIKE SKANIMET MANUALE

. '_4’
S G
_&3+' 1 V#V. 0- %0 +#4#%01%V4@0%9v 3Ve326y . 2'4'03
1) ,-(6v 32-+ 2')'1&391F#2 bo%&aw%)# 062v#vDO
0#)2-0'"Vv20vVa# ﬁkan,org ma@qﬁllsht ato dhe pajisjet si USB
/| ov+#00

, v,\% v 30" +#v20V
1#Vv2A" v & '




CAJf GC M

\oO0"-0"+"v'v.0-%0 +#4#v , 2" 4" 031v0ol1&20vV+

20v+ 0-(230v)-+.(32#0" ,v23 (v, %9 v)-""yv

+#, " -, " v1i#v)-+.(32#0"'" v(3 (vol&2ov' ,K6 $#) 23
tuaj antivirus.

u"# *'"1&2uv. 0- %0 +'v (3 (v , ¢ v20:"

"0+1&0+v,O0VvV)-+.(32#0"'" , v23 ( v )

+0, 706v/ o6v206v+-1v, " ") -(, 12 #

YN VQZUv [R aQrUuUzv  ¢v)\ /P
Instaloni patch-# 2 v#v1- $23#0"' 2
.00%" 2-(,06V, % v.0- *
1" 12#+#v-.#0 2" 4#v-3$0- (,
+3, "01"'"vol&2ov#v "' 1

+0, 700v/ 6v13* +3:
v-1#v" - 0Ol1l' 20Vv #
yv. 00" " 201" +#v 3
#1 &+#uUuv" 3&#2V 2




+#__“0\f5 H QV(# Ov 20

f %(' " &" v$( *06) *'

401&2"'0 v.t')Ov2A3 -+ r@—@-ewf—l—-#—\r]

% v13*+3#1' 2v" &# v]

$( *6) *' +#v206v, " 07 asswm‘d‘v

. 0- %0 +#V" &#HV ' OV & +# G

( edwqu

cl&206v+0v+'006v206v. 60" -0, v$dO0 8 v20v

%( 2 uUuv20ve- 02 v-],_;h‘—\“$—é-—*~é-) * ' +#vVv/] OV
60 O6&#,Vv20v. )26, ¢, %)(v>B8B

) 0 ) 2#00G V | B r




\ 60" -0, "' VvS$( *0) *'+#v20v "7 1&+HV
OV L' L2#+HV" &HV - "“ %&&“’g's""“071&+#6
SSWORD

Af &4 ' ** - "v+, #£+- ") .oOv20v

+ (230v+#,"v$( *0) *' £ #

komplekse
AVoO0" -0, "' v$( *0) *'" +' ,v-1#vV

$0 80,v+0Oov20VvVW%( 2060v29NF B3 OV

0 ||_ | % ombe*ethadto_l_

, % Vvp v 1 12#+é/$n$bu” 0 ) #1&

) ) sy - 790 @Oy %224 )

AW-, 1 O v OI@?nemomkaAO %i - 4%&\6v 2 V = <

programi menaxher
$( *6) *'" +#1&v. 00v206v03 (230vV

$( *0) *' +#2v 23 ( ‘




MNEMONIKA

. CUCOU:- Cagl IR Cly@R-CHPEREA-OCRECOREI @ COEI CO
00C|I aCloCR6CpbPagRAOD- CY

?¢é-108-1RORS

" Mnemonika: § v RCpbPaRaOCRCOOCI aC6 EVCCyg




- >
™M F > :O
O — Suy -
H O > >
& O o
- > -
-0 — ™
~ o %)
—i
(Q\ N~
:O o
[Q\ -
> 0 >
-~~~ =0
_& 0O -
o i A\l
O >3t
N~ H> -
Qo <=
= A\O o)
N . N .
H: O
o > << -
: :0O >
+ AN -
I > 0 o
— H o3 ™
> > = (Q\
:0O AN > ~
- :0O
o0 (N QP
~— > o
> :O > (N
H- > (N O H*
— 0O > AN —
> - 3t > O
- > < -O
3 - = >
%) H — o :O
1 ~~ X [ I
o 3+ x -
—i &~ ™M >
N~ o o :O
al




ANf <¢éf RG@=: Nf KO9 Q¢

gég%%%

_ & , . , VH#V]) - !/ALET

3 )oRU&#EC*')v O0v20v&700vV,

** - 0% 0'v20v, (#1&+#vVvJ ,L)ou,v#ﬁ”%*uv#Z(GK
OGIN . ESNIK

Y-1v#v*' , '"v,0o0v40, "#v)3w20v2(#0062v+3, "Vv2 Vv

?Asswoab'. 1234




Y L L H2VHH#H, B&3HLIHV2OVS( *O) *+HAHV+H,
$( *O6) *' +#Vv20v,"0718&+#V"3)H#Vv-3$03 OVH#H" &#V. 60$
B, 2 S )+ VHVS( *O) U +#HAHV20V" - 62 V- 11




>C@ =@: Nf >FJ<0OJ<fJf AN

% 0' 20v/ Oov (3
v+0Oo0Vv1&3+0vV
(#, v#EVS( *
', $-0+ -, v, 0" 4 2
4 #20+v (3v"-v2 Vv

\OO0O%("' (#2v+3, "v20

23 ( vi1-1" *HvVvV-1#vV

"t ,0v.00v(3v+3,"v?2
O0v "' 0




@I =@: Nf 9B<J: <NKNPNRN: f RJTf

32#,2"$" )" +'"vdl&26

. 00v206v4#0" $'" )3 O

. 00" -03#1"' Gv _3* + 34
1&$07268-(, 6v. 0-"!#1#2

autentifikimit.

YR v.0o0"-0v20v. )20
YU H 2 2#2'v. 00v 20V 4
, (6v. 00" -0 1
/| v, (6v13* # 1
, Ov, (OvV?* % VvV,
., 00" -03#1" 2v" &#V P (

3# 1
+ 3
*




Firewal-# 2 v +3, " v20v. 0
(# 4#) 2-001&v 13
20 ) 3, V#V" O0+1&0+V

,(ovl 12#+vVv)
kufizuar komunikimet e paneveojshme
" *01#G

P'"1 v1'12#+#v-.#0
600%1&" (,06v, (6VvS' O
konfiguroni si duhet firewall-in sipas
3" &08"' +#4#v20v+ |, 3
sistemit.




50" -03#1' 2v+#1

]o**" +"'" vv"v, &6V &+, %

+ 00O6vV"',$-0+ V' - v,

O v, % v(3v-1#v20v
pajisjen tuaj.




>AJf : BPf O9: ¢cf<¢f RO9K<BJA

R( *6) *'+#2v( ,0v, (O0V1&20#10Vv#vVv+" 00OV

fillestare e mbrojtjes, por sulmuesit

+3, "v2x' v+ 00" ,v+HEV+H, "Vv-1HVZ2ZX VU H# OV

$( *06) *'+#2Gvz#v" 3dutherticalgy 4+ o 4+ ySecurydacgess
vV 2

+ 1 v1&2#10v1' 30" #v N3, " X ( 3v
+ O0-(,O0v#" &#vVv, 01#v, (O6p) 13 3#1 00/

+

Y #20vS$( *#H) *' o+l i(G
32#,2' $' ) +' v+#vV1&3H06 e
5 1 o #

# + # Vv JIY
&20v. 00" -0"+"v' v"' vlI. (#104#v 20
',$-O+!'-,'2v.00v2_#0$)3 0 v
‘g, 2" 2#2 ,v23 (v, (0)-&061"' 1&2uv" &# V. —V
O&#2V %( ' 2 &, (bv#v+ov' v 8 )-,1&0+GVJYR V
, "o, (06&#OOVOH#SIHA#O- &#2Vv1' v=R K




PO9<JL=@N<cfJf 9B<

| Ns PO9f ?cCf
JENI

Password"

kkkkkkkkkkkkk

Smartphone
Hardware
Key
Smart Card

Fingerprint
Facial
Recognition




| Ns P9f ?2¢f | N:

Password*

kkkkkkkkkkkkk

&+, %, V8 W( H#" &(#,
* H

W(-Vv. 06083

1&' ,v$( *06)
#v4a#,"-130

V . O .0

#
00% ("' ( #4#Vv 20V
#+0'v'v, (O0OV 2

lindjes, numrat e telefonit, adresat, etj.

Vv
& 2
0

V




| NsP9f ?2¢f PJ:

W(-v+3, "v20v(#20v, (O0Vv2-)#
, (6vli+ 02v! O"uv, (OVpPp#H=* O
, (6va_ NGvV3v+3, "v20v. 00" -
, OV 1&) 6.3, " +v+#v, (06vVv $(

&7006v, Ov, (OV**-% O

G

Y# %(' 2& 206uv?2-) ,
( ,0VvV®%('2& 1&23vV
2-)#,0v20vV 83 Ov, 6vil-$2
%(#, #0-(, 0v, (O6Vv, 3+00vVv. ¢
"H#,2" %" )+ vIVUZKvVv. 60vVv. ¢
. 00v )Y1#1GvDb O I -, #Vv 20V
mesazhet SMS, telefonatat ose emaikt
#v"00%3 0O v.oO60"-03#1"'" 2vH

verifikimi. ‘

#, 02V #HYV e
3v20o0vs8 ) -,




| NsPO9f ?2¢f OJ:

, u"#,2"$" )" +"'"v " -+#20" )V +:
R 1) ' +' ,v#v1T4#vIO#2' L 61
%( 30+04#Vv20VvN% 1&2 4#uUuv, ( -

, (- &(#, v#v 800" 2v-1#v 32#,

, 0, 1&)0" +#4#vVv-1#Vv*04"' 8( #4

Z(OV1&#+ 3**v'v8 )-,18&0+\

-+ #20" )vol&20v1) ,#O0' v

Fingerprint %' 1&2 4#v' v. 00" -030v. o060v
pecic . 60" -03#1'2v, 6v1&3+06v1+

Recognition

+-"#0, 0G




N?J<f J

RECICN

O
<
m
—
LL]
-
Z
ad
Z
©
[
©
&)
N

HNQ9<f O9:

(
|

N O. Haud
V403#V|(#
COs. & __>0m
O"O* _1G(+
#ZV(V -~ X
&Vuo -~ - > M
"O"OZVVO"01
~ .>0 _Nq >
- > (N _ #VO
_(#V+( O
= >+ 0. N
"5 N~ >
"+ o O H
U##(_ -~
<gm> > o
_| 1"0100/
Co i~ Fapw
Vu > 22&
NSadmo™ o
H - N ™™ {®)
~+: &J s roOoN
T >y t

- JO0OF '~
D|22)u N




HNQO9<f 09: ¢f @@J: N?2J<f J
>S¢@ =@NRN-MEJf BAG

U, $#)2-(,0v)-+. (32#002Vv +#vVvV +

b(#" &" ,v' ,$-0+ " - v""0#) 2V
kompjuter

P'" 1/ #2va_ Nv+3, "v20v &3+ 1' ,
4" " &#, vV*#&20

1&v/ ov) v""1)3,va_ Nv+3
V, Ov20V%(' 2& Vv20V" &0
0

51




vV &

']
., 00v20vVv +

+ Vv




R=AfCJ: I =A: Nf: OCf BAGT <
KOMPJUTERIN TUAJ

Z 01 ( # ~_Nuv

J. # -, H# % vi1iov

16v',$-0+ !'" - " 2vIU "v20v-0% ,"'8 2061v
20v,O0v)-+. (32#0"'" , v23 (v.060v206v. O0O0Ov.

. 0-43 Ov20vVv"'""#,2"%")-,"v20v8-2",




NTf :

\o60"-0, "vs$( *06) *' +#Hv" &#VH#,)O0" . 2" +Vv, 0O
+ 0-(230v20v" &6, 2v23 ( v"&#V1' %30- &3
O#8#0406v20v' , $- 0+ -jdjuafhumb&t.v, 6 v0O 12v 1#v




S 9O9OP<NCN:

,)y1"-,'"v 32-~3,v O6,v/ov+#"" wv20Vv*04
&# V. ('1(#v20v2(#0 v20oVv( 1&2+#Vv 20V &
$32#, v, O0v, ((M/.-OZOGVP3)#HH3:)2'4'83 0

o , " *-,'v#)8#)32 +',v 32-+ 2')v20vVv)
("1 (#v20v' ,$#)23 O0OGVW(-v,"'" &+-,vVv, 0V
, % v)oO0O!'#, " +#2v#Vv+3, " 1&+#V/ OV +3, " vVv2C

("1 (#4#v20v*04"' 81l&+#Vv 20V ( 1&2




~_Kv, " "
#, " (#vVv 2
| #

Vv

(
0

1
2
G

_&00 " +#2VvH#HV.O0#) 30 v-e3,
fage Interneti, llogari online (p.sh. bankare) ose
1&060 ' +#v20v2(#0 v/ Ov+
ose rrjetin e prekur. Sulmet DoS mund t'i
)31&2-(,0v, (OVv-0% , ' 8
30" +#2v" &#V1&00 ' +H#2VHV?Z

' ‘ paaksesueshme.




Z(O0Ov13*+v'v+-&" +" 2v20Vv1&0OTH
(DDo0S) ndodh kur disa pajisje/kompjutera @
1&) 64#.0-(,06v. 60v20va3
4 #20+Gv_3*+3#1' 2vPP-
bothet-, (OV%03.v. (" 1(#
L, 2#0, #2 , v20v) .30
1&) **0v20v%(o000Gv _3*
20v#v1' %30' 106v-1#
20-**3 Ov, (O0v, 3+0k™
30vl-$23#0v. 60v) - +




Kontaktoni administratorin e rrjetit tuaj Kontaktoni ofertuesin e

. 00v206vVv)-,9%$"0+3 O0Ov, 61#v, "16800.0 #0H"' 2vv#2v0 v ' , 2 # 0,
1&060 ' +"'"2v061&20v. 00 V2000V DROVY. 7#288Lyv01#
- 1#V, (6vp61&2(#Vv20 \Q\}l&+#b\02d)\#l(1(##/2'0/c2®v, v
"+', 120 2-002v#vDO O # V2,80 NRNRBOW (+8B2 '"w' v 2
20V + -, 2-0-(,ov20 v # gbi{ekiiyi ss@nit2ive jugeiv 2 0 v

) -, $"0+3 O0v. O , (O0v, (B*VHA'"'" YVRZ6+WOV ' , """ 0#) .
't H#L, 2% )-(06v 3 0" +' v 2+03v, 8" v3218' v, (V#1,' 62v3, 62v0% (Vv# ,
"3)#v . *' ) 3 0 v 0idhe %3 * * v 2 0)vabl &'#*5* -*(*, 6v. 60V &

, "-1&2 v"3)#VO' "O0# (23 Ov20/$'\/)3,&\#20(26#1\700+#0
, (6vl1i&o0 " +"v+ O-(2(#(#VP-

0 #

#
V
A
1




_z,,n# ]
I VVV
* 1"0"0
X #22
O O
("0"01
~— S
VOV-
"O"O#O
2\}&#
o3 >
1_2VV
0"022
VO"O|
3 o O
02##

~a N
L

V(/.\
|
1%+. N

Ou

. H2vVv, OV
Y .
H#

SH)2' +' 2v$ FrHEL2
50 &

| #2 Vv 20V.

1v'
. 00%1&"

. 00.




\ 1'"v~™r ,1-+5 0O#v) v.060%
1) #" 004#uv)O0" (-, Vv" &#V . \
1) #" O0O0O0v/ Oov. 00+ (, 0v3" 'v4') 2

+3, "v206v. %3 (06v1&. 060 : ) 2
. %3 ,v1&.060 *'"+' uv )2-0"" " s 1V + 3,
1" %30-(06v, (6vp#*01v)O0' .2-%0 "~ v/ ov4') 2'
20v. 00"-00v.00v2060v8& **-)3 Ovl)#" 002uv”

0O000v 2 v20v )1#13#1&0+G




SI INSTALOHET APO INFEKTOHRHET

PAJISJA ME RANSOMWARE?

Aoy 1-+5 0#v8 )-, " 1&2V-"-008- &# O0+#1vVv #
#4#v. & 1&'", %v-1#v. 60+#1v A1l +# 4 #V

0 12061"' 1 &etphidhihg sPpesh'ddken

1" )30v( ,0v"00%3 OV, % '8 20V’
-1#v" " )y31&v' v, (- &30vVv. v &#V
00" -03#1"'" ,v20v)*")-(60 "&( HV 2
-1#v20vé& .0v, (O0V1&?2 1&+#G

Z(ovAl1&) 0)'+v'vO0 12061
[ Ov1&) 0) - &#2v 32-+ 2")'
., o0*/ "+ , v#EvVv. 00" -03#1"' 2v-1#Vv1&. #1&v. v"'
2' (GVvEl&206v#EV+3,"30v/O6v)-""Vv' v"o+18&0+
#)8#)32-&#2v. 1v1&) 0)' +' i

., 00" -03#1" 26

2 UV . V 004




9 f < ¢
@= 0O< B @f cCfl M
RRJETET TUAJA?

s K
R G

f G¢
C :

AWO' (-, "' v)-.(#VvO#8#0406Vv2{dv) - + 2v23 (

A3 ' v)-. (#2vO0O#8#0406v, gfv 1' %30

A0 (,-,'v12 $' ,v#v-0%




M9 >9f >¢c @ <¢cf : | NMRB9 @f :

INFEKSIONEVE ME RANSOMWARE

\o60""2061-,"'"Vv) - (32BH0, 8" ) -, "' v"00%3I#1
tuaj emaikit

\o00" -0, "' v)3( v * # 2V

" &#V)30Va#H, @gﬁ@ prgrqondnd ¢

$ | #4#v 2 C')v',2#

- v 18&) 6, B% vt &#V A+ 00+
- . og aﬁﬁet parandaluese
emaikit me kujdes 26v1-$23#0" 2

Y , Vv20vl %302 v
Informacionet personale




OWO O# ~—~ =
> > o- #* H#* o
> H —~ -+ > - >
N> 9. et
— > = AN . - >
0/0#4 le..& > -
- T > H - H+ # O
* - x-~ T - > ~
> .00 - a1 x > =0
o O > H:0 3 ]
N3 O . # —OF— >HO
2> NP> 0 AdHON B .M :
Y4 o (D)
> >0 > #d= F:o> +O05>5mMm- g
NoO®™N gO=1 5 —0O =20 >H. kcuu
# o s+ Z =SSN > .+ S
3 >3 oot 3> Q. > > =
+ 0 > +*U_M >SN ~F O~ FH g
~ Q- . Wuoo#m PH_ &>QO >y
o >4 x 42 .S P PoFH L
O#-~— = >F F .. &b I
BN S-HHIEY M xS x-. O + oo
Sk~ >BFE 'R oo, I
N H 2 MR G O~ - . =M ,@!M
~®> P ~P&> QS s wnoc
o IN S No- O FBF—0O P \Dhu_m
+ £

|1 Do~ = . S H-PH

19

>

"O"OV

- H

N

| o 00

Wvuo —H > #* . 0 >0 > .
T o N so O N — - >
> = < - 50O LB > > .0
H M o« N > | 0 NN MmN
>o>8 >0 > 0 — N SR+ >
#G&lm Ne) > > . o3
+2n”3#3 I — + (Q\Q\|
- Vm(..\nl > —_ & >
o bHE >« o+ -0 >
uown_uhnﬂu)o )u& . /u\G.T
&m-.m o > . > (N - m > -3
- cog - > -> 2 >0 -
SMBW N -0 -3 ,m SO —
> - = ¥ _n/_r. _+#mv r N O 3H
- P> dh x +>50 + @ N>+ N
5 -8 . o0 P2 oox.—- on.,0l
/w_m&_om I .|m _#1+..%
. CcO0 H"WHHX A+ + 0 ¥ ->E
- e$%"0 e o L Q] o™ HOM
Zd_mW 2mU\)$nA N X




P

.75 O#uv' v, (-&30VvV%("'2& 1&23v1'VvA "5

) 2#%-0' #v1-%$23#0"'" v/ O6uv)30v' , 12 *-&#2vV

20v"00%- (OvDHYV2O6V O ."-0#(2- (OVIE&S*#23H#:

$ / #v206v! )23 0 v',2#0, #2"' v-1#v206v+- 6"
[ ov4d' 8' 2-,"G

. /5 0#v+3, "v20v O0(OV/Ov)-+.(32#0" v ( 3




Of CAM<CT A>FD9C(
VIRUS?

. /5 0#v" &#Vv4' 031#2vVv) - +.
, Ov20v, (6{260v,"v7$( +V (* (,#Ovv * *
1-$23#004#v20v" 0+1&¢C

I N
~

Po ka disa ndryshime!

. /5 0#vo0ol&20v, (OV*
mbledh informacionin tuaj personal dhe
%03+ 3**-,v20v" &0, V.

tuay.

b' 03102v( ,o , ( OV SIS v20v"0+1&0
)O' (3 Ov. 60v2A3v. 60& .30Vv, % v. ("1(#v2096

tjera. ‘

**_(




IMPLIKIMET E SPYWARE

\ O06hkak2 @ 00 . 3 1 & 2 #spyivare
mund2 6 0 ( @kompjuterijuaj2 0 0 & 2
, % " *asdi3 BP#H)21&06+u

Kaedheimplkime2 6 0' 4 201" 10

Ao $ iaférmacioni po mblidhet?
AKushpoemerr 2 6 M
ASipo. 6 0" ai® # 2




ANf Jf I N: Nf: CAJf A>FD9 @

KOMPJUTERIN TUAJ?

, . . 32-, v,3)vs$3,)1" -, -(,
\2/3V(#$3V?2\7;#) 1.-8aplv, Ehﬂea;ugs%#ué{j(psh butoni tab nuk

V3vOo"' "0#(2-&#, "' Vv, 6Vv$
. 004#pv 1 (v/ov)#,"'Vv
tuaj

/
1 &

Fagja kryesore e shfletuesit tuaj ka
ndryshuar papritur

* 1

~ <




SI MUND TA PARANDALONI INSTALIMIN E

A>FD9O@Jf : ¢cf P=R>0B<J @N

AY-1v)*' Y-, " v,o6v*"' , lugv O#E
Af %( ' " &, ' VA(-Av)30v(3v o6&
AW' " v)3("#1v, % vi-$23#00e

AMos ndigni lidhje emad' v/ 6v. 0#2#, " - (NES
softuer anti-spyware

AW- , 1" "#0-, ' v20vO0OO# %3I**_-
. 00v20v) 3%' 8dipdhecbdkies2z O # 2 v




sK9O@Cf CAM<CT

\V &' 1&", vo0l1l1&206v, (OV+0, 7006v/ O6v)O0" +" |, #*02
', $-0+ " - v20V, " (#1&0+uUuv1l'v. G1&GV" #2 (
, )o61v-,*",  #uv$O0 8 2v#V) *' +' 2v20vV

W(-v 0&#2Vv" 3)#Vv" 003 Ov+#1 8&#Vv+ 1&203
elektronike

password 0000 @0 @




ANf OBf ROAM<@=0O: Cf

Emall#z &' 1 &', %v ( ,6v"'8 (,3 Ov/ov2ov" 3) #,
)30v4(,t')v,% (6v',12"23!'" -, v, , 1
ouvh{mW%OU#ww (6v %(#, L
'2 O#uv-l#v,"-,(ovl&b

, 4' "v2(#206060G

Emat' v+3, "v20v)o060)- (06
personal, si numrat e llogarive dhe adresat
e emaitit.

#V'OO"_OI1V)626V
**_% O (3




AMJ RGBOf <¢f RJA9; MJ

yVAHE®W(' 120" +#2v2-, Vv20# %-

01&206v **-)3 0y
yP71&-(+6v.60v, (6vV d°3&)#12V&210V-,,\Ngc#y*#$-,-,'__V (
32-0'83 0v, dv* N 0', &v¥3) Ry 83 0v 206

\o0Ov206vl1l %303 O0Ov/ Ov (v20Vv+-1v |
) - +.0-+#, 2-&#2uv (3@ +yv~°)(*'2)0V4#v0 oR %) H 32 W2 -, ¢
FOV. - 1&20V" &#V) -, $' 0+, *v- My 05 4Fuy, 3\)2/3“3( 0+vV 2
informacionin tuaj”

V3v*32#+v)*" )-,"v)yo0o23v. 0
verifikuar informacionin tuaj.




HwWHev2#YV 20V +3, ")
uv %( - Vv-1#v) 00) #:
, $"0+3 0Ov20O6v"&06, 2v2:

I V#V &2#2'" 2vJ+ 1 0" &%
00
) -

_&0B60 " +#v206v, "071&+#vV1 Depgriggynentet gevegitarg e qruegit e
J$ 230 v20VvOoOO#H+#HV" &#V W

1@9@V4+#§#N1KVPO#(2-O
dhe e-Albania

.6#
(

. , _ ) |
@ 5 pakov TRV s v %;O Ingtiﬁjélloﬁe#a\r/si?rnoreo(gnqa##’vV2 OvOoOO#+#

e pakove) regjitstrim ose pagesa)

N ,) 2vJ)o60)#1 v26voo# By -—88¥. o 6#2y6§c0+-,\2 -Q#\
e informacionit tuaj) . 00v' ,$-0+ 1" -, V+(#)O01-
rreme)




OPEN SOURCE
INTELLIGENCE (OSINT)

Open-source Intelligence OSINT) apo Inteligjenca

, % VvVN3O0' +#2v#vT .30 vo0ol&206v+ *#" &(
20v+ *#"&30 v, % v 30" +#2v20v"™" 1. -,
oOo0v2060v. 0-"&3 Ov' ,K6 2#*" %B(#, ! O0v20vV

=AN: <f-6/1"!,/"1f(/ 6" 08%0WHT 3OLO*Ff +' 6Ff 1" " 216/ f*" "1f
-/, "0&1f106fu+u) &01&1Ff %" 12" 0f
AR3, ) 1" -, #2v#v ' %3 qGllasiovwW-+ 62 O0#
AR3, ) 1" -, #2v #vf 2' +' 2v20Vv X" %("' 2
AR3, ) 1" -, #2v#v U, 2#* Atbterditsimio Lv1i6vN' 8, #1"' 2
AR3,)1"' -, #2v#v _ ' %30AYovyiovwowog-0+ 1 - "2
e AY 00( V#V%(30+04#Vv20V &
Pe,eshS U N AP&#vp"-v' ,$-0+ ' -, v2 '
A 61&206V+#V' , 2#0#1v. 60 V&#2
-;‘:. HS‘NI '°:_'pf. : ** 12", v vt * v+ *FTH'EV 20V

B BN %
o "



SKO@CTf ¢ AM<C f
INTELIGJENCA NGA
BURIMET E HAPURA-
OSINT

ZO6Vv)-+3," 2#2"' , v#v U, 2> il
IHapury v' vO#$#0- &#2v 3 Ql [BHE #aul
(overtKv " &#v206v "' 1. -, 3 #|L%® HifN /4 3
, 0v) 3, "0601&2" +Vv+#Hyv
ose CovertKv 1 ' v J . 6 0 %( 'S




PO9<JL=@N<cCcfJf GB@NRJ
OSINT

N3O' +#2v#v|[ UZ v+3, "v?2
%( 1&2060v) 2#%-0"'"v20v, "0
16v' ,$-0+ 1" - " 2]

& H, V

oV,
({1 &+#H#HV 20V

Media : Gazetat e shtypura, revistat, radiot dhe

televizioni.
nternetl v\ 3 *' )" +#2v-,*" #uv *- %H#E2uV W03 -4"2'vH#Hv2ZV A BR* #$ 2,uVva#HV ! {

Yy03(3 0 v, % v.060"-03#1" 2Kuve-3 3 #vR&HWHH# $- 1 HRVAH#Y222H0 w0 v&24J"
'vi1&. #(20v" &#vVv+0OoV' V*#&20v. 00v2x3v )1#13 O0v)O

<O6f! %Oo+ulf-2 H)I&M™Mf.."B2HRAL.UT "*"' ) #VI #4#0' 2 O0#HUV 36&H#H2H#2UV" O %
$( *0*" +#2GvQ" &#v. 1#v)o62-v 30" +#v4'" (,06v, % v, (6v 30" +v87@®2
*' 01&0+G

Publikime profesionale dhe Akademike I VU, $-0+ !'" - "v'v+ 0006V, % vO0O#4'
akademike dhe teza.

<Oof ! %O+ulf(yvU%/ S&H#RV) - +#0! "' *#Huva*#0061' +#2v$"' , L O#vV

Literatura Gri : Raportet teknike, patentat, dokumenta pune, dokumenta biznesi, punimet e pabotuara dhe

buletinet "



P9<JL=@N<C¢fJf GB@NRJ
OSINT

A&$2/ &uf P, * O61ul/ "

AV 60" -0v|[ UZ ,v.260W32038w ) o0! o6, " +4#2v,
"3) #v . O0OnHriz&in dheswiunazhin

A, *'"8-,v 30' +#2v .3 *'")Y#vVv.O00v20vVY
1&2#200--0&2#22&0O{0OO0OV/ OV+3, "v20v. O
AVoO0"-0v' ,$-0+ 1" - #2v .3 *'")Y#v. OO0V
120 2#%(" 20v#v1' 30" 16v) -+ 02 0#C

Inteligjenca Ushtarake

A\ 60" - 0v [ _ Umdleduridformazionvnbi forcat e armikut, "

terrenin, dhe operacionet ushtarake.
A, *'8-,v 30" +#2v.3 *')Y#v.00v20v+-,"2-0

trupave armike.

AS(#, #0- , v' , 2#*"' %(#,1 0v. 60v20v+ 01&2H# *
operacionet taktike. ‘



P9<JL=@N<C¢fJf GB@NRJ
OSINT

Zbatimi i ligjit :

AV 60" -0v[ _UZ v.060v20dv+ *#" &B0Onet. 0- 4

kriminale.
Az" " &+-,v,o6v"' "#,2"$' )" V" &#V %( 30
20v. #01 - 4#v26v)00)3 0 G
A, *'" 8-, v+#"" 2v1-1!"'" *#v" &#vVv 30" +
L, 2#* %(#, 1 O0,Vv+ "v)O'" +'" ,#*¥02V" &#V
Zbulimi Financiar :
A\ 60" -0v[ UZ  v. oaktwitete palicgsshn2 findricire, si 0 v
pastrimi | parave dhe financimi | terrorizmit.
AY-,"'"2-0-,v20 ,1 )Y1'-,#2v$', , 1" O#vV" &#V
, -+ *'20v" &#VOO#8'/ #2GC
A, *"8-,v' $-0+ "' - #2vV

.3 *'" )Y#v.00vVv 26 5
reputacionin e subjekteve financiare.



—@N<cfJf GB@NRJ
OSINT

+1"1f" T G2 &3 " o7, "

[  UlZ#0v .50 0Vv32 GOw ' , $- 0+%( " 20V
2v20vO0#)032"'" +"' 260G
-, Vv )2'" 4" 2#2#2Vv#v. 3, -, (014
2') 2Vv#HV) - +. , 106G

o#.32 !''" -, ", v"&#v. 0#8#, |
oooviad#, """ +#v+0v20Vv',$-0+3 0 v.Go

50" - 0v] UZ0Ov. (2020 VL #2#2v" &#v'., $- 0+
AY-, " 2-0-,v)60! 6, "' +#2v. -2#,1 " *#v " (
Ab* #061-,vO0o#.32 1" - " VvV"&#VOO#8' | #2V H#HV *! :
) 300 2 6




PO9<JL=@N<cCcfJf GB@NRJ
OSINT

Biznesi | Sigurimeve

A\ 0" -0v[ UZ v.060v206vv8 3*3heciar+ 18
pretendimet e dyshimta.

A, *"8-,v"'",$-0+ !'" -, " v.3 *'")Yv.o0o0
+ 00O06v4#, "' +#v+0O0V20V' , $-0+3 0 v.o©o
AS(#, #0-,v. 0-$"' *#vO0OO#8' )3v. O0v) *"' #

O(u!"*&uf! %" fPOL(&* &F A%(" + , |

AV60"-0v[ UZ v.o60v26v+ *#" &30v" &#v , *' 83 (
& .301@360v#v26v,"O71&+#VL&)#,!-O#v"ll?

A . *'8-,v 30" +#2VvV.3 *')YH#V.O00V20vV%(#,

¥ 018&2#230V&' . -2#8 2v)060) ' +-0#G

AY-, " 2-0-,Vv20#, "#2v" &H#VB&A"' **' +#2v, 6v$31& \
20v/o0,"03 Ov,O0v.00. 32&(#Vv+#VvE8 3*' +#2

, 0v 4 V" +" v#Ev, (-&30" 4#GC "



sK9@cf O9: ¢cf LOB@RC
DIGJITALE?

s#u/ o', f . 0f) &+&f -uO0Of$" ulof-o/1!,
io0f&+1"/ +"1&1tfr !, %" 0Ff.0fF -, 01, -
(metadata).

TW12-0'" v-,*"  #v+3,"v20v1&' &#
2 #, 1 *1&2vVv, % v, (#008v20Vv2(#
30+-&#2v, Ov, ( OV 80v20v" &0,

% ( O
Q A Faget e internetit dhe blerjet online
"~ © ARrjetet Sociale
A Telefonat mobile
A Tabletat/iPad -6 2
AX . 2-.02¢W-+. (32#06062




> 1 N

* O\
|

1 0V I-
%( 7

C

, 0
$ #

>

>
—~O _
> . O + -
#>. 2 . SN
<. ANNOO > .
#1_._O)|+\)#20|.
+O0s # ot > . g
..2../.\"%/_ .,1Z+
n\}l n/:qu: ....#O
o0, WY k. >
_HNs . No o > &
QU)"OVH_TOV..Ql P
"Oﬁu#A_..,"OTmEm #H% . -
N S O L >
S>s =0, oty 0. N
Qe 34 0 - > >> K
N2> QN> o1 NQ_ 00—
XNQQs o .- R P
QNS0 QN o= P
> o +<ENy— L
A - FH> 2o - i SC
L Qs QG o s -
NS R~ P B>
N T I N TN
o< K0 >TH o<~ <N
.~ >
> F H .
H .z N
> e ~ 3™ +
N> H >
O -
— ->:0. .
r N O &
~00 > > .
_V2 )2
- O . -
— .00 >3 H
H >0 HFH > - (@)
H - O+dHO. + O
r = H >0 > - ol
OJ—O .:0O -~
] S I > N\
>0 >N > -~ H

VHEV#O0O0O02¢20V) 7
% Vv
0 # G
', VHV,

c CJf

] 6 ]

>
-
O
—

—
@

OSINT

20v) 0

’ V 1

O
-

B.
A
_Iv
V
_IV
O
1
O
O

2 # 2 v %(

\O00v20v +"

0 #
&
8

l&+_
20v+01-
& + -

Vv

D8+ -
A\ 60"

Az ,
.00/ 06, "
Az
Az" "
jashtme.
Al $0 -
pasiv.
AS ( #,
- 0 %




OSINT DHE SOCK PUPPETS

Wo2-v**-9% 0"'"v. 0O

, OVv) -, 2#)12#v 20

. 00%1&" 06V][] _UZ

mbledhur informacion pa

g8 3*3 Ov'"#,2"'"2
. 00" -03#1"' 2

#
G




INXHINIERIA
SOCIALE

Inxhinieria Sociale éshté njé vektor sulmi gé mbéshtetet shumeé
né ndérveprimin njerézor dhe shpesh pérfshin mashtrimin e

njerézve pér té thyer procedurat normale té sigurisé.
< B
\\\\




KEVIN MITNICK: KUMBARI |
N: EMN: NJ @NACTf A=

2 J = <The=AK of Deception
2 J = <ThehAK of Intrusion
2 J)J=<>>KvS&-12v' , v
2 J=<>CKv &#v 02v-
Y 2,"'"1")yv)-,1""#0-&#2v1"'" v, (O6vV.'
1- 1" *#uv" 3)#VHEV. O00" -030vV
32-0"83 Ov,o0vl1l' 12#+#2vVv) - +
1990.
‘v, 3)v' 1l1&2#v, (O6Vv& )#O0OvV?2 '
) - +. *#)1#Gv\'" ) V#VR-020Vv#VY' 2,
, (#008-06G




