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Cfare eshte nje sulm kibernetik?

Nje veprim me qgeéellim te keq per te demtuar, nderhyre ose mare te
dhena ne menyre jo ligjitime nga nje sistem kompjuterik.

1 sulm kibernetik cdo 29 sekonda




Malware Phishing Ransomware Denial of Service

Man in the Middle Cryptojacking SQL Injection Exploits




Sulmet “Phishing”
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Tekniké mashtrimi qé pérdor email ose mesazhe
té rreme pér te vjedhur informacione sensitive.



Sulmet “Malware” '

VIRUS WORM TROJAN SPYWARE ADWARE

Spreads between Spreads between Sneaks malware onto Steals your data Spams you with ads
computers computers in one company your computer

or location

RANSOMWARE  FILELESS MALWARE ROOTKIT BOTNET KEYLOGGER

Encrypts files and Operatesin Gives remote access Turns your PC into Records user
blackmails you your system’'s memory to your device a puppet activity
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ulmet “DDoS$
Sulme te cilat realizohen me qgellim bllokimin e disponueshmerise se nje

sistemi.

Realizohet duke perdorur shume njesi kompjuterike njekohesisht, te cilat
dergojne kerkesa drejt te njejtit sherbim/server.
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Sulmet “Man-in-the-Middle (MitM)” " RN
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Sulme te cilat realizohen kur nje “Hacker” futet ne mes te komunikimit e iRl

legjitim, me gellim manipulimin apo vjedhjen e te dhenave. { 235 e

Krysisht shikohet ne rrjetet publike
te WiFi

WEB APPLICATION

MAN IN THE MIDDLE




Sulmet “Ransomware”
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Your Files has been Encrypted!

What Happened to My Computer? L
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer accessible because they have been encrypted. Maybe
you are busy looking for a way to recover your files, but do not waste your time. Nobody can recover your files without our decryption
service.

Can | Recover My Files? ¥
Sure. We guarantee that you can recover all your files safely and easily. But you have not so enough time.
You can decrypt some of your files for free. Try now by dicking <Decrypt>.

But if you want to decrypt all your files. you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don't pay in 7 days. you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldnt pay in & months.

How Do | Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin:.

Please check the cumrent price of Bitcoin and buy some bitcoins. For more information. click <How te buy bitcoins:.
And send the comect amount to the address specified in this window.

After your payment. click <Check Payment>. Best time to check: 9:00am - 11:00am GMT from Monday to Fiday.
Once the payment is checked. you can start decrypting your files immediately.

Contact
if you need our assistance, send a message by clicking <Contact Us:>.

We strongly recommend you to not remove this software, and dizable your anti-virus for a while, until you pay and the payment gets
processed. i your anti-virus gets updated and removes this software automatically. it will not be able to recover your files even if you pay!

Send $300 worth of bitcoin to this address:
BITCOIN

ACCEPTED HERE![1KoWzXydNnrRfu2mcSbY6n7mnevkvQ6WBU

CHECK PAYMENT DECRYPT




Vekioret e Sulmeve - Inxhinieria Sociale

Inxhinieria sociale éshté njé tekniké manipulimi psikologjik qé pérdor
ndikimin njerézor pér té mashtuar njerézit né té dhénien e
informacionit konfidencial ose pér té kryer veprime té caktuara. Né
thelb, éshté art i té bindurit dikujt té béjé dicka gé ata normalisht nuk
do té bénin.
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Vektoret e Sulmeve - E-mail dhe Phishing

E-maili ka qené dhe vazhdon teé jeté njé nga kanalet kryesoré pér
sulmuesit kibernetike pér té depértuar né sistemet kompjuterike
dhe rrjetet. Pérmes e-mail-eve, ata mund te shpérndajné malware,
te kryejné sulme phishing, dhe té vjedhin informacion sensitiv.
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Vektoret e Sulmeve - Rrjetet e Pambrojtura dhe loT

Me rritjen e ndérlidhjes sé pajisjeve dhe zgjerimin e Internet of
Things (loT), rrjetet e pambrojtura dhe pajisjet loT jané béré njé
nga vektorét me té médhenj té sulmeve kibernetike.

 Rrjetet e pambrojtura jané ato gé nuk kané implemente njé nivel té mjaftueshém
té sigurisé kibernetike. Kéto rrjete jané shpesh té ekspozuara né internet dhe
mund té sulmohen lehtésisht nga hakerét.

 Internet of Things (lIoT) pérfshin njé gamé té gjeré pajisjesh té lidhura me
Internetin, nga termostatet e inteligjente deri né kamerat e sigurisé. Kéto pajisje
shpesh kané té meta té sigurisé dhe mund té shfrytézohen nga hakerét pér té
hyré né rrjete mé té médha.




Vektoret e Sulmeve - Vulnerabilitetet e Softuereve

Vulnerabilitetet e softueréve jané njé nga shkaqget kryesore té
komprometimit te sistemeve kompjuterike. Keto jané dobeési te
identifikuara né softuer gé mund te shfrytézohen nga sulmuesit

pér té fituar akses té paautorizuar né sistemet e kompjuterit.
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vekioret e Sulmeve - Burimet e Brendshme
(Insider Threat)

Njé nga kércenimet me teé neénvlerésuara pér siguriné kibernetike
éshte ai ge vjen nga brenda njé organizate: burimet e brendshme
ose insider threat. Keto jané individe ge kané akses legjitim ne
sistemet dhe te dhénat e nje organizate, por qé i perdorin ato peéer
géllime té paautorizuara.

Fitim financiar: Shitja e té dhénave konfidenciale, shantazhi.
Hakmarrje: Pér shkak té njé mospajtimi me organizatén.

Ideologji: Besimi né njé shkak mé té madh (p.sh., aktivisté politiké).
Kuriozitet: Déshira pér té eksploruar sistemet e organizateés.
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Mbrojtja ndaj Sulmeve Kibernetike - 4.
Praktikat me té Mira
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Edukimi i stafit te kompanise/institucionit per te lajmeruar
departamentet perkatese nese ka dyshime per “Inxhinjeri

Sociale”

Edukimi i stafit te kompanise/institucionit per te njohur dhe

kuptuar e-mailet jo legjitime.

Perdorimi i Antiviruseve te perditesuar dhe me licensa legjitime.
Perditesimi i programeve dhe sisteme operative ne kompjuterat

tone.

Perdorimi i rrjeve VPN.

Perdorimi i fjalekalimeve te gjata dhe komplekse.

Perdorimi i faktoreve shtese te aksesit ne llogarite tona. e
Perdorimi i kopjeve te sigurta te informacioneve apo te dhenaVe’
tona te rendesishme. . S




Mbrojtja ndaj Sulmeve Kibernetike -
Praktikat me te Mira

» Perdorimi i filtrave te avancuar per detektimin e emaileve jo
legjitime.

» Skedulimii rregullt i kopjeve rezerve te te dhenave (Backup).

» Perdorimi i pajisve te avancuara mbrojtese te rrjetit (Next

Generation Firewall).

Perdorimi i teknikave te zbutjes se sulmeve DDoS.

Enkriptimi i te dhenave.

Testimi here pas here i programeve apo sistemeve ge perdorni

per “vulnerabilitete”.

> Vendosja e fjalekalimeve te komplekse per pajisjet ge perdorim .-

ne rrjetet tona. .

Perditesim i vazhdueshem i Firmwareve te pajisjeve loT.

Implementim i politikave te garte te sigurise ne organizate. - S

Monitorim i vazhdueshem dhe autitim i aktivitetit te brendshér:'n'...'
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Te rejat e Teknologjise dhe S

QUANTUM COMPUTING

ITELIGJENCA ARTIFICIALE
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https://aksk.gov.al/

@ https://www.facebook.com/aksk.gov.al

https://www.instagram.com/aksk.gov.al/

https://www.linkedin.com/company/aksk-gov-al/ "
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