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Ky dokument éshté hartuar nga Drejtoria e Analizés sé Sigurisé Kibernetike, Autoriteti Kombétar
Siguriné Kibernetike.

Krijimi i njé profili mbi disa aktoré kércénues té njé shteti pérfshin njé proces metodik dhe té kujdesshém
pér té mbledhur dhe analizuar informacione nga burimet e fshehura té internetit. Qéllimi éshté té
zbulohen dhe dokumentohen aktivitetet q¢é lidhen me grupet e hakerave “State Sponsored Attackers”
dhe “Advanced Persistent Threat” (APT) té lidhur me njé shtet. Si mé poshté jané ndjekur hapat pér
kryerjen e kétij raporti:

Faza e paré:

Identifikimi dhe zbulimi: Identifikimi i treguesve té mundshém té pranisé sé njé aktori t& kércénimit
shtetéror né DarkWeb. Kéta tregues pérfshijné URL-té, emrat e forumeve ose burime té tjera gé
sugjerojné pérfshirjen e njé shteti né aktivitetet kibernetike.

Faza e dyté:

Mbledhja e provave: Dokumentimi dhe ruajtja e provave pérkatése nga DarkWeb. Regjistrimi i pamjeve
te ekranit, regjistrimi i detajeve e komunikimit dhe taktikat, teknikat dhe procedurat e aktorit té
kércénimit (TTP).

Faza e treté:

Analiza dhe verifikimi: Analizimi i informacionit te mbledhur pér té pércaktuar besueshmériné dhe
autenticitetin e profilit t¢ DarkWeb. Verifikimi i té dhénave me burime shtesg, platforma té inteligjencés
sé kércénimeve pér té zvogéluar rrezikun e keginformimit.

Faza e katért:

Vlerésimi i Ndikimit: Vlerésimi i ndikimit te mundshém té aktiviteteve té aktoréve keqdashés, né
entitetet ose industrité e synuara. Kuptimi i objektivave pas veprimeve té tyre, pavarésisht nése ato
pérfshijné spiunazh, vjedhje té dhénash, sabotim ose operacione té tjera kibernetike.

Faza e pesté:

Detajet teknike: Dokumentimi i informacionit teknik, té tilla si adresat IP, hash-et e malware dhe emrat
e domenieve té pérdorura nga aktori shtetéror i kércénimit. Kéto detaje ndihmojné né identifikimin dhe
gjurmimin e aktiviteteve té tyre.

Faza e gjashté:

Monitorimi i vazhdueshém: Monitorimi i vazhdueshém pér ¢do pérditésim ose aktivitet té ri gé lidhet
me aktorin e kércénimit, pasi taktikat e tyre mund té evoluojné me kalimin e kohés.

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe analizés. Nuk ka

garanci né lidhje me ndryshime té mundshme apo pérditésime té informacioneve té raportuara gjaté
periudhés né vijim.
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Né kété raport do té listohet lista e grupeve té hakerave né Rusi té cilat mund té
impaktojné Republikén e Shqipérisé. Njé pjesé e tyre ka béré tentativa sulmesh
DDoS kundrejt Infrastrukturave né Republikén e Shqipérisé.

Rusia

) DragonFly Fos= M

0 Cyber Berkut

Q') Gamaredon +* % 0 = K

‘ Star Blizzard

‘\‘® Cadet Blizzard

Legend

Threat Actor Activity 0 A 9 ishing 9 Wiper e Spy o DDOS @ Ransomware e Profit o Data Exfiltration

Target Sector . Media . Government . Energy . Military . Finance . Q . Industries Transport /:J T . Other

Figura 1: Harta e grupeve ruse

Grupi APT 28

APT28 (i njohur gjithashtu si FANCY BEAR, Pawn Storm, Sofacy, Strontium, Tsar Team dhe Iron
Twilight) éshté njé grup i mbéshtetur nga shteti rus gé i atribuohet Drejtorisé sé Pérgjithshme té Zbulimit
té Shtabit té Pérgjithshém té Forcave té Armatosura té Rusisé (GRU), Njésia 26165. Ky grup ka gené
aktiv gé nga viti 2004 dhe kryen spiunazh kundér entiteteve té synuara pér mbledhje informacioni dhe
operacione té hakimit dhe rrjedhjes sé informacionit (Operacione Informative - 10).

APT28 mban njé ritém té larté operativ dhe shpesh synon entitete né Organizatén e Traktatit té Atlantikut
té Veriut (NATO) dhe organizata partnere t¢ NATO-s, si rezultat i interesave dhe aktiviteteve té késaj
aleance ushtarake né kufirin peréndimor té Rusisé, si dhe pér té mbéshtetur objektivat e inteligjencés
ushtarake ruse. APT28 gjithashtu ka synuar organizata né sektorét e aeronautikés dhe mbrojtjes,
geverisjes, mikpritjes, trupave ndérkombétare sportive dhe mediave né fushatat e tyre té ndérhyrjeve.
Disa nga fushatat e njohura té kryera nga APT28 pérfshijné njé operacion ndérhyrjeje dhe shkatérrimi
kundér medias franceze TV5Monde né vitin 2015, fushatat e hakimit dhe rrjedhjes kundér Komitetit
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Kombétar Demokratik (DNC) dhe Agjencisé Botérore té Antidopingut (WADA) né vitin 2016, dhe
ndérhyrjet kundér institucioneve geveritare gjermane né vitin 2015 dhe 2017.

APT28 kryen operacione té mbledhjes sé kredencialeve dhe spearphishing direkt kundér objektivave té
interesit ose, nése kéto objektiva jané miré t€ mbrojtura, do té pérpigen té fitojné qasje te partnerét e
besuar si pikeé fillestare e gasjes, nga e cila mund té nisin sulme té métejshme spearphishing. Grupi jo
vetém qgé ka pérdorur njé paketé mjetesh té personalizuara si XAgent, XTunnel, Zebrocy, DealersChoice,
DownDelph, CredoMap, Graphite, Drovorub, Seduploader, Komplex/Complex, Coreshell dhe
SkinnyBoy, por gjithashtu shpesh mbéshtetet né mjete me burim té hapur si Powershell Empire,
Mimikatz dhe Responder.

Referimi dhe veprimi né bazé té Taktikave, Teknikave, dhe Procedureve MITRE
ATT&CK' (TTPs).
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Figura 2: Teknikat e Pérdorua (APT28)
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Hash/IP Data

€9841e5¢218611add64c07b6d6e8b2f2 14-06-2024
a6026867bfaf705bd8a58c14dcc9c301313962cec11002c6e1488a084798c5ca 14-06-2024
dfe7f4a66422420d6f73c57b64cd22225b4270963cbf00619¢c38d5f4c6e0a8a3 14-06-2024
95342054740988555135945h165e1840ba0ab93dd6ae9358dcalc203cc7080f0 13-05-2024
a1648e9432cled8da3bc51f75de824c4699034c7658a4eeab7275025a601d237 13-05-2024
41a978418787ed86f1e5d20f9895059dac7a030d8d6e426b9ddcaf547¢3393aa 13-05-2024
6b311c0a977d21e772ac4e99762234da852bbf84293386fhe78622a96c0b052f 13-05-2024
c60ead92cd376b689d1b4450f2578b36ea0bf64f3963cfab546279fad424c2a5 13-05-2024
7d51e5cc51c43dabdeaesfhc2dce9b85¢c0656¢465bb25ab6bhd063a503¢1806a9 13-05-2024
182[.]230[.]78[.]83 13-05-2024
351f10d7df282afed4558d765aa5018af0711fa4f37fa7eb82716313f4848a2f 13-05-2024
0873a19d278a7a8e8cff2dc2e7edbfddc650d8ea961162a6eb3ch3eal4665983 13-05-2024
07e539373177801e3fc5427bf691c0315a23b527d39e756daad6a9fc48e846hc 13-05-2024
2bd9591beabh1f4128e4819e3888b45b193d5a2722672b839ad7ae120bf9af3d 13-05-2024
43ff178e428373512b83f85db32f364fc19c9adac7317835bd5089915b8727h5 13-05-2024
4f0f9a2076b0fd14124bed08f5fc939bada528e7a8163912ad4adlec7687029a3 13-05-2024
34cabc0ff2f216830ffe217e8f8d0fadb7d3al67576745abad8h7e62f546207b 13-05-2024
745cfce3e0242d0d5f6765b1f74608e9086d7793b45dbd1747f2d2778dec6587 13-05-2024
ae4e94c5027998f4cel7343e500935f448e099a8926619564bd53a069da2cala 13-05-2024
f348a0349fdec136c3ac9eaee9b8761dabbd33df82056e4dd792192731675b00 13-05-2024
ef67f20ff9184cab46408b27eaf12a5941c9f130be49flc6acd21b546dac2bac 13-05-2024
£826dc4f5¢16a1802517881f32f26061a4chbc508c3f7944540a209217078aall 13-05-2024
949b0bd52aded47bc4a342e5a29bff2bcdb0169d2fbf0f052509h65229e19b6e 13-05-2024
ca700d44db08ad2ebd52278a3b303f8c13e44847a507fb317ea5dfb6cc924a76 13-05-2024
85f10d3df079b4db3a83ae3c4620c58a8362df2be449f8ce830d087ab41c7a52 13-05-2024
351f10d7df282afed4558d765aa5018af0711fa4f37fa7eb82716313f4848a2f 13-05-2024
642315d3091a3dfba6c0ed06f119fc40d21f3d84574b53e045baf8910e1fb38c 13-05-2024
0873a19d278a7a8e8cff2dc2e7edbfddc650d8ea961162a6eb3ch3eald665983 13-05-2024
07e539373177801e3fc5427bf691c0315a23b527d39e756daad6a9fc48e846hc 13-05-2024
2bd9591beabb1f4128e4819e3888b45b193d5a2722672h839ad7ae120bf9af3d 13-05-2024
750948489ed5b92750dc254¢47b02eb595c6ffcefded6f9d14c3482a96a6e793 13-05-2024
745cfce3e0242d0d5f6765b1f74608e9086d7793b45dbd1747f2d2778dec6587 13-05-2024
5d2675572e092ba%aece8c8d0b9404b3adbd27db1312¢cd659ba561b86301fe73 13-05-2024
7¢6689f591ce2ccd6713df62d5135820f94bdbf2e035ab70e6b3c6746865a898 13-05-2024
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34cabc0ff2f216830ffe217e8f8d0fadb7d3al67576745abad8b7e62f546207b 13-05-2024
52h8bfbd9ef8ecfd54e71c74a7131cb7b3cc6lea0lbcbeel7che7aefl4acc948 13-05-2024
4f0f9a2076b0fd14124bed08f5fc939bada528e7a8163912a4ad1lec7687029a3 13-05-2024
4001498463dc8f8010eflcc803b67ac434ff26d67d132933a187697aa2e88efl 13-05-2024
158d49cce44968ddd028blef5ebc2a5183a31f05707f9dc699f0c47741be84db 13-05-2024
38ae06833528db02ch3a315d96ad2a664b732b5620675028a8c5e059e820514f 13-05-2024
949b0bd52aded47bc4a342e5a29bff2bcdb0169d2fbf0f052509h65229e19b6e 13-05-2024
939e664afa589272¢c4920b8463d80757afe5hlabd294cd9e59104c04da023364 13-05-2024
598a8h918d0d2908a7564 75aeele9ffaa57b110d8519014a0756680b8b1182990 13-05-2024
c8f5ca7f0c01ce9d967a6895d13402e2299fc62e8b94dee27b20e66f13ch1fdc 13-05-2024
Grupi APT 29

BlueBravo éshté njé grup rus (APT) té njohur si APT29 dhe NOBELIUM. Operacionet e APT29 dhe
NOBELIUM jané atribuuar mé paré Shérbimit té Inteligjencés sé Jashtme té Rusisé (SVR), njé
organizaté pérgjegjése pér spiunazhin e jashtém, masat aktive dhe mbikéqgyrjen elektronike. SVR éshté
pérgjegjés pér spiunazhin e jashtém, masat aktive dhe mbikéqyrjen elektronike. Sipas raporteve té paléve
té treta, APT29 ka gené aktiv gé nga té paktén viti 2008, duke u angazhuar né operacione spiunazhi
kundér entiteteve té lidhura me siguriné dhe mbrojtjen, politikén dhe kérkimin. Fillimisht, APT29 u
vézhgua duke mbikéqgyrur organizata cecene dhe disidente, dhe mé voné u zgjerua pér té synuar entitete
né Peréndim, si Pentagonin né vitin 2015, Komitetin Kombétar Demokratik (DNC) dhe think tank-et
amerikane né vitin 2016, geveriné norvegjeze dhe disa ministri holandeze né vitin 2017, si dhe ishte
pérgjegjés pér sulmin ndaj zinxhirit t& furnizimit SolarWinds né vitin 2020, i cili gjithashtu ndikoi
entitetet né geveriné amerikane né nivelet shtetérore dhe federale.

BlueBravo ka pérdorur njé gamé té gjeré té skedaréve keqdashés dhe mjeteve open-source. Grupi
gjithashtu ka pérdorur skriptim PowerShell, komanda WMI dhe kontroll té komandés me shumé shtresa
pér té nxjerré té€ dhéna nga rrjetet e synuara. Njé aspekt i dukshém éshté familjet e malueréve té tyre gé
evoluojné dhe praktikat e zhvillimit, t& zhvilluara né gjuhé té ndryshme duke pérfshiré Python, Go,
PowerShell dhe Assembly. Grupi gjithashtu bén pérdorim té& miré té mjeteve publike té disponueshme
si Mimikatz dhe Cobalt Strike. Né vitin 2021, raportimet publike detajuan pérdorimin nga BlueBravo té
disa iteracioneve té njé fushate phishing gé imitonte entitete geveritare. Fushatat e ndryshme dorézonin
skedaré 1SO pérmes metodave té tilla si pérdorimi i URL-ve pér té shkarkuar skedarin ISO dhe pér té
ekzekutuar njé skedar LNK, dhe pérdorimi i njé skedari HTML né email pér té nisur shkarkimin e njé
skedari I1SO. Ky aktivitet u pérdor pér té vendosur NativeZone, njé term ombrellé pér ngarkuesit e tyre
té personalizuar té Cobalt Strike. NativeZone zakonisht pérdor rundll32.exe pér té ngarkuar dhe
ekzekutuar payload-et e métejshme. Né tetor 2022, Insikt Group vézhgoi BlueBravo duke vendosur
maluerin GraphicalNeutrino brenda njé skedari ZIP kegdashés. Vendosja dhe shpérndarja e kétij skedari
ZIP pérputhet me droppper-in e pérdorur mé paré EnvyScout, pérdorimi i té cilit &shté i lidhur me APT29
dhe NOBELIUM.
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Referimi dhe veprimi né bazé té Taktikave, Teknikave, dhe Procedureve MITRE ATT&CK"®

(TTPs).
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Figura 3: Teknikat e Pérdorura (APT29)
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HOSTS/IP/HASH Data

ovh-auth-desktop.test.dermloop.io 26 Mar 2024
status.dermloop.io 26 Mar 2024
help.nomadstays.com 26 Mar 2024
stayblog.nomadstays.com 26 Mar 2024
test.nomadstays.com 26 Mar 2024
wiki.nomadstays.com 26 Mar 2024
crm.prtgroup.eu 26 Mar 2024
digita.prtgroup.eu 26 Mar 2024
irendc.prtgroup.eu 26 Mar 2024
services.hce.prtgroup.eu 26 Mar 2024
www.mail.prtgroup.eu 26 Mar 2024
admin-dev.promosapp.es 26 Mar 2024
admin-uat.promosapp.es 26 Mar 2024
admin.promosapp.es 26 Mar 2024
api.promosapp.es 26 Mar 2024
api.uat.promosapp.es 26 Mar 2024
assets.promosapp.es 26 Mar 2024
dash.promosapp.es 26 Mar 2024
dash.uat.promosapp.es 26 Mar 2024
technomania.target.ba 26 Mar 2024
wizard.target.ba 26 Mar 2024
email.metadata.is 26 Mar 2024
jobtrigger.metadata.is 26 Mar 2024
malid.metadata.is 26 Mar 2024
profilemanager.metadata.is 26 Mar 2024
visit.metadata.is 26 Mar 2024
prototype.splice.call 26 Mar 2024
u0026array.prototype.splice.call 26 Mar 2024
m.indexof.call 26 Mar 2024
prototype.indexof.cal 26 Mar 2024
g.indexof.call 26 Mar 2024
r.indexof.call 26 Mar 2024
string.prototype.indexof.call 26 Mar 2024
uint8array.prototype.indexof.call 26 Mar 2024
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bj.prototype.map 26 Mar 2024
Cj.prototype.map 26 Mar 2024
dj.prototype.map 26 Mar 2024
fe.prototype.map 26 Mar 2024
g.prototype.map 26 Mar 2024
gg.prototype.map 26 Mar 2024
hg.prototype.map 26 Mar 2024
id.prototype.map 26 Mar 2024
Ig.prototype.map 26 Mar 2024
mg.prototype.map 26 Mar 2024
rj.prototype.map 26 Mar 2024
te.prototype.map 26 Mar 2024
ti.prototype.map 26 Mar 2024
ui.prototype.map 26 Mar 2024
vi.prototype.map 26 Mar 2024
ye.prototype.map 26 Mar 2024
zj.prototype.map 26 Mar 2024
a.prototype.ca 26 Mar 2024
ce.prototype.ca 26 Mar 2024
chrome.cast.media.h.prototype.ca 26 Mar 2024
d.prototype.ca 26 Mar 2024
gn.prototype.ca 26 Mar 2024
gv.prototype.ca 26 Mar 2024
kt.prototype.ca 26 Mar 2024
|.prototype.ca 26 Mar 2024
If.prototype.ca 26 Mar 2024
m.prototype.ca 26 Mar 2024
me.cast.j.prototype.ca 26 Mar 2024
0g.prototype.ca 26 Mar 2024
rb.prototype.ca 26 Mar 2024
rc.prototype.ca 26 Mar 2024
S.prototype.ca 26 Mar 2024
uj.prototype.ca 26 Mar 2024
w.prototype.ca 26 Mar 2024
yu.prototype.ca 26 Mar 2024
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hostnameobject.prototype.hasownproperty.call 26 Mar 2024
a0f183ea54ch25dd8bdba586935a258f0ecd3cha0d94657985bb1ea02afd4
26 26 Mar 2024
44ce4b785d1795b71cee9f77dbbffelb 26 Mar 2024
5928907¢c41368d6e87dc3ededbe30e42 26 Mar 2024
7a465344a58a6¢67d5a733a815ef4ch7 26 Mar 2024
8bd528d2b828c9289d9063eba2dc6aal 26 Mar 2024
e017bfc36e387e8c3e7a338782805dde 26 Mar 2024
efafcd00b9157b4146506bd381326139 26 Mar 2024
fb6323¢19d3399ba94ecd391f7e35a9¢c 26 Mar 2024
5b6b25012fa541a227e1c20d9f3004cede7d4aee 26 Mar 2024
a0f183ea54ch25dd8bdba586935a258f0ecd3cha0d94657985bblea02af8d

26 Mar 2024
42c
0x3bd487.open 26 Mar 2024
siestakeying.com 26 Mar 2024
waterforvoiceless.org 26 Mar 2024
f32c04ad97fa25752f9488781853f0ea 26 Mar 2024
e0ac85f8dbda3al75a56e4355811a4284c880318 26 Mar 2024
116866708b5c22d643427203e7b0b023ccee8effeec8801638421bf96e56
0813 26 Mar 2024
d0a8fa332950b72968bdd1c8a1a0824dd479220d044e8c89a7dead434b74
1750 26 Mar 2024
46299f696566a15638b4fdeffe91dc0lable4e07€980573¢c29531f1bc49d3
30 26 Mar 2024
dc79c213a28493bb4ba2c8e274696a41530a5983c7a3586b31ff69a52917

26 Mar 2024
54e6
c7b01242d2e15c3da0f45b8adec4e6913e534849cdel6a2a6c480045e03fh

26 Mar 2024
ee4
182.230.78.83 26 Mar 2024

Grupi Ku6epapmusi Poccun (Russian Cyber Army)

Russian Cyber Army, e njohur gjithashtu si Ushtria Kibernetike e Popullit té Rusisé, &shté njé organizaté
kibernetike kriminale e njohur gé ka gené aktive té paktén gé nga viti 2007. Ky grup éshté i njohur pér
kryerjen e sulmeve té ndryshme kibernetike, pérfshiré sulmet DDoS, kundér entiteteve gé i percepton si
kundérshtaré té Rusisé.
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Aktivitetet e fundit né vitin 2024 kané pérfshiré sulmet ndaj impianteve té trajtimit té ujit né Shtetet e
Bashkuara, Poloni dhe Francé. Kéto sulme synonin té prishnin infrastrukturén kritike duke shfrytézuar
dobésité né sistemet e teknologjisé operacionale (OT), vecanérisht duke pérdorur protokollin VNC pér
té manipuluar ndérfaget njeri-makiné (HMI). Grupi gjithashtu sulmoi Fondacionin Ekonomik té
Japonisé me njé sulm té madh DDoS, duke béré gé fagja e internetit e organizatés té dilte offline
pérkohésisht.

Taktikat e Ushtrisé Kibernetike pérfshijné shpesh mbushjen e fageve té synuara me trafik, duke
mbingarkuar kapacitetin e tyre pér té funksionuar normalisht. Ky qgasje ka gené efektive né prishjen e
operacioneve dhe né theksimin e aftésive dhe shtrirjes sé grupit. Aktivitetet e grupit jané té lidhura
ngushté me strategjiné mé té gjeré té luftés kibernetike té Rusisé, e cila pérfshin si sulmet shkatérruese
ashtu edhe fushatat afatgjata té€ dezinformimit.

Né Ballkan dhe konkretisht né Shqipéri, ka pasur disa raste té sulmeve kibernetike nga grupi rus i njohur
si Russian Cyber Army. Kéto sulme pérfshijné sulme té shpérndara t¢ mohimit té shérbimeve (DDoS),
té cilat kané si géllim té prishin funksionimin normal té fageve té internetit dhe sistemeve té ndryshme.

FUSHATA NE SHQIPERI:

Mé daté 27.06.2024, Autoriteti Kombétar pér Siguriné Kibernetike, nga analiza e kryer népémjet mjeteve
té Inteligjencés sé Kércénimeve Kibernetike bazuar né burime té hapura (OSINT), ka evidentuar njé
fushaté sulmesh DDoS drejt institucioneve té Republikés sé Shqipérisé.

Ky sulm dyshohet té keté ardhur si pasojé e thirrjeve té njé prej lojtaréve té Shqipérisé né Kampionatin
Europian 2024, si dhe vendimeve té geverisé shqiptare pér té mbéshtetur udhézimet e Brukselit dhe
Uashingtonit pér luftén né Ukrainé dhe pérsa i pérket mosmarréveshjeve territoriale mes Serbisé dhe
Kosovés.

Figura 4; Postimi gé tregon se jané kundér sjelljes sé lojtarit

Né postimin e datés 21/06/2024 ata i quajné serbét véllezér, si dhe i béjné thirrje serbéve té bashkohen
me rusét, sepse sipas tyre ata kané njé armik té pérbashkét dhe se armiku i tyre po pérparon kudo. Postimi
TLP:GREEN
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mbyllet me fjaliné: “Ju mund té jeni té sigurt se armiqté e véllezérve tané jané armiqté tané té
pérbashkét!”.

No6poro yTpa, KufepApmus s @

HapogHas KubepApmna Poccin Bo308HOBNAET CBOE "DankaHckoe
TYpHe" No knBepaTakam. Ha 3ToT pa3s HaeeAaemca B AnBaHuio!

Hapogy 3ToR cTpaHkl, € ero yHWKansHoR KyneTypoi,
YAMBATENEHEIMI 0BLIUSAMUN W CNOXHOA MCTOPWERA, HIXOAALLEMYCR
Ha CThlKe TPEX penrriii - NDABOCNABNA, KATONULMIME W MCNama, -
TOXE He OUYeHE MOEE3N0 C NHALMI, HAXOAALLMMUCA B NX
PYKOBOACTER,

MpaerTensCTeC ANGaHNKM, PABHO KaK W MHOTNX ADYTX CTRaH
EEpOMEL, TOXE OTANYMAOCE CEOVMI AHTUPOCCUACKIUM I
VNHULWATUEaMI, CNefyR YKa3aHUAM BprCCena 1 BalWWHITOHE,
NoAAEP¥aN0 PEXUM 3e1eHCKOro W, MOMUMO NPOYero, No-
NpexHeMy NPOLONKAET NPUKNAAEIEATE YCUAUA K PAZXUTaHINK
Bpaxel Mexay cepBami v anBaHuami No Nosogy
TEPPUTOPWANEHOMO CNOpa BOKPYT KOCoBO.

CneguTe 2a HalWWMK nyBnukayuami no DDoS-atakam Ha
MPAENTENLCTEEHHEIE MHTEDHET-pECYPCEl AnBaHuu!

@ HaunHaem ¢ nepejaun NpueeTa MNapnameHTy PecnyBamkn
AnBaHna.

Figura 5: Postimi kundér vendimeve té geverisé shqiptare

Né kété postim shkruhet:

“Njerézit e kétij vendi, me kulturén e tyre unike, zakonet e mahnitshme dhe historiné komplekse, té
vendosur né krygézimin e tre feve - Ortodokse, Katolike dhe Islame - nuk jané shumé me fat me njerézit
né udhéhegjen e tyre. Qeveria shqiptare, si shumé vende té tjera evropiane, éshté dalluar edhe me
iniciativat e saj anti-ruse, duke ndjekur udhézimet e Brukselit dhe Uashingtonit, duke mbéshtetur
regjimin e Zelenskit dhe, ndér té tjera, vazhdon té béjé pérpjekje pér té nxitur armiqgési mes serbéve dhe
shqiptaréve. pér mosmarréveshjen territoriale pér Kosovén.”

Analiza teknike
Nga analiza e kryer, u evidentuan se sulmet i pérkasin kategorisé DDoS.

Sipas postimeve né kanalin e Telegram té “Hapoonas CyberApmus (People's CyberArmy)”, sulmet jané
té motivuar politikisht, si rezultat i mbéshtetjes pro-Ukrainés.
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Figura 6: Imazh i krijuar me Al pér sulmin ndaj Shqipérisé

Gjaté analizés Threat Intelligence shikohet se grupi “Cyber Army Russia Reborn” po bén sulme DDoS
kundrejt infrstrukturave té Shqipérisé. Ky grup motivohet gjeopolitikisht rreth sulmeve né Ballkan, ku
mund té pérfshijé dhe aktoré té tjeré hakerash kibernetik si CARRtel Hacknet, Noname057 (16), Cyber
Dragon.

Né postimin e kétij grupi shkruhet se ky grup po rifillon njé fushaté drejt vendeve té Ballkanit.

Ky grup gjithashtu ka konfirmuar marréveshjen me grupin NoName057(16), grup i cili ka sulmuar
institucionet e Republikés sé Shqipérisé né shtator 2023.
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Figura 7: Publikimi pér bashképunimin midis NoName057(16) dhe Cyber Army

Né vijim Ky grup gjithashtu ka realizuar dhe tentative sulmesh DDoS ndaj institucioneve té Republikés
sé Shqipérisé. Té tre infrastrukturat pér momentin jané nén kontroll dhe AKSK éshté né dispozicion té
ploté pér t’i suportuar né ¢cdo moment.
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NoName057 (16)

NoName057(16) éshté njé grup kércénues gé ka kryer né ményré aktive sulme DDoS kundér
organizatave té ndryshme né Ukrainé dhe vende té tjera pro Ukrainés.

Grupi synon njé gamé té gjeré sektorésh, duke pérfshiré administratén publike, transportin, financat,
siguriné kombétare, telekomunikacionin, shérbimet, energjiné dhe bankat.

NoName057(16) ka shfrytézuar shumé CVE, duke pérfshiré CVE-2017-0143, CVE-2017-0147, CVE-
2014-3153 dhe CVE-2017-0199, pér té nisur sulmet e tyre.

Aktivitetet e grupit paragesin njé rrezik té konsiderueshém té sigurisé kibernetike pér organizatat né
sektorét e synuar, pasi sulmet DDoS mund té ndérpresin veprimtaring, té shkaktojné humbje financiare
dhe té démtojné reputacionin.

People CyberArmy of Russia

Té dhénat tregojné se People CyberArmy of Russia éshté njé grup kércénues. Megjithaté, nuk pérmendet
asnjé lloj grupi specifik, duke sugjeruar gé aktivitetet dhe motivimet e grupit mund té mos jené té
mirépércaktuara ose té njohura publikisht.

Pikat kryesore:

Potencial pér spiunazh kibernetik: Grupet e aktoréve té kércénimit shpesh pérfshihen né spiunazh
kibernetik pér té¢ mbledhur informacione té ndjeshme pér pérfitime politike ose financiare.

Sulmet e synuara: Aktorét e kércénimit mund té synojné organizata ose individé té vecanté bazuar né
vlerén ose cenueshmériné e tyre.

Pérdorimi i Malware: Aktorét e kércénimit zakonisht pérdorin malware pér t€ komprometuar sistemet,
pér té vjedhur té dhéna ose pér té ndérpreré operacionet.

Taktikat né zhvillim: Aktorét e kércénimit pérshtatin vazhdimisht taktikat dhe teknikat e tyre pér té
shmangur zbulimin dhe kundérmasat.

FUSHATA NE SHQIPERI:

Detajet e para: Mars 2022

Target: Ukraina dhe vendet e NATO

Sektorét: Céshtjet e Jashtme, Transporti, Qeveria, Infrastruktura Kritike, Financat

Né datén 22/09/2023 pati njé sulm i kategorisé: “DDoS” drejt disa fageve té internetit té infrastrukturave
té Shqipérisé. Ky sulm u mor pérsipér nga Grupi Rus NoName057(16) .
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Figura 8: Njoftimi i grupit NoName057 né platformén Telegram

NoName057(16) éshté njé grup haktivist pro-rus gé ka kryer njé fushaté sulmesh DDoS ndaj Ukrainés
dhe organizatave t&¢ NATO-s gé nga ditét e para té luftés né Ukrainé. Grupi ka shénjestruar organizatat
geveritare dhe infrastrukturén kritike dhe ka qené pérgjegjés pér ndérprerjen e shérbimeve né té gjithé
sektorin financiar té Danimarkés. U raportua gjithashtu se mé 11 janar, NoName057(16) synoi faget e
internetit té kandidatéve pér zgjedhjet presidenciale ¢eke té vitit 2023.

Motivimet e grupit pérgendrohen kryesisht drejt fageve web té cilat jané té réndésishme pér vendet
kritike ndaj pushtimit rus né Ukrainé. Sulmet fillestare u pérgendruan né faget web ukrainase, por mé
voné u zhvendosén edhe drejt NATO-s.
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NoNaeneQ57(16)

Figura 9: Harta e vendeve qgé jané target nga NoName057(16)

Detajet e aktoréve

NoName057(16), i njohur edhe si NoName05716, 05716nnm ose Nnm05716 éshté njé grup hakerash
pro-rus gé ka kryer njé fushaté sulmesh DDoS né Ukrainé dhe vendet e NATO qé né ditét e para té luftés
né Ukrainé. Grupi ka synuar organizatat geveritare dhe infrastrukturén kritike né shtete té ndryshme. Né
dhjetor té vitit 2022, grupi ishte pérgjegjés pér ndérprerjen e fages zyrtare té geverisé polake. Si¢ éshté
theksuar nga qeveria polake, incidenti ishte njé pérgjigje ndaj Republikés sé Polonisé gé e njohu
zyrtarisht Rusiné si sponsor shtetéror té terrorizmit né mes té dhjetorit té vitit 2022. Ai éshté pérgjegjés
pér ndérprerjen e shérbimeve né sektorin financiar t&¢ Danimarkés. Gjithashtu u raportua se mé 11 janar,
NoName057(16) sulmoi faget e internetit té kandidatéve né zgjedhjet presidenciale té vitit 2023 né Ceki.
Grupi operon pérmes kanaleve té Telegramit, njé toolkit qé suporton disa sisteme operative dhe né
GitHub.
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Detajet

Tabela 1: Detaje rreth NoName

Origjina Motivi Rajonet e synuara Industrité e synuara
i Haktivizém dhe i Punét e Jashtme, Transporti, Qeveria,
Rusia Shkatérrim Ukraina dhe NATO Infrastruktura Kritike, Financiare

Figura 10: Sektorét e synuar nga NoName057(16)

Studiuesit e SOCRadar observuan se grupi drejton njé total prej 5 kanalesh Telegrami:

1. NoName057(16) — pérdoret pér shpalljen e deklarimeve té tyre (mé sé shumti népérmjet
screenshot-eve té sulmeve DDoS té tyre) né gjuhén ruse
NoName057(16) Eng — pérmban té njéjtat postime si me kanalin kryesor té pérkthyera né anglisht
NoName057(16) — njé kanal bisedimi té cilén anétarét e pérdorin pér té komunikuar
NoName057(16) reserve — kanali backup i grupit
DDosia Project — kanali i komunikimit gé kané krijuar pér mjetin Dosia gé pérdorin

ok wn

Nga 8 Maj 2023 deri mé 26 Qershor 2023, mjeti DDoSia i pérmirésuar synon njé séré shtetesh, duke
pérfshiré: Lituaning, Ukrainén, Poloning, Italiné, Republikén c¢eke, Danimarkén, Letoning,
Francén, Mbretériné e Bashkuar dhe Zvicrén.
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Grupi éshté duke sulmuar Ukrainén dhe shtetet pjesétare t¢ NATO-s, si dhe mendohet se do té zgjerojné
sulmet dhe tek shtetet té cilat suportojné Ukrainén gjaté luftés midis Ukrainés dhe Rusisé.

Duke paré deklarat e grupit né Janar, vihet re se mé shumé se cereku i sulmeve kané synuar Republikén
ceke, dhe nuk japin mé€ shumé arsye pér sulmet pérve¢ “Ruso-fobisé”. Duke paré deklaratat né Shkurt,
gati gjysma e sulmeve (42.5%) kishin synim Ukrainén dhe Suediné, si dhe grupi sulmon disa sektoré té
shteteve viktimé si¢ jané:

e Administrata publike

o Transporti dhe Magazinimi

o Financa dhe Sigurimet

o Siguria Kombétare dhe Punét e Jashtme

e Telekomunikacioni

o Kaorrierét dne Shérbimet e Dorézimit Express
e Shérbimet komunale

e Bankimi Komercial

Latvia

Ukraine

Lithuania
Germany :

Poland

Czech Republic

Estonia

Denmark

Figura 11: Shpérndarja né pérgindje e sulmeve té grupit, gjaté muajit Janar nga shtetet e targetuara
(Burimi: SOCRadar)
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Figura 12: Shpérndarja né pérgindje e sulmeve gjaté muajit Shkurt bazuar né vendet e targetuara

Né sulmet e fundit, NoName057(16) ka synuar sektorin financiar, kryesisht né institucionet financiare
Ukrainase dhe Polake.

Institucionet financiare Ukrainase pérfshijné:

Joint Stock Company “Bank Credit Dnepr,”
State Savings Bank of Ukraine “Oshchadbank,”
Joint Stock Company TASCOMBANK,
Bank JSC “UNIVERSAL BANK,”
Pravex-Bank,

MTB Bank,

Piraeus Bank,

Bank JSB “CLEARING HOUSE,”
IndustrialBank,

Ukrsibbank BNP Paribas Group,

Credit Agricole Bank.

Ndérsa né Poloni pérfshihen:

Adresa: Rruga “Papa Gjon Pali IT” nr 3 Tirané;

PKO Bank Polski,

Bank Pekao,

Plus Bank,

Raiffeisen Bank,

Polish Development Fund (PFR) Ventures, and another Polish Development Fund Group, PFR
Towarzystwo Funduszy Inwestycyjnychhas been targeted by NoName057(16).
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Metodat e sulmeve té grupit NoName057(16)

Metoda kryesore e sulmit té grupit éshé Distributed Denial of Service (DDoS). Pér té kryer njé sulm
DDoS, nevojiten botnets. Grupi I hackerave deri mé tani ka pérdorur “Redline Stealer botnet Bobik™, njé
“Remote Access Trojan (RAT)” pér té operuar sulmet DDoS té tij.

Figura 13: Vendosja e procesit té Bobik e pérdorur nga NoName057(16) (Burimi:Avast)
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Figura 14: Sektorét e synuar né Korrik 2023
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Figura 15: Shtetet e sulmuara mé shumé né Korrik 2023
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Figura 16: 50 faget e internetit mé té sulmuara nga NoName057(16)
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Referimi dhe veprimi né bazé té Taktikave, Teknikave, dhe Procedureve MITRE ATT&CK' (TTPs) dhe

Treguesve té Kompromentimit (10C) té Grupit keqdashés Rus NoName057.

TA0011

Command and Control

TA0040
Impact

T1016
System Network
Configuration Discovery  Execution Protocol

Figura 17: Teknikat, Taktikat dhe Procedurat e pérdorura nga NoName057(16)

TA0003 TA0004
Persistence Privilege Escalation

71499 11498
Endpoint Denial of Network Denial of
Service Service

T1547 T1071
Boot or Logon Autostart  Application Layer

Indikatorét e komprometimit (10Cs)

Tabela 2: Indikatorét e Komprometimit

TIPI Indikatorét e sulmeve
IPv4 94.140.114.239
IPv4 23.216.147.64
IPv4 20.99.184.37
IPv4 192.229.211.108
IPv4 114.114.114.114
IPv4 2.57.122.82
IPv4 2.57.122.243
IPv4 109.107.181.130
IPv4 77.91.122.69
IPv4 31.13.195.87

FileHash-SHA256

fae9b6df2987b25d52a95d3e2572ea578f3599he88920c64fd2de09d1703890a

FileHash-SHA256

f0fe30d33eeb8bb73f7d3ff4844ae632e3ed6a5f55f46ebc8b008c2f274f23e6

FileHash-SHA256

ee003e90d86ad027df9a10bald5cd34b0d806d8a31200bfbb472b3911e8a5934

FileHash-SHA256

ca60e1a24868136bc2ee27c7bf33e6605ea6bac297ef9c25cefed1902914dabf

FileHash-SHA256

c29f1c31ce2ch55e94274081eldb7a9b85d258bdd2d049259c1af33b2e5a5fc8

FileHash-SHA256

¢1d24c5bbd80066a936e703805a8617deb96e86272ba71bcf540b574blcaaldd

FileHash-SHA256

bbfefd38766¢c187f7e3903c4782804b7242673e7f72a40b1763896¢73al7b630

FileHash-SHA256

a3b6b719ce886b1b47b5e1d94d5d017c6bd58d3732ee3d43e0557b6395a87401
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https://otx.alienvault.com/indicator/ip/94.140.114.239
https://otx.alienvault.com/indicator/ip/23.216.147.64
https://otx.alienvault.com/indicator/ip/20.99.184.37
https://otx.alienvault.com/indicator/ip/192.229.211.108
https://otx.alienvault.com/indicator/ip/114.114.114.114
https://otx.alienvault.com/indicator/file/fae9b6df2987b25d52a95d3e2572ea578f3599be88920c64fd2de09d1703890a
https://otx.alienvault.com/indicator/file/f0fe30d33eeb8bb73f7d3ff4844ae632e3ed6a5f55f46ebc8b008c2f274f23e6
https://otx.alienvault.com/indicator/file/ee003e90d86ad027df9a10ba1d5cd34b0d806d8a31200bfbb472b3911e8a5934
https://otx.alienvault.com/indicator/file/ca60e1a24868136bc2ee27c7bf33e6605ea6bac297ef9c25cefed1902914dabf
https://otx.alienvault.com/indicator/file/c29f1c31ce2cb55e94274081e1db7a9b85d258bdd2d049259c1af33b2e5a5fc8
https://otx.alienvault.com/indicator/file/c1d24c5bbd80066a936e703805a8617deb96e86272ba71bcf540b574b1caa1dd
https://otx.alienvault.com/indicator/file/bbfefd38766c187f7e3903c4782804b7242673e7f72a40b1763896c73a17b630
https://otx.alienvault.com/indicator/file/a3b6b719ce886b1b47b5e1d94d5d017c6bd58d3732ee3d43e0557b6395a87401

FileHash-SHA256

9c95ab10c67c5ac8980a77eb838a30f168a6h9dc627489cd32041d02ef4e673

FileHash-SHA256

9al1f1c491274cf5elecce2f77c1273aafc43440c9a27ec17d63fa21a89e91715

FileHash-SHA256

99f0b2accef85843ea62935ac4bfefbd72eb2d5989a5440052112b1d4d0f7b24

FileHash-SHA256

8eb708fb8f0445960841b47¢2d75f6c02f878f5685b75008084c70752b961d15

FileHash-SHA256

8e1769763253594e32f2ade0f1c7bd139205275054c9f5e57fefd8142c75441f

FileHash-SHA256

848hb47c55da850343ef365a367da5387673219f69ac6a0fa98a23527¢c886a350

FileHash-SHA256

7e12ec75f0f2324464d473128ae04d447d497c2dad6c1ae699d8163080817d38

FileHash-SHA256

7bc0a27df5b8420ca23081fb973bb68729bab7b6229513¢81019f7be76deb8el

FileHash-SHA256

761075da6b30bb2bcbb5727420e86895b79f7f6f5cebdf90ec6ca85feb78e926

FileHash-SHA256

74cebbeb99a71221a6c2e5408eac4a05878279a73021d97ab9dc87a0b13e8165

FileHash-SHA256

726c2c2b35ch1adbe59039193030f23e552a28226ecfOb175ec5eba9dbcd336e

FileHash-SHA256

66662654fddfabac6024e9026ec7a90109eb52ff710a0e24e02b004bc4e53cde

FileHash-SHA256

659ea2a2bh93c8a51f66368aab6b8744aaa59894e147b2360b9279d7f4a5e28d77

FileHash-SHA256

458844d1edad3253667e6eeal0dc735a748e87ff784chf12c80f05¢15e96ec3d9

FileHash-SHA256

306blec94edc35a6de3bff359ed4c3eb397624a259622e517ee6ccabeco67echl

FileHash-SHA256

30200109a37b650d69ac118a0ed36010a6b857043e41a1604960510d12924528¢e

FileHash-SHA256

2e645745a77459be01fa26f5ha2bfeOc5Sbfee7f4a96263cfd335a10e65f17881

FileHash-SHA256

269504171aach87e66f51ch6dc6353b371bde963aad8a406281862ed18b540ca

FileHash-SHA256

1e66c01d3e2c896aea6f9608ac121048bb93fc182a61d6554ed92052fa638fc8

FileHash-SHA256

04d56c6a8ad2167e6838dbac92a0407f1abe832768f0646a4fc503c269902994

FileHash-SHA1

19274e33dc0ce645c108b277a6a4c016872bf58a

FileHash-SHA1

f8d735d2a6890849c8b5bed15eaf70d7c73a47a7

FileHash-SHA1

f4cd37128057701661f5b50085a0d01f011f648f

FileHash-SHA1

dcf39d59cc58ee98f331871c7416a3cb4cda3271

FileHash-SHA1

bc5843dd36d4a8e2e5000217052379b33d26¢768

FileHash-SHA1

9c4533416484b1449fa2052fb65echb1a9e68602

FileHash-SHA1

93a9f9ddc75ac2b8a0f5ec56a4e4194ecbe7bded

FileHash-SHA1

56¢3f841aa0459e8eb93df55eb6f7d5e3e4437a9

FileHash-SHA1

4193dfeb7e71699ed9c38893dd7bdad6306ee1l

FileHash-SHA1

4d02003d0030ed34d786f96e90d7131daebb45f5

FileHash-SHA1

3a6af84d1cd133c603eb66115e082995ea03ca8f

FileHash-SHA1

2fc23bd2d7307a9dc3c10848342bc24f45159d2

FileHash-SHA1

1a2803¢c5804ca9d68f6h59546493db6f95680d61

FileHash-SHA1

05c8h4534ac412240972bc807da48ac6e8a8ab4f

FileHash-SHA1

94d7653ff2f4348ff38ff80098682242ece6c407

FileHash-SHA1

e786c3a60e591dec8f4c15571dbb536a44f861c5

FileHash-SHA1

c86ae9efcd838d7e0e6d5845908f7d09aa2c09f5

FileHash-SHA1

e78ac830ddc7105290af4c1610482a41771d753f

FileHash-SHA1

09a3b689a5077bd89331acd157ebe621c8714a89
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https://otx.alienvault.com/indicator/file/9c95ab10c67c5ac8980a77eb838a30f168a6b9dc627489cd32041d02ef4e67f3
https://otx.alienvault.com/indicator/file/9a1f1c491274cf5e1ecce2f77c1273aafc43440c9a27ec17d63fa21a89e91715
https://otx.alienvault.com/indicator/file/99f0b2accef85843ea62935ac4bfefbd72eb2d5989a5440d52112b1d4d0f7b24
https://otx.alienvault.com/indicator/file/8eb708fb8f044596b841b47c2d75f6c02f878f5685b75008084c70752b961d15
https://otx.alienvault.com/indicator/file/8e1769763253594e32f2ade0f1c7bd139205275054c9f5e57fefd8142c75441f
https://otx.alienvault.com/indicator/file/848b47c55da850343ef365a367da5387673219f69ac6a0fa98a23527c886a350
https://otx.alienvault.com/indicator/file/7e12ec75f0f2324464d473128ae04d447d497c2da46c1ae699d8163080817d38
https://otx.alienvault.com/indicator/file/7bc0a27df5b8420ca23081fb973bb68729bab7b6229513c81019f7be76deb8e1
https://otx.alienvault.com/indicator/file/761075da6b30bb2bcbb5727420e86895b79f7f6f5cebdf90ec6ca85feb78e926
https://otx.alienvault.com/indicator/file/74ceb6eb99a71221a6c2e5408eac4a05878279a73021d97ab9dc87a0b13e8165
https://otx.alienvault.com/indicator/file/726c2c2b35cb1adbe59039193030f23e552a28226ecf0b175ec5eba9dbcd336e
https://otx.alienvault.com/indicator/file/66662654fddfabac6024e9026ec7a90109eb52ff710a0e24e02b004bc4e53cde
https://otx.alienvault.com/indicator/file/659ea2a2b93c8a51f66368aab6b8744aaa59894e147b236b9279d7f4a5e28d77
https://otx.alienvault.com/indicator/file/458844d1edad3253667e6eea0dc735a748e87ff784cbf12c80f05c15e96ec3d9
https://otx.alienvault.com/indicator/file/306b1ec94edc35a6de3bff359ed4c3eb397624a259622e517ee6cca5ec67ecb1
https://otx.alienvault.com/indicator/file/30200109a37b650d69ac118a0ed36010a6b857043e41a160496b51d12924528e
https://otx.alienvault.com/indicator/file/2e645745a77459be01fa26f5ba2bfe0c5bfee7f4a96263cfd335a10e65f17881
https://otx.alienvault.com/indicator/file/269504171aacb87e66f51cb6dc6353b371bde963aad8a406281862ed18b540ca
https://otx.alienvault.com/indicator/file/1e66c01d3e2c896aea6f9608ac121048bb93fc182a61d6554ed92052fa638fc8
https://otx.alienvault.com/indicator/file/04d56c6a8ad2167e6838dbac92a0407f1abe832768f0646a4fc503c269902994
https://otx.alienvault.com/indicator/file/f9274e33dc0ce645c108b277a6a4c016872bf58a
https://otx.alienvault.com/indicator/file/f8d735d2a6890849c8b5bed15eaf70d7c73a47a7
https://otx.alienvault.com/indicator/file/f4cd37128057701661f5b50d85a0d01f011f648f
https://otx.alienvault.com/indicator/file/dcf39d59cc58ee98f331871c7416a3cb4cda3271
https://otx.alienvault.com/indicator/file/bc5843dd36d4a8e2e500b217052379b33d26c768
https://otx.alienvault.com/indicator/file/9c4533416484b1449fa2052fb65ecbb1a9e68602
https://otx.alienvault.com/indicator/file/93a9f9ddc75ac2b8a0f5ec56a4e4194ecbe7bde4
https://otx.alienvault.com/indicator/file/56c3f841aa0459e8eb93df55eb6f7d5e3e4437a9
https://otx.alienvault.com/indicator/file/4f193dfeb7e71699ed9c38893dd7bdad6306ee11
https://otx.alienvault.com/indicator/file/4d02003d0030ed34d786f96e90d7131daebb45f5
https://otx.alienvault.com/indicator/file/3a6af84d1cd133c603eb66f15e082995ea03ca8f
https://otx.alienvault.com/indicator/file/2fc23bd2d7307a9dc3c10848342bc24ff45159d2
https://otx.alienvault.com/indicator/file/1a2803c5804ca9d68f6b59546493db6f95680d61
https://otx.alienvault.com/indicator/file/05c8b4534ac412240972bc807da48ac6e8a8ab4f

FileHash-SHA1

8f0b4a8c8829a9a944b8417e1609812b2a0ebbbd

FileHash-SHA1

717a034becc125e88dbc85de13e8d650bee907ea

FileHash-SHA1

ef7b0c626f55e0013fh1dcf8f6601068b75dc205

FileHash-SHA1

b63ce73842e7662f3d48c5b6f60ad47e7e2437all

FileHash-SHA1

5880d25a8fhel4fe7e20d2751c2b963c85c7d8aa

FileHash-SHA1

78248539792bfad732c57c4eec814531642e72a0

FileHash-SHA1

1dfc6f6c35e76239a35bfaf0b5a9ec65f8f50522

FileHash-MD5 ea252a83f501a1fd293d4a649cce274a
FileHash-MD5 e6239ebafc69b135007413ac8f78b26e
FileHash-MD5 d4d180a05ecd3189628183793db2a8a6
FileHash-MD5 c7ea77dabe9c68fa54bbb11c1b12818b
FileHash-MD5 bd73f60ea81ac924a2e0b0b055f29d0f
FileHash-MD5 9c87eace72edffd50c4713ffal27e551
FileHash-MD5 9b9cdac0500794¢369a3275624b37899
FileHash-MD5 7b68c2c502809e55cd43aa255825f1ad
FileHash-MD5 6€97d3248be719d62ab5371d03f5588h
FileHash-MD5 3725ae€958df5¢00797¢44df003d4b70
FileHash-MD5 2¢2802221441e510b67049f640224888
FileHash-MD5 1¢91041a27becab88009f11b7d5e45cd
FileHash-MD5 0ffdf132cf201ab8b1bbf6e3e1d9333e
FileHash-MD5 014al5cacal51701a316b09e75c5a2ff

FileHash-SHA256

00000254e6344d34aledefl57cb01d8b7efa65c22c996f9dfe85e7482c6c86ab

FileHash-SHA1

f336b50f5cca2ddc0341e2¢4001b419a830d27a5

FileHash-MD5

ed5¢c771224fbd6fob2c0cfle8cce09h5

FileHash-SHA256

00044048f4bc537527adf1e3fb9bc161b3d8b0486093ceac87h6ae1946053a80

FileHash-SHA256

000000fa31dd212345f86e2129eef17b12d197742f60f90a90554a5f9ad2eeel

FileHash-SHA1

£33c69056¢f6h827¢c5ec6d9e93330f3139dc1e81

FileHash-SHA1

5020b29393a3a694059f37¢c2b1084c798cfe928f

FileHash-MD5

ce8c21c534386haade5485f6136415¢cc

FileHash-MD5

a5a327539h6d98d869a01921f3fe0de8

FileHash-SHA256

69b9e0b2f38faf1b7b960db783bc67ffa2048bfd0e22ac455fd7441f3296d139

FileHash-SHA256

0004d986bh59ce995903d11c710c05f1d43af00047bebd5e277538¢ca57f57637

FileHash-SHA256

00047eca77dedf2d3b3213dclcc94df713e58ceeh482a4b8a91ee216f53ae32¢

FileHash-SHA256

000473eb7dd933b5e08929643bac0f9f28d62633ea0f8a061f276703478af67a

FileHash-SHA256

000460b2c275914268bhac3e063bled16beefdl17fa60ee564ada978edfae2ch32

FileHash-SHA256

0004090cf180bbf33c61151ccl6b2aa57ce52e6c4e62756d523917c461733dad

FileHash-SHA256

0003b82288fal8c42487e418e5e72c9b8e18b3579221e24472721150bcd1bd76

FileHash-SHA256

00036f6dfeldb2c67c3e57ab253b7b982d2e8e25e5b8576¢f10498736966d5dd

FileHash-SHA256

000333138bb0f66d865c664h5b892h1f08211cdd42b1a5f8b7c6779b2fab8268
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https://otx.alienvault.com/indicator/file/ea252a83f501a1fd293d4a649cce274a
https://otx.alienvault.com/indicator/file/e6239ebafc69b135007413ac8f78b26e
https://otx.alienvault.com/indicator/file/d4d180a05ecd3189628183793db2a8a6
https://otx.alienvault.com/indicator/file/c7ea77da6e9c68fa54bbb11c1b12818b
https://otx.alienvault.com/indicator/file/bd73f60ea81ac924a2e0b0b055f29d0f
https://otx.alienvault.com/indicator/file/9c87eace72edffd50c4713ffa127e551
https://otx.alienvault.com/indicator/file/9b9cdac0500794c369a3275624b37899
https://otx.alienvault.com/indicator/file/7b68c2c502809e55cd43aa255825f1ad
https://otx.alienvault.com/indicator/file/6e97d3248be719d62ab5371d03f5588b
https://otx.alienvault.com/indicator/file/3725aee958df5c00797c44df003d4b70
https://otx.alienvault.com/indicator/file/2c2802221441e510b67049f640224888
https://otx.alienvault.com/indicator/file/1c91041a27becab88009f11b7d5e45cd
https://otx.alienvault.com/indicator/file/0ffdf132cf201ab8b1bbf6e3e1d9333e
https://otx.alienvault.com/indicator/file/014a15caca151701a316b09e75c5a2ff
https://otx.alienvault.com/indicator/file/00000254e6344d34a1e4ef157cb01d8b7efa65c22c996f9dfe85e7482c6c86ab
https://otx.alienvault.com/indicator/file/f336b50f5cca2ddc0341e2c4001b419a830d27a5
https://otx.alienvault.com/indicator/file/ed5c771224fbd6f9b2c0cf1e8cce09b5
https://otx.alienvault.com/indicator/file/00044048f4bc537527adf1e3fb9bc161b3d8b0486093ceac87b6ae1946053a80
https://otx.alienvault.com/indicator/file/000000fa31dd212345f86e2129eef17b12d197742f60f90a90554a5f9ad2eee1
https://otx.alienvault.com/indicator/file/e33c69056cf6b827c5ec6d9e93330f3139dc1e81
https://otx.alienvault.com/indicator/file/5020b29393a3a694059f37c2b1084c798cfe928f
https://otx.alienvault.com/indicator/file/ce8c21c534386baade5485f6136415cc
https://otx.alienvault.com/indicator/file/a5a327539b6d98d869a01921f3fe0de8
https://otx.alienvault.com/indicator/file/69b9e0b2f38faf1b7b960db783bc67ffa2048bfd0e22ac455fd7441f3296d139
https://otx.alienvault.com/indicator/file/0004d986bb59ce995903d11c710c05f1d43af00047bebd5e277538ca57f57637
https://otx.alienvault.com/indicator/file/00047eca77dedf2d3b3213dc1cc94df713e58ceeb482a4b8a91ee216f53ae32c
https://otx.alienvault.com/indicator/file/000473eb7dd933b5e08929643bac0f9f28d62633ea0f8a061f276703478af67a
https://otx.alienvault.com/indicator/file/000460b2c275914268bac3e063b1ed16beef417fa60ee564ada978edfae2cb32
https://otx.alienvault.com/indicator/file/0004090cf180bbf33c61151cc16b2aa57ce52e6c4e62756d523917c461733dad
https://otx.alienvault.com/indicator/file/0003b82288fa18c42487e418e5e72c9b8e18b3579221e24472721150bcd1bd76
https://otx.alienvault.com/indicator/file/00036f6dfe1db2c67c3e57ab253b7b982d2e8e25e5b8576cf10498736966d5dd
https://otx.alienvault.com/indicator/file/000333138bb0f66d865c664b5b892b1f08211cdd42b1a5f8b7c6779b2fab8268
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FileHash-SHA256
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FileHash-SHA256
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FileHash-SHA256

0001e11c9115837a902f681ba689815b832bh8ec942bab73519e24aal0aabel?

FileHash-SHA256

0001a1b290a275a8dfccal88e05dac526d2d873c46ef55eac7dc2f872fae608e

FileHash-SHA256

00019a7e5767b044bfe8b9b442f3bal46011b3cc6168925b56b5160bed69e714

FileHash-SHA256

00018905aae75982cca94b4dbdaec00c99b5209fh96c28b2380e2¢2fd6001617

FileHash-SHA256

000185f46ffe20eda6031b039672491a2de2459606¢7a921ch1697f352527d86

FileHash-SHA256

0000c13be593cf025d699aefd506796a2e11b5190ab28870facd065297a55107

FileHash-SHA256

0000aa529de5773e5091c7ea250581289¢cf943d667522113c489f65cc6e7acl?

FileHash-SHA256

00007e19dedc3548e96acd9d1ba66532b29fd3a77d21af4e2c0844ff72951d6e

FileHash-SHA256

0000532f716af9fd8ch29a5e9a3f5ee8df552208509e291fc3078e5a5d613b9b

FileHash-SHA256

00004177f03clc2c5de1883dae166ab9a8aff70028036760a0096850922¢7488

FileHash-SHA256

00003e647fe39f379c90cad62bb72188efbd5110b94db73ffc5f4168c80b4623

FileHash-SHA256

00002f5h34595f5814dd8557d6h6a56be8b09fe89¢22008f82dd2c1d86293h84

FileHash-SHA256

0000299dab00f4d54307b23aaae49ee99ed65a460d253696446005e074e7b7d36

FileHash-SHA256

0000198ch57a02f282e9298407d601a6be519773b6541f57d0a22eba00d369cd

FileHash-SHA256

0000168h62a47fd2a418490547019f5bal4d2e1b92e7a35257031313a0121e66

FileHash-SHA256

000011248cbea867ealeb2c7a3c89404¢c2d798894df67498c6edd665deac38e0

FileHash-SHA256

00000ah418c53abe095fcabbadc460a63c980435814F70edf4c9fcch16a91837

FileHash-SHA256

00000a4a004c92576382alebd671de96e67a715c0ac0793aa7e3fa45b131e958

FileHash-SHA256

00000a2f3e178a4f2002ccf6b867365che25d43¢92f64f1ac902baf9dced 146e

FileHash-SHA256

000008d822b0e7388ch0592b85642795acfd63057362d51d64cle5af3e0bcOc9

FileHash-SHA256

000007¢75¢101dc83c52cfa7h08bbb6cc55a093cdd6fc73b1a1643689e800298

FileHash-SHA256

0000071efd2b97475dda89c6442a10bc6c6800a02903bbchOba89fef7a2aad33

FileHash-SHA256

00000607bh57653704fcda4e081dae3ab9d2ae3e886529d2e8a3d658ae5de63d

FileHash-SHA256

000005ccf6f4b68d12350a4d2791d1fc23c039ea5db1a357ab8d8c4c07e84d6e

FileHash-SHA256

00000569f28e2819050a27ecfbb9b03daa74d167b0121dba29ad39481d7b6ead

FileHash-SHA256

000005427fbe8d0b914fc56eec86cabee480a3a44b5fb5ch19eacec29c21240e

FileHash-SHA256

0000039¢1449f55a0825b566a4bdf7280398022c5af6cffh5786d1c0e7fdd1b2

FileHash-SHA256

0000036208b5ff68e26c338ff6d112b5d1c746091552031690286ad6cec26acO

FileHash-SHA256

000002f1558a89f29984934d511289491032f9e96a249c12f2f6d42678264114

FileHash-SHA256

000002b4264441§39074ca5d48693ab72a2e35ade1ch9b30a18b388fh45¢7603

FileHash-SHA256

000002a2558f34a0ebbal3e90b7396af19d09d33268ae3aae7092fe81209278f

TLP:GREEN

Adresa: Rruga “Papa Gjon Pali II”’ nr 3 Tirang;
Tel./Fax: 04 2221



https://otx.alienvault.com/indicator/file/00033224b62564fa6a37bf6293d96dee6e70eb4820b70957023575ed15179076
https://otx.alienvault.com/indicator/file/00029f8882d72e5707fdbd3a76867db74ce6930db238ccf3e2ce9976feef123f
https://otx.alienvault.com/indicator/file/000273a58938b234595b390ef5752f166e8eecea6252cd6da07b72db23bec6e3
https://otx.alienvault.com/indicator/file/00023527df55454eb5044800a719fb8b15e2a83695830e5ed1a9615ddb8f8054
https://otx.alienvault.com/indicator/file/00020e01c2c1d1d166d31383674e12d282b3b71c8fa9df0aab553b27fd87e4aa
https://otx.alienvault.com/indicator/file/000206cf182dbd1d32efea3695bc2d43d11a6ab9bb9ca27aa0335a0b44fe9992
https://otx.alienvault.com/indicator/file/0001f69435b7b17dcfa01748218de8a9007bd79e5d9f5b1ce41600fc58becb26
https://otx.alienvault.com/indicator/file/0001efd7365502c22926de8489fd0a7a89b7fc2ecb51e26e682fe965d50f050d
https://otx.alienvault.com/indicator/file/0001e11c9115837a902f681ba689815b832bb8ec942bab73519e24aa10aabe17
https://otx.alienvault.com/indicator/file/0001a1b290a275a8dfcca188e05dac526d2d873c46ef55eac7dc2f872fae608e
https://otx.alienvault.com/indicator/file/00019a7e5767b044bfe8b9b442f3ba146011b3cc6168925b56b5160bed69e714
https://otx.alienvault.com/indicator/file/00018905aae75982cca94b4dbdaec00c99b5209fb96c28b2380e2c2fd6001617
https://otx.alienvault.com/indicator/file/000185f46ffe20eda6031b039672491a2de2459606c7a921cb1697f352527d86
https://otx.alienvault.com/indicator/file/0000c13be593cf025d699aefd506796a2e11b5190ab28870facd065297a55107
https://otx.alienvault.com/indicator/file/0000aa529de5773e5091c7ea250581289cf943d667522113c489f65cc6c7ac17
https://otx.alienvault.com/indicator/file/00007e19dedc3548e96acd9d1ba66532b29fd3a77d21af4e2c0844ff72951d6e
https://otx.alienvault.com/indicator/file/0000532f716af9fd8cb29a5e9a3f5ee8df552208509e291fc3078e5a5d613b9b
https://otx.alienvault.com/indicator/file/00004177f03c1c2c5de1883dae166ab9a8aff70028036760a009685b922e7488
https://otx.alienvault.com/indicator/file/00003e647fe39f379c90cad62bb72188efbd5110b94db73ffc5f4168c80b4623
https://otx.alienvault.com/indicator/file/00002f5b34595f5814dd8557d6b6a56be8b09fe89c22008f82dd2c1d86293b84
https://otx.alienvault.com/indicator/file/0000299dab00f4d54307b23aaae49ee99ed65a46d253696446005e074e7b7d36
https://otx.alienvault.com/indicator/file/0000198cb57a02f282e9298407d601a6be519773b6541f57d0a22eba00d369cd
https://otx.alienvault.com/indicator/file/0000168b62a47fd2a418490547019f5ba14d2e1b92e7a35257031313a0121e66
https://otx.alienvault.com/indicator/file/000011248cbea867ea1eb2c7a3c89404c2d798894df67498c6edd665deac38e0
https://otx.alienvault.com/indicator/file/00000ab418c53abe095fca6ba9c460a63c980435814f70edf4c9fccb16a91837
https://otx.alienvault.com/indicator/file/00000a4a004c92576382a1ebd671de96e67a715c0ac0793aa7e3fa45b131e958
https://otx.alienvault.com/indicator/file/00000a2f3e178a4f2002ccf6b867365cbe25d43c92f64f1ac902baf9dce4146e
https://otx.alienvault.com/indicator/file/000008d822b0e7388cb0592b85642795acfd63057362d51d64c1e5af3e0bc0c9
https://otx.alienvault.com/indicator/file/000007c75c101dc83c52cfa7b08bbb6cc55a093cdd6fc73b1a1643689e800298
https://otx.alienvault.com/indicator/file/0000071efd2b97475dda89c6442a10bc6c6800a02903bbcb0ba89fef7a2aad33
https://otx.alienvault.com/indicator/file/00000607bb57653704fcda4e081dae3ab9d2ae3e886529d2e8a3d658ae5de63d
https://otx.alienvault.com/indicator/file/000005ccf6f4b68d12350a4d2791d1fc23c039ea5db1a357ab8d8c4c07e84d6e
https://otx.alienvault.com/indicator/file/00000569f28e2819050a27ecfbb9b03daa74d167b0121dba29ad39481d7b6ead
https://otx.alienvault.com/indicator/file/000005427fbe8d0b914fc56eec86ca6ee480a3a44b5fb5cb19eaeec29c21240e
https://otx.alienvault.com/indicator/file/0000039c1449f55a0825b566a4bdf728b398022c5af6cffb5786d1c0e7fdd1b2
https://otx.alienvault.com/indicator/file/0000036208b5ff68e26c338ff6d112b5d1c746091552031690286ad6cec26ac0
https://otx.alienvault.com/indicator/file/000002f1558a89f29984934d511289491032f9e96a249c12f2f6d42678264114
https://otx.alienvault.com/indicator/file/000002b4264441f39074ca5d48693ab72a2e35ade1cb9b30a18b388fb45c7603
https://otx.alienvault.com/indicator/file/000002a2558f34a0ebba13e90b7396af19d09d33268ae3aae7092fe81209278f

FileHash-SHA256

0000028f80066ad99544cc7a79caab49ee72eca2711b1b1128df61ffd13b0657

FileHash-SHA256

0000025ebd4ecf2fb52e8chd8d4c72f2fb070c33e8ad24alf12f74f30ac03119

FileHash-SHA256

000002305f386d9f7223c3bbf47164ca6f09f947dcd83b54c657594c54c6a359

FileHash-SHA256

0000021a70776a8d6968b58d128f35f01024f0ab590e709d970076e560250b04

FileHash-SHA256

000001ea2ae617d6del71f648d2683ff43b52cc01bc077f131cfd1be7549704a

FileHash-SHA256

000001e41599558a88da7cf4549285f6bab7bc348f4fd780aaaf27df8552fb02

FileHash-SHA256

000001e0650c8¢94a9896862b1a02909936h9a8c0b9c0a8ac668fc622d3db177

FileHash-SHA256

0000017430387fa4d5e0bcff6bd02c8d521fb0eedc44b6a3511b2b08fab5ebch

FileHash-SHA256

0000012ea6fe3418b78446902fdf6b2959bh6324671f7ccc000a9cabbl5da3la

FileHash-SHA256

0000012e0dcff68425fd5e43ed3d668e74362a4 7fc93695cdf84696450d1df3a

FileHash-SHA256

000000e19cec622a01eee714629a0e641aae0264a41d19fcf240a0e911af700d

FileHash-SHA256

000000c30bd1247c9088ff83758a335a9d1aeffa89ec8757fc7de2f6ac563080

FileHash-SHA256

000000c1a823b0dbd22efbch933b00e6d01fa62cfch9a52d87e13948128f40a6

FileHash-SHA256

00000078afd5¢c2441b0adca628c1b7bcc961a68f2b779d281af6d2af405b5f1a

FileHash-SHA256

00000077553a5b27a610ac98f29563bbd6e0decc020c2d49e4fa0d89197e7fd8

FileHash-SHA256

00000075d77e227cdb2d386181e42f42b579eb16403143dc54cd4a3d17fc8622

FileHash-SHA256

00000062 7a55405cf609a534f2bd38ab2b74a50b17b4db5c271ef3305e38c830

FileHash-SHA256

00000048b1c9e60c14a6619f0292dea96df7f10c11cfa9ae28693219c0ae844b

FileHash-SHA1

ec715fe20231cblcbebecfOebla33e33f9cf2c20

FileHash-SHA1

def92cd1a39062567e89304472236725d1cf8ebd

FileHash-SHA1

d45fbc0e01ddd64b18bd2f5f171f41ca3bch88cO

FileHash-SHA1

b22a89d74e687d438724afef529ff54cf03671ch

FileHash-SHA1

a6186d98e4579f6802b4e4bee551833da2f3f302

FileHash-SHA1

8082df2822e1c4432eac87e51a5e70349f986f0c

FileHash-SHA1

776¢5c5f005b0dc899586¢caa44815bfe48ceafld

FileHash-SHA1

5997ff10da5cel0ac28be2fa2941dcch3929d63c

FileHash-SHA1

4f67925c85b5¢ff98929083a3dd3c8b4bae87c1f

FileHash-SHA1

4bd827294f0ad2826d0c929563e621fe3b20997e

FileHash-SHA1

39d39d2ef7c05d8afc2848e8ae2a08e55ca422a3

FileHash-SHA1

0a6d717d33329bbc794ac3d608d197e276654228

FileHash-MD5 de498cf7be31ded3dd436f4623d1572f
FileHash-MD5 d041c6e0156b87978a54ab6a49f66593
FileHash-MD5 cc17¢4e2805306984a614f5dch3915e7
FileHash-MD5 b457518a80a0ce3c3c9558ec2e73602¢
FileHash-MD5 7da21749854b2f0bd9a4a460484af2da
FileHash-MD5 7c64c¢189856¢caf65f2e0dafesfef4d47
FileHash-MD5 7265719¢94c¢5ffbcdbb5f71228d8ca68
FileHash-MD5 704a435ba88091baadc3b0dc86074b46
FileHash-MD5 6f673469206fa5120de6b175b0977904

TLP:GREEN

Adresa: Rruga “Papa Gjon Pali II”’ nr 3 Tirang;
Tel./Fax: 04 2221



https://otx.alienvault.com/indicator/file/0000028f80066ad99544cc7a79caa649ee72eca2711b1b1128df61ffd13b0657
https://otx.alienvault.com/indicator/file/0000025ebd4ecf2fb52e8cbd8d4c72f2fb070c33e8ad24a1f12f74f30ac03119
https://otx.alienvault.com/indicator/file/000002305f386d9f7223c3bbf47164ca6f09f947dcd83b54c657594c54c6a359
https://otx.alienvault.com/indicator/file/0000021a70776a8d6968b58d128f35f01024f0ab590e709d970076e560250b04
https://otx.alienvault.com/indicator/file/000001ea2ae617d6de171f648d2683ff43b52cc01bc077f131cfd1be7549704a
https://otx.alienvault.com/indicator/file/000001e41599558a88da7cf4549285f6bab7bc348f4fd780aaaf27df8552fb02
https://otx.alienvault.com/indicator/file/000001e0650c8c94a9896862b1a02909936b9a8c0b9c0a8ac668fc622d3db177
https://otx.alienvault.com/indicator/file/0000017430387fa4d5e0bcff6bd02c8d521fb0ee4c44b6a3511b2b08fab5ebcb
https://otx.alienvault.com/indicator/file/0000012ea6fe3418b78446902fdf6b2959bb6324671f7ccc000a9ca6b15da31a
https://otx.alienvault.com/indicator/file/0000012e0dcff68425fd5e43ed3d668e74362a47fc93695cdf84696450d1df3a
https://otx.alienvault.com/indicator/file/000000e19cec622a01eee714629a0e641aae0264a41d19fcf240a0e911af700d
https://otx.alienvault.com/indicator/file/000000c30bd1247c9088ff83758a335a9d1aeffa89ec8757fc7de2f6ac563080
https://otx.alienvault.com/indicator/file/000000c1a823b0dbd22efbcb933b00e6d01fa62cfcb9a52d87e13948128f40a6
https://otx.alienvault.com/indicator/file/00000078afd5c2441b0a4ca628c1b7bcc961a68f2b779d281af6d2af405b5f1a
https://otx.alienvault.com/indicator/file/00000077553a5b27a610ac98f29563bbd6e0decc020c2d49e4fa0d89197e7fd8
https://otx.alienvault.com/indicator/file/00000075d77e227cdb2d386181e42f42b579eb16403143dc54cd4a3d17fc8622
https://otx.alienvault.com/indicator/file/000000627a55405cf609a534f2bd38ab2b74a50b17b4db5c271ef3305e38c830
https://otx.alienvault.com/indicator/file/00000048b1c9e60c14a6619f0292dea96df7f10c11cfa9ae28693219c0ae844b
https://otx.alienvault.com/indicator/file/ec715fe20231cb1cbe5ecf0eb1a33e33f9cf2c20
https://otx.alienvault.com/indicator/file/def92cd1a39062567e89304472236725d1cf8ebd
https://otx.alienvault.com/indicator/file/d45fbc0e01ddd64b18bd2f5f171f41ca3bcb88c0
https://otx.alienvault.com/indicator/file/b22a89d74e687d438724afef529ff54cf03671cb
https://otx.alienvault.com/indicator/file/a6186d98e4579f6802b4e4bee551833da2f3f302
https://otx.alienvault.com/indicator/file/8082df2822e1c4432eac87e51a5e70349f986f0c
https://otx.alienvault.com/indicator/file/776c5c5f005b0dc899586caa44815bfe48ceaf1d
https://otx.alienvault.com/indicator/file/5997ff10da5ce10ac28be2fa2941dccb3929d63c
https://otx.alienvault.com/indicator/file/4f67925c85b5cff98929083a3dd3c8b4bae87c1f
https://otx.alienvault.com/indicator/file/4bd827294f0ad2826d0c929563e621fe3b20997e
https://otx.alienvault.com/indicator/file/39d39d2ef7c05d8afc2848e8ae2a08e55ca422a3
https://otx.alienvault.com/indicator/file/0a6d717d33329bbc794ac3d608d197e276654228
https://otx.alienvault.com/indicator/file/de498cf7be31ded3dd436f4623d1572f
https://otx.alienvault.com/indicator/file/d041c6e0156b87978a54ab6a49f66593
https://otx.alienvault.com/indicator/file/cc17c4e2805306984a614f5dcb3915e7
https://otx.alienvault.com/indicator/file/b457518a80a0ce3c3c9558ec2e73602c
https://otx.alienvault.com/indicator/file/7da21749854b2f0bd9a4a460484af2da
https://otx.alienvault.com/indicator/file/7c64c189856caf65f2e0dafe5fef4d47
https://otx.alienvault.com/indicator/file/7265719c94c5ffbcdbb5f71228d8ca68
https://otx.alienvault.com/indicator/file/704a435ba88091baadc3b0dc86074b46
https://otx.alienvault.com/indicator/file/6f673469206fa5120de6b175b0977904

FileHash-MD5 6421ff7c627288d69609a7c404de03de
FileHash-MD5 4db0c5b6b17665ad8245bdb93094d03d
FileHash-MD5 3be20f8b614703c1a0fe8c8ble8cafl?
Domain tom56gaz6poh13f28[.]Jmyftp.org
Domain zig35m48zurl4nel40[.]Jmyftp.org
Domain 05716nnm@proton[.]Jme

Domain dddosia

Domain []github.io

URL hxxps://t[.Jme/noname05716

URL hxxps://t[.]Jme/nn05716chat

URL hxxps://github[.]Jcom/dddosia

URL hxxps://github[.]Jcom/kintechi341

Metodat e operimit — Telegram Channel

NoName057(16) operon pérmes Telegramit pér té marré pérgjegjésiné pér sulmet e tyre, pér té béré
kércénime dhe né pérgjithési pér té arsyetuar veprimet e tyre si njé grup.

Kanali gjithashtu poston meme pro-ruse, postime motivuese dhe pérditésime té pérgjithshme. Aktiviteti
i evidentuar né Telegram e bén té garté se grupi e konsideron veten si njé aktor kryesor rus né kércénim,
ndérsa né realitet impakti i sulmeve té tyre DDoS éshté njé ndérprerje e shkurtér me pasoja té vogla.

B Views ERR

Figura 18: Aktiviteti i NoName057(16) gjaté vitit té paré

TLP:GREEN

Adresa: Rruga “Papa Gjon Pali II”’ nr 3 Tirang;
Tel./Fax: 04 2221


https://otx.alienvault.com/indicator/file/6421ff7c627288d69609a7c404de03de
https://otx.alienvault.com/indicator/file/4db0c5b6b17665ad8245bdb93094d03d
https://otx.alienvault.com/indicator/file/3be20f8b614703c1a0fe8c8b1e8caf17

NoName057(16) DDoSia Project @DDosiabot

Givaviichioi DDoSia - manuals + up to date software

) \ Publication by administrators of the latest softwore
Main.chonnel where QI! memm_ns as well os tutorials for installing it (the channel is in
can discuss various topics. read-only)

Videos and screenshots DDosia - support

Channel where users post screenshots or videos of ) \_ p _
the software in use. Administrators specify that they e oy eces b rlo

X n a
ore 110610 Use il fia posted to CoMMUNICate regarding payments in cryptocurrency or problems
installing software.

publicly on DDoS attacks.
Useful resources Suggestion of targets
. i in which ifi
Channel dedicated to sharing educational ) \ Channal in which ugere Gan sggest speciio
targets. The cdministrator mentions that it Is
resources on cybersecurity, computer sclence, ) g
mandatory, for each target, to specity: the domain

ramming and computer technol
prog "d i o8y name; - the description of the site; - argumants on

why the target should be considered.

English support

Dedicated channel in English for non-Russian-
speaking users, grouping both gquestions about the
project and to solve technical issues

Figura 19: Aktiviteti né Telegram

TLP:GREEN

Adresa: Rruga “Papa Gjon Pali II”’ nr 3 Tirang;
Tel./Fax: 04 2221



DDoSia client

DDoSiaC2

POST /client/login
User-Hash: $2a$16$0000000000000000

{"location™"UER8zRkg|...]|Q6i8s="}

HTTP/1.1200 OK
<timestamp>

GET /client/get_targets
Client-Hash: <sha256»:<pid>

Kur malware ekzekutohet, krijon kérkesé POST né url hxxp://[1P]/client/login pér tu lidhur me C2. Fusha

Time: <timestamp>
User-Hash: $2a3%163$:000000000000000¢

HTTP/1.1200 OK

e { "token”:<timestamp?,

"data™'DmBCF5|..]2CgEQ=="}

Figura 20: Lidhja midis klientit dhe C2

"User-Hash"korespondon me pérmbajtjen e "client_id.txt" , skedari gé fillon me $2a$16$.

POST /client/login HTTP/1.1
Host: " hosti ku shénjestrohet "
User-Agent: Go-http-client/1.1
Content-Length: 251

Client-Hash: xR XXXX

Content-Type: application/json

User-Hash: $2a$16SXXXXXXXXXXXXXXXXX

Accept-Encoding: gzip

{“location*: “UER8zRkg][...]1Q618s="}

Mé tej C2 konfirmon autentifikimin dhe krijon njé Token drejt klientit si mé poshté :

HTTP/1.1 200 OK

TLP:GREEN

Adresa: Rruga “Papa Gjon Pali II”’ nr 3 Tirang;
Tel./Fax: 04 2221




Server: nginx/1.18.0 (Ubuntu)

Date: Tue, 25 Apr 2023 19:04:09 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 19

Connection: keep-alive

Vary: Origin
Access-Control-Allow-Origin:
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Link
1682XXXXXXXXXXXXXX

Vazhdimisht, klienti dérgon kérkesé GET tek C2 hxxp://[IP]/client/get_targets, ku rifreskon vlerat:

GET /client/get_targets HTTP/1.1

Host: hosti

User-Agent: Go-http-client/1.1

Client-Hash: XXXXXXXXXXXXXXXXXXXXXXXXXKXXX :XXXX
Content-Type: application/json

Time: 1682XXXXXXXXXXXXXX

User-Hash: $2a$16$XXXXXXXXXXXXXXXXX
Accept-Encoding: gzip

Mé tej C2 rikthen Token né formatin JSON:

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Date: Tue, 25 Apr 2023 19:04:15 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 69595

Connection: keep-alive

Vary: Origin
Access-Control-Allow-Origin:
Access-Control-Allow-Credentials: true
Access-Control-Expose-Headers: Link
{*“token®: 1682XXXXXXXXXXXXXX, “data*: “Dm6CFMcILk4wrY2[...]1XW2ZqF2CgzTboVEQ=="

Tools i hostuar né Github

Grupi ka pérdorur gjithashtu GitHub pér njé séré aktivitetesh té paligjshme. Kjo pérfshin pérdorimin e
GitHub Pages pér té hostuar fagen e tyre té internetit pér tools e DDoS né dddosia.githubl[.]io. Dy profilet
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e GitHub jané dddosia dhe kintechi341. Postimet e para n€ ddos_config jané béré me emrin "Poman
OmernpbueHko".

] overview [J Repositories 2 3 Projects ¥ Packages ¥r Stars

Popular repositories

dddosla.github.lo

220 contributions in the last year
Jan fed Mar Aot

Mon

Follow

Figura 21: Profili i NoName057(16) né Github

7 Overview [l Repasitories '§

\

4
» Popular repositories
” Dosla_config
S

Achievements

‘ 259 contributions in the last year
Mon

Figura 22: Profili 2 i NoName057(16) né Github

Network

Shérbimet C2 jané hostuar pérmes Neterra, gé éshté njé organizaté e telekomunikacioneve bullgare, por
gjithashtu  pérdoren  shérbimet No-IP  Dynamic DNS. Serveri C2 aktual é&shté
zig35m48zurl4nel40[.]Jmyftp.org né adresén IP 31.13.195.87.
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Target

Té gjitha sulmet e grupit NoName057(16) lidhen me Ukrainén dhe vendet anétare t&¢ NATO. Organizatat
gé jané synuar jané zakonisht sektorét e infrastrukturés kritike, té cilét operojné né ményré té
réndésishme pér vendin e synuar.

Seleksionimi i objekteve té sulmit ndryshon né pérputhje me ngjarjet politike. Si¢ éshté theksuar mé
herét, geveria polake ishte njé objektiv né dhjetor pasi Sejmi i Republikés sé Polonisé e njohu zyrtarisht
Rusiné si sponsor shtetéror té terrorizmit né mes té dhjetorit té vitit 2022. Né fillim té janarit 2023, u
theksua shumé né sulmet ndaj organizatave lituaneze, kryesisht né sektorét e cargo dhe transportit.

Attack toolkit

NoName057(16) ka pérdorur tools té ndryshme pér té kryer sulmet e tyre. Né shtator 2022, Avast raportoi
se ky grup kishte pérdorur botnetin Bobik pér té kryer sulmet e tyre DDo0S. Megjithaté, grupi kérkon
kryesisht pjesémarrjen vullnetare pérmes tools DDOSIA - té quajtura gjithashtu nga zhvilluesi i tyre si
Dosia dhe Go Stresser, né varési té versionit.

Jané analizuar dy raste té ndryshme té DDOSIA: njé implementim né Python dhe njé implementim né
Golang.

| f | go_stresser_20_workers_HttpJob

| £ | go_stresser_20_workers_StartJobs

f | go_stresser_20_workers_StartJobs_func2
| | go_stresser_20_workers_StartJobs_funcl

Figura 23: DDOSIA reference

DDOSIA éshté njé aplikacion gé kryen sulme denial-of-service ndaj fageve té internetit duke dérguar
kérkesa té vazhdueshme né rrjet. DDOSIA Iéshon kérkesat sipas udhézimeve té njé skedari konfigurimi
gé malware merr nga njé server C2 né momentin e nisjes. Skedari konfigurimit éshté né format JSON
dhe ndodhet né path /client/get_targets né serverin C2.

Pér cdo fage té synuar, skedari konfigurimit specifikon:

e Njé identifikues té vecanté té synimit né fushén id.

e Informacionin pér té dhénat e targetizuara né rrjet né fushat host, adresé, dhe port - njé emér
hosti, njé adresé IP, dhe njé port.

e Njé kombinim lloj/synimi dhe ményré té kérkesave né fushat type dhe method. DDOSIA dhe
skedarét konfigurues mé poshté tregojné se malware mbéshtet llojet e kérkesave http, http2, dhe
tcp, dhe ményrat e kérkesave - metodat HTTP - GET dhe POST (pér llojet e kérkesave http ose
http2) dhe syn (pér llojin e kérkesave tcp). Bazuar né llojin dhe ményrén e konfiguruar, DDOSIA
ndérton paketa e rrjetit HTTP ose TCP (kérkesa) pér t'i dérguar né fagen e synuar.

TLP:GREEN

Adresa: Rruga “Papa Gjon Pali II”’ nr 3 Tirang;
Tel./Fax: 04 2221



RER s
ol 'e

Njé URL path dhe request body né fushat path dhe body pér kérkesat e rrjetit té llojit http ose
http2. Nése fushat path dhe/ose body kané vlera, DDOSIA ndérton dhe adreson kérkesa me
request body té konfiguruar né rrugén e URL-sé té konfiguruar né fagen e synuar.

if self._method == "syn™:
src_ip = os.urandom(4)
src_port = random.randint(1@25, 65535)
ip_version = 4
ip_hdr_len = 20
ip_dsfield = @

ip len = @

ip_id = 1

ip_flags = ©

ip ttl = 64

ip_proto = socket.IPPROTO_TCP

ip_checksum = @
ip_header = struct.pack(
' |BBEHHHBBH4s4s ",
(ip_version << 4) + (ip_hdr_len // 4),
ip_dsfield,
ip_len,
ip_id,
ip_flags,
ip ttl,
ip_proto,
ip_checksum,
src_ip,
self. dst_ip)

fiedd

Figura 24: Implementimi i DDOSIA
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[p_http_Request = (http_Request *)runtime_neswobject (BRTYPE_http_Request); |

o=

vigs = fmt_Sprintf({unsigned int)"Rsks:ZvAs", 9, (unsigned int)&vil2, 4, 4, v55, v56, v57, v58, v39, vo4);
vies = (url_URL *)net_url Parse(v185, 9, v59, 4, 4, vbO, v61, v62, v63, vo0, v95);
if ( 315 == 4 && *(_DWORD *)target _method == 'TSOP'
if ( 318 == 6 && *(_DWORD *)al7 == 'irts’' & *{_WORD *)(al7 + 4) == ‘gn’
v71 = |(char **)net_http NewRequestWithContext(

(unsigned int)go_itab_ context_empty(tx_context_Context,
context_background,
(_DWORD ) target_method,

vies,

(unsigned int)go_itab_ bytes Reader_ io_Reader,
(_DWORD)p_bytes_Reader,

v7e,

v92,

vez,

vo9);

Figura 25: Implementimi i DDOSIA

DDOSIA zévendéson substrings ${number} té specifikuara né skedarin konfigurues me vlera té rastit
gé malware krijon kur ndertohet nje kerkese ne rrjet. Né njé skedar konfigurimi DDOSIA, nénstringjet
${number} zakonisht vendosen né path. Implementimi né Python i DDOSIA pérdor template té
pércaktuara né fushén randoms né skedarin konfigurues pér té krijuar vlera té rastit né formé string-esh
té ndryshme.

Njé skedar konfigurimi DDOSIA specifikon path URL dhe request bodies gé jané té vlefshme né faget
e internetit t€ synuara. Ky fakt tregon se operatorét e DDOSIA ndértojné skedarét konfigurues duke
eksploruar fillimisht faget e internetit té objekteve té tyre té cilat jané né target.

Ka vecori shtesé t& DDOSIA pérvec atyre té pérmendura mé lart gé njé skedar konfigurimi mund té
udhézojé malware té aktivizojé. Pér shembull, fusha use_random_user_agent udhézon DDOSIA-n té
zgjedhé né ményré té rastésishme njé agent pérdoruesi nga njé listé e agjentéve té paracaktuar té
pérdoruesve kur ndérton njé kérkesé HTTP. Po ashtu, fushat activate_by schedule, started_at dhe
finished_at tregojné se njé sample DDOSIA té cilat mund té konfigurohen pér té planifikuar dérgimin e
kérkesave e rrjetit né intervale té caktuara kohore.

DDOSIA éshté né zhvillim té vazhdueshém dhe éshté nén ndryshime té shpeshta.

Pér shembull, implementimet e DDOSIA né Golang, mbéshtesin llojin e kérkesés té rrjetit http2, ndérsa
ato né Python nuk e pérdorin kété ményreé.
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user_agents =
-]

"Mozilla/s.

"Mozilla/s

e
-

(Windows NT 6.1; WOW64; rv:77.0) Gecko/2081
(Windows NT 10.@; WOW64; rv:77.0) Gecko/2e1
(X11; Linux ppcé4le; rv:75.@) Gecko/201801e1 Firefox/75.0",

(Windows NT 6.1; WOW64; rv:39.9) Gecko/201601€1 Firefox/75.0",

(Macintosh; U; Intel Mac 0S X 18.1@; rv:75.2) Gecko/201081€1 Firefox/75.8",
(X11; Linux; rv:74.0) Gecko/20120101 Firefox/74.0",

(Macintosh; Intel Mac OS X 19.13; rv:61.8) Gecko/20100101 Firefox/73.0",
(X11; OpenBSD 1386; rv:72.9) Gecko/20109101 Firefox/72.0",

"Mozilla
"Mozilla/s
“Mozilla/5.
"Mozilla/s.
"Mozilla/s.
"Mozilla/s.

-l

DO OO PO OD

Figura 26: Agjentét e DDOSIA

Pér mé tepér, implementimet e DDOSIA né Golang autentikohen tek serverat C2 duke dérguar njé
kérkesé HTTP POST né rrugén e URL-sé /login_new tek serverat dhe ndérrohen nése autentikimi
déshton. Implementimet e DDOSIA né Python gé kemi analizuar nuk mbéshtesin kété vecori.

if { models target type len == 5
&& *(_DWORD *)models_target_type == ‘ptth’
&% *(_BYTE *)(models_target_type + 4) == '2' )

p_http2_Transport = (http2_Transport *)runtime_newobject
(&RTYPE_http2_Transport);
Eod

Figura 27: Implementimi i kérkesave http2

DDOSIA dérgon statistika mbi veprimin dhe normén e suksesit té tij - malware numéron totalin dhe
numrin e kérkesave rrjetore té suksesshme té dérguara né ¢do fage té synuar. Né kontekstin e kérkesave
rrjetore té llojit http ose http2, njé kérkesé konsiderohet e suksesshme nése fagja e targetizuar kthen
kodin HTTP 200 (OK).
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va8 = ((_1int64 (_golang *)( DWORD,[...] _1int64))go_stresser_20 models_Login)(]
(unsigned int}"/login_new",
T S St

(_DWORD )main_BackendLink,
faes]

if ( v4s
| viegfe] = &R_TYPE_§‘C_P1tjg, IaAvtor‘i:aIPr‘oid db ‘AsTopnzauus npoigesa J'cve;-m]
v1eo[1] =|&off_7E2E80;
else]
]

time_Sleep(O6xF8475800, 1, v56, v44, (unsigned int)&off_7E2E78, v57, v58, v59, vé@, v838);
il b

vs5 =[os_Exitf1, 1, v61, v44, (unsigned int)&off_7E2E7e,
v62, V63, V64, V65, v89);

Figura 28: DDOSIA autentifikon veten né njé server C2

DDOSIA dérgon statistika né serverin C2 né intervale kohore té rregullta - kjo informon operatorét e
DDOSIA mbi progresin dhe suksesin e pérgjithshém té fushatés denial-of-service gé malware kryen. Kjo
éshté e lidhur me ményrén se si grupi pérdor njé program té sponsorizuar nga vullnetarét. Ata
shpérndajné kriptovaluté tek kontribuesit mé té miré té sulmeve DDoS, duke inkurajuar njerézit té japin
mé shumé burime teknike pér njé sulm mé té fugishém.
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Cyber Army of Russia Reborn

Té dhénat tregojné ekzistencén e njé grupi kércénimi té njohur si Cyber Army of Russia Reborn. Ky grup
nuk klasifikohet né njé lloj specifik, duke béré gé aktivitetet dne motivimet e tij mund t& mos jené té
mirépércaktuara ose té njohura publikisht.

Pikat kryesore:

Potenciali pér spiunazh kibernetik: Aktorét e kércénimit me motivime té panjohura mund té pérfshihen
né spiunazh kibernetik pér t&¢ mbledhur informacione té ndjeshme pér géllime té ndryshme, si pérfitime
politike ose ekonomike.

Rreziku i shkeljeve té té dhénave: Aktorét e paidentifikuar té kércénimit mund té synojné organizatat
pér té vjedhur té dhéna té ndjeshme, duke pérfshiré informacionin financiar ose té dhénat e klientéve.

Vendosja e malware: Aktorét e kércénimit mund té pérdorin malware pér té kompromentuar sistemet,
pér té ndérpreré operacionet ose pér té vjedhur té dhéna. Familjet specifike té malware té lidhura me kété
grup nuk dihen, por ato mund té paragesin rrezige té konsiderueshme.

Potenciali pér bashképunim: Aktorét e kércénimit mund té bashképunojné me grupe ose individé té tjeré
pér té rritur aftésité e tyre dhe pér té rritur ndikimin e sulmeve té tyre.

Cyber Army of Russia Reborn m People's Cyber Army of Russia a m

i= Description: = Description:

@ Target Sectors: @ Target Sectors:

No Target Sectors available No Target Sectors available.

M Target Countries: M Target Countries:

No Target Countries available No Target Countries available.

¥ Associated Malware/Software ¥ Associated Malware/Software
No associated malware/software available No associated malware/software available
M Related CVE’s M Related CVE’s

No CVE's available No CVE's available

{® ATT&CK IDs @® ATT&CK IDs

No ATT&CK IDs available No ATT&CK IDs available.

Figura 29: Renditja e Grupit Cyber Army of Russia
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Rekomandime

Disa nga masat qé rekomandohen pér organizatat pér té parandaluar sistemet dhe rrjetet e tyre
nga sulmet Kibernetike:

AKSK rekomandon organizatat té zbatojné praktikat mé té mira té méposhtme pér té zvogéluar rrezikun
ndaj sulmeve té kétyre aktoréve keqdashés.

*

FEEEFEEFF

Sigurohuni gé aplikacioni antivirus dhe anti-malware té jeté i aktivizuar dhe pérkufizimet e
nénshkrimeve té pérditésohen rregullisht dhe né kohén e duhur. Antivirusi i mirémbajtur mund
té parandalojé pérdorimin e mjeteve té sulmeve kibernetike té vendosura zakonisht, té cilat
shpérndahen pérmes spear-phishing.

Nése organizata juaj po pérdor lloje té caktuara aplikacionesh dhe pajisjesh té cénueshme ndaj
dobésive dhe ekspozimeve té zakonshme té njohura (CVE), sigurohuni gé kéto aplikacione té
jené té pérditésuara né patch e fundit.

Kontrolloni indikacionet e bazuara né host, duke pérfshiré webshells né rrjetin tuaj.

Mbani dhe testoni njé plan reagimi ndaj incidenteve.

Konfigurimi si¢ duhet i pajisjeve té rrjetit gé pérballen me internetin.

Mos ekspozimi i ndérfageve té menaxhimit né internet.

Caktivizimi i portave dhe protokolleve té rrjetit té papérdorura ose té panevojshme.

Caktivizimi i shérbimeve dhe pajisjeve té rrjetit té cilat nuk jané mé né pérdorim.

Miratimi i parimit dhe arkitekturés sé besimit Zero-Trust.

Bllokimi i IOCs-ve té sulmuesve té sipérpérmendura.

Rekomandime gé mund té funksionojné si njé masé paraprake kundér DDoS:

Detektimi: Nése po evidentoni shumé kérkesa hyrése né webserver logs, ose bandwidth t€ mbushur,
kjo mund té tregojé njé sulm i cili po pérpiget té bllokojé shérbimin tuaj né internet. Kuptoni asetet
tuaja kritike, identifikoni shérbimet ndaj té cilave jeni ekspozuar né internet dhe dobésité e kétyre
shérbimeve.

Implementimi i zgjidhjeve/shérbimeve té zvogélimit té sulmeve DDOS pér infrastrukturén kritike.
Izolim i trafikut hyrés vetém pér shtetin Shqiptar, vendosni limite/sekond ose “lower the threshold”
né rast Sulmi DDoS.

Kontrolloni numrin e shkarkimeve nga njé adresé IP e vetme.

Zbatoni sistemet captcha né forma publike pa autentifikim.

Sigurohuni gé pérdoruesit té diné paraprakisht se si mund té raportojne incidente.

Edukimi i punonjésve dhe paleve té interesuara mbi sulmet DDOS dhe strategjité e zvogelimit.
Aplikimin e proxy servers pér té ridrejtuar trafikun. Pérdorni shérbimin proxy , pér té bllokuar ¢do
pérpjekje pér té lundruar né faget e internetit, té cilat jané identifikuar si fage gé pérmbajné
malware ose jané pjesé e fushatave “phishing”.

Implementoni filtra Network DDoS Protection, Application DDoS Protection, Website DDoS
Protection.
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e Monitorim i vazhdueshém i logeve né sistemet tuaja kritike.

Gjithashtu, ju béjmé me dije se AKSK, mbetet né dispozicion té vazhdueshém 24/7 pér ¢cdo
suport t¢ mundshém.

Pérsa mé sipér, lutemi mbi raportimin e menjéhershém prané AKSK c¢do aktivitet té dyshimté
ne infrastrukturat tuaja, me géllim reagimin né kohé dhe trajtimin e tyre!

TLP:GREEN

Adresa: Rruga “Papa Gjon Pali II”’ nr 3 Tirang;
Tel./Fax: 04 2221



