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Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti éshté bazuar né informacionet té gjetura dhe té vendosura né
dispozicion pér pérgatitjen e tij. Ndérkohé, disa aspekte mund té jené té ndryshme nga
zhvillimet aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak té kufizimeve burimore, disa aspekte té detajeve malinje mund té
mos jené analizuar thellésisht. Cdo informacion shtesé i panjohur mund té reflektojé né
ndryshime té raportit.

Faza e treté:

Siguria e informacionit: Pér té mbrojtur burimet dhe informacionet konfidenciale, disa detaje
mund té jené té zbutura ose jo té pérfshira né raport. Ky vendim éshté marré pér té& mbajtur
integritetin dhe siguriné e té dhénave té pérdorura.

AKSK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar ¢farédo pjesé té kétij
raporti pa lajmérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar (nxjerrja e detajeve shtesé té aktoréve
keqdashés do ju vihet né dispozicion né njé moment té dyté).

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe
analizés. Nuk ka garanci né lidhje me ndryshime té mundshme apo pérditésime té
informacioneve té raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin
pérgjegjési pér pérdorimin e gabuar ose pasojat e ndonjé vendimmarrjeje té bazuar né kété
raport.

Raporti thekson nevojén pér vigjilencé dhe masa proaktive pérballé kércénimeve kibernetike
té sofistikuara, duke véné né pah réndésiné e pérditésimeve té rregullta dhe zbatimit té
praktikave té rekomanduara té sigurisé pér té mbrojtur infrastrukturén kritike.
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Informacione Teknike

Eshté evidentuar garkullimi i njé fushate té gjeré Phishing drejt disa institucioneve né
Republikén e Shqipérisé nga aktoré keqdashés, ku éshté shfrytézuar dérgimi i email nga
domain legjitim fsdksh[.]Jgov[.]al nga ku subjekti i email éshté: Konfirmimi i regjistrit té
marré me dérgues jo legjitim: regjistrimi[.]Jkonfirmimi[@]fsdksh[.]Jgov[.]al, si né figurén
numer 1.

Gjithashtu né email ka bashkélidhur njé skedar me emértimin konfirmim.tar, si né figurén
numér 2.

--—--0riginal Message-—---

From: Fondi i Sigurimit té Detyrueshém té Kujdesit Shéndetésor [mailto:regjistrimi.konfirmimi@fsdksh.gov.al]
Sent: Thursday, July 11, 2024 10:32 AM

To: undisclosed-recipients:

Subject: Konfirmimi i regjistrimit té marré

Pérshéndetje,
Né bashkéngjitje po ju dérgojmé konfirmimin e aplikimit té vetém té dorézuar pér sigurim té detyrueshém shéndetésor.

Faleminderit,
FONDI | SIGURIMIT TE DETYRUESHEM TE KUJDESIT SHENDETESOR (FSDKSH)

Figura 1: Pérmbajtja e email Phishing

Konfirmimi i regjistrimit t& marré

Fondi i Sigurimit té Detyrueshém té Kujdesit Shéndetésor

[UJ D konfirmim.tar
744 KB

[You don't often get email from regjistrimi.konfirmimi@fsdksh.gov.al. Learn why this is important at https://aka.ms/LearnAboutSenderldentification ]

KUJDES: Ky éshté njé email i ardhur nga jashté adresave zyrtare geveritare. Mos klikoni URL-t€ ose bashkélidhjet nése nuk e njihni dhe/ose nuk i besoni dérguesit.
Pérshéndetje,

Né bashkéngjitje po ju dérgojmeé konfirmimin e aplikimit t& vetém té
dorézuar pér sigurim té detyrueshém shéndetésor.

Faleminderit,
FONDI | SIGURIMIT TE DETYRUESHEM TE KUJDESIT SHENDETESOR (FSDKSH)

Figura 2: Skedari bashkéngjitur konfirmim.tar

Nga analiza fillestare e email header evidentohet se email éshté dérguar nga

posta[.Jmed[.]bg[.]Jac[.]rs me IP 147[.]91[.]120[.]120 , me AS 13092 dhe pérket Akademska
mreza Republike Srbije — AMRES.

1 userid posta.med by ac.rs 7172024 8:31:45 AM
2 4minutes  postamedbg.acrs 147.91.120.120 pmg.med bg.acrs cipher ECOHE-RSA-AES256-GCM-5HA384 (2567256 bits)) (No client centficate requested) 711112024 8:35:49 AM
3 Tseconds  pmgmedbgacrs 127.0.0.1 pmg.medbg.acrs ESMTP 711112024 8:35:56 AM
4 2seconds  pmg med by acrs 147.91.120 69 de225 cloudys nat esmips (TLS1.3) s TLS_ECDHE_RSA WITH AES 128 GCM_SHA56 (Exim 4 95) (envelope-from <regjistrimi imi@fsdksh gov al>) 71112024 8 3558 AW

Figura 3: Detaje nga email header analysis
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Community
Score

Basic Properties O

Network

Autonomous System Number
Autonemous System Label
Regional Internet Registry
Country

Continent

o (D) 2 detected files communicating with this IP address C Reanalyze

147.91.120.69 (147.91.0.0/16)

A5 13092 (Akademska mreza Republike Srbije - AMRES )

DETECTION DETAILS RELATIONS COMMUNITY

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

147.91.0.0/16

13092

Akademska mreza Republike Srbije - AMRES
RIPENCC

RS

EU

= Similar ~

RS
=

32 Graph €% API

Last Analysis Date

38 minutes ago

Figura 4: Informacione mbi IP nga ku éshté dérguar email

Nga analiza e thelluar, u evidentua se kjo fushaté éshté pérhapur dhe né vendet e tjera té

rajonit.

® otpbanka s

Figura 5: Raportim nga banka OTP , Serbi

Gjithashtu nga analiza e kryer e njé email headeri, evidentohet se dérguesi éshté i njejté, por

marrési me domain

kroat.
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Edit  View

2utf-82B2TkhydmFOc2tvZyB6YXZvZGEgemEge

2utf-82B2ZHIhdnN@dmVubyBvc21ndXIhbmplIg: <podataka.zastita@hzzo.hr>

“Centar TIMAPIN" <>
: =2utf-82B2UG99dnIkYSBwcmltbGplbmUgcmVnaXNOcmFjakipl 2=
Thu, 11 Jul 2024 5:18:34 -0500
MIME-Version: 1.0
: multipart/mixed;
M 465117218-232558609540"

from PAWPROSMB10192.eurprd®5.prod.outlook.com (::1) byAMOPROSMB60@4.eurprdds.prod.outlook.com with HTTPS; Thu, 11 Jul 2024 12:36:32+0000
: from AS9PRO301CA@O38.eurprdd3.prod.outlook.com(2603:10a6:20b:469::9) by PAWPROSMB10192.eurprdeS.prod.outlook.com(2603:10a6:102:2F1::10) with Microsoft SMTP
Server (version=TLS1_2,cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id 15.20.7762.22; Thu, 11 Jul2024 12:36:29 +0000
Received: from AMS1EPFO0000042.eurprdd4.prod.outlook.com(2603:10a6:20b:469:cafe: :7e) by ASIPRO301CAGO38.outlook.office365.com(2603:10a6:20b:469::9) with Microsoft SMTP
Server (version=TLS1_2,cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id 15.20.7762.22 via FrontendTransport; Thu, 11 Jul 2024 12:36:29 +0000
Authentication-Results: spf-fail (sender IP is 147.91.120.69)smtp.mailfrom-hzzothr; dkim—fail (no key for signature)header.d=hzzo.hr;dmarc=-none action=-none
header. from=hzzo.hr; compauth=failreason=001
Received-SPF: Fail (protection.outlook.com: domain of hzzo.hr does notdesignate 147.91.120.69 as permitted sender) receiver-protection.outlook.com;client-ip=
147.91.120.69; helo=pmg.med.bg.ac.
Received: from pmg.med.bg.ac.rs (147.91.120.69) byAMS1EPFO@000042.mail.protection.outlook.com (10.167.16.39) with MicrosoftSMTP Server (version=TLS1 3, cipher=TLS_AES_
id 15.20.7762.17via Frontend Transport; Thu, 11 Jul 2024 12:36:29 +0000
.med.bg.ac.rs (localhost.localdomain [127.0.0.1])by pmg.med.bg.ac.rs (Proxmox) with ESMTP id 1FC6F850C8;Thu, 11 Jul 2024 14:36:27 +0200 (CEST)
DKIM-Si ; a=rsa-sha256; elaxed/relaxed; d=hzzo.hr; h=cc:content-type:content-type:date:from:from:message-id:mime-version:reply-to:reply-
] to:to; s-med; bh=fXkDcdB3VbJ93VgxwbsafkeoRjaX1KiEVsIRIJE/6XE=;
uShYCgp@enYwd7WTIVFG6BDPU2NBenM8 FDbWi8aNACZRGoIWtK730g0EXGuusY/yqdsgIR8x127/DA105SmERKkaph+441gTETTuspSAbYUCYqP3UXRQHN3C+8d8FWr fQ/ES6hSPLYil ZUzH/S+
97621 7v2HiDA0STOFmABehZsdwTp2euOFOhsg3zxgkfeXCez8vidvNGDFu3YuQAouB1HNNNH3O
[+pIVFefml112rkNZez8vybl EwfUBRZbS1Z+qIzZ6cCUxgsCctkz+P81TaGUKI2qyhvHqHLhBxFPVOAOI3czvmdcQf /MIbleHVxSNmiVIn8920VGVZbMNER;
Received: from posta.med.bg.ac.rs (posta.med.bg.ac.rs [147.91.120.120])(using TLSv1.2 with cipher ECDHE-RSA-AES256-GCM-SHA384 (256/256 bits))(No client certificate
requested)by pmg.med.bg.ac.rs (Proxmox) with ESMTPS;Thu, 11 Jul 2024 14:36:22 +0200 (CEST)
ived: by posta.med.bg.ac.rs (Postfix, from userid 48)id 8E6B142E7E; Thu, 11 Jul 2024 12: 4 +0200 (CEST)
48:rcube.php
stita@hzzo.hr
: podataka.zastita@hzzo.hr

User-Agent: Roundcube Webmail/1.1.1
Return-Path: podataka.zastita@hzzo.hr
X-MS-Exchange-Organization-ExpirationStartTime: 11 Jul 2024 12: 9.2744(UTC)

tion-ExpirationStartTimeReason: OriginalSubmit

tion-ExpirationInterval: 1:00:00:00.0000000

tion-ExpirationIntervalReason: OriginalSubmit

tion-Network-Message-Id: 28092972-0629-4a96-6655-08dcalabl66e
X-EOPAttributedMessage: ©
X-EOPTenantAttributedMessage: 70959ea3-6aea-4d52-8467-55811d4F304b:0

Figura 6: Analiza e njé email header domain kroat

Analiza skedari konfirmim.tar

Skedari konfirmim.cmmd nga veté prapashtesa duket si njé skedar gé ekzekutohet nga
command prompt por nése e editojmé me Notepad ++ evidentohet se skedari nis né pjesén e
headerit me karakteret MZ qé na jep njé indicje qé kemi té bémé me njé skedar té
ekzekutueshém. Formati i skedarit éshté i krijuar nga frameworku i .NET me gjuhén e
programimit C#. Skedari ka dhe njé signature por e cila rezulton gé nuk éshté e vlefshme.

= |

General  Advanced

— . Digital Signature Information
-
#=404 This digital signature is not valid.

Signer information

Name: |S\mnn Tatham
E-mail: |Nut available
Signing time: |5aturday, March 16, 2019 2:31:55 PM

View Certificate

Countersignatures

Mame of sign... E-mail addre... Timestamp
COMODO SH... Mot available Saturday, March ...

Details

0K

oK Cancel Apply

Figura 7: Signature e skedarit
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Detect It Easy v3.07 [Windows 10 Version 2009] (x86_64) - a Pt

File name
C:\Users\flare\Downloads\WIRUS3\konfirmim\konfirmim.cmd
File type File size D Advanced
1.04 MiB
Scan Endianness Mode Architecture
Automatic LE 32-bit 1386
¥ PE32
Library: NET{v4.0.30319)[-]
Linker: Microsoft Linker{48.0)[GUI32,signed]

* Qverlay: Binary
Certificate: WinAuth(2.0)[PKCS #7]

Shortcuts

Options

Signatures | v Recursive scan  Deep scan | | Heuristic scan o Verbose About

Directory 100% ’7 Log [ ] All types Exit

Figura 8: Frameworku i pérdorur .NET

Duke géné se frameworku i pérdorur éshté .NET, mund té analizohet kodi duke e importuar si
projekt. Pasi skedari importohet, evidentohet se automatikisht skedari merr emrin PriP dhe
ka disa namespace. Gjaté kérkimit evidentohen shumé rreshta kodi, té cilat né pamje té paré
nuk na japin ndonjé informacion se kemi té béjmé me njé skedar keqdashés prandaj na duhet
gé té ndjekim funksionin main() hap pas hapi pér té paré nése kemi ndonjé skedar gé
ekzekutohet ose nése kemi té béjmé me shellcode injection. Projekti &shté i ndértuar me
ASP.NET Windows Forms dhe zakonisht kané skedaré resources ku fshehin kodin
keqdashés, pérdorin algoritma tépér kompleks dhe né runtime ekzekutojné skedarét e fshehur.
Evidentohet njé nivel shumé i larté fshehje, tekniké qé aktorét keqdashés e pérdorin pér té
anashkaluar antivirusin por edhe pér ta béré mé té véshtiré analizén.
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4 prip (1.000)
B PriP.exe
b B9 pE
P 80 Type References
P o0 References
b B Resources
>{} -

4 {} KarateClub

Figura 9: Skedari PrIP.exe

KarateClub

frmUserLogin : Fornm

sender, EventArgs e)

num = 1458116490U;
(520

num?2 ;
((num2 = num ~ 19@9541176U) % 3U)

gin.

num = (num2 * 1

7 Kod i fshehur

igurl

Pasi béjmé deobfuskimin né namespace KarateClub thirret funksioni InitializeComponent().
Né kété funksion gjithmoné nis startimi i variablave, llojeve té parametrave gé do té keté forma
dhe detaje té tjera. Ajo qé éshté interesante né kété fazé éshté pjesa e kodit ku deklarohet njé
byte array e cila i merr vlerat nga componentResourceManager me parametrin rs4.

Mé pas deklarohet njé breakpoint i dyté me njé parametér string qé duket sikur éshté njé celés
pér pjesén e dekriptimit. Prandaj pér té paré outputin duhet gé ta ndjekim me ané té
breakpoints. Vendosim njé breakpoint né rreshtin e kodit ku kemi klasén Assembly. Kjo
klasé éshté pjesé e frameworkut gé mund t’i vendosim si parametér njé bytearray gé éshté njé
skedar i ekzekutueshém dhe mund té ekzekutojmé funksionet né runtime. Pér ta paré nése éshté
skedar i ekzekutueshém ose jo evidentohet nése hapim njé nga bytearray gé kalon si parameter
dhe evidentohet vlerat hex 4D 5A.
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, BindingFlags.InvokeMethod, null, null, new object[]

Figura 11: Skedari i ri i ekzekutueshém

Nése tentohet qé té kalojmé né njé rresht tjetér té kodit kjo gjé nuk éshté e mundur pasi skedari
i ri nis ekzekutimin sé bashku me proceset e tjera. Prandaj pér té paré se c¢faré ka ky skedar,
kété skedar e ruajmé né desktop dhe vijojmé me analizén. Skedari i ri pérséri pérdor framework
né .NET.

Pasi importojmé skedarin second-round té krijuar nga ne, evidentohet se skedari né projekt
merr automatikisht emrin CA.dIl dhe ka njé¢ namespace me emrin PingPong3 dhe dy
namespace té tjera té enkoduara. Pérséri kodi ka fshehje, prandaj na duhet pérséri ta shohim
pér té kuptuar se cfare ndodh né kété skedar. Ajo gé éshté mé interesante né kété projekt éshté
funksioni Justy e cila merr disa parametra String Typelnfo, String inputBlocksize dhe String
EscapedlremotingFormatter. Né kodin e funksionit evdentohet pérdorimi 1 klasés
GzipStream, pra nga resources merr si parametér bg.tyn e cila éshté njé bytearray dhe pér
ta paré se c¢faré po tentohet né kété funksion pérséri vendosim njé breakpoint dhe ajo se cfaré
dallojmé éshté gé kemi pérséri njé skedar té ekzekutueshém. Krijojmé njé skedar té ri té
ekzekutueshém dhe tentojmé té thérrasim funksionin Justy().

ce DLL_IMPORT

ar aésembly
ar| type = assembly.GetType("P

ar obj = F ces.GetUninitializedObject(type);

r method = type.GetMethod("Justy", BindingFlags.Public | BindingFlags.Static);

if (method != 8]
{

ar result = method.Invoke(obj,
Console.WriteLine(result);

Console.WriteLine("M not found.");

Figura 12: Thirrja e funksionit Justy()

Pasi e ndjekim me breakpoint dhe kapim vlerén e re kalojmé né raundin e 3-t€ dhe
kontrollojmé formatin e skedarit dhe evidentohet se kemi té b&jmé me njé dll me emrin
Gamma.dll dhe ka si namespace ReactionDiffusionL.ib.
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4 [ﬁ] Gamma
4 G2

2 PE

b o0 Type References
P o0 References

b Bl Resources

Base Type and Interfaces
Derived Ty

PingPong X

) H
[ 3
StringTypeInfo = ( ) tho : ke(obj, [] { stringTypeInfo });
InputBlockSize = ) the g e(ob3, ect[] { InputBlockSiz

{Name = "ReactionVessel" FullName =

Figura 14: ReactionDiffusionLib

Né funksionin Justy() té PingPong tentohet té ekzekutohet funksioni CasualitySource e cila
ndodhet né ReactionDiffusionLib. Pasi e importojmé kété dll pérséri evidentohet se kemi té
béjmé me skedar né .NET.Bytearray e ruajmé né Desktop dhe e importojmé. Né namespace
ReactionDiffusionLib evidentohet gjithashtu njé funksion me emrin CopyMemory ku éshté
importuar nga dll kernel32.dll legjitim i Windows. Ky funksion pérdoret pér té kopjuar njé
bllok memorie nga njé vendndodhje né njé tjetér. Zakonisht pérdoret népér pikat e shfrytézimit
Buffer Overflow. Kjo na jep njé ide e cila na jep informacion se kemi té béjmé me shellcode
injection e cila vendos né njé pjesé té memories njé hapésiré dhe aty vendos kodin keqdashés.
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ReactionDiffusionLib

1]

CopyMemory ( * pDest, * pSrc, length);

[1 SearchResult( [] BinaryCompatibility, s Opcode)

[1 bytes = Er ng . BigEndianUnicode.GetBytes(Opcode) ;

num = ( )(BinaryCompatibility[BinaryCompatibility.Length — 1] ~ 112);
[]1 array2;

o)

num2 = num;

=[] array = E [BinaryCompatibility.Length + 1];

num3 = @;

numS;

numd = (num5 = @);
int numé;
if (numd == @)
{

if (4 1= 0)

{

numé = numi;

}

Figura 15: Funksioni CopyMemory

Gjaté analizimit manual u arritén kéto skedaré por pérséri nuk kemi skedarin keqdashés kjo pér
arsye té fshjehes dhe algoritmave tepér kompleks .
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[T peo9b cfa3b8de3f20324 740248 d27bc3c85911d32c6c ClamAV: Win.Malware Zusy-10009321-0
oL Tyrone.d

[
x32) () (NET) (a49KB) (11/07/2024

Unpacked Child ¥

J ‘

Y 6fdf8c6eeeb65f59Ted3fb2e0b0e1a3e912167d4463c421b2628e2b05234dbET

Download &
o) (xaz) (an) () (27k8) (og/o7/2024

Figura 16: Amalizimi automatik

Ajo gé evidentohet éshté se kemi dhe dy skedaré Tyrone.dll dhe njé skedar té ri gé éshté i
paidentifikuar me emér, por automatikisht éshté identifikuar si skedari keqdashés Formbook.
Ky skedar éshté njé spyware i klasifikuar si vjedhés i té dhénave. Formbook éshté i klasifikuar
si MaaS pra Malware as a Service. Teknika qé pérdoret mé shpesh njihet si Process
hollowing. Skedari Tyron.dll éshté i shkruajtur né .NET dhe shérben si ndihmés pér skedarin
keqdashés té Formbook, pasi népérmjet saj skedari arrin géndrueshmériné né kompjuterin e
infektuar, ekzekutimin e procesit né formé té fshehté . Njé shembull i tillé éshté ne funksionin
e fshehur mé poshté ku tentohet té nisi njé proces hidden.
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(string string_@)

rocess = . 0);
~tInfo processStartInfo = - (OF

(processStartInfo, <Mo ex. <string>(343917627U));

(processStartInfo, string_0);

(processStartInfo, ProcessWindowStyle. );

. (process, processStartInfo);

; process2 = process;
(process2);

Figura 17: Proces i fshehur

Nése kontrollojmé strings té skedarit Formbook evidentohet vargje karakteresh té cilat jan pa
kuptim dhe jané té fshehura. Prandaj tentojmé deobfuskimin e tyre. Ajo gé evidentohet jané
strings si Login Data, user, pass madje dhe funksionet si InternetOpenA,InternetconnectA
etj, pér té béré t& mundur lidhjen me serverin Command And Control (C2).

Figura 18: Strings té deobfuskuara nga Formbook
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Indikatorét e komprometimit

e Domain
posta[.]med[.]bg[.]Jac[.]rs
pmg[.]Jmed[.]bg[.]ac[.]rs
sukhiclothing[.]Jcom (Command And Control) C2 Server
almouranipainting[.]Jcom
cataloguia[.]shop
zaparielectric[.Jcom
whcgsc[.Jcom
ioco[.]in
aduredmond[.]Jcom
vavada61la[.]fun
humtivers[.Jcom
jewellerytml[.Jcom
mcapitalparticipacoes[.]Jcom
inhlcq[.]shop
solanamall[.]xyz
moviepropgroup[.Jcom
thegenesis[.]ltd
cyberxdefend[.]Jcom
skinbykoco[.Jcom
entermintlead[.]Jcom
honestaireviews[.]Jcom
wyclhj7gqfustzp[.]buzz
w937xb[.Jcom
bakuusa[.]Jonline
sabong-webl[.]Jcom
52cg2[.]Jclub
jasonnutter[.]golf
odbet555[.]Japp
vipmotoryatkiralama[.]Jcom
auravibeslighting[.Jcom
pulsesautos[.]Jcom
imdcaam[.Jcom
vivaness[.]Jclub
bovverbadges[.]Jcom
giaydonghai[.Jonline
aditi-jobs[.Jcom
numericalsemantics[.Jcom
shoprazorlaser[.]Jcom
lovedacademy[.Jcom
gets-Inds].]io
teyo293[.]xyz
banditsolana[.]Jcom
delivery-jobs-76134[.]Jbond
ppp5716][.]buzz
zjmeterial[.Jcom
de-pongK[.]top
bntyr76rhg[.]top
servicepmgtl[.Jworld
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nailtimelocust[.]Jtop
paperappal.Jcom

80s0s[.]Jcom

daysofbetting[.]Jcom
slaytheday[.]fun
travauxdefou[.]Jcom
bx2zyg[.]Jcom

thecoxnews|[.Jcom

griskag[.Jcom

top-dao[.]Jcom

krstocklyl1[.]shop
roiwholesale[.]Jcom
pajero777ads[.]click
twistedrubytx[.]Jcom
thesovreignkingdomofmauil.]info
cataclysmicgamingapparel[.]Jcom
verxopl[.]xyz
xn--kwral023b[.]Jcom
winterclairee[.Jcom

e URL

http[:]//www[.]Jimdcaam[.]Jcom/dn03/?ARrxNN=URhw1Zxclsbdalk+vMTqZFryLoA
ICCIR37JNPpiCybm1ESRHUECMgVHccUGvhI4Ma8f50g==&L XTpg=0v1DUfwX

4XoDi6ip

e IP
147[.]91[.]120[.]69

e HASH

909903ADDA36DCFC103A5260990C7CA1F47B4644672F2D94446C7EGE86F25A35

konfirmimi.exe

384610B76013F3B0D420033ACSAFEESSEA2516F08B1C652A261BB42ECEAC7BCC

konfirmimi.tar

0E99B27ECCFA3BBDE3F2032420BBOD9BE 7402481 A344AAD27BC3C85911D32C6C | tyrone.dll
OFCF77C1D8DBF54D6C82D06AC69F91C4820C097291A17455ED67A3A51E51153B | formbook
malaware
6FDF8C6EEEB65F597ED3FB2EOBOE1A3E912F67D4463C421B26E8E2B05234DB67 | gamma.dll
78301E5EED8234A92C7193CC61049D929223C2EDF6980B7E95F8B83E17F3A5B0 caa.dll

Teknikat e MITRE ATT&CK

| Tactic || Technique || ID | Description

Spearphishing

Initial Access Attachment

attachments.

Formbook is typically delivered via
T1566.001|spearphishing emails with malicious

Execution occurs when a user opens the
Execution User Execution  |[T1204.001||malicious attachment, often disguised as a
legitimate file (e.g., a document or image).
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AKSK rekomandon:

Tactic | Technique | ID | Description
Registry Run Formbook adds registry keys or files to the
Persistence ||Keys/ Startup T1547.001|startup folder to ensure persistence across
Folder system reboots.
Privilege Process Iniection 11055 Injects code into other processes to gain
Escalation ) higher privileges or evade detection.
Formbook uses process hollowing to inject
Privilege Process malicious code into the address space of a
. . T1055.012||, . . .
Escalation Hollowing legitimate process to evade detection and
escalate privileges.
Defense Obfuscated Files Uses various obfuscation techniques to
. . T1027 y .
Evasion or Information evade detection by security software.
Credential Credential Extracts credentials from browsers and other
. T1003 iy | L )
Access Dumping applications to steal sensitive information.
System Gathers information about the system, such
Discovery Information T1082 as OS version, hardware details, and running
Discovery processes.
Captures user inputs, including keystrokes,
Collection Input Capture T1056.001||to steal sensitive information like passwords
and other credentials.
. . Exfiltration Over Exfiltrates collected data over the Command
Exfiltration C2 Channel T1041 and Control (C2) channel.
Command Uses legitimate web services for command
and Control Web Service T1102.001|jand control communications to blend in with
normal traffic and avoid detection.
Rekomandime

Bllokimin e menjéhershém té Indikatoréve té Kompromentimit, té pérmendura mé sipér né
pajisjet tuaja mbrojtése.

Analizimin e vazhdueshém té logeve qé vijné nga SIEM (Security information and Event
Management).

Trajnimin e stafit jo-teknik rreth sulmeve “Phishing” si dhe ményrat e shmangies sé
infektimit prej tyre.

Instalimin e pajisjeve té perimetrit té rrjetit qé béjné analizé té thellé té trafikut duke u
mbéshtetur jo vetém né rregullat e listave té aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

Sistemet e evidentuara té segmentohen né VLAN-e té ndryshme, duke aplikuar “Access
control list pér t€ gjithé perimetrin e rrjetit”, webserviset duhet té jené té€ ndaré nga Databaza
e tyre, Active Directory duhet té jeté né njé VLAN té ndaré.

Aplikimin dhe pérdorimin e teknikés LAPS pér sistemet Microsoft, pér menagjimin e
fjalékalimeve té Administratoréve Lokal.

Té aplikohen filtra té trafikut né rastin e aksesimit né distancé té hosteve (punonjésve/palé
té treta/klienté).
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Té implementohen zgjidhje gé kryen filtrimin, monitorimin dhe bllokimin e trafikut
keqdashés ndérmjet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).
T¢€ kryhen analiza té trafikut né nivel sjellje “behaviour” pér pajisjet fundore, aplikimi i
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve keqdashés jo vetém né nivel signature
por dhe né nivel behaviour.

T€ projektohet zgjidhja pér menaxhimin e aksesit t€ pérdoruesve “Identity Access
Management” pér t€ kontrolluar identitetin dhe privilegjet e pérdoruesve né kohé reale
sipas parimit “zero-trust”.
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