ALBANIAN SCHOOL OF PUBLIC g¥DMINISTRATION
SHKOLLA SHQIPTARE E ADMINISTRATES PUBLIKE

Ll
O I
2 <3
L

L. RAUH
L
- =F
¥ Si
= L

nw s




Cfare eshte Phishing ?

Phishing jané tentativa ku aktoret kegdasheés kibernetike
perdorin teknika manipuluese dhe mashtruese pér te
viedhur informacione té rendésishme si fjalekalime,
iInformacione financiare ose té dhéna personale.

Si ndodh?

Sulmuesit maskohen si njé entitet i besueshem pértée
mashtruar pérdoruesit té ndajné informacionin e tyre.




Historia e sulmeve
Phishing

Teknika e sulmeve Phishing u evidentua pér heré té pare
rreth vitit 1987 nga grupi i pérdorueséeve té HP, Intertex.
Hakerii famshéem Khan Smith ka shpikur termin Phishing
gjaté viteve 90 . AOL ( America Online ) ishte objektivi i
paré i njé sulmité madh Phishing.




Teknikat me te perdorura

Spear Phishing

Sulme te tilla shénjestrojné nje individ ose njé grup té vogél
individésh, ku sulmuesit arrijné té kamuflohen lehtésisht
dhe te béjne sulmin te besueshem dhe real.

Vishing

Eshté njé sulm phishing i kryer pérmes telefonit. Sulmuesit
perpigen t'i bejne objektivat e tyre te dorezojne
iInformacione té ndjeshme - te tilla si detajet e kartés sé

kreditit ose informacione personale - apo instalimin e
aplikacioneve ne sistemet e objektivave.



Eshté njé sulm phishing i kryer duke pérdorur mesazhe me tekst
SMS. Kéto mesazhe zakonisht pretendojné se ka ndonjé
problem me llogariné e objektivit me njé sherbim té paracaktuar
dhe péerfshijne lidhje me faget e phishing té krijuara pér tée
mbledhur kredencialet e pérdoruesit per ate llogari.

Jané sulme té fokusuar te drejtuesit e nivelit te larte. Keta
drejtues kané fuginé té autorizojné transferta t&€ médha
financiare ose té zbulojné informacione té ndjeshme, duke |
bere ata nje objektiv potencial me vileré te larté péer njé phisher.







Njé nga teknikat me inovative te sulmueséve. Duke
arritur t& kompromentojné adresa specifike te
drejtueséve apo pérdorueseve té nje niveli teé larte te
nje entiteti apo organizate , kryejné udhézime
specifike drejt perdorueséve fundore té organizatées
apo entitetit per te kryer veprime tée ndryshme si
dergim parash, ndryshim privilegjesh né sisteme IT et;.




Pavarésisht perdorimit te gjere, sulmet Phishing
nepérmjet email dallohen me lehte. Disa emaile jané
té veshtira pert'u njohur si sulme phishing,
vecaneérisht kur gjuha dhe gramatika jané krijuar me
me kujdes. Kontrollimi i burimit té emailit dhe i lidhjes
né te cilén po ju ridrejton krijon dyshime dhe mund
tju jape te dhéna nése burimi eshtéiligishem apo jo.




90%

te sulmeve kibernetike
hisin nga Phishing

68% 3.4 Miliarde 43%
té sulmeve jané | Email Spam te sulmeve Phishing,
pe gabime t& ~_ | dérgohen ¢do shenjestrojne rrjetet

sociale.

* elementit njerézor = dité




Trendi i sulmeve
Phishing:
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Phishing gjate
2024 .

Microsoft

Google
LinkedIn
Apple
DHL

Amazon
Facebook
Roblox
Wells Fargo
Airbnb

Kompanite me tée sulmuara

0 5%  10%  15%  20%  25%  30%  35%  40% hga fillimiivitit 2024.
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Perse Phishing ?

Modernizimi i infrastrukturés teknologjike
e bén shume me té véshtiré shfrytézimin
e metodave té tjera sulmuese ndryshe
nga sulmet Phishing ku ndérveprimi eshte
| drejtpéerdrejté me njeriun.

Njeriu priret te jete pika me e
dobet ne siguriné kibernetike.
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Si ndodh?
1. Sulmuesi déergon njé mail

Phishing.

Shénjestra

2.Viktima klikon né linkun dhe
viziton faqgen e internetit fallco

\

3.Aktoréet keqdasheés
mbledhin te dhena te
ndjeshme.

Website Origjinal %

~ A Website Phishing




. O1l.
Shembuj Real Rast Phishing nga URL, Link et;.

Email Phishing

Your PayPal Access Blocked! 5
PayPal <paypalaccounts@mailbox.com> Unsubscribe {j{ - :
tome

Your PayPal Account is Limited,
Solve in 24 Hours!

Dear PayPal Customer,

We're sorry to say you cannot access all the paypal account features like payment and money transfer.
Click here to fix your account now. .

Why is it blocked?
Because we think your account is in danger of theft and unauthorized uses.

How can | fix the problem?
Confirm all your details on our server. Just click below and follow all of the steps.

Confirm Account Details Now




Analizim Fillestar

Your PayPal Access Blocked ! « \ ' ,
00

«

fome ~

Your PayPal Account is Limiteq,

Solve in 24 Hours!

Dear PayPal Customer,

Ve reg Sorry 1) Sd [ ) alalelmr=

Click here to fix your account now. .

all the paypal account features like payment and money transfer.

How can | fix the problem?

Confirm all your details on our server. Just click below and follow all of the steps.

Confirm Account Details Now




02.
Rast Phishing, me skedare bashkelidhur.

About some problems | encountered when using

Yesterday at 11:35PM

DS

il some problems.zip
87.7 KB

Dear Madam,

Hello, | am a loyal user of . | often use this tool to help me solve problems in study and work, but during the use, | also discovered some
shortcomings about or areas that | think can be optimized. | really like . Tool, | also hope that it can become more powerful and help
users solve problems. | want to give you feedback on the problem | encountered, but | can't find the relevant technical personnel. Therefore, | can only
send these questions to you, hoping that you can help me solve them or provide feedback to relevant personnel. Thanks for your heip!

Sincerely,
Derrick Sean




Phishing - Remcos RAT
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Phishing - AgentTesla

_Shmang Antivirus
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user@bank-phishing.com
user@b#nk-phlishing.com

N gjaSh méri Usel’@ba’tnk-ph!sh!ng.com
user@-ank-phishing.com

t h U aj Seé ‘ ? www.test-phishing.com

identike ()

www.test-phlshing.com
www.test-phishing.com
www.test-
phlshing.com
amazOn.com
amazon.com




Email Spoofing

Njé praktiké e pérdorur pér

té mashtruar individét per Imitim i njé burimi té besueshém
té besuar se mesazhi apo

email vjen nga njé burim i

sigurt.

Anashkalim
filtrash

~~

Vijedhje identiteti Shpérndarje virusesh
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Email/Mesazhi erdhi papritur ?

Eshté hera e paré gé dérguesi kérkon té veprosh
njé kérkesé specifike ?

Kérkesa pérmban njé veprim gé duhet kryer

menjéheré ?

E P T I K D H E Nése kérkesa éshté keqdashése, a shpreh dicka

SHUESI gé nuk pélgehet nga Ju ?
o

Pérdorni metoda alternative pérpara se té
veproni |




Cfare duhet:

* Kontrolloni per gabime drejtshkrimore.

* Kontrolloni mbi linkun e derguar pa i klikuar ato.

* Vendosni shtresa MFA. Perdorni sisteme Antivirus.
* Konfirmoni informacionin e derguar me burimin.




Rekomandime
Cfare duhet:

* Trajnim dhe edukim i vazhdueshem i stafit.
* Kontrollin e derguesit.
* Kontrolloni nese website jane legjitime.




Rekomandime

 Mos plotéesoni te dhena sensitive pa u
siguruar mbi vertetesinée e email.

* Mos klikoni URL, Link nese keni dyshime.

 Mos aksesoni skedare apo aplikacione te
bashkelidhur kur keni dyshime mbi
saktesine e tyre.




Rekomandime

* Kerkoni ndihme nga eksperte IT, Cyber
Security!

* Raportonirastet Phishing ne organet
kompetente!




Western Balkans Cyber Camp 2024

Mé shumeé

AUTOSITET! KOMBETAD PED SICURIME KIDEENITINE

SULMET PHISHING,
METODAT E REJA TE SOFISTIKUARA

E ENJTE
u I MAJ 2024
® ORA

5:00 - 18:(

AKSK v Legjislacioni v Shérbime Té Besuara ¥ Evente ¥ Publikime ¥ Njoftime ¥ Programi | Transparencés v Kontakt £ Q Raporto

Webinari | Radhés Me Temé: “Sulmet
Phishing, Metodat E Reja Té

Sofistikuara”

Mé shumeé

AKSK Trajnon Studentét E Fakultetit

Té Teknologjisé Sé Informacionit Pér

Siguriné Kibernetike

Mé shumeé



AKSK v Legjislacioni ¥ Shérbime Té Besuara ¥ Evente ¥ Publikime ¥ Njoftime v Programi | Transparencés ¥ Kontakt 7 E2 Q Raporto

RAPORTO PERMBAJTJE TE PALIGJSHME/DEMSHME

Ky shérbim ka si géllim t'ju vijé né ndihmé fémijéve dhe té rinjve pér raportuar pérmbajtje té
paligjshme/démshme té hasura gjaté lundrimit né internet. Raportimet do té trajtohen me
konfidencialitet té ploté nga Autoritetet Pérgjegjése pér té béré vierésimin e rastit, si dhe pér té
marré masa té menjéhershme ndaj kétyre pérmbajtjeve. Fokusi yné éshté krijimi i njé mjedisi mé
té sigurt elektronik pér fémijét dhe té rinjté né vend!

CFARE PERMBAJTJE PO RAPORTONI?

Ekspozim ndaj imazheve té& démshmel

Pornografi me té mitur né Internet2

Pérmbajtje ekstremizmi i dhunshém dhe radikalizmi 3
Online gambling4
Tjetér A—

KU E KENI NDESHUR KETE PERMBAJTJE? ',
Né email ‘Q
—
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