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Pérmbledhje ekzekutive

RedLine Stealer éshté njé lloj skedari keqdashés i krijuar pér té vjedhur informacione té ndjeshme
nga sistemet e komprometuara. Aktorét gé géndrojné pas RedLine Stealer pérdorin disa teknika
pér té fituar gasje fillestare te viktimat e tyre. Zakonisht shpérndahet pérmes emaileve té phishing,
taktikave té inxhinierisé sociale dhe lidhjeve me géllim té keq URL. Q& kur u publikua, aktorét
keqdashés shfrytézojné RedLine Stealer pér shkak té disponueshmérisé dhe fleksibilitetit té tij
pér vjedhjen e kredencialeve gé mund té shkaktojné humbje financiare dhe rrjedhje té té dhénave.
Njé tekniké e zakonshme e hyrjes fillestare qé pérdor ky Trojan Stealer éshté njé lidhje URL
phishing. Bazuar né etiketat e URL-ve, mund té shohim se ky Trojan é&shté gjithashtu i paketuar,
shkarkuar ose hequr nga malware té tjeré si Amadey ose SmokelLoader.

Analiza e skedarit Sodalite.exe (Redline Malware)

Ekzekutuesi me emrin unknown dhe me vleré hashi
Sha256:c9b088d95419292346595b6¢472d9a08fcd42a939286f30bd6dd4dc4069c6bf8  ka  njé
vleré té paketuar me entropi e cila né total ka vlerén mbi 7. Pér té kuptuar sjelljen e skedarit duhet
té béjmé unpack né ményré qgé té analizojmé kodin.

I Entropy — O pad

Type Offset
FE32 00000000

- Total

7.64272 packed(95%6)

Entropy Bytes
Regions
Offset Size Entropy Status MName
00000000 00000400 2.58162 not packed PE Header
00000400 00029600 6.66295 packed Section{O)["text’]
00029a00 0000a800 4.98707 not packed Section{1)[".rdata"]
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Figura 1. Kodi i fshehur.
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Figura 2. Skedari i zbérthyer (Unpacked)

Figura 3. Sodalite.exe

zbérthehet, evidentohet skedari me emrin sodalite.exe me vleré hashi sha256:
ef54817e86916a12620e84635b16870784e185f91b87b6c74f9b5f19¢84921d7, nga ku nése e
vendosim pérséri pér analizim evidentohet se éshté programuar né .NET me gjuhen C#. Pasi e
importojmé kété skedar evidentohet se kodi nuk ka fshehje apo ményra té tjera pér ta béré leximin
e kodit mé té véshtiré duke na e thjeshtésuar procesin e analizés. Nga analiza statike konstatohet
se kemi disa klasa dhe metoda qé& kané si géllim marrjen e kredencialeve nga direktori té
ndryshme. Né klasén AesGecm256.cs kemi njé funksion me emrin Decrypt né té cilin krijohet njé
objekt i klasés AesFastEngine e cila ka funksione té implementuara pér enkriptimin dhe
dekriptimin me algoritmin AES (Advanced Encryption Standard). Nga té dhénat e dekriptuara
nga AES éshté skedari keqdashés RedL.ine.
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EncryptBlock( [,] k)

~= Kkw[e, e];
~= wife, 1];
= kWfe, 2];
= kWfe, 31;

.ROUNDS - 1)

.Te[(int)( .Ce & 255U)] ~ -T1[(Ent) (C .C1 >> 8) & 255U)] T2[(Ent) (C .C2 >> 16) & 255U)] -T3[(EnE)(
.Te[(int)(this.C1 & 255U)] .T1[(int)((this.C2 >> 8) & 2550)] ~ .T2[(int)((this.C3 >> 16) & 255U)] LT3[ (int)(
-Te[(int)( .C2 & 2550)] * -T1[Cint)(C .C3 >> 8) & 255U)] -T2[(Ent)(C .Ce >> 16) & 255U)] .T3[(
-Te[(int)( .C3 & 2550)] * -T1[CEnt)(C .Ce >> 8) & 255U)] -T2[(Ent)(C .C1 >> 16) & 255U)] .T3[(

.Te[(int)(num & 255U)] * .T1[(int)((num2 >> 8) & 255U)] ~ .T2[(int)((nun3 >> 16) & 255U)] ~ 3 ) (nundd

.Te[(int)(num2 & 255U)] ~ .T1[(int)((num3 >> 8) & 255U)] ~ .T2[Gnt)((num4 >> 16) & 2550)] * 5 )(num >> 24)
.Te[(int)(num3 & 255U)] ~ .T1[(int)((nuny >> 8) & 255U)] ~ .T2[(int)((num >> 16) & 255U)] ~ : )(num2 >> 24)
-Te[(int) (numt & 255U)] * .T1[(Ent)((num >> 8) & 2550)] * -T2[(nt)((num2 >> 16) & 2550)] ~ . )(num3 >> 24)

.Te[(int)(this.CO & 255U)] ~ .T1[(Gnt)((this.C1 >> 8) & 255U)] * .T2[(int)((this.C2 >> 16) & 255U)] * LT3[ (int)(
.Te[(int)(this.C1 & 255U)] .T1[(Ent)((this.C2 >> 8) & 2550)] ~ .T2[(int)((this.C3 >> 16) & 255U)] ~ LT3[ (int)(
-Te[(int)( .C2 & 2550)] ~ LT[t (C .C3 >> 8) & 255U)] * -T2[(nt)(C .Ce >> 16) & 255U)] .T3[(Ent)(
.Te[(int)(this.C3 & 255U)] .T1[(int)((this.ce >> 8) & 2550)] * .T2[(int)((this.C1 >> 16) & 255U)] ~ .T3[(int)(

)(num & 255U)] ~ ((int) .S[(int)((num2 >> 8) & 255U)] << 8) *~ ( .S[(int)((num3 >> 16) & 2550)] << 16)
int)(num2 & 2550)] * ( .S[(int)((nun3 >> 8) & 2550)] << 8) * (( .S[(nt)((nund >> 16) & 2550)] <<

)(num3 & 2550)] * .S[(int)((numd >> 8) & 2550)] << 8) * (C .S[Gnt)((num >> 16) & 2550)] << 16)

)(numt & 2550)] ~ C -S[(int)((num >> 8) & 2550)] << 8) * ( .S[(int)((num2 >> 16) & 255U)] << 16) *

Figura 4. Enkriptimi AES.

Né kodin e skedarit kemi njé klasé me emrin EnvironmentChecker dhe njé funksion me emrin
Check().

Gjithashtu evidentohet njé variabél bool gé si fillim tenton instalimin e njé certifikate né
kompjuterin e kompromentuar, kjo béhet pér arsye sepse programuesit e skedarit keqdashés né
pjesén mé poshteé té skriptit né funksionin FindLinksAndSetProxy() tentojné té ngrejné njé proxy
server me IP: 217[.]65[.]2[.]14 me porté 3333.

.InstallCert();

.FindLinksAndSetProxy();

urrentCulture;
agionInfo
lecal = Ti

[1 regionsCountry =

IL_7F;

textd = H
o currentUICulture il tur urrentUICulture;
3.Contains((currentUICul ture ) 7 currentUICulture.EnglishName

TL_TF;

= local .Id.Contains(text2):

Figura 5. Funksioni Check.
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Funksioni Check() bén dhe njé kontroll mbi informacionet nga klasa RegionInfo ku krahason
listén e shteteve té paravendosuara dhe nése pérshtatet, aplikacioni ndalon ekzekutimin.

string[] RegionsCountry =

"Armenia",
"Azerbaijan",
"Belarus"”,
"Kazakhstan",
"Kyrgyzstan”
"Moldova",
"Tajikistan"
"Uzbekistan",
"Ukraine"”,
"Russia"

Figura 6. Shtetet né listé.

Klasa ConnectionProvider.cs éshté njé klasé e implementuar me funksionet pérkatése pér té béré
lidhjen me serverin command and control. Metoda RequestConnection merr si parametér
adresén dhe mé pas kalon né disa hapa. Evidentohet gjithashtu pérdorimi i njé vlere
"3a050df92d0cf082b2cdaf87863616be™ e cila i kalon si parametér né headers.

(ApplyToMesbers = true, Exclude = true, StriphfterObfuscation = true)]

RequestConnection( address)

h
netTcpBinding. Security
IContextChanr <Entity>(netTcpBinding, dress(new Uri("net.tep://" ], Ene eateDnsIdentity("

CertificateValidationMode = X5@9CertificateValidationMode. None

; i

}.CreateChannel() as ICo Channel;
.connector = cont el as Entity;

Figura 7. Funksioni RequestConnection.
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Nga analiza shfaget njé tjetér klasé me emrin Ipv4Helper.cs e cila ka funksionin
GetDefaultiPv4Adress(). Funksioni i implementuar tenton té béjé njé request drejt api
(""https://api.ip.sb/ip). Qéllimi éshté qé té marré adresén 1Pv4 té kompjuterit t&é komprometuar.

GetDefaul tTPvHAddress ()

nts.Hey) .Split(; i , 5 ions . RemoveEmptyEntries). Any((

.IPvl) && adapter.GetIPProperties().GatewmayAddr

GetIPProperties().UnicastAddresses;

v.InterNetwork &E | .IsLocalIp(unicastIPAddressInformation . Ad

return unicastIPAddressInformation.Address.ToString();

-Request( ", 15688);

Figura 8. Funksioni gé merr adresen IPV4.

Né Kklasén Entity18.cs kemi disa funksione té implementuara qé mesa duket fokusi éshté tek
kredencialet autofill dhe cookie té browserave .

oIsLocking(dataFolder.Split(

[ { "User ons. RemoveEmptyEntries)[8] + "User Data\\lockfile").FirstOrDefaults
per..QueryProc(null, ?(process.Id)) . FirstOrDef

ess. Kil10);
s . MaitForExit((int)TimeSpan.FronSeconds(38.8) . TotalMilliseconds);

Figura 9. Cookies té browserit.

Aktorét kegdashés marrin informacione dhe mbi sistemin e informacionit, nga ku kemi njé query
gé ekzekutohet né klasén SystemInfoHelper.cs me emrin e funksionin GetProcessors() e cila na
jep té dhéna mbi procesorin e kompjuterit té komprometuar.
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ity3> GetProcessors()

gementObjectSearcher =

managementObjectCollection = gementObjectSearcher.Get())

enentBaseObject in managesentObjectCollection)

entObject )managementBaseObject ;

Figura 10. Query mbi té dhénat e procesorit.

Vjedhja e kredencialeve té VPN sé userit evidentohet kur tentohet té hapet skedari né pathin:
%USERPROFILE%\AppData\Local\ProtonVPN

ProtoHVPN X

100% ~

Locals

Name

b @ this

4 D list
4

=)
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]
=
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Figura 11. Informacione mbi VPN.

Né klasén me emrin PartSender.cs evidentohen disa funksione ku disa prej tyre kané dhe
karaktere ruse. Gjaté fazés sé debug do té evidentojmé se té gjitha informacionet e marra dérgohen
drejt njé accounti né Telegram.
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Analiza dinamike e Sodalite.exe

Analiza statike na dha njé informacion mbi TTP e kétij skedari por duke géné se aktorét keqdashés
kané pérdorur metoda duke bashkuar me shumé se dy strings né ményré qé aksesimin e path-eve
té direktorive ta béjné né Runtime, na duhet gé té ndjekim me debug dhe té shofim vlerat e cdo
objekti duke vendosur pika ndérperje (breakpoints) né funksionet qé kemi interes pér té analizuar.
Nga breakpoint i vendosur u evidentua njé kanal né telegram me emrin @logsdillabot ku té dhénat
e marra dérgohen drejt kétij kanali.

PartsSender X

Locals

Name Value

£
-
Ve
£
¢ ,

N =
e a

g % e Yo e e e e e e e e e e e

Figura 12. Telegram logsdillabot

Né klasén PartSender kemi tentativa drejt skedarit %oappdata%o dhe kérkon pér kredenciale
mbi portofolet kripto - Crypto Wallets:
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PartsSender

Locals
Name
4 © connection

Figura 13. Crypto Wallets

Gjithashtu né klasén ConnectionProvider né funksionin RequestConnection kur u vendos né
debug u gjet dhe IP command and control C2: 5[.]42[.]65[.]85 dhe me porté 45779:

~ entityResolver
~ entity3
2 list
) array [0x00000001]
i 0x00000000
& text
) flagd
) flags
2 flag
&~ enumerator System.Collections.Generic.List<int>.
num 0x00000000
) flag7 f
2 ex

Figura 14. Serveri command and control.

== similar % Graph 4% AP

Figura 15. Vlera né VirusTotal
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Né klasén Entityl9 evidentohet né njé funksion tentativa e marrjes sé informacioneve mbi
konfigurimet né formatin XML te FileZilla si¢ duket dhe né figurén mé poshté duke i béré debug:

Entity19 X

100% ~

Locals
Name
b list
b @ list2
b @ array
b @ array2
© text
b & array3
) text2

2 text3

) text4
) flag
@ flag2

Figura 16. Konfigurimet e FileZllla.

Indikatorét e komprometimit
e HASH-ET:

c9b088d95419292346595b6c472d9a08fcd42a939286f30bd6dd4dc4069c6bf8 — unknown
ef54817e86916a12620e84635b16870784e185f91b87b6¢74f9b5f19¢84921d7 - Sodalite.exe

o |P:

5[.]142[.]65[.]85 Command and Control.
217[.]65[.]2[.]14 Proxy Server.

Rekomandime

AKSK rekomandon:
e Bllokimin e menjéhershém té Indikatoréve t& Kompromentimit, té pérmendura mé sipér
né pajisjet tuaja mbrojtése.
e Analizimin e vazhdueshém té logeve gé vijné nga SIEM (Security information and Event
Management).
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Trajnimin e stafit jo-teknik rreth sulmeve “Phishing” si dhe ményrat e shmangies sé
infektimit prej tyre.

Instalimin e pajisjeve té perimetrit té rrjetit qé béjné analizé té thellé té trafikut duke u
mbéshtetur jo vetém né rregullat e listave té aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

Sistemet e evidentuara té segmentohen né VLAN-e té ndryshme, duke aplikuar “Access
control list pér t&€ gjithé perimetrin e rrjetit”, webserviset duhet t&€ jené t€ ndaré nga
Databaza e tyre, Active Directory duhet té jeté né njé VLAN té ndaré.

Aplikimin dhe pérdorimin e teknikés LAPS pér sistemet Microsoft, pér menagjimin e
fjalékalimeve té€ Administratoréve Lokal.

Té aplikohen filtra té trafikut né rastin e aksesimit né distancé té hosteve (punonjésve/palé
té treta/klienté).

Té implementohen zgjidhje gé kryen filtrimin, monitorimin dhe bllokimin e trafikut
keqdashés ndérmjet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).
T€ kryhen analiza té trafikut n€ nivel sjellje “behaviour” pér pajisjet fundore, aplikimi 1
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve keqdashés jo vetém né nivel
signature por dhe né nivel behaviour.

TE projektohet zgjidhja pér menaxhimin e aksesit t&€ pérdoruesve “Identity Access
Management” pér t€ kontrolluar identitetin dhe privilegjet e pérdoruesve né kohé reale
sipas parimit “zero-trust”.
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