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This report is written to document and analyze attempted cyber attacks on critical
infrastructures in the Republic of Albania.The content of this report is based on the information
available up to the date of completion of the analysis.

The forwarding of this report aims to inform and raise awareness of the interested parties on
the documented cyber incident. The report should not be treated as final until its final update.

This report has limitations and should be interpreted with caution!
Some of these restrictions include:
The first stage:

Sources of information: The report is based on information available at the time of its
preparation. Meanwhile, some aspects may be different from current developments.

The second stage:

Analysis Details: Due to resource limitations, some aspects of the incident may not have been
analyzed in depth. Any additional unknown information may reflect changes in the report.

The third stage:

Limited Analysis: Due to the complex nature of the cyber attack, the analysis may be limited
in some aspects. The interpretation of the event is subjective and may be affected by the
absence of some key data.

The fourth stage:

Information Security: To protect confidential resources and information, some details may be
redacted or not included in the report. This decision was made to maintain the integrity and
security of the data used.

AKCESK reserves the right to change, update, or change any part of this report without
prior notice.

This report is not a final document (extraction of the malicious actors' input details will be
made available to you at a later time).

The findings of the report are based on the information available at the time of the investigation
and analysis. There are no guarantees regarding possible changes or updates to the information
reported during the following period. The authors of the report assume no responsibility for the
misuse or consequences of any decision-making based on this report.
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Executive Summary

The authority conducted a detailed technical analysis of the malicious file Remcos Remote
Access Trojan (RAT), which targeted a critical infrastructure within the Republic of Albania.
This report summarizes the findings from both static and dynamic analysis of the malicious
file, highlighting key indicators of compromise, techniques employed by the malicious file
based on the MITRE ATT&CK framework, and provides recommendations to mitigate the
threat.

Key Findings:

The malicious file was identified through the analysis of suspicious files associated with a
Phishing campaign in Albania. The analysis confirmed that the files belong to the Remcos RAT
family, a type of virus that enables remote operations by malicious actors, including
keylogging, audio and video collection, and exfiltration of browser history and credentials.
Detailed examinations were performed on various components of the malicious file, including
IAFV.exe, Tyrone.dll, and other related files, revealing their properties and the sophisticated
methods used to evade detection by defensive systems (antivirus) and detailed analysis.

Indicators of compromise were identified, including hash values for various files and network
indicators, providing vital data for cybersecurity defenses.

The report underscores the need for vigilance and proactive measures against sophisticated
cyber threats, highlighting the importance of regular updates and the implementation of
recommended security practices to protect critical infrastructure.

Based on the analysis performed and the artifacts found, referencing the techniques, tactics,
and procedures used, it is believed that the group behind the Phishing campaign could
potentially be the Iranian APT33 group.

This is attributed to the fact that this group utilizes TTPs (Tactics, Techniques, and Procedures)
as presented in the analysis as follows:

- Use of PowerShell, a legitimate Windows application for executing commands.

- Use of various techniques to bypass defensive systems and antivirus software.

- Use of legitimate applications to conceal malicious code.

- Use of junk files to confuse code analysis and their storage in the Temp directory.

- Use of tools to store passwords and other elements of the victim.

- Use of base64 encoding to facilitate Command and Control (C2) communication.

- Use of mass campaigns targeting infrastructures, organizations, and state entities.

- Creation of persistence in affected systems by hiding in legitimate services and
programs.

- Use of malicious files to add other necessary files during the attack.

- Use of the C# language with the corresponding .NET library.

- Use of scheduled tasks of the Windows operating system as legitimate to create
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persistence.
- Use of malicious files to store sensitive data from the victim's computer.

- Use of XOR and other complex algorithms to hide malicious code.

Technical Information

Referring to recent reports of a phishing attack campaign in Albania, several suspected
malicious files were downloaded for analysis. During the static and dynamic analysis of these
files, it was determined that one of the files belongs to the Trojan family, specifically the
Remcos Remote Access Trojan (RAT). This RAT enables various remote operations by
malicious actors. The analysis also revealed that this virus is capable of executing keylogging,
taking screenshots, collecting audio and video, and leaking browser history and credentials.
Additionally, indicators of compromise and Command and Control (C2) servers were
identified during the investigation.
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Figure 1: Infection chain

Analysis of IAFV .exe file

The executable file iIAFV.exe is a .NET library file written in the C# programming language.
Sha256: f4eaa74eb268a58cff6f5d37607758bd49cc00af060da799857ae10cfd59efb2
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Detect It Easy v3.07 [Windows 10 Version 2009] (x86_64) - ] >

File name
>  9cc00af060da729857ael0cfd5%efb2\f4eaa?4eb268a58cff6f5d37607758bd49cc00af060da799857ael 0cfd59efb2.exe

File type File size [] Advanced
PE32 hd 922.01 KiB

Endianness Architecture

(13 386

Library: NET(v4.0.30319)[-]
Linker: Microsoft Linker(48.0)[GUI32,signed]
* Qwverlay: Binary
Certificate: WinAuth(2.0)[PKCS #7]

v Recurse scan v Desp scan [ Heuristc scan ¥ Verbose

Figure 2: Information about the iAFV.exe file

During the analysis of the decompiled code, it was observed that the exported project appears
to be intended for storing appointments and features Ul buttons in Polish. When the code
segment activating the CCZ object is commented out, the program functions as a Windows
Form application and appears legitimate as shown in Figure 2, without presenting any
malicious code.

Figure 3: Windows Form Application

At first glance, the code appears legitimate and non-malicious, but within the frmProcesso.resx
file, encoded in XML format, there is a variable named "ccz" of type byte array encoded.
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5
frmProcesso.resx +# X

TTEime=Wr ITET
2
System.Resources.ResXResourceWriter, System.Windows.Forms, Version=4.0.0.0, Culture=neutral, Publi =y
P
alias="mscorlib" name="mscorlib, Version=4.8.0.0, Culture=neutral, PublicKeyToken=b77a5c56193ue08
name="ccz" type="System.Byte[], mscorlib

vTyqD@16Mgo+dTOIT3xPDE5LUhovFiIWL tudqeHZ7aril5CkLtWXxPO7 jreDtu+6/MiAulzLg7bxxfed
9iUSWm9IXa+JvEZpVEVHf+sRNa03C9Z14jieQALVgIVwiz2XNP+XQKI20hzwg@uVgHXycyuxiFirZUT2
tFBalLhxfHU554Y+2gmpRYSdHO/ddGlInIBQmZSeUo93H88bgAucLP3dPdzBUTQo+DF5nNANLXmd TZ5+q
TNiQaFwbMwZBdUUGRBMkbFLgVGBYaS8bU2tfGFBLIhUnZCR3QAg9BDABOcwFMXkxBUL6zUi8 r3/rIvD
9s/7z/ey9MCIsITDi775zf8VovHGRHFIfEiwhcPnr5e j5KyZ3urYm9mKvfXA+c35wf TS5q6KvvmxhMP3
xYbE16D0o3eTQ5Nzpr5vT69+YO0WilqTnpfbBibyFsYW9iM76s0q++bGEw/FFhqT3wIC1jLiMt IHH87uD
t+iAtFI+TAINHiLhVG1ZbVUyAMBPw/ew+Nb8yPq52Ui/9ywVIRUrHlhsJBwobycSVWFTEFLh1p5LRP5X
/MUJF19XYyRsWV5qWBtXBDNTto+7j7eCxPCUgLTzuli7IvY /MTuSmyZA6q5+nhsDBvITQLY/qq5+t7hIB
djULMgYyCj95TQUICQ5Ge /LGILF1ppHZTNXhle3YngriAdLFjbj/y/1yMGNUGi8RIFL+Sw3FYlpuJm5b
HCgaWRu8HVVgPsP3z/q8iMDUzIvDIrGFt/S25dKar5ailg6b3emhma3qopfQ5Naviusz+87koJkq252p
udjsq9LnaNnrqOo+7qaToIC2jaKqNHxEcP9BdDMH/UcFVmHIWOWZOAALcxzUqnEVJZ /YTNUiRRYhXzKe
qp6maPTAUP3Jjsa7kKSW1V+brOTR1t7nU2AmE j8.JJ10SJOUCFFcVPP6tbE1SR3MwScBdTHLGcUQDLRUS
UzsMPvfQuUcL1lr+SjLwMrQQkiOSIIIWHEVh8rExzwRHI1AKNDOLTOyYJ+xUXInKmpEysgFSPeCOAJMgAP
uI7K/17/ve7PT/DK/8zh@F7iq55h02taHVNhImAxBkSqUy+FvYjOfxwkEE3xxoB8v/y+7aJablZiKt/q
dLL6wvY+V2I1BxAbOI08/JEeKhUmES jRmaGLLFNmIRXvImAZBNHISMTmY TRYRgQ83VoS7ysfLWE xwvW9
FtTB9c3ug7SN1lKDnpZCyhDtYGklezdbv2+XdeRwoYES5603HIblpoIfSKvfW2EgYyCjVbQal1P3bDOpWh
ib0ZTVYeKwgSJORtLBLSYBzwuY3L+ZNmJIXdBB/pXZFFqX0J1lLhck9Juu6dOpFjlvWQ8Cyv/MIbTARM32
wUKSKm5bailrJeKmk3p0ekJOMgY97q70cBheajoQ+X8wTVISQUpa8pSg6MbHbKA3MAQsUef0zoaJrm92
TEUkBiM2/JDvx1BiUO+t/s1/SnM2Ag8sP/yJoYHIFR1IUWP1psv6h8P3mL5eRgABCchIC+UjSj5C2xUWr
mln5mg6amILM5X1BdbT7zom5i8h5KuVvWWBUKNH jpZGhWwwrYxUUHy1u9GFVHS j9y/60dzAETDzDg8v+
ja6GjYze6aFcV2IWbiMmEV1h2nkxBDn2xoSozxJNbyoEMAYxYzJInW/KV3eilgK5wFORzMe3IxBAoHVtp
smNXEE5P/cOCp0OaleBwrDxAjBRIWURQABKEDx11tXxJHqoDI/bofCDAFOQO/mI/IgKvmYyppK27qgLWM
rpqEeNDlrpe juXNAmIW39KzS20xKVmIWZD19RuPa2Iy+e jfXv/yUfC5mU2BABRsuaFIEAsiQ2e20jojL

100% - ® No issues found 4 Ln: 646  Ch: 85

‘ .Fi.g.ure 4:CCz byt arrayn )

In the project file Classl.cs, a call to this variable is evident, which fills a byte array named
numArrayl using the GetObject(*'ccz') function of the ComponentResourceManager
class. Additionally, the presence of a second byte array named numArray2, which is filled by
calling the function CCVC() located in the Form1.cs file, is noted.

Subsequently, through a for loop, the byte array numArrayl is modified using an algorithm
that also utilizes byte array numArray2. The calculation within the for loop involves XOR,
indicating an encryption mechanism.

There is also the use of the Activator class, which passes numArrayl as a parameter to the
Createlnstance function and calls the InvokeMember function. The way in which the loading
occurs is unconventional as it joins two strings l.toUpper() which is the letter L + oad, thus
forming ""Load". This concatenation of characters is a common technique used to bypass
antivirus defense systems. Additionally, it uses the first two characters of a string array
"7TAT9574C*6E6573" passed as a parameter, further indicating sophisticated manipulation to
evade detection.
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[31
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Figure 5: Calling the variable czz and executing

[1 cocvcO)

}) . Conca

i

}

Iy

Figure 6: CCVC() function

When a line of code is added after the for loop in the project code with
Console.WriteLine(numArray1l) to understand the behavior with the byte array, it becomes
apparent from the output that we have the HEX values 4A 5D. These values suggest that we
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are dealing with an executable file. Therefore, these values are saved to a file, and subsequent
analysis confirms that we are indeed dealing with a file written in ASP.NET using C#.

¢

-
~
-~
-
-
-
~
-

) -

—
-
-
.
-
-

Figure 7: .exe file detected

We export the code again as a project and notice that the project is named Smt.csproj. In this
project, no significant details are observed except for .resx files containing encoded values,
which in this case are encoded in base64. After decoding the base64 value, a gzip category file
is revealed, and we download it to examine its contents. Upon importing, the project is named
Gamma. From the extraction of this file, we find another project, but in this case, the file is a
DLL named ReactionDiffusionLib. Code analysis of this project reveals that this DLL is
nothing but a decoy to confuse the analysis.

O Gamma if (K2 < ReactionVessel.K2Mil
b S Metadata throw new ArgumentExceptid

b G References

4 Resources

e public static void CheckParamk
b O <Root Namespace> 7
b O if (W2 < ReactionVessel.w2Mil
[ 4] throw new ArgumentExceptiq

4 () ReactionDiffusionLib
b & BoundaryConditions
P 48 iterationCompletedEventArgs
4 fterationCompletedEventHandler
b ‘43 ReactionVessel
b € SmartAssembly.Attributes
b ¢ SmartAssembly.Delegates
b € SmartAssembly.HouseOfCards
P O SmartAssembly.StringsEncoding

Figure 8: Gamma(RecationDiffusionLib
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In addition to the variable 'ccz', the main project code contains another encoded value named
'zyWL'. From the code, it is understood that this pertains to a Bitmap file. Upon retrieving
the value of this variable, we attempt to decode it and obtain an image.

.ResourceManager . GetObject( (gyWL), WindowsFormsApplicationl.Properties. 5. resourceCul’

Figure 9: Calling the variable zyWL.

name="zyWl " mimetype="application/x-microsoft.net.object.binary.b
<value>AAEAAAD//// /AQAARARAAAAMAGAAAFFT eXNBZWBURHIhd 2LuZywgVmVy c21vb ] 88L jJAUMCUWLCBDdWxBdXJLPWSLdXRy YWws IFB1YmxpY@tLeVRva 2VuPWIWM2Y1ZjdmMT FkNTBhM2EFAQAAABYT eXNE

Figure 10: Base64 encoded value zyWL.

Figure 11: image.pm decoded zyWL

It is evident that there are numerous encoded values within the code, and it appears that various
packers and obfuscators are being used.
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B8 Entropy - O X

Offset
00000000

Regions
Offset Size Entropy Status Name
00000000 00000200 2.82208 not packed PE Header M
00000200 0004200 T 707074 packed T Section@j dedt]
000dd400 00005c00 3.83137 not packed Section(1)[".rsrc'] H
000e3000 00000200 0.10082 not packed Section(2)['.reloc'] o

Diagram

D Grid
8

QO = N W A U N

200,000 400,000 600,000 800,000 1e+06

Close |

Figure 12: Packers Analysis

We employ an unpacker and reveal that from the main file, three child files emerge. The file
with the hash:

sha256 23f10d177ec53b6c4589adc03621906d7c65b9ae8ecaff402ebd287014dbbcae is the
Tyrons.dll file.

The file with the hash sha256:
71dab87ac5b7b80468ef8ccb16b74b39cc862b7fh9a6e430ed4cd7e375dbebc27 is the Smt.dll
file identified in the analysis above.

The most interesting file is the last one, which carries an icon. This icon is recognizable as it
is used in the REMCOS RAT malicious file. It is observed that we have an entropy (level of
concealment) above 5, indicating that we are dealing with packed (hidden) code.
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Parent ¥

t f4eaaT4eb268a58<ff6f5d37607758bd49cc00af060da799857ae10cfd59efb2 4 INDICATOR KB CERT 7cit8cbbadc95da3752c46e47a27438

iAFV.exe
x32 exe NET 922 KB 05/04/2024
5% Unpacked Children 00
Unpacked Child ¥
[N 23f10d177ec53b6c4589adc03621906d7c65b9aeBecsff402ebd287014dbbeae ClamAV: Win Malware Zusy-10009321-0
C Tyronedll
x32 di NET 745 KB 05/04/2024

Unpacked Child ¥

71dab87ac5b7b80468ef8ccb16b74b39cc862b7fb9abe430edcd7e375dbeb6c27 ClamAV: Win Packed Injectorx-10019538-0

\
. x32 di NET 39 KB 03/04/2024 #4 INDICATOR EXE Packed SmartAssembly

Download &

Unpacked Child ¥
B o7T1ennasTetse 50247705163 ea786a5eba3209cb66ed4390
—-— x32 exe 483 KB 07/09/2023

[
1"
H U

=
ClamAV: Win.Trojan.Remcos-9841897-0

4 mahware windows remcos rat
#4 INDICATOR SUSPICIOUS EXE UACBypass CMSTPCOM

#4 win remcos rat unpacked

Malware Configuration: Remcos

|

Figure 13: Unpacking phase

We import the file Tyrone.dll as a project and observe that it is written in ASP.NET, but it has
a very high level of obfuscation, making it difficult to understand its purpose. The only viable
approach remains through DEBUG in dynamic analysis.

P Tyron dil

-

duld7exayZAFMCU3SAce & X znXvBcchUHYWIpEVGO. cs®

Tyron dl

4 C:\Users\kristian\Desktop\Tyrog dil (2)
4 duld7cxayZAFMCU3S4.cs (2)

Figure 14: Tyron.dll
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X F ct) pro82xavo3());

1.q848PQPNMO(( ) directoryInfo, FileAttributes.ReadOnly FileAttributes.Hidden FileAttributes.System FileAtd
directorySecurity .BP980c4ITQ();

1. i7P8axymda( ) directorySecurit 0 54 .HFd81q8Lbb(str, FileSystemRights.Read, InheritanceFlag
i7P8axymda( ) directorySecurity, ' 3 0 1.HFd81q8Lbb(str, FileSystemRights.ReadAndExecute, Inhe
i7P8axymda( ) directorysS i 3 I HFd8J1g8Lbb(str, Fi i .Delete, InheritanceF
i7P8axymda(( ) directoryS: i 3 I 354 .HFd81g8Lbb(str, Fi i .Write, Inheritan
i7P8axymda( directorySecurity, d 5 4 .HFAd8Jg8Lbb(str, Fi ights.ChangePermissions, If
i7P8axymda( ) directorySecurity, -HFd81g8Lbb(str, Fi Y i .TakeOwnership, Inher
i7P8axymda( ) di ity i 1 1.HFd81g8Lbb(str, FileSystemRights.WriteAttributes, Inhdg
.i7P8axymda( ) directorySecurity, du 3 S4.HFd8Jg8Lbb(str, FileSystemRights.WriteExtendedAttribu

4. chHAW21FPmW1@0fgNSC() =

.i7P8axymda( ) directorySecurity, du ay X -HFd81g8Lbb(str SystemRights.ReadData, Inherif
Ip18iBtl1E(directoryInfo, directorySecurity);

label_4:

QCr8jibbld(string _paramd, st _paraml)

-RRBRUCKRL3 (\u@a3CM \u@a3E . \u2eaF

Figue 15: Code Obfuscation
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71bk9ubH1 1ZKS1dHdvCmtBaNF pbGF 1bGU+CIAGICABSHR

Favourites * . HRpbndzPgogICAGICABUIRVCEIUSHI i

125126 1RHSKPORTCAICASUMV2dGFy o
FydEQUSHRSZTAKICAZIDWVSHR! V'UJHQDNV!IngOgIL' {, 102812000\ u202A\u2068 \u200E \ 12008 \u2028 \u200C \U200E \U202A\U200E \U202A\U200E \u200C \U200F \u202E \u206E \u202C \u206D\uU202A
GI3UIRNhCNRPDKR 1 bhFuZ! diNeYXJer U202E \u206F \u2000\u202A\ u202E \u202C \u206A\u202A\u202A\u202E \u2068 \u206D \u202E<string> (1462332057V) ;
WIhbeQsCATCABRWShYX] ibGVkPgog (R
ICAGPENpZGRIbSmYNXzZTwySGl 31bk9ubH1

& 1Zk1kbGt mFsc2U8L1)1bk9ubH! gICASV
D = o RvUnVuPmZhbHN1PCOXYWE 1WA iAgICASRXh1Y3V@ah
G1EZUXPbW1EP1BUMFMBLOY vb1RpbHVMaN1pdDEKICAG
IDxQcmlveml@eT43PCo0cmL ICASLIN1dHRpbRdzPgo
gIDXBY3RpD: bARLEHQOTKF 1dGhve 1 1+CAGICABRXhLYz

AKICAICAgS W1hbmQ+WOxPQAFUSUIOXTwvQ29t bF uZDAKT
. CAGIOWVRXh1YZ4KTICASLOF JAGLVDNMAC JUWWGF 2224

-2 =1 0 Tr ot Bytes € 1

Output = Naflols:

<Kestartuniale>ralsed/Kestartoniaie>
</1dleSettings>

<AllowStartOnDemand>true</Al lowStartOnDemand>
<Enabled>trus</E

Enabled>
<Hidden>false</Hidden>
<RunOnlyIfIdle>false</RunOnlyIfIdle>

<WakeToRun>false</akeToRun>
<ExecutionTimelimit>PTOS</ExecutionTimeLini
<Priority>7¢</Priority>

Data format
</settings>

<Actions Contexts"Author™>
Encryption / Encoding

<Exec>
<Command> [ LOCATION]</Command>
Public Key o
</Actions>
Arithmetic / Logic E/Task)

Figure 16: XK/IL on Privileges

Dynamic Analysis of Tyrone.dll

To determine the function of this DLL, we need to import it into a self-created Console App
project and follow every function via breakpoints.
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[ DLL IMPORT -~ "% DLL_IMPORT.Program - s Main(string(] args)

Show output from:

Figure 17: Importing the DLL

A simulation of the code was performed during the analysis of the DLL stored on the Desktop,
and we invoke the hidden functions. In the case of the figure, we have the function
QcrB8Jbobld(). We place a breakpoint in the DLL code at this function and follow it step-by-
step to see the output values.

ProcessStartInfo u3 = duld7cxayZ4 4. KOLgAZbFAW( <Module>.
\uU200E \uU2O6E \U20DE \U206F \LU20DE \u2 BOE \u202C \u200F \u2
\u2@2E<string>(669348846U), duld” FMCU3SS . DdhgUUUQQT
<
<Module>. \u2020\u206A\U200F \u206D 2 \ \U206C\uU200F \u200F \u202B\uU206F \u
\u2e2B8\u2eeB\u2e \u206D\u2068 \u202A\u206E \u2e6D \u2es6C SBE\U202A\u202B\u202D\u206D \u2
\uoo2e,
<Module> . \u200F \u282A\u202C \u2e2E \U282E \U202A\uU282C \U282B \U282B \u2808 \u280C \u282E \U2e6E \u28eF \u
\u2ee U206C\u202A\u202C \U206C \u202A\U202C \uU206F \uU286A\U206B \U200C \uU206C \uU202D\u20eC \u202A \u2
text,
<Module> . \u200E \u206F \u2008 \uU2e0E \uU286A\U202E \u208C \uU286D \U2068 \U286E \uU200B \u282E \u2e6C \u2e2B8\u
\u200F \u206A\u202B8\u2008 \u2068 \u200C \u202E \u2068 \u2e2C \u200C \u2e2C \u208C \u206C \u2008 \u2028 \u2|
2>

-
indowStyle_ Hidden):

Figure 18: Persistence in the system

From the values in the debugger, we understand that there is a process execution aimed at
creating persistence since a task scheduler is created in the file
C:\Users\PC\AppData\Local\temp\tempC9FE.tmp
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(® Task Scheduler = [m] X

File Action View Help
@ 2@ dEE

*) Task Scheduler (Local)

v L Task Scheduler Library
Microsoft
Updates

Name Status Triggers N{ | Actions

@ vcEDbAjawiTHE Ready Multiple triggers defined Updates

J Create Basic Task...
L Create Task..

Import Task...

Display All Running Tasks

< > &] Enable All Tasks History

General Triggers Actions Conditions Settings History (disabled) New Folder...

A X Delete Folder
When you create a task, you must specify the action that will occur when your task s
actions, open the task property pages using the Properties command. View »

Action Details & Refresh

Start a program C\Users\flare\AppData\Roaming\vcEDbAjawl THE.exe ﬂ Help

Selected Item -
» Run

® End

& Disable

Export..

& Properties

- ..

Figure 19: Task Scheduler - Scheduled System Tasks

The file that is created and executed is shown in the figure below.

string u2 = . 900 (duld7cxayZaFMCUISE . wtrgw2ErwA(Environment.SpecialFolder.ApplicationData), <Module>.\u2808\u202A\u208D
\u202 2020\ u2! \ \u2 u2000\u200C \u200C \u200C \u206C \U206E \U200E \u206E \U200E \U206F \u200E \U2068 \u200E \u202C \u200F \u206C \u2000
2000\ U200E \U206A\U20OE \U2O6E \u202D\u206D\u208C \u202E<string> (3637698750U) ) ;

flagli = !duld7cxayZAFMCU3S4. $5Zg6Xboyv(u3);

1

(u, u3);
(u3);

Figure 20: Creation of the file iIAFV.exe

The file created in the Roaming folder is the same file as iIAFV.exe with hash sha256
f4eaa74eb268a58cff6f5d37607758bd49cc00af060da799857ae10cfd59efb2.

Static Analysis of Remcos RAT

- a175371e9373a87e16ced87d403fb50247705163ea786a5eba3209cb66ed4390

s x32 ) ( exe ) ( 483 KB ) ( 07/09/2023

Figure 21: REMCOS RAT
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From the extraction of the IAFV .exe file, the file with hash was found:

sha256 - al75371e9373a87el6ced87d403fb50247705163ea786a5eba3209cb66ed4390.
When searching for character strings in this application, we see the string “!'This program
cannot be run in DOS mode” indicating that we are dealing with an executable file, therefore
we rename it by adding the .exe suffix. At this moment, the file acquires the icon as in the
figure above and it becomes clear that we are dealing with the malicious REMCOS RAT file.

During the Reverse Engineering phase of this file, it was revealed that we are dealing with a
keylogger that records every keystroke, audio, video, and all other actions performed on the
infected system. This process is carried out by the function SendInput from the Windows
library — winuser.h.

Feoid _ fastcall FUOM_0041%8el (undefinedd4 param 1,char param 2, char par
{
tagINFUT local_ lcr
local lc.type = 1r
if (param 2 == "wx01l") {
local lc.fieldl Oxd4.mi.dy = 07
local lc.fieldl Ox4.ki.wvVk = O0x10;
SendInput(l, &local_ lc,0xlc) s
1
if (param 3 == "wxO01l") {
local lc.fieldl Oxd4.mi.dy = 07
local lc.fieldl Ox4.ki.wwWk = O0Oxl1l;
SendInput(l, &local_ lc,0xlc) s
1
if (param 4 == "wx0l1l") {
local lc.fieldl O0x4.mi.dy = 07
local lc.fieldl Ox4.ki.wwWk = 0Oxlz;
SendInput({l,&local lc,0xlc);
1
local lc.fieldl Ox4.mi.dy = 07
local lc.fieldl Ox4.ki.wWk = (WORD)param 1;
SendInput{l, &local_lc,0xlc) s
local lc.fieldl Oxd4.mi.dy = 27
local lc.fieldl Oxd4.ki.wwWk = (WORD)param 17
SendInput{l, &local_lc,0xlc) s
if (param 2 == "wx01") {
local lc.fieldl O0x4.ki.wwWk = O0xl10r
local lc.fieldl Oxd4.mi.dy = 27
SendInput{l, &local_lc,Oxlc) s

Figure 22: Function SendInput (winuser.h), Keylogger

Apart from functioning as a keylogger, this malicious file serves as Command and Control
(C2), this is evident in the use of the WS2_32.DLL library.
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char *pcVar8;
undefined in stack ffffffcl;

undefined local 20 [28];

iVarl = connect(* (SOCEET *) (param 1 + 4),*(sockaddr **) (DAT_00472adc + 0x18),
*{int *) (DAT 00472adc + 0x10));
if (uvarl == 0) {

pvVar4 = (HANDLE) Ox0;
if (*(char *) (param_1 + 1) == O |
LAB 00404al7:

return CONCAT31((int3) (({uint)pvVard >> 8),1);

}

if (*(char *) (param_1 + 0x31) != hOTY |
wVars = (void *) (param 1 + 0x34);
uvare = 0xf;

FUN_0040531e(é&s

uVar7 = SUB4l (pvVars,0);

}

ppivVar2 = FUN_00420bae() ;

*(int ***) (param 1 + Ox4c) = ppiVarZ;
1f (ppiVar2 != (int **)0x0) {

ivar3 =

FUN_00420ddd( (int) ppiVar2, * (undefined4 *) (param 1 + 4});

Figure 23: Functions called towards the library

The file also has other functions such as downloading files located on the compromised
computer, executing commands in cmd.

Vvard — F UN_UU& IbcUC{ausSTack

ZUB,austcack ITUJ;

= CONCAT44 (pvvVard,0x407£f8a);
FuN_ocjo52£d(sstack '
FUN 00402093 (&stack

0,"Downloading file: ",pvVarf);

r i“)f-

Figure 24: Downloading files
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17 Decompile: FUN_D040d74d - (21753719373387e16c2d87d403fb50247705163ea78635eba3200ch66ed4300.exe) Vg | 1 | =) | bl ¥ 2

P4pwVarl> = (wchar_t *)FUN_0043c00f (L"Temp") ;
PSpvVare = FUN_0040417e(local 34
PépvVare = FUN_00403014(local_
[P7FUN_0040431d(1local
IS8 FUN_00401£f05(local_
SYFUN_00401f09(local_
60FUN_00401f86(local
6lpwvVarls = L"\n";

620vVarE = FUM_0040417e(local c4,L"\"\"\", 0");

63pWvarl2 = local Zcc;
64 pvvar? = FUN_DD4D4178(lobal_a4 L"CreateObject (\"WScript.Shell\") .Run “\"cmd fc \"\"");
BSpvVar7 = FUN_00403014(local

E6pvVare = FUN_00402fa5(local_
67 pvVaré = FUN_ 00403014 (local_
68 thunk FUN_ 0040323f (local lc,p

6E3FUN_00401f09(local_ 4c);
[FOFUN_00401f0%(1local_ 34);
[M1FUN_00401f0%(local 954);
[T2ZFUN_00401£f09(local_ac);
[F3FUN_00401f0%(local c4);

74thunk FUN 00403222 (local lc,

75 L"CreateObject (\"Scripting.FileSystemObject\") .DeleteFile (Wscript.ScriptFullN
o)
e );:
Dvarl2 = 0;
<

Figure 25: Executing commands in cmd

Dynamic Analysis of Remcos RAT

During the static analysis, no strings or any further useful information were found, therefore,
we need to execute the file in the Debugger. During the execution in the debugger, it was
revealed that:

T 2175371693 73a87¢ 16ceda 704031550247 105 163ea 1862 56ba3200cbobed4390.exe - PID: 6020 - Module: a17537169373a87¢ 16ceda7a4031b30247 105 163¢a 862 56ba3200cb6e 4330, exe - Thread: Main Thread 1668 - x32dbg [Elevated]
Ele Ven Debug Tracng Phgns Favourtes Options Help Mays e

SE i t& 9§ t2 B X 4 ﬂ # A g e

Bou Litog  [1Notes L sfeakpoms W MemoryMap [ CalStack S@sst o Saipt %l symbols <D Source - References # Threads ol Handes  §7 Trace
o [oosozaea] Push £ax

- h“ FFN:J oc | push | Mrd ptr ss:fesp-C) esp—-( "TLS Authentication Failed”
. 3FF ssCE TLS Authentication Faile
- £8 04000000
-
- €2 0400
.
- 83EC
- se
i 57
i 887D 08
- s8F1 TLS Authentication Failed
- 7
- E8 95030000
- 88CE cx:"TLS Authentication Fa
- 84C0 t
. 74 15 je a17 sz*ussuas:uec:ﬂa d403fb5024770!
. FF75_0C push dwor [ebp+<] : 4" Sof twar e} \RmC-POAEMX
. E8 1EFDFFFF call nl"s:::esz 3a57e1s:eds:ddozfoso’4
- 28F8 sub e X
. 8ECE mov ecx,esi ecx:"TLS Authentication Failed
. 7 push e
. 56 push esi
B EB 36000000 €all a175371e9373a87e16ced87d403fb50247
. - 26 Jmp_a175371e9373a87e16ced87d403Fb502477(
o 00+ 5 @ oo push 0
| 004 FF75 push dword : ebp-cl Teby 8" Sof twar e\ \Rmc-POAE
- 53A £ -\90;3000 call o Je937 3887 e16ced87d403b50247]
| 000 test
o] 00s0552s| v 7a3e je a17 sa’uasnus/ue«edvaw;rbsozrm'
B 40254 FF75 0OC push dword :fevp-c} [ebpic]
o 0020254 88CE mov «\.ev £x:"TLS A
o[l 0020253 7 pu
- 3+ E8 FSFCFFFF et .u 5371€9373287€16c€d87d403TD50247]
o[ 000254 0 pus
. E8 BEFOFFFF :111 51753 189373a887216C£0870403TDS0247
- 83C4 0C
. asce Bov ecxest ecx:"TLS Aur t &
- | £E75 0C push dword ptr ss:fevp-c) [ebp+C]:a”s RMC-POAEN
- | £5 FE030000 BRI a175373e0373a87e16ceds7d803 10502471

Figure 26: Analysis in debugger

Rmc-POAEMX generates a Mutex (ensures that multiple instances are not being executed at
the same time). It must generate a file where the information of pressed keys will be stored.
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=~
5 EAX
p | mov dword ptr ss:ifebp 10],esp £8X
mov edi,ecx ECX
F mov dword ptr ss:febp 3, edi EDX
B mov €si,dword ptr ss:fe b £8P
or esi, £sP
g 0000 CATY a175371e9373a87e16ced87d403FD50247 £51
e By oo £01
cmp ebx,es
Ae Al175371e9373a87e16Ceds87d4037b5024774 -
P mov esi,dword ptr ife
75371€9373287€16Ceda37d403TDS 024774 =
RFFFF 1 a175371e9373a87e16ced87d4031b502 ZF
x,dword ptr ds:[eax] OF (
N ptr sz:febp-1cy, eax r 7 " ppOata\\Roa < 7 " ¢ £47 2171 act cie CF
Las
- Las
xor edx,edx
03000000 mov dword ptr :feoe 3. GS ¢

Figure 27: logs.dat

During the code execution:

A path notess is created.

In the path C:\Users\Usernamel\AppData\Roaming\notess\ a file logs.dat is created which
allows the storage of all the user's activity.

During the execution, a URL was also revealed which serves as command and control (C2)
which is

sembe[.]Jduckdns[.Jorg:14645 and belongs to IP: 194[.]187[.]251[.]115.

The IP belongs to M247 Europe SRL — Brussels, Belgium (AS 9009) and is a Virtual
Private Server (VPS).

According to many national cybersecurity companies, this IP is considered high risk and a
potential cyber attacker.

9 () 9/90 security vendors flagged this IP address as malicious. = Similar ~ 3 Graph 4P API
90
194,187.251.115 (194.187.248.0/22) BE Last Analysis Date
AS 9009 (M24T Europe SRL ) n 2 days ago
Community suspiciousudp  tor
Score
DETECTION DETAILS RELATIONS COMMUNITY 10

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an AP| key to automate cheeks.

Crowdsourced context @

INFO 1

() Find more information on CrowdSec CTI - according to source CrowdSec - 17 hours ago
“ Behaviors: HTTP Bruteforce | HTTP Crawl { HTTP Do5 + 3 more. Full details on CrowdSec CTI

Security vendors' analysis © Do you want to automate checks?
Antiy-AVL (D) malicious BitDefender (O Malware

CyRadar (D) malicious Fortinet (D Maiware

G-Data (© Malware Greensnow @ maticious

Lionic (O Malware Sophos © Malware

¥citium Verdict Cloud (D Phishing Abusix ) Clean

Figure 28: The criticality of IP 194[,]187[,]251[.]115 according to VirusTotal

Malware Threat Intel

Name Description Attribution

Remcos, RemcosRAT Remcos (acronym of Remote Control & Surveillance Software) is a commercial Remote Access Tool to remotely . m
control computers.Remcoes is advertized as legitimate seftware which can be used for surveillance and panetration
testing purposes, but has been used in numerous hacking campaigns.Remcos, once installed, opens a backdoor
on the computer, granting full access to the remote user.Remces is developed by the cybersecurity company
BreakingSecurity.

Figure 29: Categorization from Threat Intel Platform
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P8 17537169373287¢16cedB7d403M 50247705 163ea 78605 eba3209cbEbeddIN.exe - PID: 8020 - Module: a175371€5373a87¢16cedB70403b 50247705163 ea 7860 5eba3209cbb6edd390.exe - Thread Main Thread 1668 - x32dbg [Elevated] - o X
B Yew Dewg Tramg Pugne Fawutes Optoss (o £

O 4 tws tw B e ®fixw AL 09
Bou Log Notes @ Bresiponts W8 MemoryMap (L) CallStack % 584 soot @) smbols <) source References  ® Tiveads Ml randes  ¢) Trace
T oV Tor e - Ade #p
e s e 4 $ 2 e ey
0o 88 rd per 24ifeco 4 oo 8] 4" benbe. dueh
“a l ] s
€8 FOCTREFF MOsTOs 04T H
3 7% A175371e937 387 e16ceds7 04
. 7 1487 016008704037 15024770( BB ooss
. e o
. - Ese ~ang"
. 3 51 41753710937 3007 e16cedBT o4
. €8 sscarerr 169373487 1600873403 T50247| o1 &"o0t
. sacs
: £ acsrare 03180247 P oouser 41753716937 3007 e16cedE7 a4
. €8 crsroz00 , 03ros0247|
. 50’ £8030000
. 53
H 50
. FF1s £8920500
. ) o a
. €8 SAcArErr 403 ws0347] LastError 00002736 (WSAENOTSOCK)
. €3 SrEserrr 502477 LastStatus C0000008 (STATUS_INVALID_WANDLE)
H 55
. sacc
. 84 £8
. $15C_ 8010000
H 2 1hesornch
. [ ]
. 016ced87 84031050247
. 121 ! asetevents)
. ra per ieifeio oo
. S 371937 3487 e16Ced87 34037050247 |
*le >

TR A

EEXTIOO4IEOFI AITEITIE037 307 €10Ced8TAA0ITDEOI47TO016IAT 5645 ebAIIONCHECRA4300, exe: FISIFS 14OFT

Wowmp2  H0up)  WNOwpd  WWowps W wech:  Iellocks  seuct ’ r-w".;:y n‘\l'uu‘nl‘en(-dl:;“xa;'[n":-“nulu'luubu:ukuuduw.::::::
vic B !m >
Time Wasted Detugong: 0:00-48:
Figure 30: URL of Command and Control (C2)
This is also noticeable in the background of processes as below:

Gl OB Q| 4 wrw A wpw 4 vopva & uopvs fa [194.

Process Name Process ID Protocol State Local Address Local Port  Remote Address Remote Port

W 5175371e9373287¢16c... 1380 TP Established  192,168.1.61 49712 194.187.251.115 14645

Figure 31: Command and Control

194.187.251.115 TLSvi.2 | 117 Application Data
194.187.251.115 TLSvi.2 | 166 Application Data
194.187.251.115 TLSvi.2 | 166 Application Data
194.187.251.115 TLSv1.2 | 164 Application Data
194.187.251.115 TLsvi.2 | 167 Application Data
194.187.251.115 TLSvi.2 | 117 Application Data
194.187.251.115 TLSsvi.2 | 118 Application Data
194.187.251.115 TLSvl.2 | 118 Application Data
104.187.251.115  TLSv1.2 | 116 Application Data
194.187.251.115 TLSvl.2 | 118 Application Data
194.187.251.115 TLSvi.2 | 119 Application Data

Figure 32: Data Exfiltration

During the execution, the URL was also revealed:

hxxp[://1geoplugin[.]Jnet/json[.Jgp which if opened gives us information about the IP from
where the request is made, the location, the currency exchange rate of this country in json
format.
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C @ & geoplugin.net/json.gp

Kali Linux # KaliTools ¢ KaliDocs ¥ KaliForums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

Figure 33: URL in Json

Indicators of Compromise

HASHES:

o fdeaa74eb268a58cff6f5d37607758bd49cc00af060da799857ae10cfd59efb?2 -
IAFV .exe

e 23f10d177ec53h6c4589adc03621906d7c65b9ae8ecaff402ebd287014dbbcae -
Tyrone.dll

e 71dab87ac5b7b80468ef8cch16b74b39cc862b7fh9abe430e4cd7e375dbebc27 - Smt.dll

e al75371e9373a87el6ced87d403fb50247705163ea786a5eba3209ch66ed4390 -
REMCOS RAT.exe

Domain:
e sembe[.]Jduckdns[.]org

IP:
e 194[]187[.]251[.]115

MITRE Techniques

No. | Tactics Techniques
(TA0001) T1566.001: Spear phishing Attachment

T1204: User Execution

T1059.001: PowerShell

T1059.005: Visual Basic

3 |Persistence (TA0003) |[T1547.001: Registry Run Keys/ Startup Folder

2 |Execution (TA0002)
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T1211: Exploitation for Defense Evasion

(TAQ005) T1055: Process Injection
T1027: Obfuscated Files or Information

T1057: Process Discovery

T1082: System Information Discovery

5 |Discovery (TA0007) - :
T1614: System Location Discovery

T1217: Browser Information Discovery

T1115: Clipboard Data

T1056.001: Keylogging

T1113: Screen Capture

T1005: Data from Local System

7 | Exfiltration (TA0010) |T1041 — Exfiltration Over Command-and-Control Channel

Command and Control | T1001.0012: Steganography
(TA0011) T1071: Application Layer Protocol

6 |Collection (TA0009)

Recommendations

e Immediate blocking of the Indicators of Compromise, mentioned above, on your
defensive devices.

e Ongoing analysis of logs from SIEM (Security Information and Event Management).

e Training non-technical staff about “Phishing” attacks and how to avoid getting infected
by them.

e Installation of network perimeter devices that perform deep traffic analysis relying not
only on access list rules but also on its behavior (NextGen Firewalls).

e Segment identified systems into different VLANSs, applying “Access control list for the
entire network perimeter”, webservers should be separated from their Database, Active
Directory should be in a separate VLAN.

e Application and use of the LAPS technique for Microsoft systems for managing Local
Administrators' passwords.

e Traffic filters should be applied in the case of remote access to hosts (employees/third
parties/clients).

e Implement solutions that perform filtering, monitoring, and blocking of malicious
traffic between Web applications and the internet using Web Application Firewall
(WAF).

e Perform traffic analysis at the behavioral level for endpoint devices, applying EDR,
XDR solutions. This brings the analysis of malicious files not only at the signature level
but also at the behavioral level.

e Design a solution for managing user access “Identity Access Management” to control
the identity and privileges of users in real-time according to the “zero-trust” principle.

Adress: Str.“Papa Gjon Pali I1” no.3, Tirana; www.cesk.gov.al
info@cesk.gov.al; Tel./Fax : 04 2221 039
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