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Raporti éshté hartuar pér té dokumentuar dhe analizuar tentativa sulmesh kibernetike ndaj
infrastrukturave Kritike né Republikén e Shqipérisé. Pérmbajtja e kétij raporti bazohet né
informacionet e disponueshém deri né datén e pérfundimit té analizés.

Pércjellja e kétij raporti ka pér géllim informimin dhe ndérgjegjésimin e paléve té interesuara mbi
incidentin kibernetik té dokumentuar. Raporti nuk duhet trajtuar si pérfundimtar deri né
pérditésimin final té tij.

Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:
Faza e paré:

Burimet e informacionit: Raporti éshté bazuar né informacionet e véna né dispozicion né
momentin e pérgatitjes sé tij. Ndérkohé, disa aspekte mund té jené té ndryshme nga zhvillimet
aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak té kufizimeve burimore, disa aspekte té incidentit mund té€ mos jené
analizuar thellésisht. Cdo informacion shtesé i panjohur mund té reflektojé né ndryshime té
raportit.

Faza e treté:

Analiza e kufizuar: Pér shkak té natyrés komplekse té tentativés sé sulmit kibernetik, analiza mund
té jeté e kufizuar né disa aspekte. Interpretimi i ngjarjes éshté subjektiv dhe mund té ndikohet nga
mungesa e disa té dhénave kyce.

Faza e katért:

Siguria e informacionit: Pér té mbrojtur burimet dhe informacionet konfidenciale, disa detaje mund
té jené té zbutura ose jo té pérfshira né raport. Ky vendim éshté marré pér té mbajtur integritetin
dhe siguriné e té dhénave té pérdorura.

AUTORITETI rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar ¢farédo
pjesé té kétij raporti pa laymérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar (nxjerrja e detajeve hyrése té aktoréve kegdashés
do ju vihet né dispozicion né njé moment té dyté). Gjetjet e raportit bazohen né informacionin e
disponueshém gjaté kohés sé hetimit dhe analizés. Nuk ka garanci né lidhje me ndryshime té
mundshme apo pérditésime té informacioneve té raportuara gjaté periudhés né vijim. Autorét e
raportit nuk marrin pérgjegjési pér pérdorimin e gabuar ose pasojat e ndonjé vendimmarrjeje té
bazuar né kété raport.



Pérmbledhje Ekzekutive :

Autoriteti realizoi njé analizé té detajuar teknike té skedarit keqdashés Remcos Remote Access
Trojan (RAT), i cili synoi infrastrukturat kritike brenda Republikés sé Shqipérisé. Ky raport
pérmbledh gjetjet nga analiza statike dhe dinamike e skedarit keqdashés, duke theksuar treguesit
kryesoré té kompromentimit, teknikat e pérdorura nga skedari keqdashés bazuar né kornizén
MITRE ATT&CK si dhe ofron rekomandime pér té zbutur kércénimin.

Gjetjet Kyce:

Skedari kegdashés u identifikua pérmes analizés sé skedaréve té dyshuar té lidhur me njé fushaté
Phishing né Shqipéri. Analiza konfirmoi gé skedarét jané pjesé e familjes Remcos RAT, njé lloj
virusi gé lejon operacione né distancé nga aktorét e keqdashés, duke pérfshiré keylogging,
mbledhjen e audios dhe videos, dhe rrjedhjen e historisé dhe kredencialeve té shfletuesit té
internetit.U kryen ekzaminime té detajuara mbi komponenté té ndryshém té skedarit keqdashés,
duke pérfshiré iIAFV.exe, Tyrone.dll, dhe skedaré té tjeré té lidhur, duke zbuluar vetité e tyre dhe
metodat e sofistikuara té pérdorura pér té shmangur zbulimin ndaj sistemeve mbrojtése
(antivirus)dhe analizén e detajuar.

U identifikuan tregues té kompromentimit, duke pérfshiré vlerat hash pér skedaré té ndryshém dhe
tregues té rrjetit, duke ofruar té dhéna jetike pér mbrojtjet e sigurisé kibernetike.

Rekomandimet:

e Bllokimi i menjéhershém i treguesve té identifikuar t¢ kompromentimit né sistemet e
mbrojtjes kibernetike.

e Monitorimi dhe analiza e vazhdueshme e regjistrave té sigurisé pérmes sistemeve té
Menaxhimit té Informacionit dhe Ngjarjeve té Sigurisé (SIEM).

e Ngritja e ndérgjegjésimit dhe trajnimi i stafit jo-teknik pér té parandaluar infektimet nga
skedaré kegdashés, me fokus né sulmet phishing.

e Implementimi i pajisjeve té avancuara té perimetrit té rrjetit pér analizé té thellé té trafikut,
dhe segmentimi i sistemeve té rrjetit né VLAN-e t& ndryshme pér té rritur siguriné.

e Pérdorimi i zgjidhjes LAPS pér sistemet e Microsoft, filtrimi i trafikut té aksesit né
distancé, vendosja e Firewall-it t& Aplikacioneve Web (WAF), dhe analiza e trafikut bazuar
né sjellje pér pajisjet fundore.

Raporti thekson nevojén pér vigjilencé dhe masa proaktive pérballé kércénimeve kibernetike té
sofistikuara, duke véné né pah réndésiné e pérditésimeve té rregullta dhe zbatimit té praktikave
té rekomanduara té sigurisé pér té mbrojtur infrastrukturén kritike.

Bazuar mbi analizén e kryer dhe mbi artifaktet e gjetura, referuar teknikave, taktikave dhe
procedurave té pérdorura mendohet se pas fushatés Phishing, sulmues potencial mund té jeté grupi
Iranian APT33.



Kjo pér faktin se ky grup pérdor TTP té paragitura né analizé si mé poshté :

- Pérdorimin e PowerShell i cili éshté aplikacion legjitim i Windows pér ekzekutim komandash.

- Pérdorimin e teknikave té ndryshme pér té anashkaluar sistemet mbrojtése dhe antivirus.

- Pérdorimin e aplikacione legjitime pér té fshehur kode keqdashése.

- Pérdorimin e skedaréve karrem pér té ngatérruar analizén e kodit dhe ruajtjen e tyre né
direktoriné Temp.

- Pérdorimin e mjete pér té ruajtur passworde dhe elementé té tjeré té viktimés.

- Pérdorimin e enkodimit né base64 pér té aktivizuar komunikim Command and Control (C2).

- Pérdorimin e fushatave né masé duke shénjestruar infrastruktura, organizata dhe entitete
shtetérore.

- Krijon vazhdueshméri né sistemet e prekura duke u fshehur tek shérbimet dhe programet
legjitime.

- Pérdorimin e skedaréve kegdashés pér té shtuar skedaré té tjeré té nevojitur gjaté sulmit.

- Pérdorimin e gjuhés C# me librariné pérkatése .NET.

- Pérdorimin e detyrave té planifikuara té sistemit operativ Windows si legjitime pér té
krijuar vazhdueshmeéri.

- Pérdorimin e skedaréve keqdashés pér té ruajtur té dhéna sensitive té kompjuterit té
viktimés.

- Pérdorimin e XOR dhe algoritmave té tjeré kompleks pér té fshehur kodin keqdashés.

Informacione Teknike

Referuar raportimit té njé fushate sulmi Phishing sé fundi né Shqipéri, u shkarkuan pér analizé disa
skedaré té dyshuar si keqdashés. Gjaté analizimit statik dhe dinamik té skedaréve, rezulton gé njéri nga
skedarét éshté i familjes Trojan pérkatésisht Remcos RAT (remote access trojan) nga ku kryhen
veprime té ndryshme né distancé nga aktorét keqdashés. Gjaté analizés u evidentua gjithashtu se ky virus
kryen dhe veprime keylogger, screenshots, audio collection, video collection, browser history/credentials
leaks etj. Gjithashtu u krye evidentimi i indikatoréve kompromentues dhe serverat command and control
C2.
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Figura 1. Zinxhiri i infektimit.



Analiza e skedarit IAFV.exe

e Analiza Statike:

Ekzekutuesi i1AFV.exe éshté njé skedar gé pérdor librariné .NET 1 shkruajtur né gjuhén e
programimit C#.

Sha256: f4eaa74eh268a58cff6f5d37607758bd49cc00af060da799857ae10cfd59efb2

Detect It Easy v3.07 [Windows 10 Version 2009] (x86_64)

File name

19cc00af060da799857ae10cfd59efb2\fieaa74eb268a58cf6f5d37607758bd49cc00af060da799857ae10cfd59efb2.exe
File type File size

Advanced
PE32 - 922.01 KiB
Scan Endianness Architecture
Automatic LE 1386
v PE32

Library: .NET(v4.0.30319)[-]
Linke: osoft Linker(48.0)[GUI32,signed]

~ Overlay: Binary

Certificate: WinAuth(2.0)[PKCS #7]

+/ Recursive scan + Deep scan || Heuristic scan +/ Verbose
o0 01 mispes

Figura 2. Informacion mbi skedarin iIAFV.exe.

Gjaté analizés sé kodit té dekompiluar evidentohet se projekti i eksportuar duket si njé projekt i gé
ka si géllim ruajtjen e appointments dhe ka butonat Ul né gjuhén polake”. Kur komentohet pjesa

e kodit gé aktivizon objektin CCZ, programi funksionon si njé Windows Form dhe aplikacioni
paragitet si né figurén 2, ku éshté legjitim dhe nuk paraget kod malinj.
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Figura 3. Windows Form Application.

Né pamje té paré kodi duket legjitim dhe jo dashakegés por né skedarin frmProcesso.resx
evidentohet né formatin XML njé variable me emrin “ccz” i tipit byte array i enkoduar.
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; frmProcesso.resx + X
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e WILIlEr
System.Resources.ResXResourceWriter, System.Windows.Forms, Version=4.0.0.0, Culture=neutral, Publi

alias="mscorlib” name="mscorlib, Version=U4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c56193Ue08
name="ccz" type="System.Byte[], mscorlib

vTyqDO16Mgo+dT@IT3xPDE5SLUhovFiIWL tudgeHZ7ari15CkLtWXxPO7 jreDti+6/MiAulzLg7bxxfe®
9iUSWmM9IXa+JIvEZpVEVHf+sRNa®3C9Z1ujieQALVgIVwlz2XNP+XQKJI20hzwgOuVgHXycyuxiFirZUuT2
tFBaLhxfHU55UY+2gmpRYSdHO/ddGLInIBQmZSeUo93H88bqBucL P3dPdzBUTQo+DF5nNANLXmdTZ5+q
7NiQaFwbMwZBEdUUGRBMkbFlgVGBYaS8bU2tfGFBLIhUnZCR3QAg9BDABOcwFMXkxBUL6ZUi8 r3/rIvD
9s/7z/ey9MCIsITDi775zf8VovHGRHFIfEiwhcPnr5ej5KyZ3urYmImKv fXA+c35wfTS5q6KvvmxhMP3
xYbEL6Do3eTQ5Nzpr5vT69+YO0WilqTnpfbBibyFsYW9iM76s0q++bGEw/fFhqT3wIC1jLiMt IHH8TuD
t+iAtfI+TA9NHilhVG1ZbVUyAMBPW/ew+Nb8yPq52uUi/9ywVIRUrHlhsJBwobycSYWFTEFLh1p5LRPSX
/MUjF19XYyRsWYSqWBEXBDNTto+7j7eCxPCUgLTzuli7IvY /MTudmyZA6q5+nhsD@vITQLY/qq5+tThIB
djULMgYyCjo5TQUICQ5Ge/LGILf1ppHZ7TNXhle3YnqriAULFjbj/y/LyMGNUGi8RIFL+Sw3FYlpuJmSb
HCgaWRu8HVVgPsP3z/q8iMDUzIvDIrGFt/S25dKar5ailg6b3emhma3qopfQ5NavlusSz+87koIKq252p
4djsq9lnaNnrqOo+7qaToIC2jaKqNHxEcP9BdDMH/UcFVmHOwWOWZOAAlcxzUqnEVJIZ/YTNUiRRYhXzKe
qp6maPTAUP3Jjsa7kKSW1V+brOTR1t7nU2AmE j8JJ10SJBUCFFcVPP6tbE1SR3MwScBdTHLGcUQDLRU9
UzsMPvfQuUcLlr+SjLwMrQQkiOSIIIWHEVh8rExzwRHI1AKNDOLTIyYJ+xUXInKmpEysgFSPeCBAJMgAP
uI7K/17/ve7PT/DK/8zhOFTiq55he2taHVNhImAxBKk5qUy+FvY jOfxwkEE3xx0B8v/y+7adablZiKt/q
dLL6wvY+V2I1BxAbOI08/JEeKh4mESjRmaGLLFNmIRXvImAzBNHIS8MTmY TRYRgQ83VoSTysFLW6xwvW9
FtTB9c3ug7SNLKDnpZCyhDtYGklezdbv2+XdeRwoYES603HIblpoIfSKvFW2EgQYyCjvbQe11P3bDepwh
ib0OZTVYeKwgSJORtLBLSYBzwuY3L+ZNmJXdBB/pXZFFqX0JlLhck9Juu6dOpf j1viQBCyv/MIbTARM32
wlKSKm5bailrJeKmk3p0ekJOMgY97q70cBheajoQ+X8wTVISQUpa8pSg6MbHbKd3MAQsUefOzoalrm92
TEUKBiM2/JDvx1BiUu0+t/s1/SnM2Ag8sP/yJoYHIfR1IUWP1psv6h8P3mL5eRgABch9C+Uj5j5C2xUlr
mln5mq6amILM5X1BdbT7zom5i8h5HuVVIWWBUKNHj pZGhWWwrYxUUHy1u9GFVHS j9y/60dzAETDzDg8v+
ja6GjYzebaFcV2JIWbiMmEVLh2nkxBDn2x0SozxJNbyoEMAYxYzJInW/KV3eilgK5wFORzMe3IxBAoHVtp
smNXEE5P /cOCp0OaleBwrDxAjBRIWURQABKEDx11tXxJKqoDI/bofCDAFOQO/mI/IgKvmYyppK27qgLWM
rpqEeNDlrpejuXNAmIW39KzS20xKVmIWZD19RuPa2Iy+ejfXv/yUdfC5mU2BABRsuaFIEAsiQ2e20jojL

® Noiss Ln: 646 Ch: 85 SPC

Figura 4. CCZ byte array.

Né skedarin e projektit Classl.cs evidentohet thirrja e kétij variabli dhe plotéson byte array me
emrin numArrayl népérmjet funksionit GetObject(“ccz”) té klasés
ComponentResourceManager dhe prania e njé byte array te dyté me emrin numArray? e cila
plotésohet nga thirrja e funksioni CCVC()gé ndodhet né skedarin Form1.cs

Mé pas népérmjet njé cikli for, byte array numArrayl , modifikohet népérmjet njé algoritmi
duke pérdorur dhe byte array numArray2. Llogaritja brenda ciklit for pérfshin XOR duke treguar
njé indikator enkriptimi.

Evidentohet gjithashtu pérdorimi i klasés Activator e cila kalon si parametér numArrayl né
funksionin Createlnstance dhe thérret funksionin InvokeMember dhe ményra se si béhet load
nuk éshté e zakonshme pasi bashkon dy strings l.toUpper() e cila éshté shkronja L + oad pra
Load. Bashkimi i karaktereve éshté njé tekniké mjaft e pérhapur pér té anashkaluar sistemet
mbrojtése antivirus. Gjithashtu pérdor dhe dy karakteret e para té njé string array
“TAT9574C*6E6573 ” é e kalon si parametér.
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Figura 6. Funksioni CCVC().

Kur shtojmé njé rresht né kodin e projektit pas ciklit for “Console.WriteLine(numArray1) pér



té kuptuar sjelljen me byte array dhe nga ku evidentohet se né HEX kemi vlerat 4A 5D té cilat
na tregojné se kemi pérséri njé skedar té ekzekutueshém . Prandaj kéto vlera i ruajmé né njé skedar
dhe pérséri na rezulton se kemi té béjmé me njé skedar té shkruajtur né ASP.NET me C#.

Figura 7. Skedari .exe i evidentuar.

Pérséri kodin e eksportojmé si njé projekt dhe shikojmé gé projekti ka emrin Smt.csproj. Né kété
projekt nuk evidentohet ndonjé detaj me interes pérvecse skedaréve é té tipit .resx gé kané vlera
té enkoduara dhe né kété rast me base64. Pasi e dekodojmé vlerén né base64, evidentohet njé
skedar i kategorisé gzip dhe e shkarkojmé pér té paré pérmbajtjen e tij. Gjaté importimit projekti
merr emrin Gamma. Nga ekstraktimi i kétij skedari shikojmé gé kemi pérséri njé projekt tjetér por
qé skedari né kété rast éshté njé DLL me emrin ReactionDiffusionLib. Nga analiza e kodit té
kétij projekti rezulton se kjo dll nuk éshté asgjé pérvecse njé karrem pér té ngatérruar analizén.



O Gamma if (K2 < ReactionVessel.K2Mij]
b SO Metadata throw new ArgumentExceptid
D Gl References 3

b (BN Resources oid CheckParami

b € <Root Namespace> - 4
LY if (W2 < ReactionVessel.W2mil
p O throw new ArgumentExceptid
4 {) ReactionDiffusionLib X

P @ BoundaryConditions

P 8 iterationCompletedEventArgs

b 8 iterationCompletedEventHandler
b ‘:\BRucnonVessd

€ SmartAssembly.Attributes

O SmartAssembly.Delegates

() SmartAssembly.HouseOfCards

vVVYwew

() SmartAssembly.StringsEncoding

Figura 8. Gamma(RecationDiffusionLib).

Né kodin e projektit mémé pérvecse czz kemi dhe njé tjetér vleré té enkoduar me emrin zyWL.
Nga kodi kuptohet se kemi té béjmé me njé skedar Bitmap. Pasi marrim vlerén e kétij variabli
tentojmé ta dekodojmé dhe marrim njé imazh .

p Zyil

WindowsFormsApplicationl.Properties. sourceManager . GetObject( f_ﬁy‘nlL] , WindowsFormsApplicationl.Properties.Re

Figura 9. Thirrja e variablit zyWL.

ect.binary.base6ld’
8ZWBuRHIhd 2LuZywgVmVyc21vb 8L jAuMCYwl CBDdWx8dXJLPWSLdXRy YWwsIFB1YmxpY8tleVRva2VuPWIwM2Y1Z jdmMTFLNTERM2EF AQARABVTeXNE

Figura 11. zyWL e dekoduar image.bpm.



Evidentohet se kemi mjaft vlera té enkoduara dhe shikojmé qé kemi pérdorim té packerave dhe
fshehés té ndryshém.

B8 Entropy = O X

Offset
00000000

Regions
Offset Size Entropy Status Name o
00000000 00000200 2.82208 not packed PE Header |
O (00dd 200 T T T — N
000dd400 00005c00 3.83137 not packed Section(1)[".rsrc']
000e3000 00000200 0.10082 not packed Section(2)['.reloc'] o]

Diagram

[] Grid
8

o N W A Uy N

200,000 400,000 600,000 800,000 1e+06

Close

Figura 12. Analiza e packers.

Pérdorim njé unpacker dhe evidentojmé qé nga skedari kryesor dalin 3 skedaré child. Skedari me
hash:

sha256 23f10d177ec53b6¢c4589adc03621906d7c65b9ae8ecaff402ebd287014dbbcae éshté
skedari Tyrons.dll.

Skedari me hash sha256:
71dab87ac5b7b80468ef8cch16b74b39cc862b7fh9a6e430e4cd7e375dbebc27 éshté skedari
Smt.dll i evidentuar né analizén mé sipér.

Skedari mé interesant éshté skedari i fundit gé mban njé icon. Icon éshté e njohur pasi pérdoret
né skedarin keqdashés REMCOS RAT. Evidentohet se kemi njé entropy(nivel fshehje) mbi 5
dhe na tregon qé kemi kod packed ( té fshehur) .



fdeaa74eb268a58ff6f5d37607758bd49cc 1799857ae10c! 2 #4 INDICATOR KB CERT 7cit18cbbadc95da3752c46e47227438
- iAFV.exe Download &
x32 ) (‘exe | ( NET ) ( 922KB ) | 05/04/2024

52, Unpacked Children

Unpacked Child ¥
[N 23f10d177ec53bbc 2190647 2ebd287014dbbcae ClamAY: Win Malware Zusy-10009321-0
CI8|  Tyronedil
x32 dil NET 745 KB 05/04/2024

Unpacked Child ¥

71dab87ac5b7b80468ef8ccb16b74b39cc862b7fb9abed30edcd7e375dbe6c27

ClamAV: Win Packed Injectorx-10019538-0
x32 ) (dn) (NET) (39KB ) ( 03/04/2024

Download &
#4 INDICATOR EXE Packed SmartAssembly

Unpacked Child ¥
- a175371e9373a87e16¢ 50247705163 66ed4390 [ conric }
—_— x32 exe 483 KB 07/09/2023 m
2 dia: win_remcos wl_
ClamAV: Win.Trojan.Remcos-9841897-0

4 mahware windows remcos rat
#4 INDICATOR SUSPICIOUS EXE UACBypass CMSTPCOM
#4 win remcos rat unpacked

Malware Configuration: Remcos

|

Figura 13. Faza e Unpacking.

Skedarin Tyrone.dll e importojmé si projekt dhe evidentohet se éshté i shkruajtur né ASP.NET,

por ka njé nivel fshehje shumé té larté, gjé gé e bén mjaft té véshtiré té kuptohet géllimi i tij.
Ményra e vetme mbetet népérmjet DEBUG né analizén dinamike .

P Tyron dil
- N

duld7cxayZaFMCU3S4cs © X 2

RaBkXf3tP0.resx

& Tyron dI 43 KLGIGBCA

Iqed.duld7oxayZAFMCU3S ng _paramd)

Path then File

tic “\bin\*;!*

4 C:\Users\kristian\Desktop\Tyrog dil (2)
4 duld7cxayZAFMCU3S4.cs (2)

Figura 14. Tyron.dll.



dGraMIt2rm(_param@) ;

FMC ject) duldZcxayZa 4.prO82Xavo3());

q848POPNMO( ( ) directoryInfo, FileAttributes.ReadOnly FileAttributes.Hidden FileAttributes.System FileAt
directorySecurity z .BP980C4ITO();

i7P8axymda( directorySecurity, xay Z4Fl 5S4 .HFd8Jq8Lbb(str, Fi Y ights.Read, InheritanceFl
i7P8axymda( directorySecurity, HFd8Jq8Lbb(str, FileS) Rights.ReadAndExecute, Inhel
i7P8axymda( ) di i 4.HFd81g8Lbb(str, FileSystemRights.Delete, InheritanceF
i7P8axymda( ) di e i X I 354 .HFd8Jq8Lbb(str, FileSystemRights.Write, InheritanceFl
i7P8axymda( ( directorySecurity, HFd8Jg8Lbb(str, FileSystemRights.ChangePermissions, Ij
i7P8axymda (( directorySecurity, HFd8Jg8Lbb(str, FileS: emRigk .TakeOwnership, Inher
i7P8axymda( ) directorySecurity, 1 1.HFd81g8Lbb(str, FileSystemRights.WriteAttributes, Inhd
.i7P8axymda( ) directorySecurity, | .HFd8Jg8Lbb(str, FileSystemRights.WriteExtendedAttribu

chHAW21fPmiW100fgh8c ()

i7P8axymda( ( directorySecuri 7 354 i .ReadData, Inherif
Ip18iBtl11E(directoryInfo, directorySecurity);

label_4:

QCr8jibbld(string _param@, string _paraml)

RRBRUCXRL3 (\u@a3CMo 2\u@a3E . \u20or

Figura 15. Fshehja e kodit.

0 » = o x
S D From Basefd - CyberChef X  +
o o ; R s Gy R -
< C ‘gchg githibao, 0 v * o TocayZ4FMCUSA  duldToxayZ4FMCU3SE  duld7oxayZ4FMCU3SA  duldToxayZ4FMCU3SA
Download ( ast build: 2 days ago - Ve 10 is herel Read about th ‘,-mg About/ Q
Operations Reciped M@ W  Input +0O03 1 = é
ZUSBAMFPOGF1BGUHIHI 1ZTWVU3RCNRXaGVUQXZhakixhYmX 1Pgo
arc From Base64 gICAgPFI1bkoubH1IZkS1dHAVCmtBANFpbGFibGU+ZNFSC2USLY W
71bk9ubH1IZk51dHdvCmtBANFPbGFibGUs CIAGICABSHRSZVNd
Favourites * bet - HRpbmdzPgogICAGICABU3RVCEIUSHRSZUVUZDS@CcnVIPCOTdGIw R

00620, \u0620)

T25326x 1RWSkPOgICAGTCABUNV2dGFy dEQUSHRS 2T SmYHX 22T
MG SSE RIS ACTS (O3 (PR CAUN CUELT LTS (G e Wl 025 \ 12000\ 2024\ 12068\ u266E \u200B \u2628\u200C \u200E \u2024\u200F \u262A\u200E \u266C\u200F \u262E \u206E \u202C\u2660\u202A
AgPEF sbGI3U3RhCNRPbKR] bHFUZDSOCNVPCOBbGXVAINGYXIBT C\u202E \u266F \u200D\u2624\u202E \u202C\u206A\u202A\u2024\u202E \u2068\u206D \u282E<string> (14623320570) ;
rs  25EZWIhbmQ+CiAGICABRWShYmX1ZDS@cnVIPCOFbmFibGVkPRog ()
ICAPERPZGR1b]SmYWx2ZTuvSG1kZGVUPgOgICAGPF 11bkoubH1
IZk1KkbGU+ZnF sC2U8L111bk9UbH1IZK1kbGU+CIAGICABV2FP2Y g
RVUNVUPMZhbHN1PCOXYWE1VGOS d+CiAZTCASRX1Y3VeaHIUV
pervile G1tZUxpbW18P1BUMFMBLEVAZIN1dG1vbIRpbWVMaN1pdDAKICAG
IDxQcmlveml@eT43PCOQcm1vcmlOeTAKICABLINI dHRpbmd2Pg0
To He gIDXBY3Rpb252IENVDNR]eHQOTKF1dGhvciT+CiAGICABRXN1YZ
4KTCAGTCAGPENVDI1NbMQ+HOXPQBFUSUIOXTIVQ2OtbHFUZDAKT
CAgIOwWvRXh1Yz4KICABLOF jdG1vbnM+C jwWGFzazd=

. 2032 831 (20: lected Tr Row Bytes &=
Output B0m: 149859250), \u0020)
Regular expression CKestartuniaLestalses/Kestartoniates
</TdleSettings>
Entropy <AllowStal true</AllowStar

<Enabled>true</Enabled>

Fork <Hidden>false</Hidden>
<RunonlyIfIdle>false</RunonlyIfidle>
<WakeToRun>false</WakeToRun>
<ExecutionTimeLimit>PT@S</ExecutionTimeLimit>
<Priority>7</Priority>

</settings>

<Actions Context="Author">

Data format

Encryption / Encoding

<Exec>
) <Command>[LOCATION]</Command>
Public Key </Exec>
) ) </Actions>
Arithmetic / Logic s E<¢/Tasks|

Figure 16. XML mbi privilegjet.

Analiza dinamike e Tyrone.dll

Pér té paré se cfaré funksioni ka kjo dll duhet gé ta importojmé né njé projekt Console App qé e
krijojmé vet dhe e ndjekim cdo funksion me ané té breakpoints.



[<¥] DLL IMPORT -~ "%, DLL_IMPORT.Program - ’a Main(string[] args)

=
=

e<.GetUn

ype .GetMethod("QCr83Jbbid™, Bindin NonPublic | Bindingrl

Show output from:

Figura 17. Importimi i dll

U krye njé simulim i kodit gjaté analizés pér dll té ruajtur né Desktop dhe béjmé
invoke(thérrasim) funksionet e fshehura. N& rastin e figurés kemi funksionin QcrB8Jbobld().
Vendosim njé breakpoint né kodin e dll né funksion dhe e ndjekim hap pas hapi pér té paré vlerat
qé dalin.

ProcessStartInfo uld = duld7cxayZ4FMCU3S4 . KOLgA2bFAW(<Module> . \u2008\u202A\u2000\u20e2. U2e20\u2e68\u
\u200E\U206E\U200E \U206F \U209E \u2068 \uU200E \u282C \u200F \u206C \LU200D\U2O6E \U202A\u20. \u206A\u2028\
\u202E<string>(669348846U), duldicxayZaFrMCU3Ss . DdhgUuUUQQ new string(]

{

<Module>. \Uu2020\u206A\u200F \u206D 202E\U206F \U202A\U202E\U200F \u206C \uU200F \U2EOF \uU202B\U206F \u.
\u2e2B8\u2e8B\u2e2D0\u2e6D\u2068 \u2e2A\u206E \u28e6D\u2 289E\u2e2A\u202B8\u202D0\u206D \u2e6D \u2

\uoo2e,

<Module> . \u200F \u202A\u202C \uU282E \U282E \U202A\U282C \u282B \u282B \u2808 \u200C \u282E \uU286E \u20aF \u
\u20eF \u2e6C \u202A\u20e2C \u206C \u202A\uU202C \u206F \u286A\uU206B \U208C \uU2e6C \uU202D\L208C \u202A \u2

text,

<Module> . \u200E \u206F \u2008 \U2e0E \U286A\U202E \uU28BC \uU286D \ U268 \U286E \uU200B \u282E \u2e6C \u2e2B8\u
\u200F \u2e6A\u202B\u2008 \u2068 \u200C \u202E \u2868 \u202C \u2e8C \u2e2C \u208C \u206C \u20e8 \u2028 \u2

22X
duld7cxayZ4FMCU3S4 . IP B7XxRE(u3, indowS: le. Hidden);
C FES)

Figura 18. Persistence, vazhdimésia né sistem.

Nga vlera né debugger kuptohet se kemi njé ekzekutim procesi me géllim krijimin e persistences
pasi krijohet nje task scheduler né skedarin C:\Users\PC\AppData\Local\temp\tempC9FE.tmp



K:L' Task Scheduler

File Action View Help

=9 2m HE

) Task Scheduler (Local)

v @ Task Scheduler Library
Microsoft
Updates

Name Status

@ vcEDbAjawITHE Ready Multiple triggers defined

< >

Triggers N

General Triggers Actions Conditions Settings History (disabled)

~
When you create a task, you must specify the action that will occur when your task s

Actions
Updates
3 Create Basic Task...
L Create Task..
Import Task...
7 Display All Running Tasks
& ] Enable All Tasks History
New Folder...

X Delete Folder

actions, open the task property pages using the Properties command. View
Action Details (G Refresh
Start a program C\Users\flare\AppData\Roaming\vcEDbAjawl THE.exe ﬂ Help
Selected Item
» Run
® End
& Disable
Export..
< > % Properties

Figura 19. Task Scheduler- Detyrat e planifikuara té sistemit.

Skedari i cili krijohet dhe ekzekutohet ndodhet né figurén mé poshté.

string u2 = duld7c
\U202A\u2020\u20

ZAFMCU3SA . Wgng@ov90o (duld7cxayZaFMCUISA . wtrgw2ErwA(Environment . SpecialFolder.ApplicationData), <Module>.\u20@8\u202A\u208D
200€ \u200F \U202E \u2000\u200C \u200C \u200C \u206C \U206E \U200E \u206E \U200E \U206F \u200E \U2068 \U200E \uU202C \u200F \u206C \u2080

\U206E\u202A\uU202A\U206A\u2028 \u2068 \u2000 \U200E \U206A\U200E \U206E \u202D\u206D\u208C \u202E<string> (3637698750U) ) ;

1 = !duld7cxayZ4FMCU3S4. j5ZgGXb

Skedari gé krijohet ne folderin Roaming &shté i njéjti skedar me iAFV.exe me hash sha256

(u3) ;!

Figura 20. Krijim i skedarit iAFV.exe.

f4eaa74eb268a58¢ff6f5d37607758bd49cc00af060da799857ae10cfd59efb2.



Analiza statike e Remcos RAT

- x32 ) (exe ) [ 483 KB ) | 07/09/2023

i a175371e9373a87e16ced87d403fb50247705163ea786a5eba3209cb66ed4390

Figura 21. REMCOS RAT.

Nga ekstraktimi i skedarit iAFV.exe u evidentua skedari me hash:

sha256 - al75371e9373a87el16ced87d403fb50247705163ea786a5eba3209ch66ed4390 . Kur
kérkojmé pér vargje karakteresh né kété aplikacion shikojmé stringun “!This program cannot
be run in DOS mode” gé tregon gé kemi té béjmé me njé skedar té ekzekutueshém prandaj i
béjmé rename duke i vendosur prapashtesén .exe . Né kété moment skedari merr ikonen si né
figurén mé lart dhe nga ku kuptohet se kemi té béjmé me skedarin dashakeqés REMCOS RAT .

Gjaté fazés sé Reverse Engineering té kétij skedari u evidentua se kemi té b&mé me njé
keylogger i cili ruan cdo tast té tastierés, audio, video dhe té gjitha veprimet e tjera gé kryhen né
sistemin e infektuar. Ky process kryhet nga funksioni SendInput nga libraria e Windows —

winuser.h.

{

tagIMPUTL local_ lc;

local lc.type = 17

if (param 2 == ""\=O01") |
local lc.fiseldl Oxd.mi.dy = 07
local lc.fieldl Oxd.ki.wvVk = 0xl1l0;
=Hat Tid 1, &local_lc, 0xlc) s

) .

if (param 3 == ""=O01l") |
local lc.fieldl Oxd.mi.dy = 0Or
local lc.fieldl Oxd4.ki.wVk = 0xlly
SendInput{l, &local_ lc,0xlc) s

1

if (param 4 == ""mO01l") |
local lc.fieldl Oxd.mi.dy = 07
local lc.fieldl Oxd4.ki.wVk = 0xl2;
SendInput{l, &elocal_ lc,0xlc)r

1

local lc.fieldl Oxd4.mi.dy = 0OF

local lc.fieldl Ox4.ki.wWk = (WOBRD)param 17

SendInput({l,&lccal lc,0xlc):

local lc.fieldl Oxd4.mi.dy = 27

local lc.fieldl O0x4.ki.wWk = (WOBRD)param 17

SendInput({l,slccal lc,0xlc)rs

if (param 2 = ""=01") |
local_ lc.fieldl Oxd4.ki.wvk = 0xl1o;
local lc.fieldl Oxd.mi.dy = 27
SendInput{l, elocal_ lc,0xlc)r

Frcedid fastcall FUN_00415%3el (undefinedd4 param 1, char param 2, char par]

Figura 22.Funksioni SendlInput (winuser.h),Keylogger.

Pervecse funksionit si keylogger ky skedar dashakeqés shérben si Command and Control

(C2),kjo gjé evidentohet né pérdorimin e librarisé WS2_32.DLL.



char *pcVar$§;

undefined in stack ffffffcO;

undefined local 20 [2B];

aVarl = cu:nnect(*ISOCKET *) (param_1 + 4),*(sockaddr **) (DAT 0047Zadc + 0xl8),
*(int *) (DAT 00472adc + 0x10));

if (uvarl == 0) {
pvVar4 = (HANDLE) 0x0;
if (*(char *) (param 1 + 1) == "\0") {

LAB_00404al7:
return CONCAT31((int32) ((uint)pvVard >> B),1);
}
if (*(char *) (param_ 1 + 0x31) != "\0") {

pvVarS = (void *) (param 1 + 0x34);

uvare = 0xf;

FUN_0040531e (&stackOxff .'JI "TLS Handshake... | ",pvVazx5);

uVar7 = SUB41 (pvVars, 0);
FUN 00402093 (&stackOxff

}

ppivar2 = FUN_00420bas() ;

*(int ***) (param 1 + Ox4c) = ppiVar2;
if (ppivar2 != (int **)0x0) {

iVar3 = FUN_00420ddd( (int)ppivVarZ, * (undefined4 *) (param 1 + 4));

Figura 23. Funksionet e thirrura drejt librarisé.

Gjithashtu ky skedar ka dhe funksione té tjera si pjesa e shkarkimit té skedaréve gé ndodhen né
kompjuterin e kompromentuar, ekzekutimin e komandave né cmd .

pvvaro — h'UN_LJU*IJ.bcu::l,a;:.:‘-:ac.a_z..:r,a';.r.‘-:ac.{ ITU);

uVarZ4 = COMCAT44 (pvVar8,0x407£8a) ;

FUN_00401£05%(auStack_1£0

- Figura 24. Shkarkimi i skedaréve.




T"F Decompile: FUN_0040d74d - (2175371e9373a87e16ced870403M50247705163ea78625eba3209ch66ed4390 exe) Vg | | | || | Bl ¥ 9

P4pwVarlS = (wchar t *)FUN_0043c00f (L"Temp");
PSpvVare = FUN_0040417e(local_34,pwVarls);
PEpvVaré = FUN_00403014(local dc,pvVaré,pwvVarld);
PTFUN_0040431d{(local €4,pvVaré,puvarlé);
[GBFUN_00401£0%2(local 4c);
[B9FUN_00401£0%2(local_34);
EOFUN_00401f86(local 1c);

Elpwvarls = L"\n";

62pvVaré = FUN_0040417e{local_c4,L"\"\"\", 0");

e3pWvarl2 = local_ Z2cc;

64w VarT = EUN_DD‘!D‘H_"J‘E{l-:-cal_aciL"Crl‘:ateobject{\"WScript.Shell\") .Run “Y"cmd /c \"\"");
ESpvVary7 = FUN_00403014(local 54,pvVar7,pWvarlZ);

66pvVart = FUN_00402faS(local_34,pvVar7,pvVaré);

e7pvVare = FUN_00403014(local_ 4c,pvVaré,pwVarls);
68 thunk FUN 0040323f(local lc,pvVaré);

6SFUN_ 00401f0%(local 4c);
[FOFUN_00401£0%2(local_34);
[TlLFUN_00401£09(local 94);
[f2FUN_00401£05%(local_ac);
[T3FUN_00401£09(local c4);

[f4thunk FUN_00403222(local_lc,

] L"CreateCbject (\"Scripting.FileSystemCbject\") .DeleteFile (Wscript.ScriptFullR
=) "
7 £ ) H

Dvarl3 = 0;
< >

Figura 25. Ekzekutimi i komandave ne cmd.

Analiza dinamike e Remcos RAT.

Gjaté analizés statike nuk u evidentua ndonjé string apo ndonjé informacion mé tej i vlefshem
prandaj duhet té béjme ekzekutimin e skedarit ne Debugger. Gjaté ekzekutimit né debugger u
evidentua se :

T 217537169373a87¢ 16ced3704031b30247 105163237862 5eba3209ch6ed4390. exe - PID: 8020 - Module: a17537169373a87¢ 16ced370A031b50247 705 163ea786a5eba3200cb6edd390.exe - Thread: Main Thread 1668 - x32dbg [Elevated]
Ele Ve Debug Tracng Phgns Favoutes Options Help May 8 2021 (TitanEngs

S DE S0ty t2 B f"/*”h.'ig
Bou L4 tog i Notes. ® Breakpoints W MemoryMap ) Calslad & e 0] Seript &) symbols <> source _ References ¥ Threads Sl Handles €7 Trace
) 50

> FE7424 OC 1pusn o-ord ptr ssifespscy Igespiey: TS Authentication Fatlea” 1

88CE TLS Authent

ES 04000000 ‘I“ il75!7l293'31.7!1‘(ed!7ﬂ‘03?b§0247

SE

€2 0400

55

BBEC

56

.
.

-

-

-

.

.

.

- 887D 08 mov edt,dword prr zz: gevp-3]

- s8F1 mov es*, ecx:"TLS Authentication Failed
- 57 push

» E8 95030000 Bain a17537109373287e16ced87d4037b50247!

. 88CE mov_ecx, es ecx:"TLS Authentication Failed
. 84C0 test al,al

. 74 15 je 2175371e9373a87e16ceds7d4037b5024

B 75 0C puzh dnord per s5:febp bp+C] : 8" Sof twar e} \RmC-POAEMX
o ES_1EFDFFFF call ursz,1e93/3u7e15:adu7awszso 47

. 28F8 sub edi,e

. 8ECE mov_ecx)est ecx: "TLS Authentication Failed
. 57 push edi

. 56 push esi

N E8 36000000 €a11 a175371e9373a67¢16ceds7d403fb50247]

. EB 2E Jnn 2175371937387 e16ced87d403fb502477(

. 64 00 s

. FF75 0C push dword ptr ss:Nebpscl [ebp+C]: 67SoFtwar €\ \Rmc-POAEMX
- €8 A3030000 i a175371e9373a87 €16ced87d403b50247]

- 54C0 test al,al

. v 74 1E je al75371:9373¢|! uscedavdaosfhsuznm:

. FF75 0C push dwor * Le

- gece moy ecx,es ec

B push ed

. Ea FSFCFFFF can a7 s371ess’nuexueasmwsfbsour

. push ea

. i seroreer clP 21753716937388716ced8704031b50247|

. 53¢ esp,

- sace v ecx,es

B ££75 0C push dword ptr ss:febp-cl i
- £5 F8030000 call ans371ess73avus<eas7u4oswsozr' 9

Figura 26. Analiza né debugger.

Rmc-POAEMX gjeneron njé Mutex(siguron gé shume instanca nuk jané nuk jané duke u



ekzekutuar né té njejtén kohé) .Duhet té gjenerojé njé skedaré ku do ruhen informacionet e tasteve

té shtypura .

e EAX
b | mov dword ptr ss:febp 10J,esp EB‘
mov edi,ecx ECX
E mov dword ptr ss:febp 3,ed7 EDX
E mov €si,dword ptr ss:febp-s) -1
r esi, £sP
koooo €A1 a175371e9373a87 e16ced87d403FD50247 £51
: EDI
1e9373a87e16Cceds7d4037b5024774 £1P

b word ptr ss:fe €
75371€9373087€16Ced87d403TDS 02477 F
RFFFF 7537129373287 e16ced87d403Tb502 ZF (
word ptr t feax] OF (

u r ss:fedr J.eax [eby ] J prOat CF
Las
Las
03000000 14 :feor ] o=

Figura 27. logs.dat.

Gjaté ekzekutimit té kodit :

Krijohet path notess

Né pathin C:\Users\Usernamel\AppData\Roaming\notess\ krijohet njé skedar logs.dat i cili

mundéson ruajtjen e té gjithé aktivitetit té pérdoruesit .

Gjaté ekzekutimit pérséri u evidentua url e cila shérben si command and control(c2) e cila éshté

sembe[.]Jduckdns[.]Jorg:14645 dhe i pérket IP : 194[.]187[.]251[.]115 .

IP i pérket M247 Europe SRL — Bruksel, Belgjiké. (AS 9009) dhe éshté Virtual Private Server

(VPS).

Referuar shumé kompanive té sigurisé kibernetike né nivel kombétar, kjo IP konsiderohet me

risk té larté dhe potencial sulmues kibernetik.

-

9

G) 9/90 security vendors flagged this IP address as malicious

== Similar

194.187.251.115 (194.157.248.0/22) BE
AS 9009 (M247 Europe SRL) (B ]
mmunity suspicious-udp o
Score
DETECTION DETAILS RELATIONS COMMUNITY 10
Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an AP| key to automate checks.
Crowdsourced context (3
INFO 1
(i) Find more information on CrowdSec CTI - according to source CrowdSec - 17 hours ago
“ Behaviors: HTTP Bruteforce f HTTP Crawl / HTTP DaS + 3 more. Full details on CrowdSec CTI
Security vendors' analysis (0! Doy

Antiy-AVL (D malicious BitDefender (D malware
CyRadar (D Malicious Fortinet @) walware
G-Data O Malware GreenSnow (D malicious
Lionic O malware Sophos (O Mawware
Xeitium Verdict Cloud (D) Phishing Abusix () clean

3% Graph 45 API

Last Analysis Date

2 days ago

ant to automate checks?

Figura 28. Kriticiteti i IP 194[,]187[,]251[.]115 sipas VirusTotal.




Name

Remcos, RemcosRAT

Malware Threat Intel

Description

Remcos (acronym of Remaote Control & Surveillance Software) is a commercial Remote Access Tool to remotely
control computers.Remcos is advertised as legitimate software which can be used for surveillance and penetration
testing purposes, but has been used in numercus hacking campaigns.Remcos, once installed. opens a backdoor
on the computer, granting full access to the remote user Remcos is developed by the cybersecurity company
BreakingSecurity

Attribution

Figura 29. Kategorizimi nga Threat Intel Platform.

P 2175371693

- PID: 8020 - Module: a17537

fle Vew Debug Tracng Blugns Favourites
OF 20 ¢t w§ T
Bov g e

- Thread: Main Thread 1668 - x32dbg [Elevated]

Bo-ewefcn nLRE
* sresigonts <2 Source - References W Tiveads ol Handes ¢ Trace
D040 14" sene. QUCkNS- 0r 011404511 |
ax
7109373487 €16¢40870403705024770(
Jet wdiia
308 ebx
8 SECAFEFF 5371937 3487 e16Ce087 403 TDS0247
s SacsrEre 7e16ce08704031050247
8 crsro200 87 €16ce08704031D50247,
50 £6030000
H
o
Fi5 £3924500 <asleep>;
3 [ebp-C]:4"sembe. duckdns. org
8 SACAFEFE 1 031050247
9 STFSFFFF 287 e16ceds7d403Fb502477(
ec
3e4 Fo
S1EC 8C010000
0824 8000000 ] espe 1€
3
6
1
5 edize
1
878403050247
ent>)
TRE N
8734037650247

| Defau (stdcat)

00404E26 "qsU:-0'E"

1753716937387 e16ceds?

exe:$159F3 #140F3

watch 1 [reltocals ) struct

20 32 38 3% 02
BASC D6 %0 4

0|08 o *
8953 41 44

ce 50247705 163 €87 6645 €ba3203CD66ed4390, 004752F0
1753716937 3087 €16ced87d4037050247 705 163 €47 865 eba3209cD66ed4390, 0047504

Hide FPU
EAX  FPPPPROO
EBX 00000000
ECX 00475598 4175371937387 e16ced87d4
DX 00680000
£8P 0019FC00
ESE  0019FICE “tg"
ESI 00475598 4175371€9373887 16ced07d4
EDI 0047504 &"081"
EIP  004159F3 a175371e9373a8716ced87d4

OF 0 si
CFO TFO IF1

LastError 00002736 (WSAENOTSOCK)
LastStatus CO000008 (STATUS_INVALID_MANDLE)

GS 0028 FS 0053
5 0028 DS 0028
€5 0023 §5 0028

5T(0) 00000000000000000000 XB7r0 EWPLy 0,000

s

ST(6) 00000000000000000000 X876 EMDLY 0.000

<

v |5 +1[] unode]
"C-POAEMX\\"
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Figura 30. URL e command and Control (C2)
Kjo gjé dallohet dhe né background té proceseve si mé poshté:

C O El Q| 4 e G e 4 vorwa & uoevs | B |[194

Process Name ProcessID  Protocol  State Local Address Local Port Remote Address Remote Port

W 5175371e9373287¢16¢... 1380 P Established  192.168.1.61 49712 194.187.251.115 14645

Figura 31. Command and Control.

194.187.251.115 TLSv1.2 117 Application Data
194.187.251.115 TLSv1.2 166 Application Data
194.187.251.115 TLSv1.2 166 Application Data
194.187.251.115 TLSv1.2 164 Application Data
194.187.251.115 TLSv1.2 167 Application Data
194.187.251.115 TLSv1.2 117 Application Data
194.187.251.115 TLSv1.2 118 Application Data
4:_[94 187.251.115 _HTLSvl.Z 118 Application Data
1194.187.251.115 iTLSv1.2 | 116 Application Data
194.187.251.115 TLSv1.2 118 Application Data
194.187.251.115 TLSv1.2 119 Application Data
Figura 32. Data Exfiltration.



Gjaté ekzekutimit u evidentua dhe URL.:
hxxp[://]geoplugin[.]net/json[.]gp té cilén nése e hapim na jep informacione mbi IP nga éshté
béré request, vendndodhja, kursi valutor i monedhés sé kétij vendi né formatin json .

C @ & geoplugin.net/json.gp

Kali Linux # KaliTools « KaliDocs N Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

"

Figura 33. URL né Json.

Indikatorét e kompromentimit

e HASH-ET:
fdeaa74eb268a58cff6f5d37607758hd49cc00af060da799857ae10cfd59efb2 - iAFV.exe

23f10d177ec53b6c4589adc03621906d7c65b9ae8ecaff402ebd287014dbbcae - Tyrone.dll
71dab87ac5b7b80468ef8cch16b74b39cc862b7fh9a6e430e4cd7e375dbe6c27 - Smt.dll

al175371e9373a87e16ced87d403fh50247705163ea786a5eba3209ch66ed4390 - REMCOS
RAT .exe

e Domain:
sembe[.]duckdns|.]Jorg

o |P:

194[.]187[.]251[.]115



Teknikat MITRE

Nr.

Taktika

Teknika

Initial Access (TA0001)

T1566: Phishing

T1566.001: Spear phishing Attachment

T1204: User Execution

2 |Execution (TA0002)
T1059.001: PowerShell
T1059.005: Visual Basic
3 |Persistence (TA0003) T1547.001: Registry Run Keys/ Startup Folder
T1211: Exploitation for Defense Evasion
(TAQ005) T1055: Process Injection
T1027: Obfuscated Files or Information
T1057: Process Discovery
) T1082: System Information Discovery
5 |Discovery (TA0007) - :
T1614: System Location Discovery
T1217: Browser Information Discovery
T1115: Clipboard Data
] T1056.001: Keylogging
6 |Collection (TA0009)
T1113: Screen Capture
T1005: Data from Local System
7 |Exfiltration (TA0010) T1041 — Exfiltration Over Command-and-Control Channel
g |Command and Control T1001.0012: Steganography

(TAO011)

T1071: Application Layer Protocol

Rekomandime

Management).

prej tyre.

Bllokimin e menjéhershém té Indikatoréve t& Kompromentimit, t& pérmendura mé sipér né
pajisjet tuaja mbrojtése.

Analizimin e vazhdueshém té logeve gé vijné nga SIEM (Security information and Event
Trajnimin e stafit jo-teknik rreth sulmeve “Phishing” si dhe ményrat e shmangies sé infektimit

Instalimin e pajisjeve té perimetrit té rrjetit gé béjné analizé té thellé té trafikut duke u




mbéshtetur jo vetém né rregullat e listave té aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

Sistemet e evidentuara té segmentohen né VLAN-e t€ ndryshme, duke aplikuar “Access control
list pér té gjith€ perimetrin e rrjetit”, webserviset duhet té jené t€ ndaré nga Databaza e tyre,
Active Directory duhet té jeté né njé VLAN té ndaré.

Aplikimin dhe pérdorimin e teknikés LAPS pér sistemet Microsoft, pér menaxhimin e
fjalékalimeve té Administratoréve Lokal.

Té aplikohen filtra té trafikut né rastin e aksesimit né distancé té hosteve (punonjésve/palé té
treta/klienté).

Té implementohen zgjidhje gé kryen filtrimin, monitorimin dhe bllokimin e trafikut keqdashés
ndérmjet aplikacioneve Web dhe internetit duke pérdorur Web Application Firewall (WAF).

T€ kryhen analiza t€ trafikut né nivel sjellje “behaviour” pér pajisjet fundore, aplikimi i
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve kegdashés jo vetém né nivel signature por
dhe né nivel behaviour.

T€ projektohet zgjidhja pér menaxhimin e aksesit t€ pérdoruesve “Identity Access Management
pér té kontrolluar identitetin dhe privilegjet e pérdoruesve né kohé reale sipas parimit “zero-
trust”.
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