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Raporti éshté hartuar pér té dokumentuar dhe analizuar sulmin kibernetik ndaj njé infrastrukture né
Republikén e Shqipérisé. Pérmbajtja e kétij raporti bazohet né informacionet e disponueshém deri
né datén e pérfundimit té analizés.

Pércjellja e kétij raporti ka pér géllim informimin dhe ndérgjegjésimin e paléve té interesuara mbi
incidentin kibernetik té dokumentuar. Raporti nuk duhet trajtuar si pérfundimtar deri né
pérditésimin final té tij.

Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:

Burimet e informacionit: Raporti éshté bazuar né informacionet e véna né dispozicion né
momentin e pérgatitjes sé tij. Ndérkohé, disa aspekte mund té jené té ndryshme nga zhvillimet
aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak té kufizimeve burimore, disa aspekte té incidentit mund té mos jené
analizuar thellésisht. Cdo informacion shtesé i panjohur mund té reflektojé né ndryshime té
raportit.

Faza e treté:

Analiza e kufizuar: Pér shkak té natyrés komplekse té sulmit kibernetik, analiza mund té jeté e
kufizuar né disa aspekte. Interpretimi i ngjarjes éshté subjektiv dhe mund té ndikohet nga mungesa
e disa té dhénave kyce.

Faza e katért:

Siguria e informacionit: Pér té mbrojtur burimet dhe informacionet konfidenciale, disa detaje mund
té jené té zbutura ose jo té pérfshira né raport. Ky vendim éshté marré pér té mbajtur integritetin
dhe siguriné e té dhénave té pérdorura.

AKCESK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar ¢farédo pjesé té kétij
raporti pa lajmérim paraprak.

Ky raport nuk éshté njé dokument pérfundimtar (nxjerrja e detajeve hyrése té aktoréve keqdashés
do ju vihet né dispozicion né njé moment té dyté).

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe analizés.
Nuk ka garanci né lidhje me ndryshime té mundshme apo pérditésime té informacioneve té
raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin pérgjegjési pér pérdorimin e
gabuar ose pasojat e ndonjé vendimmarrjeje té bazuar né kété raport.
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Informacione Teknike

Referuar sulmit kibernetik té ndodhur drejt infrastrukturés éshté kryer njé analizim paraprak, mbi
sipérfagen e sulmit dhe detaje teknike té evidentuara bazuar né materialet e vendosura né
dispozicion. Aktualisht éshté evidentuar se teknika pérfundimtare e pérdorur éshté népérmjet
skedarit MEK-DDMC.exe, ku kryhet procesi i Wipering (fshirje e rekordeve té sektorit té
Boot).

Nga kjo tekniké u evidentua se jané prekur pajisje qé ndodhen né Active Directory dhe nuk jané
prekur pajisje jashté saj. U evidentua gjithashtu se pajisjet e prekura, pjesé té Active Directory
ishin té ndezura gjaté kohés sé sulmit, ndérsa pajisjet té cilat nuk ishin té ndezura , por pjesé e AD,
nuk jané afektuar nga ky sulm.

Gjaté procesit té skanimit dhe analizimit né disa pajisje kompjuterike, skedari MEK-DDMC.exe
u evidentua né té njéjtén vendndodhje tek té gjithé pajisjet e analizuara.

“C:\Users\Public .”

This PC Local Disk (C3) Users Public

Name

B Public Documents
B Public Downloads

B Public Music

B Public Pictures
B Public Videos
L8 MEK-DDMC.exe

Date modified

12/2/2023 4:47 PM
12/7/2019 10:14 AM
12/7/2019 10:14 AM
12/7/2019 10:14 AM
12/7/2019 10:14 AM
1/21/2024 3:06 PM

Type

File folder
File folder
File folder
File folder

File folder

Application

Figura 1. Vendndodhja e MEK-DDMC.exe
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8 MEK-DDMC.exe Properties X

General Compatibility Security Details Previous Versions

'MEK-DDMC exe

Type of file:  Application (.exe)

Description:  MEK-DDMC.exe

Location: C:\Users\Public
Size: 108 KB (111,104 bytes)

Sizeondisk: 112 KB (114,688 bytes)

Figura 2. Té dhénat e skedarit malinj.

Prania e skedarit keqdashés u evidentua né pajisjet kompjuterike Windows, ku nuk ka gené e
mundur té& kryhet ekzekutimi pérfundimtar me veti shkatérruese pér sistemin operativ dhe
rekordet e Boot (MBR apo GPT).

Nga analiza e eventeve tek kéto pajisje kompjuterike, evidentohen tentativa té shumta né rrjet né
porta té ndryshme pér té fituar akses mbi to.

Figura 3. Tentativa drejt portave té€ ndryshme né rrjet né intervale té€ ndryshme kohore.
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Gjithashtu u evidentuan evente Audit Failure gjaté késaj periudhe kohore.

[*) Audit Failure 31/01/2024 21:51:51 Microsoft Windows security auditing. 4625 Logon
% Audit Failure 31/01/2024 21:51:53 Microsoft Windows security auditing. 4625 Logon
Wi WP T ) 214043004 ALE1ED Ve PRV : s 4638 1

Event 4625, Microsoft Windows security auditing.

General Details

Account Name:
Account Domain:

Failure Information:

Failure Reason: Unknown user name or bad password.
Status: 0xC000006D
Sub Status: 0xC0000064

Process Information:
Caller Process ID: 0x0
Caller Process Name: =

*1 Audit Failure 31/01/2024 22:06:52 Microsoft Windows security auditing.

5 Audit Failure 01/02/2024 00:57:59 Microsoft Windows security auditing. 4625 Logon
5 Audit Failure 01/02/2024 00:57:59 Microsoft Windows security auditing. 4625 Logon
9 Audit Failure 01/02/2024 00:57:59 Microsoft Windows security auditing. 4625 Logon
£ Audit Failure 01/02/2024 00:57:59 Microsoft Windows security auditing. 4625 Logon
£ Audit Failure 01/02/2024 00:57:59 Microsoft Windows security auditing. 4625 Logon
1 Audit Failure 01/02/2024 00:57:59 Microsoft Windows security auditing. 4625 Logon
M oapaca N1407 030048 AAEA.O1 nas AL ol = s 4638 1

Event 4625, Microsoft Windows security auditing.

General Details

Network Information:
Workstation Name:
Source Network Address:

Source Port: 21160

Detailed Authentication Information:
Logon Process: NtLmSsp
Authentication Package: NTLM
Transited Services: =
Package Name (NTLM only): -
Key Length: 0

This event is generated when a logon request fails. It is generated on the computer where access was attempted.

The Subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

Log Name: Security

Source: Microsoft Windows security Logged: 31/01/2024 22:06:52
Event ID: 4625 Task Category: Logon

Level: Information Keywords: Audit Failure

OpCode: Info

Figura 4. Audit Logs gjaté periudhés sé sulmit.

Pérditésim 1.1

Nga skanimet dhe analizimet e kryera né infrastrukturé si dhe gjaté procesit té rikthimit té
sistemeve, u evidentua se né njérén nga makinat virtuale , gjenden disa skedaré té vecanté gé
jané krijuar nga aktorét keqdashés pér té kryer sulmin brenda rrjetit té Institucionit.
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MEK-DDMC

Figura 5. Skedaré té dyshimté té gjendur né njérén nga makinat virtuale.

Skedarét e evidentuar jané:
e r[.]Jbat
e r2[.]bat
e r3[.]bat
e MEK-DDMC[.Jexe
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Analiza e skedarit r.bat

[%] r Properties

General  Security Details Previous Versions

«4‘° r

Type offile: Windows Batch File (.bat)

Description: r

Size: 13.0KB (13411 bytes)

Size ondisk:  16.0 KB (16.384 bytes)

Created: Wednesday. January 31, 2024, 11:36:14 PM

Modified: Wednesday. January 31, 2024, 11:36:14 PM

Figura 6. Detaje té skedarit r.bat

Il r- Notepad - O X
File Edit Format View Help

kopy MEK-DDMC. exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe
copy MEK-DDMC.exe

$\users\public\MEK-DDMC.exe A
\c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe

.l (o el P g il g (o . Pt g il B gl (- . 0 o

Figura 7. Pérmbatja e skedarit r.bat.

Ky skedar ka kryer rolin e transportuesit té skedarit keqdashés MEK-DDMC.exe, ku éshté
shpérndaré drejt kompjuterave té evidentuar né rrjetin e infrastrukturés, népérmjet direktorisé
shared té “C:\Users\Public. ” gé ka gené i aksesueshém né rrjet.
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Analiza e skedarit r2.bat

% | r2 Properties

General Security Details Previous Versions

.

Type offile: Windows Batch File (.bat)

Description: 2

Size: 10.9 KB (11.258 bytes)

Size ondisk:  12.0 KB (12,288 bytes)

Created: Wednesday. January 31, 2024, 11:41:52 PM

Modified: Wednesday. January 31, 2024, 11:41:52 PM
Figura 8. Detaje té skedarit r2.bat.
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File

copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
Ccopyv

r2

Edit View

MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
. exe
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
. exe
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
. exe
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
. exe
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.
MEK-DDMC.

MEK-DDMC

MEK-DDMC

MEK-DDMC

MEK-DDMC

exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe

exe
exe
exe
exe
exe
exe
exe

exe
exe
exe
exe
exe
exe
exe

exe
exe
exe
exe
exe
exe
exe

exe
exe
exe
exe

\\ c$\users\public\MEK-DDMC.exe
\\ c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ c$\users\public\MEK-DDMC.exe
\\ c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe

\\ \c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ c$\users\public\MEK-DDMC.exe
\\ c$\users\public\MEK-DDMC.exe
\\ c$\users\public\MEK-DDMC.exe
\\ c$\users\public\MEK-DDMC.exe
\\ \c$\users\public\MEK-DDMC.exe
\\ c$\users\public\MEK-DDMC.exe
\\ c$\users\public\MEK-DDMC.exe
\\ c$\users\public\MEK-DDMC.exe

Figura 9. Pérmbajtja e skedarit r2.bat.

Ky skedar i njéjté me skedarin r.bat, kryen transportimin e keqdashés MEK-DDMC.exe drejt
kompjuterave té evidentuar né rrjetin e infrastrukturés, népérmjet direktorisé shared té
“C:\Users\Public.” gé ka gené i aksesueshém né rrjet.
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Analiza e skedarit r3.bat

%| r3 Properties X
General Security Details Previous Versions

r3

Type offile: Windows Batch File (.bat)

Description: 3

Locaton:

Size: 28.4 KB (29.100 bytes)

Size ondisk:  32.0 KB (32,768 bytes)

Created: Wednesday. January 31, 2024, 11:54:12 PM

Modified: Wednesday. January 31. 2024, 11:54:12 PM

Figura 10. Detaje té skedarit r3.bat.

&) 3 - Not

File Edit Format View Help

— o

user-\Administrator /password:
Juser SN \Administrator /password:
Administrator /password:"

wmic Administrator /password: process call create "cmd
wmic Administrator /password: process call create “"cmd
wmic Administrator /password: process call create "cmd
wmic Administrator /password: process call create "cmd
wmic Administrator /password: process call create "cmd

J/user Administrator /password:
user‘:-\Administr‘ator‘ /password
Administrator /password:
\Administrator /password:
\Administrator /password:"
\Administrator /password:"
\Administrator /password:
\Administrator /password:
Administrator /password
Administrator /password
Administrator /password
Administrator /password
Administrator /password
Administrator /password:
Administrator /password:
\Administrator /password:
\Administrator /password:
Administrator /password
Administrator /password
Administrator /password
Administrator /password

rocess call create
call create "cmd.
call create "cmd.
call create "cmd.
call create "cmd.

"

wmic Administrator /password call create "cmd.
wmic Administrator /password call create "cmd.
wmic Administrator /password call create "cmd.
wmic Administrator /password call create "cmd.
wmic Administrator /password call create "cmd.
wmic Administrator /password process call create "cmd.
wmic Administrator /password process call create "cmd.

Figura 11. Pérmbajtja e skedarit r3.bat.

Adresa: Rruga “Papa Gjon Pali I’ nr 3 Tirang;
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process call create "cmd.
process call create "cmd.exe /c c:
process call create "cmd.exe /c c:\users\public\ME
' process call create "cmd.exe /c c:\users\public\M
process call create "cmd.exe /c c:\users\public\ME
process call create "cmd.exe /c c:\users\public\MEl
process call create "cmd.exe /c c:\users\public\M
process call create "cmd.exe /c c:\users\public\M
process call create "cmd.exe /c c:\users\public\ME
process call create "cmd.exe /c c:\users\public\M
process call create "cmd.exe /c c:\users\public\M
process call create "cmd.exe /c c:\users\public\M
process call create "cmd.exe /c c:\users\public\M
process call create "cmd.exe /c c:\users\public\ME
process call create "cmd.exe /c c:\users\public\ME
process call create "cmd.exe /c c:\users\public\ME
cmd.exe /c c:\users\public\MEK

.exe
.exe
.exe
.exe
.exe
exe

exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe

/c
/c
e
/c
/c
7c

/c
/c
/c
/c
/c
/c
/c
/c
/c
/c
/c

(o e T o I o B o B o BN o B o B o B o B a |

rocess call create "cmd.exe /c c:\users\public\MEK A
process call create "cmd.exe /c c:\users\public\M
process call create "cmd.exe /c c:\users\public\ME|

c:\users\public\M
c:\users\public\M
c:\users\public\M
c:\users\public\M
c:\users\public\M
c:\users\public\M
\users\public\MEK

:\users\public\MEl
:\users\public\ME|
:\users\public\MEl
:\users\public\ME|
:\users\public\MEl
:\users\public\ME|
:\users\public\ME|
:\users\public\MEl
:\users\public\MEl
:\users\public\MEl
:\users\public\ME|




Skedari r3.bat éshté né renditje i fundit, pasi kryen ekzekutimin népérmjet funksionit wmic
(Windows Management Instrumentation Command-line) , ku kryhet thirrje né distancé (
remote ) pér té aksesuar cmd dhe mé pas komandén pér té ekzekutuar wiper MEK-DDMC. .exe.

Nga analiza e logeve té makinés virtuale evidentohet se ka aktivitet té larté té pérdorimit té

protokollit SMB, para dhe gjaté sulmit té ndodhur. Evidentohet gjithashtu se aktiviteti i SMB
éshté dhe i bllokuar nga disa pajisje kompjuterike ku éshté tentuar sulmi.

Microsoft-Windows-SmbClient%4Connectivity  Number of events: 19448

Level Date and Time Source EventID Task Category
Oeror 31/01/2024 2336:56 SMBClient 30803 None .
O cror 31/01/2024 2336:48 SMBClient 30803 None
E Error 31/01/2024 233640 e SMBClient 30803 None
) Error 30/01/2024 1500:47 SMBClient 30803 None
&) Error 30/01/2024 143047 SMBClient 30803 None
©eror 30/01/2024 1400:46 SMBClient 30803 None
Ijl Information 26/01/2024 11:46:05 SMBClient 30810 None
Event 30803, SMBClient x

General Details

Failed to establish a network connection.

Error: The transport connection attempt was refused by the remote system.

server name: [

Server address;
Connection type: TCPIP

Guidance:
This indicates a problem with the underlying network or transport, such as with TCP/IP, and not with SMB. A firewall that blocks TCP port 445, or TCP port 5445 when using an iWARP
RDMA adapter, can also cause this issue.

Log Name: Microsoft-Windows-SMBClient/Connectivity

Source: SMBClient Logged: 31/01/2024 233648

Event ID: 30803 Task Category: None

Level: Error Keywords: (64)

User: SYSTEM Computer: i |

Figura 11. Tentativa SMB drejt rrjetit kur ka filluar komunikimi dhe momenti i sulmit.
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Microsoft-Windows-SmbClient%4Connectivity Number of events: 19448

Level Date and Time Source EventID Task Category
( ! Information 02/02/2024 13:17:33 SMBClient 30810 None
( l ) Information 02/02/2024 13:17:18 SMBClient 30810 None
0 Information 02/02/2024 13:17:17 SMBClient 30810 None
( E'Inlormahon 02/02/2024 13:17:17 SMBClient 30810 None
(i) Information 02/02/2024 13:17:17 SMBClient 30812 None
Error 31/01/2024 23:50:39 SMBClient 30803 None I
) Error 31/01/2024 23:50:20 SMBClient 30803 None

Ak AAIOADOALADAOLE. EAABCL EV PP

Event 30803, SMBClient

General Details

Failed to establish a network connection.

Error: The transport connection attempt was refused by the remote system.

server name IR

Server address:
Connection type: TCPIP

Guidance:
This indicates a problem with the underlying network or transport, such as with TCP/IP, and not with SMB. A firewall that blocks TCP port 445, or TCP port 5445 when using an iWARP
RDMA adapter, can also cause this issue,

Figura 12. Log i fundit i komunikimit SMB.

Pas kétij momenti éshté kryer wiper mbi serverat ku cluster ka gené i ngritur dhe nuk éshté
arritur mé tej té kryhet sulmi pasi ka humbur komunikimi me makinén virtuale dhe rrjetin.
Aktualisht nga evidentimet dhe analizimet e kryera rezulton se kur jané ekzekutuar skedarét .bat,
disa nga pajisjet kompjuterike kané bllokuar veprimet duke e béré sulmin té déshtojé drejt tyre.

Ndérsa pér pajisjet té cilat, kopjimi ka pérfunduar me sukses , por ekzekutimi i skedarit MEK-
DDMC.exe nuk ka ndodhur , kjo pér arsye sepse gjaté ekzekutimit té skedarit r3.bat me
komandén WMIC, kjo makiné virtuale ka gené né renditje mé para se pajisjet e tjera
kompjuterike gé nuk jané prekur nga sulmi. Gjithashtu tek kompjuterat qé ka déshtuar kopjimi
dhe ekzekutimi, WMIC nuk ka gené i aktivizuar si funksion né Windows.
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Gjaté analizés evidentohet se drejt makinés virtuale gé éshté pérdorur pér sulmin, éshté krijuar
lidhje me Remote Desktop Protocol ( RDP ) nga njé IP specifike e infrastrukturés deri né
momentin gé ka humbur lidhja dhe ka pérfunduar sulmi.

¢ ¥ Information 1/31/2024 10:28:14 PM TerminalServices-LocalSession... 21 None

@ Information 1/31/2024 10:28:12 PM TerminalServices-LocalSession.. 42 None

@ Information 1/31/2024 10:28:12 PM TerminalServices-LocalSession... 41 None

@ Information 1/31/2024 11:22:47 AM TerminalServices-LocalSession... 24 None

@ Information 1/31/2024 11:22:47 AM TerminalServices-LocalSession... 40 None

@ Information 1/31/2024 10:55:14 AM TerminalServices-LocalSession... 42 None

(D s, i 121/024 A0LLAA AN TainainalCandae ) il o CY ) e
Event 21, TerminalServices-LocalSessionManag x

General Details

Remote Desktop Services: Session logon succeeded:

User:-Administrator

Session ID: 3

Source Network Address: -90

Figura 13. Momenti fillestar i lidhjes RDP drejt makinés virtuale.

Information 1/31/2024 11:54:07 PM RemoteDesktopServices-RdpC... RemoteFX module

@ Information 1/31/2024 11:54:03 PM RemoteDesktopServices-RdpC... 258 RemoteFX module

@ Information 1/31/2024 11:53:41 PM RemoteDesktopServices-RdpC... 258 RemoteFX module

@ Information 1/31/2024 11:53:33 PM RemoteDesktopServices-RdpC... 258 RemoteFX module

@ Information 1/31/2024 11:53:27 PM RemoteDesktopServices-RdpC.. 258 RemoteFX module

@ Information 1/31/2024 11:52:59 PM RemoteDesktopServices-RdpC... 258 RemoteFX module

m £, i 1210024 11,6201 DAA D. Dacl i Dl 200 D (= sl

Event 258, RemoteDesktopServices-RdpCoreTS x

General Details

The connection is not using advanced RemoteFX RemoteApp graphics

Figura 14. Procesi i shkeputjes sé lidhjes RDP dhe pérfundimi i sulmit duke pérfshiré makinén virtuale..
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Analiza e skedarit (detajet e skedarit) wiper “MEK-DDMC.exe”
e Analiza Statike:

Ekzekutuesi MEK-DDMC.exe vepron si njé fshirés i cili éshté shkruajtur né gjuhén C/C++ me
Visual Studio 2022 version 17.5.

File name

> | C:\Users\flare\Desktop\MEK-DDMC\MEK-DDMC.exe

File type File size
PE32 v 108.50 KiB

Scan Endianness Mode Architecture Type
Automatic v LE 32-bit 1386 Console

v PE32

Operation system: Windows(Vista)[1386, 32-bit, Console]
Compiler: EP:Microsoft Visual C/C++(2017 v.15.5-6)[EXE32]
Compiler: Microsoft Visual C/C++(19.35.32217)[LTCG/C++]
Linker: Microsoft Linker(14.35.32217)

Tool: Visual Studio(2022 version 17.5)

L7 I Vo B 75 B Vo R W)
A ex)) g ey

Figura 16. Informacion mbi kodin e wiperit.

Gjaté analizés sé kodit té dekompiluar evidentohet se né sektorin Debug Data kodi pérmban
informacionin né njé program databaze (PDB) té Microsoft .NET, i cili pérdoret pér té ruajtur
informacionet pér dekompilimin dhe debugimin e aplikacioneve .NET.

"RSDS", vijon njé GUID (Global Unique Identifier) té cilat jané 59 a2 a6 af a4 ... etj., qé pérdoret
pér té identifikuar né ményré unike skedarin PDB gé pérputhet me skedarin e ekzekutueshém té
aplikacionit. Pjesa e fundit pérshkruan rrugén e skedarit PDB né sistemin e skedaréve, t& dhéné si
"C:\Users\sysprogram...”. Kjo tregon vendndodhjen fizike té skedarit PDB né diskun e
kompjuterit ku é&shté krijuar ose modifikuar pér heré té fundit.Gjaté kérkimit té karaktereve apo
fjaléve té dekompiluara evidentohet stringu “u'"\W\.\\%%c:"" .Nése klikojmé né kété string
dekompiluesi té dérgon né funksionin void FUN_00401010(void) nga ku arrihet né konkluzionin
se né kété funksion ndodh pjesa e fshirjes sé té dhénave.

Ekzekutuesi MEK-DDMC.exe dérgon komandén IOCTL_DISK DELETE_DRIVE_LAYOUT
duke pérdorur DeviceloControl. Kjo komandé bén té mundur fshirjen e nénshkrimit (boot
signature) nga MBR, duke rezultuar gé kompjuteri té mos jeté né gjendje mé té aksesohet si pasojé
e fshirjes sé gjithé diskut.

Né kod duken variabla dhe shénjues, ku ngarkohet kernel32.dll duke pérdorur LoadLibraryW dhe
pérdor funksionin GetProcAddress pér té gjetur adresat e disa funksioneve Qé jané pércaktuar e
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mé pas kontrollon nése éshté e pasakté. Nése nuk éshté do té thérrasi DeviceloControl me proces

handle e hapur mé paré dhe flagun 0x7c100.
Flagu 0x7¢100 éshté IOCTL_DISK_DELETE_DRIVE_LAYOUT qé pérdoret pér té fshiré

particionimin e tabelés dhe informacionin e diskut.

4 CodeBrowser: r/MEK-DDMC.exe

File Edit Analysis Graph Navigation Search Select Tools Window Help

SiE-ALAdN 4 1 4 JIR

" IDULFVYB-

ah ve YRV DG.0BO0EH| @

= = - =
program Trees [ &7 B[ X ‘[:-Imnq: MEK-DDMC.exe D5 B | B % G 1R
1 TUTUST SO T TR
B d : A A 1
H mecooucee 00401035 €8 8c 98 PUSH s_DeviceIoControl 0041988 : . .
Headers 4 fio 2[void Fun_p0401010 (void)
] 3
et 0040103e 53 PUSH E
rdata ERNEL L::G id 4
0040103f ££ d7 caLL E ERNEL32.DLL: : GetProcAddress
5 datz B 5| HMODULE
00401041 €8 Sc 98 PUSH s_CreateFileW_0041985¢c
asrc & o = = € FARPROC
i B 7| FARPROC
eloc 00401046 53 PUSH EBX A
e v int ivar3;
B doebuon:i 00401047 85 85 £0 MoV dword ptr [EBE + local 214],EAX | AP
Program Tree X £q g5 ££ RSP L0, R
10| uint local 8;
0040104d ££ d7 caLL EDI=>KERNEL32.DLL: : GetProcAddress o
[ Simbol Tree i B x 0040104f 6a 43 eUsH 3 j
- Caa 1mports 00401051 8b £0 MoV < =
#0 Exports 00401053 8d 85 £4 LEA Eax=>local_210, [EBP + OxfE£££fdf4]
- () Functions £d ££ ££ .
= 15
(E- (P Labels 00401059 68 a8 98 BUSH u_\\.\%c:_004198a8
- CI9 Classes B s 16
= - 17
B3l Namaspaces 0040105e 50 PUSH EAX
18 = GetProcAddress (h
0040105 8 Sc 00 caLL FUN_004010c0 & 1
00 00
2 00401064 83 c4 0 ADD &8 e 0
? R c4 0c .
Filter: A p
00401067 8d 85 £4 LEA EAX=>local_210, [EBE + OxE££££df4] -
o) Data Type Manager v X £d ££ ££ ;
23| FUN_004010£1(local 8 * (uint)&stackOxEEEEEEEC);
| N | 0040106d €a 00 PUSH = &
|- ]]&IE 24| return;
0040106£ €a 00 PUSH x
B S . v |25
= < > >
i3 Data Types
#- @ BultnTypes =/ Console - Scripting ag

) [} Omec-DDMC.exe
- windows_vs12_32

Nése ndryshojmé formatin e dokumentit nga .exe ne .7z dhe tentojmé ta ekstraktojmé, evidentohet

Figura 17. Kodi gé realizon fshirjen e té dhénave.

se ka skedaré té ndryshém si né figurén e méposhtme:
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= | C\Users\flare\Desktop\MEK-DDMC

T > MEK-DDMC

# Quick access
Desktop
¥ Downloads

| .data
| rdata
reloc
| Documents
text
&= Pictures

11
d Music ¥ Mek-DDMC72
E Videos

= This PC

J 3D Objects
Desktop

=| Documents
¥ Downloads
D Music

&= Pictures

E Videos
& Local Disk (C)

¥ Network

6items  1item selected 108 KB

Figura 18. Ekstraktimi i MEK-DDMC.7z.

Skedari me emér ““1” éshté njé skedar gé nése hapet me ané té Notepad ++, ai pérmban njé format
XML ,nga ku pércakton se aplikacioni do té ekzekutohet me té njéjtin nivel privilegji si procesi
gé e thérret. level="asInvoker’, ku do té thoté se aplikacioni nuk kérkon privilegje té larta pér tu
ekzekutuar dhe uiAccess="false' specifikon se aplikacioni nuk ka akses né ndérfaget e pérdoruesit
gé jané té privilegjuara (Ul).
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[rﬂ pestudio 9.55 - Malware Initial Assessment - www.winitor.com - [c:\users\flare\desktop\mek-ddmc\mek-ddmc.exe]
file settings about

?

=87 c\users\(flare\ desktop\mek-ddmc\mek-ddmc.ex [ fibrary (1)
44 indicators (imports > flag > count)

duplicate (0)  flag (0) first-thunk-original (INT) first-thunk (1AT) type (1) imports (67)

KERNEL32.dll Windows NT BASE AP| Client
g9 footprints (count > 12) *

»

group description

dos-header (size > 64 bytes)
B dos-stub (size > 200 bytes)
rich-header (tooling > Visual Studio)
file-header (compiler-stamp > Jan.2024
optional-header (subsystem > console)
= directories (count > 6)
sections (count > 5)

S} libraries (KERNEL32.dII) *

£ imports (flag > 67) *

T4 resources (signature > manifest)
abe strings (count > 2189)

A% debug (strean

&l manifest (level > asinvoker)

$Fo)]

&

(]

< sl B2
sha256: 60C387D9D52CI8DESC5D8453F64A6541ECADBE45F6709D1FES1903182943438C cpu: 32-bit

file-type: executable subsystem: console entry-point: 0x00001346

. 206PM
) iy U

Figura 19. Importimi i Kernel32.dl.

Removes the boot signature from the master boot record, so that the disk
will be formatted from sector zero to the end of the disk. Partition
information is no longer stored in sector zero.

Figura 20. IOCTL DISK DELETE

IOCTL DISK DELETE DRIVE LAYOUT 0x7¢100 inc\api\ntdddisk.h
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Aftésité e MEK-DDMC.exe:

C:\Windows\System32\cmd.exe
Microsoft Windows [Version 10.0.19045.2965]
(c) Microsoft Corporation. All rights reserved.

FLARE-VM Thu ©2/01/2024 21:14:46.32
C:\Users)\ Desktop\MEK-DDMC\MEK-DDMC.exe

md5 353b4643ec51ecff7206175d930b0713

shal a6e728c3331f46763164317192959716034767e5

sha256 60c387d9d52c98de5c5d8453f64a6541ec4db645f6709d11e51903182943438¢
os windows

format pe

arch i386

path | C:/Users/ /Desktop/MEK-DDMC/MEK-DDMC. exe

ATT&CK Tactic | ATT&CK Technique
SCOVEF File a Direct Dis : T1e83
: i T1082

T
MBC Objective | MBC Behavior

ISCO - : irecto iscovery [E1083]
stem Information Discovery [E1082]

[Ccees52]

[Ccee40]
cal Stora [Cee41]
| 7 ate Process [COO
R W st s s wainy R |

Capability Namespace

executable/pe/pdb
host-interaction/environment-variable
: host-interaction/file-system/files/list
(2 matches) host-interaction/file-system/write
torage host-interaction/process
S s host-interaction/process
host-interaction/process
host-interaction/process/terminate
at runtime (4 matches) linking/runtime-linkin
eader (2 matches) | load-code/pe

Figura 5. Aftésité e Malware

e Analiza Dinamike:

Pér té kuptuar sjelljen e malware u krye analiza dinamike qé paraget ekzekutimin e tij.
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Figura 22. Debug i MEK-DDMC.exe.

¥ MEK-DOMC.exe - PID: 4068 - Module: mek-ddmc.exe - Thvead: Main Thvead 7052 - x32dbg (Bevated) - 0 X
Fle Vew Debug Tracng Plgrs Favoustes Optons Hep | X
D 0 tawy t2lg e#fiu AL 0T
Bov @) sy < Source
waecrrocAddrese Wide #ro
SRR Sau) Cuecome £ax erneli2.Createrilem A
= > 8 "L
push = x o~ X
push eox EDX <kernel32.Createstlem>
noy dword pre 55:4evp- 2108, eax €80
CAI ed L5
= Ioush 43 €51 &7°C:\\users\\kristian\\De
m ‘:-r:;'a oo 3 &0 «kerneli2.GetProcAddress>
S I RaeN EIP 00711048 mek-ddnc . 00711048
S SaIEe EFLAGS 00000200
lea eax,dword ptr ] 2F0 PO AF O
ush oF0 S0 OF O
CFO TFO IF1
LastError 00000000 (ERROR_SUCCESS)
LastStatus CO000034 (STATUS_OBIECT_NAME_NOT.
Cs 0023 55 0028
ST(0) 00000000000000000000
ST(1) 00000000000000000000
57(2) 00000000000000000000
sT(3) 00000000000
ST(4) 00000000000 o
ST(5) 00000000000000000000 X
i ST(6) 00000000000000V00000
| <
Oefautt (stdcal]
| ¥ 1t [espvd] 01SAZERE 4CH\
1 ] 21 [espes] 01106000
i < jespeC] 7SDAFCO0 <kernel32.DeviceloContro
. i [esp+10) 00690084
G 5: lesperd) 00680073
+TEXTI00TL104F mek-OdnC. exe: S104F #44F
o | 4"ALLUSERSPROFILE=C: \\ProgranData” ~
ool  $Eowp2 Wowo3  Wowpd  WEoumes  Bwahi el P stuct e aE T \DESkTop) \WEK-DOMC | \MEK-DONC . exe”
[hex AscIr I DA3FFCDE| TEDIPCOD 2.7
sogress. PG e B A G 3F7C08| TED4FCOD | kerne132. 75D4FC00
€O 50|FF DG 68 88 3.).).h. .. APyoh - 73
88 FS 83 FE|FF 74 18 6A .r.5.0yx.0.byt.)
X €107 00/.7.7,.7.3.h 1
88 33 €O S | Vy. By ik
€S $D|C3 CC CC 55 ASi[e’....AJANND
00 FF(75 0C 68 04|.1.£..8.0).pu.h.
70 O4|FE 30 €S 76 ...Pedyyyyp.yoey
a A 4
e FFD mek -ddmc . 00720068
v
v]< >
- |oefat  ~

Pas ekzekutimit t¢ MEK-DDMC.exe,
tentohet startimi i sistemit operativ, déshton né gjetjen e direktorisé BOOT.

Figura 23. Tentativat pas reboot.

sistemi operativ kryen njé restart té detyruar dhe kur
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Pérditésim 1.2 — Riparimi i Sistemit Operativ

Nga testimet e kryera né ambjentet e laboratoreve t¢ AKCESK, u analizua sjellja e skedarit MEK-
DDMC.exe dhe u tentua né disa sisteme operative procesi i riparimit dhe i rikthimit fillimisht té
skedaréve té rregullt té njé sistemi operativ dhe mé pas rikthimi i ploté i gjithé sistemit. Faza e
testimit pérfshihet né ambjente sistemesh te ngritura né makina fizike si dhe makina virtuale.

Nga analiza e kryer evidentohet se skedari malinj prek vetém rekordin e BOOT dhe nuk prek detaje
té tjera pér té kompromentuar sistemin operativ. Fillimisht u tentua té rikthehen Partition gé
gjenden né diskun kryesor ku sistemi operativ &shté i instaluar.

BIEEE

Partition File system Capadty Type
~~ Disk 0 (60.00 GB, Basic. MBR)

- Unallocated  60.00 GB free of 60.00 GB Logical

w Disk 0
*: Unallocated

Unallocated

Figura 24. Procesi i rikthimit t& Partition.
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Partition Recovery iver =] Windows Shell Command

Pactition Select a disk to start searching for lost partition(s)
~~ Disk 0 (60.00 GB, Basic MBR)
5 - Disk 0
*: Unallocated
Disk Size Model
s Disk 0 60.00 GB VMware Virtual NVMe Disk
o .
& W
@
a e
= Disk 0
’ *: Unallocated
S e -
——
Figura 25. Fillimi i skanimit pér Partitions t& humbur né diskun kryesor té sistemit operativ.
Partition Recovery ® X

Select lost partition(s) to recover

= Disk 0

*: Unallocated
60.00 GB

Partition Label Status Recoverability = File system Capacity Used First sectc
& Good FAT32 100 MB 31 MB 2048
[» Good NTFS 59.35 GB 12,77 GB 239616
Kontrolli per hapesiren Unllocated dhe riparimi i
————
Quick scan: Searching unallocated space for lost partition(s) 138123263/251658238 54%
Back

Figura 26. Procesi i skanimit ku rikthehen Partitions t& humbur.

Gjaté procesit té skanimit evidentohet se rikthehen té gjithé Partitions gé kané gené té
konfiguruar né diskun kryesor té sistemit operativ.
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Partition Recovery

® X
Select lost partition(s) to recover
= Disk0 [ i
BasIcMBR ¢ (pAT32)  %:Unallo..  D: (NTES) E: (NTFS)
100 MB 6 MB 59.35 GE 546 MB
Partition Label Status Recoverability = File system Capacity Used First sectc
J1C Good FAT32 100 MB 31 MB 2048
v| D: NTFS 59.35GB 12.77 GB 239616
v E Good NTFS 546 MB 458 MB 12470681
Sca aFit:to fecove 0%
Back Proceed
Figura 27. Pérfundimi i skanimit pér Partitions t& humbur.
Partition Recovery
Operation 1/1
Recovery Paritions
Step 1t Partition recovery (Disk 0, First Sector: 2048, Last Sector: 206847)
Step 2: Partition recovery (Disk 0, First Sector: 239616, Last Sector: 124705181)
Step 3t Partition recovery (Disk 0, First Sector: 124706816, Last Sector: 125825023)
Updating system information...
95%

Figura 28. Partition té rikthyer.
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Mé tej u krye njé kontroll pér paraqgitjen e partition nga ku evidentohet se jané té dukshme né
Disk Management, gjithashtu se skedarét legjitim nuk jané prekur nga wiper.

= Disk Management
File Action View Help

e mHEMmM=XEDE A0

Volume [Layout [ Type [ File System | Status [ Capacity | Free Spa... | % Free
Simple Basic FAT32 Healthy (P... 96 M8 69MB  72%
Simple Basic NTFS Healthy (P... 546 MB B4MB  15%
5 Simple Basic NTFS Healthy (P... 50.35GEB 400468 67%
== HBCD_PE_x64 (Y:) Simple Basic UDF Healthy (P... 2.96GB oms 0%
Particionet e riparuara I

\

= Disk 0 e | e —

Basic (< g (E)
60.00 GB 100 MB FAT32 16 MB 59.35 GB NTFS 546 MB NTFS
Online Healthy (Primary P-| | Unallocate || Healthy (Primary Partition) Healthy (Primary Partition)

) HBCD_PE_x64 (Y:)
29668 2.96 GB UDF
Online Healthy (Primary Partition)

M Unallocated Ml Primary partition

= Administrator: Co... || - Administrator: Co... e ]

v p B & B

Figura 29. Renditja e Partition Volume té rikthyer.

Pas evidentimeve té kryera éshté e nevojshme té riparohet BCD Boot i sistemit operativ gé
rikthimi né Windows té jeté pérfundimtar. Nése tentohet té riniset sistemi operativ pa riparuar
skedarin e Boot do té paragesé errorin 0xc000000e.

Recovery

Your PC/Device needs to be repaired

N or operating system couldn't be loaded because a required file is missing or

e a disc or USB

Press Enter to try again
Press F1 to enter Recovery Environment

Press F8 for Startup Settings

Press Esc for UEFI Firmware Settings
Press F9 to use a different operating system

Figura 30. winload.efi error 0xc000000e.
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Riparimi i BCD BOOT

Fillimisht duhet té zgjidhet aktiv partition EFI ku éshté i konfiguruar automatikisht BootLoader
I sistemit operativ.

Administrator: Windows Command Processor - diskpart

Copyright (C) Microsoft Corporation.
On computer: HBCD_PE

DISKPART> list disk

DISKPART> SELECT disk ©

Disk © is now the selected disk.

DISKPART> list partition
Partition ###

Partition 1 Primary
Partition 2 Primary

DISKPART> SELECT partition 1
Partition 1 is now the selected partition.
DISKPART> active

DiskPart marked the current partition as active.

Figura 31. Procesi i kryerjes aktiv té Partition EFI.

Pas aktivizimit té partition EFI kryhet riparimi i BCD .

BE¥ Administrator: Command Prompt = (] X

Particioni ku ndodhet Sistemi i operimit

Particioni ku ndodhet reserved

Figura 32. Komanda pér riparimin e BCDBOOT.

*Shkronjat e Volume Partition ndryshojné sipas sistemit té operimit apo konfigurimeve té kryera mé
paré.

MEé pas tentohet rinisja pér sistemin operativ dhe nga té gjitha testet e kryera rezulton funksional.
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Indikatorét e kompromitetit
HASH-ET: MEK-DDMC.exe
md5 - 353b4643ec51ecff7206175d930b0713

shal - a6e728c3331f46763f643f7192959716034767e5
sha256 - 60c387d9d52c98de5¢c5d8453f64a6541ec4db645f6709d1fe51903182943438¢

HASH: r.bat

sha256 -
B936B644AEBA0266798C791147B41C3486BFBCE34B6EF82ACCI9F28526D74D8DB
HASH: r2.bat

sha256 -
6CA2DB9BDFF6455B4E71CAD5S9A4A329D17F36510230A3B961516B4F2C033AB3F

HASH: r3.bat

sha256 —
37D2AD10ACB355896BF4D1747E809A9709F14892B199EF8C182812D306D3565B
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