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m Jetmir Rajta - CEH | Blue Team | Capacity Building | Statistics

« Uné NUK jam njé haker, thjesht njé analist i sigurisé kibernetike.

« 5vite né IT dhe Siguri Kibernetike

« Certifikuar nga: EC Council si Certified Ethical Hacker, Pjesé e 1% botéror né TryHackMe.

* Arsimi: ICT, Shkenca Politike, Marrédhénie Ndérkombétare, Edukim Ushtarak dhe Siguri Kibernetike.

« Shérbej si specialist i Sigurisé Kibernetike né Autoritetin Kombétar pér Certifikimin Elektronik dhe Siguriné Kibernetike (AKCESK).

« | pérfshiré né hackathone, TTX, Cyber Drills, CTF dhe workshop-e pér ngritjen e kapaciteteve.



Cfaré éshté
Inxhinieria
Sociale?

Inxhinieria Sociale éshté njé vektor sulmi gé
mbéshtetet shumé né ndérveprimin njerézor dhe
shpesh pérfshin mashtrimin e njerézve pér té thyer
procedurat normale té sigurisé




Inxhinieria sociale
éshté arti | tre
gjérave:

> Manipulimit
> Ndikimit

> Mashtrimit




Cikli i Sulmit RE—

GATHERING

ESTABLISHING

Ekziston njé sekuencé e parashikueshme ‘ EXECUTION N RELATIONSHIPS
me katér hapa pér sulmet e inxhinierisé AND RAPPORT

sociale, té referuara zakonisht si cikli i
sulmit.

Cikli i sulmit pérfshin:
EXPLOITATION

mbledhjen e informacionit,

krijimin e marrédhénieve dhe raporteve,

shfrytézimin dhe

ekzekutimin.




Karakteristika e njé
sulmi té inxhinierisé

sociale

Inxhinierét socialé mbéshteten né emocionet njerézore
pér té motivuar njerézit t€ béjné até gé ata duan. Me fjalé
té tjera, kéta kriminelé pérdorin manovra delikate
psikologjike pér té fituar besimin e njé personi dhe mé
pas e shfrytézojné até.




Qéllimet:

e Parate

* Fgoja
e Hakmarrja

e Shkak
* Argétim

* Njohuri



Llojet e zakonshme
té inxhinierisé s e

sociale = 8

Technology-Based Attacks Human- Based Attacks
1

® Me bazé njeriun

® Me bazé teknologjiné

onse Smishing

aob

Baiting Email
Phishing



Metodat e
bazuara né njeréz

® [mitimi

® Frika

e Krijimi i konfuzionit

® Mund t'ju ndihmoj?

e A mund té mé ndihmosh?

e Ndértimi i besimit

* Kérkoni dhe do t'ju jepet kérkoni dhe do té
gjeni.

e Zhytja né kosh/Dumpster Diving




Metodat e
bazuara né
teknologji

e Dritaret kércyese - Pop Up Windows
e Bashkéngjitjet e email-it.

® Pishing/Smishing

e Faget e internetit té phishing

® Pajisje USB

¢ Key Loggers




)23 & Teknika pér bindje

e Ndértimi i besimit dhe marrédhénieve
e Inkuadrimi i Mesazhit
e Pérshtatja e Qasjes

® Dorezimi




Inxhinieria
Sociale nuk
mund té

bllokohet

veteém nga
teknologjia.

“Njerézit né pérgjithési jané té
dobishém, vecanérisht pér diké gé
éshté i mire, i ditur ose kémbéngulés.”

"Njerézit né thelb duan té jené té
dobishém dhe pér kété arsye
mashtrohen lehtésisht.”

"Né pérgjithési ne japin njé nivel
besimi pér té shmangur konfliktin.”

"E gjitha ka té béjé me marrjen e
aksesit né informacione g€ ne
mendojmé se jané té padémshme.”



Tiparet e
personalitetit

® Shpérndarja e pérgjegjésisé

® Mundési pér miratim

® Marrédhénie besimi

® Detyré morale

® 3]

¢ |dentifikim

® Déshira pér té gené té dobishém.

® Bashképunim




Sulmet tipike:

e Shérbimi ndaj klientit
® Personi i dérgesave/shérbimeve postare
e Telefon

e Suport Teknik




Metodat e Inxhinierisé

Sociale ‘ ‘ : i
R Impersonation Diversion Dumpster
ansomware i s
. on Help Desk Theft Diving
® Dumpster Diving
e Shoulder Surfin
J S;‘I‘l’r‘;}de‘ Quid Pro Quo POFC'I-UP Robocalls
o . . m 1
* Baiting/Karremi ° widows
® \/isni . Stealin
Vishin 9 Iéi‘zie Online Social Phone Social finrpost aﬁt
e Phishing Engineering Engineering Fngineering Documents
e Whaling N
ow




Dumpster Diving

e Faturat e Kartés sé Kreditit
® Faturat e paguara

® Emaile té printuara

e Fjalékalime

e Numra telefoni

® EFmra

e Té dhénat e shpenzimeve







Email-et e phishing

Njé nga format mé té zakonshme té
inxhinierisé sociale jané emailet e
phishing.

Ata shpesh duket se vijné nga burime té
besueshme, si bankat, faget e mediave
sociale, apo edhe punédhénési juaj.

Zakonisht, emailet pérdorin taktika té
frikésimit ose krijojné njé ndjenjé
urgjence pér t'ju detyruar té ndérmerrni
veprime urgjente.

FAKE

From: support@rnicrosoft.co.uk

Sent: 16/01/2023 11:44

To: Bob Smith <Bob.Smith@company.com>
Subject: Urgent Action Needed!

B Outlook

Microsoft Account

Verify your account

We detected some unusual activity about a
recent sign in for your Microsoft account. you
might be signing in from a new location app or
device.

To help keep your account safe. We've blocked
access to your inbox , contacts list and calander
for that sign in. Please review your recent
activity and we'll help you secure your account.
To regain access you'll need to confirm that the
recent activity was yours.

http://account.liive.com/ResetPassword.aspx

Thanks,
The Microsoft Team

REAL

From: support@microsoft.co.uk

Sent: 16/01/2023 11:44

To: Bob Smith <Bob.Smith@company.com>
Subject: Unusual Sign In Activity

B% Outlook

Microsoft Account

Verify your account

We detected some unusual activity about a
recent sign in for your Microsoft account
bo******@company.com. you might be signing
in from a new location app or device.

To help keep your account safe. We've blocked
access to your inbox, contacts list and calendar
for that sign in. Please review your recent
activity and we'll help you secure your account.
To regain access you'll need to confirm that the
recent activity was yours.

Review recent activity

Thanks,
The Microsoft Team




Spear Phishing

Spear phishing éshté njé mashtrim me email ose
komunikime elektronike gé targeton/synon njé
individ, organizaté ose biznes té caktuar.




Whaling

Njé sulm i whaling, i njohur gjithashtu si
gjueti pér balena, éshté njé lloj specifik
sulmi phishing gé synon punonjésit e profilit
té larté, si shefi ekzekutiv ose shefi financiar,
pér té vjedhur informacione té ndjeshme
nga njé kompani.

H L
FILE MESSAGE

Giles Garcia <ceo.webmail. 1337 @hotmail.com>
Hi Gareth

Gareth,

Like i said earlier this is a pending payment and the beneficiary is
waiting to receive payment. Would have sent all documents to you but
am not available to do so at the moment. Just proceed with the wire
transfer, i will get all documents as soon as am available.

How soon can you get it done if i send the beneficiary account details?

Thanks,
Giles Garcia



S m iS h i N Smishing éshté njé lloj sulmi phishing gé
g pérdor inxhinieriné sociale pér té marré
informacione personale pér diké népérmjet
mesazheve me tekst.

< & +992954115824 -

brandonbrown2008@fmaillerbox.com

of

Pakoja juaj ka mbeérritur né
magazing, por nuk mund té
dorézohet pér shkak té
informacionit ose adresés jo té
ploté. Tani klikoni né linkun:
https://postashqiptare-al.buzz/ Monday, 29 April
index

(Kopjo lidhjen e mésipérme
dhe hape até né Safari ose

pérgjigju "1" dhe kliko lidhjen A
pér 18 pard statusin e fundit 18 problemeve té sigurisé. Ju lutem
ot verifikoni menjéheré informacionin
9 e llogarisé tuaj grco.de/bktcomal?
Wmt=DU9cDRyvY4

( Block number )

BKT - Konti juaj éshté bllokuar
pérkohésisht pér shkak té




SOCIAL ENGINEERIN

SECURITY

lelele

V"

S

ACCESS

G

Si té mos bini

viktimé e njé sulmi
phishing:

» Mos e ndani fjalékalimin tuaj me askénd
= Mos parapaguani né faget e internetit té paverifikuara

= Mos shkruani njé link né fagen e internetit né shfletuesin
tuaj

= Mos shpérndani kodin CVV té kartés sé pagesés dhe kodet
nga SMS

* Mos vendosni pajisje USB té panjohura né kompjuterét
tuaj

= Kontrolloni pér kérkesa té dyshimta gé kérkojné veprim
nga shefat dhe miqté



Inxhinieria Sociale - Red Flags \_—
EDERGUESI

Muk e njihni adresé&n e emailit té& dérguesit si diké me
te cilin komunikoni zakonisht.

= Ky email éshte nga dikush jashtg& organizatés dhe
nuk &shté i lidhur me pérgjegjésité e punés.

= Ky email éshte deérguar nga dikush brenda
organizatés ose nga nje klient, shités ose partner dhe
ashte shume i pazakonté.

= A gshté adresa e emailit e dérguesit nga njé domain i
dyshimt&? (si per shembull: mikorsoft-support.com)

= MNuk e njihni personalisht dérguesin dhe nuk éshté
nga dikush g& keni besim.

= Muk keni njé marrédh&nie biznesi dhe as ndonjg
komunikim té& méparsh&m me dérguesin.

= Ky éshté njé email i papritur ose i pazakont& me njé
link t& integruar ose njé& dokument t& bashk&ngjitur
nga dikush me té cilin nuk keni komunikuar kohét e

fundit. BASHKENGJITJET

P E R » Dérguesi ka pearfshiré njé dokument té& bashkéngjitur né email g€ nuk e prisnit
ose g nuk ka kuptim ne lidhje me mesazhin e emailit. (Ky déergues nuk iu
dérgon zakonisht kété lloj bashkéngjitjeje.)

& keni marreé nje email gé normalisht
duhet ta merrnit gjaté orarit té rregullt te
punés, por ai u dérgua né njé oré té
pazakonté siora 3 e meéngjesit?

| @ SUBIEKTI

= A keni marrg njg email me njé subjekt g& éshté
e paréndésishme ose nuk pégrputhet me
pearmbajtjen & mesazhit?

Emlﬁm-

From: Yourl EO@Ewourorganization.com
—» To: You@yourcrganization.com

Date: E hEngé, 12 Dhjetor 2016 3:00 AM 4
Swubject: Paraté e mia jané wvjedhur 4

Pérshéndetje, jam me pushime né& Londér dhe mé vwodhén parata
dhe pazaportén nga ¢anta. A mund t& mé dergoni 200 dollarg ¢
Ata mé derguan nje limk té vecanté né menyré qé paraté té

shkojné direkt né llogaring time dhe mund t& blej nj& bileté pér

Faleminderit shume] Kjo mE& ndihmon virtet!

= A gshté mesazhii emailit njg pérgjigie pér digka
& nuk e keni dérguar apo kérkuar kurré&?

= Jenivendosur né CC né njé email dérguar njé ose mé shumeé njerézve, por

pergonalisht nuk | nfhnl personat 15 cllsve U Gehtd darguar. « Shihni té bashkéngjitur nj& email me njé lloj skedari ndoshta t& rrezikshém.

e Keni marré njé email qé iu dérgua gjithashtu njé pérzierjeje t& wetmi lloj skedari ge éshté gjithmoné i sigurt pér t'u klikuar &shté& nj& skedar
pazakont& njer&zish. Pér shembull, mund t'i dérgohet njé grupi té ~txt.
rastésishém njerézish ne organizatén ku punoni, mbiemrat e té ciléwve

fillojné me t& njéjtén shkronjé, ose njé list e gjaté me adresa té dyshimta. P E R M BAJ TJ A
? HVPER LIN KS = Aéshté duke iu kérkuar dérguesi té klikoni né njé link ose té& hapni dokument t& bashkéngjitur

per té shmangur njé pasoj& negative ose pér té fituar dicka me vieré?
= A éshté emaili jo i zakonsh&m, apo ka gabime gramatikore dhe drejtshkrimore?

Vendosni mouse-in mbi njé link gé shfaget né mesazhin e emailit, por shihni gé

adresa e linkut t& drejton né njé tjetér website. (Ky &shte nje sm-;ul' kritik = A gshté duke iu kérkuar dérguesi té klikoni njé link ose t& hapni njé dokument t& bashkangjitur
paralafmérimi.) ge duket i cuditsh&m ose i palogjiksh&m?

« Ju éshté dérguar njé email gé ka vetém hiperlinge t8 gjata pa informacion t& e A keni nj& ndjenjé té paké&éndshme lidhur me kérkesén e dérguesit pér té& hapur nj& dokument
méEtejshém, dhe pjesa tjigtér e emailit éshté plotésisht bash. ose per té klikuar njé link?

= Ju é&shté dérguar njé& email me njé link gé& ka gabime drejtshkrimore té njg = A éshté emaili duke iu kérkuar t€ shikoni njé foto kemprometuese ose té sikletshme té vetes
fageje t& njohur interneti. Pér shembull: wweww. bankofarnerica.com - ku shkronja suaj ose té dikujt gé npihni?

“m" éshté krijuar si bashkim i dy karaktere - "r* dhe "n".



Vishing - Zéri né anén tjetér

Social Engineering: Vishing Example
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Pértej emaileve dhe
telefonatave:
Preteksti dhe Baiting
(karremi)

= Preteksti: Arti i tregimit té rremé

= Baiting/Karremi: Ofrimi i marréveshjeve
ose promovimeve né dukje térheqgése.




Baiting

Karremi/Baiting éshté njé lloj
sulmi ku njé haker do té
pérdoré njé premtim ose
shpérblim té rremé pér te
mashtruar viktimat dhe pér té
vjedhur informacionin e tyre
té ndjeshém duke infektuar
sistemin e tyre me malware.

Congratulations!
(1) $1000 Amazon Gift Card is reserved for you!

Step 1: Click the "CONTINUE" button to claim your pnze
Step 2: Enter the comrect information on the next page to claim your prize
Important: Hurry, imited quantities only

You only have 0 minutes 0 seconds to claim your prize!

$1000 Amazon Gift Card

e ~
- -
‘ N a '
o)

) e

2 remaining!

l CONTINUE J




Eksperiment: Né njé eksperiment té
kontrolluar té kryer nga Universiteti i Miciganit,
Universiteti i lllinois d%e Google, rreth 308

o oo pajisje flash USB u lané si karrem né 30 vende

Karrem fizik me njé  tndrshme.

oo o Rezultati: U zbulua se 45%-98% e njerézve
PaJ |SJ e: lidhin pajisjet USB gé gjejné. Midis tyre, 68% e
* pérdoruesve deklaruan se nuk morén masa

paraprake kur lidhnin pajisjen. Ndér ata gé
menduan pér masat e sigurisé, 10 (16%)
skanuan flash drive duke pérdorur softuer
antivirus, dhe 5 (8%).besonin se sistemi i tyre
operativ ose softueri i sigurisé do t'i mbronte. 5
te tjeré (8%) pérdorén burimet e universitetit
pér té mbrojtur pajisjet e tyre personale.

- ) ‘ " /
3 VLY
W N . Confidential ' ' _"-;.:\m-"::v .'

-

(a) Unlabeled drive (b) Drive with keys (c) Drive with return label (d) Confidential drive (e) Exam solutions drive
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) Coffee Shop
: SSID : FreeWiFi

(

—————————————————————————————

Attacker
-
SSID : FreeWiFi

Victim

Quid Pro Quo

Dicka pér dicka



Kuizet né Facebook

Dhurata té
kriptomonedhave

st giveaway CRYPTO of § % +

C 0 & 2xteslacc

Giveaway Info Instruction

° Official event

BIGGEST CRYPTO
GIVEAWAY OF
$100 000 000

Puring this unique event we will give you a chance to win 5 000 BTC or
ETH or 100 000 000 DOGE or 300 000 USDT, have a look at the
es below and don't miss on your chance! You can only participate

Participate

Transaction




I'm not a robot

o

Kodet QR dhe testet
CAPTCHA: Mashtrime té
reja né njé epoké
dixhitale

Té skanosh apo té mos

skanosh?




Linked [[}}

Né kété rast, njé haker krijoi njé profil té rremé LinkedIn, duke u paraqitur si
njé ekzekutiv i rangut té larté né njé institucion financiar prestigjioz. Sulmuesi
kuroi me kujdes profilin e tyre, té kompletuar me njé foto me pamje
profesionale dhe njé histori bindése pune. Ai filloi t& komunikojé me
punonjésit né organizatén e synuar, duke ndértuar ngadalé besimin.

Rast Studimi
[ J
a S-I- T U I I O r ° Pasi sulmuesi kishte njé rrjet té konsiderueshém brenda organizatés, ai filloi té

dérgonte mesazhe né dukje té padémshme, duke kérkuar ndihmé pér njé

I . T L . I d I projekt té supozuar urgjent. Kéto mesazhe pérmbanin bashkéngjitje me

I I I I.I- U eS I I I n (e n géllim té keq gé, kur hapeshin, Iéshonin malware né kompjuterét e viktimave.
Sulmuesi fitoi akses té paautorizuar né té dhénat e ndjeshme té kompanisé
dhe béri kérdi.



Si po shfrytézohet
Zoom pér sulme
phishing!

e Krijimi i njé emaili phishing té Zoom

e Dérgimi i takimit té rremé té Zoom pér
viktimén

e Viktima klikon né linkun e phishing té

takimit té Zoom.

e Kodi kegdashés ngarkohet né sistemin
e viktimés.

Wed 6/24/2020 7:44 PM
Zoom Video Communications|<help@raja.rr> | ¢ Not Zoom;
Emergency Zoom meeting E-mail originated
*50% @uthscsa.ed H
To  HE7%>@uthscsa.edu in Germany

zoom©Q

Video Conferencing

Dear ‘ﬁﬁééﬁ@uﬂlscsa.edu

You have received a video conference call invitation.

~

Best

Team Zoom

https://www.lightcityceramic.com/pagination/dj/
Opens malicious website




Si té identifikoni njé
inxhinier social?

Nuk jep informacion kontakti

Kérkon gjithmoné informacione té ndaluara
Aktivitete té nxituara

Pérdor elementin Friké

Vézhgoni pér gabime té vogla
drejtshkrimore



e Grirése dokumentash/Shredder

.Zb U.I:J a./sh rT.] an g I.a € * Politikat dhe procedurat
inxhinierisé sociale « Ndergjegjésim

® Patchime té pérditésuara dhe azhornim té
Anti-Viruseve



KESHILLA SI TE
MBRONI VETEN TUA|]
né nivel personal

Injoroni kérkesat pér informacione personale; verifikoni
drejtpérdrejt me kompaniné.

Vendosni njé fjalékalim unik té postés zanore né celular.

Caktivizo ndryshimet e kartés SIM, pércjelljen e thirrjeve,
zilien e njekohshme me operatorin celular.

Monitoroni historiné dhe ndryshimet e hyrjes né llogari.
Mos ndani informacione personale né internet.

Pérdorni fjalékalime unike, té forta; Mbi 14 karaktere.




KESHILLA SI TE
MBRONI VETEN TUA]

né nivel organizate

Etiketoni emailet e jashtme me "EMAIL EXTERNAL".
Monitoroni llogarité pér aktivitete té€ dyshimta.

Pérmirésimi i MFA-sé; shmangni MFA-té e bazuar né email.
Monitoroni hyrjet e privilegjuara pér anomali.

Ndaloni hyrjet anonime me VPN.

Edukoni stafin pér inxhinieriné sociale, phishing.

Raportoni mesazhe té dyshimta.

Vértetoni thirrjet nga shitésit e autorizuar me pakicé.




Paketa e
Inxhinierisé
Sociale

* Paketa e veglave té inxhinierisé sociale (SET) éshté njé
grup veglash me porosi té programuara né python, e cila
fokusohet vetém né sulmin ndaj elementit njerézor té
testimit té depértimit.

® SET u shkrua nga David Kennedy (ReL1K) dhe me shumé
ndihmé nga komuniteti dhe ka inkorporuar sulme té
paparé mé paré né njé grup veglash shfrytézimi.

e Qellimi kryesor éshté té shtojé dhe simulojé sulmet
inxhinierike sociale dhe té lejojé testuesin té testojé né
ményré efektive se si mund té keté sukses njé sulm i
targetuar.

SET
RelL1K

aTrustedSec
gHackingDave
https://www.trustedsec.com
Welcome to the Social-Engineer Toolkit (SET).
The one stop shop for all of your SE needs.

The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com

https://github.com/trustedsec/ptf

1) Social-Engineering
Penetration

4) Update the Social-Engineer Toolkit
5) Update SET configuration
6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit




@ Home Notifyme Domainsearch  Who's been pwned Passwords APl  About [

»--have i been pwned?

Check if your email or phone is in a data breach

Njé vegél falas pér té kontrolluar pér shkelje té té dhénave.

email or phone (international format) PW.




Faleminderit pér véméndjen!

https://cesk.gov.al/

in| fl©



https://n-gl.com?utm_source=signature&utm_medium=pdf

