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This report is written to document and analyze the cyberattack against an infrastructure in the
Republic of Albania. The content of this report is based on the information available up to the
date of completion of the analysis.

The forwarding of this report aims to inform and raise awareness of the interested parties on
the documented cyber incident. The report should not be treated as final until its final update.

This report has limitations and should be interpreted with caution!
Some of these restrictions include:
The first phase:

Sources of information: The report is based on information available at the time of its
preparation. Meanwhile, some aspects may be different from current developments.

Second phase:

Analysis Details: Due to resource limitations, some aspects of the incident may not have been
analyzed in depth. Any additional unknown information may reflect changes in the report.

The third stage:

Limited Analysis: Due to the complex nature of the cyberattack, the analysis may be limited in
some respects. The interpretation of the event is subjective and may be affected by the absence
of some key data.

The fourth stage:

Information Security: To protect confidential resources and information, some details may be
redacted or not included in the report. This decision was made to maintain the integrity and
security of the data used.

AKCESK reserves the right to change, update, or change any part of this report without prior
notice.

This report is not a final document (the extraction of the malicious actors' input details will be
made available to you at a later time).

The findings of the report are based on the information available at the time of the investigation
and analysis.

There are no guarantees regarding possible changes or updates to the information reported
during the following period. The authors of the report assume no responsibility for the misuse
or consequences of any decision-making based on this report.
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Technical information

With reference to the cyberattack against the infrastructure, a preliminary analysis was carried
out, on the surface of the attack and technical details recorded based on the available materials.
It is currently evident that the final technique used is through the MEK-DDMC.exe file, where
the Wipering process is performed (deletion of Boot sector records).

From this technique, it was found that devices located in Active Directory were affected and
devices outside of it were not affected. It was also found that the affected devices, part of Active
Directory, were powered on at the time of the attack, while devices that were not powered on,
but part of AD, were not affected by this attack.

During the scanning and analysis process on several computer devices, the MEK-DDMC.exe
file was detected in the same location on all the analyzed devices.

“C:\Users\Public .”

This PC Local Disk (C:) Users Public

Name Date modified Type

B Public Documents

B Public Downloads

B Public Music
B Public Pictures
B Public Videos

12/2/2023 4:47 PM

12/7/2019 10:14 AM
12/7/2019 10:14 AM
12/7/2019 10:14 AM
12/7/2019 10:14 AM

File folder
File folder
File folder
File folder

File folder

L8 MEK-DDMC.exe

1/21/2024 3:06 PM Application

Figure 1 Location of MEK-DDMC.exe

3 MEK-DDMC.exe Properties X

General Compatibility Security Details Previous Versions

) MEK-DDMC exe
Type of file:  Application (.exe)
Description:  MEK-DDMC exe
Location C:\Users\Public
Size 108 KB (111,104 bytes)
Sizeondisk: 112 KB (114,688 bytes)

Figure 2 Malicious file data
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The presence of the malicious file was detected on Windows computer devices, where it was
not possible to perform the final execution with destructive properties for the operating system
and Boot records (MBR or GPT).

From the analysis of the events on these computer devices, multiple attempts on the network
on different ports to gain access to them are evident.

- 31/01/2024 21:52:56 Blocked 15 Incoming  ICP

Blocked 15 TCP

Blocked

Blocked

Blocked Incoming | TCP
Blocked Tce

Blocked

Figure 3 Attempts to different ports on the network at different time intervals.

Audit Failure events were also recorded during this time period.

I*Y Audit Failure 31/01/2024 21:51:51 Microsoft Windows security auditing. 4625 Logon
4 Audit Failure 31/01/2024 21:51:53 Microsoft Windows security auditing. 4625 Logon

Event 4625, Microsoft Windows security auditing.

General Details

Account Name:
Account Domain:

Failure Information:

Failure Reason: Unknown user name or bad password.
Status: 0xC000006D
Sub Status: 0xC0000064

Process Information:
Caller Process ID: 0x0
Caller Process Name: =

Y Audit Failure 31/01/2024 22 Microsoft Windows security auditing. 4625 Logon
5 Audit Failure 01/02/2024 Microsoft Windows security auditing. 4625 Logon
5 Audit Failure 01/02/2024 00:57:59 Microsoft Windows security auditing. 4625 Logon
£ Audit Failure 01/02/2024 00: Microsoft Windows security auditing. 4625 Logon
5 Audit Failure 01/02/2024 00: Microsoft Windows security auditing. 4625 Logon
5 Audit Failure 01/02/2024 00: Microsoft Windows security auditing. 4625 Logon
3 Audit Failure 01/02/2024 00: Microsoft Windows security auditing. 4625 Logon
- e . e — N — e

Event 4625, Microsoft Windows security auditing.

General Details

Network Information:
Workstation Name:
Source Network Address:

Source Port: 21160

Detailed Authentication Information:
Logon Process: NtLmSsp
Authentication Package: NTLM
Transited Services: -
Package Name (NTLM only): -
Key Length: 0

This event is generated when a logon request fails. It is generated on the computer where access was attempted.

The Subject fields indicate the account on the local system which requested the logon. This is most commonly a service such as the Server service, or a local process such as Winlogon.exe or Services.exe.

Log Name: Security
Source: Microsoft Windows security Logged: 31/01/2024 22:06:52
Event ID: 4625 Task Category: Logon

Level Information Keywords:  Audit Failure

OpCode: Info

Figure 4 Audit Logs during the attack time.
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Update 1.1

From the scans and analyzes performed on the infrastructure as well as during the system
recovery process, it was evident that in one of the virtual machines, there are some special files
that were created by malicious actors to carry out the attack within the Institution's network.

MEX-DDMC

Figure 5 Suspicious files found on one of the virtual machines
The recorded files are:
* r[.]bat
e r2[.]bat
e r3[.]bat
* MEK-DDMC].]exe

Analysis of the r.bat file
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% I Froperte

General Secwity Details Previous Versions

00 r

Typeoffilec  Windows Batch File (bat)

Descnpton r
.
Size: 130KB (13411 bytes)

Size ondisk. 160 KB (16.384 bytes)

Created Wednesday, January 31, 2024, 11:36:14 PM

Modfied Wednesday, January 31, 2024, 11.36.14 PM

Figure 6 Details of the r.bat file

) r - Notepad
File Edit Format

View Help

kopy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy
copy

This file acted as the carrier of the malicious file MEK-DDMC.exe, where it was distributed
to computers identified in the infrastructure network, via the shared directory of

MEK -DDMC
MEK-DDMC
MEK -DDMC

MEK-DDMC
MEK -DDMC
MEK-DDMC
MEK -DDMC
MEK-DDMC
MEK -DDMC
MEK-DDMC
MEK -DDMC

MEK -DDMC
MEK-DDMC
MEK -DDMC

MEK-DDMC
MEK -DDMC
MEK-DDMC
MEK -DDMC

MEK -DDMC

.exe
.exe
.exe
MEK-DDMC.
.exe
.exe
.exe
.exe
.exe
.exe
.exe
.exe
MEK -DDMC.
MEK-DDMC.
.exe
.exe
.exe
MEK-DDMC.
.exe
.exe
.exe
.exe
MEK-DDMC.
.exe

exe

exe
exe

exe

exe

$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC. exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DOMC.exe
c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe

I G Ol G B . O [ g P G, B P g - B, i -l G- G g

Figure 7 The contents of the r.bat file.

"C:\Users\Public." that has been accessible on the network.
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Analysis of the r2.bat file

% | 2 Properties

General Security Details Previous Versions
:v‘o 2

Type offile; Windows Batch File (.bat)

Description 12

Size: 109 KB (11.258 bytes)

Size ondisk: 120KB (12,288 bytes)

Created: Wednesday. January 31. 2024. 11:41:52 PM

Modified Wednesday. January 31, 2024, 114152 PM

Figure 8 Details of the r2.bat file.
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i r2
File Edit View

copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \\
copy MEK-DDMC.exe \

\c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe

\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe

\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe

c$\users\public\MEK-DDMC.exe

\c$\users\public\MEK-DDMC.exe

\c$\users\public\MEK-DDMC.exe

c$\users\public\MEK-DDMC.exe

\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe

\c$\users\public\MEK-DDMC.exe
\c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe

c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe
c$\users\public\MEK-DDMC.exe

Figure 9 The contents of the r2.bat file

This file, the same as the r.bat file, carries out the transport of the malicious MEK-DDMC.exe
to the computers identified in the infrastructure network, via the shared directory of
“C:\Users\Public.” that has been accessible on the network.

Analysis of the r3.bat file
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General Security Defails Previous Versions

o 3

Type offile Windows Batch Fide (bat)

Description: 3

Locaton

Size: 28.4 KB (29,100 bytes)

Size ondisk:  32.0 KB (32,768 bytes)

Created: Wednesday, January 31, 2024, 1154:12PM

Modified: Wednesday, January 31, 2024, 115412 PM

Figure 10 Details of the r3.bat file.

rocess call create "cmd.exe /¢ c:\users\public\MEK A
process call create "cmd.exe /c c:i\users\public\M
process call create "cnd.exe /¢ c:\users\public\MEl
process call create "cnd.exe Jc c:\users\public\M
process call create "cnd.exe fc c:i\users\public\M

inistrator /password:
wnic Administrator /password:
wnic Adninistrator /password:"
waic Administrator /password:
wmic Adninistrator /password: c
wmic Adninistrator /password: process call create “cnd.exe fc c:\users\public\M
wmic Administrator /password: process call create "cad.exe /¢ c:\users\public\M
wmic Administrator /password: process call create "cnd.exe /c c:\users\public\M
wmic Administrator /password: process call create “cnd.exe /c c:\users\public\M
wmic Administrator /password process call create "cnd.exe /c c:\users\public\MEK
wmic Administrator /password: process call create “cmd.exe /fc c:\users\public\MEl
waic \Administrator /password: process call create "cmd.exe /c c:\users\public\M
waic \Administrator /password:" process call create "cmd.exe /c c:\users\public\MEl
wmic \Administrator /password:" process call create “cmd.exe /c c:\users\public\MEl
wmic Administrator /password: process call create “cmd.exe /c c:\users\public\M
wanic \Administrator /password; process call create “cmd.exe /c c:\users\public\M
waic Adainistrator /password process call create “cmd.exe /c c:\users\public\MEl
wnic Administrator /password process call create “cmd.exe /c c:\users\public\M
wnic Administrator /password process call create “cmd.exe /c c:\users\public\M
waic Administrator /password process call create “cmd.exe /c c:\users\public\M
wnic Adainistrator /password process call create “cmd.exe /c ci\users\public\M
wmic Administrator /password: process call create “cmd.exe /¢ c:i\users\public\MEl
wnic Administrator /password: process call create “"cmd.exe /¢ c:\users\public\MEl
wmic Nadmninistrator /password: process call create "cnd.exe /¢ c:\users\public\MEl
wmic \Adninistrator /password: rocess call create "cmd.exe /¢ c:\users\public\MEK

wmic Administrator /password call create "cnd.exe /¢ c:\users\public\MEl
wmic Administrator /password call create "cnd.exe /¢ c:\users\public\MEl
wmic Administrator /password call create "cad.exe /¢ c:\users\public\MEl
wmic Administrator /password call create "cnd.exe /c c:\users\public\MEl

waic
wmic
wmic
wmic
waic
waic
waic

Administrator /password call create "cnd.exe /c c:\users\public\MEl
Administrator /password call create “"cnd.exe /c c:\users\public\MEl
Administrator /password call create "cnd.exe /¢ ¢:\users\public\MEl
Administrator /password call create “"cmd.exe /c c:\users\public\MEl
Administrator /password call create "cmd.exe /c c:\users\public\MEl
Administrator /password call create "cnd.exe fc c:\users\public\MEl
Administrator /password call create “cmd.exe /¢ c:\users\public\MEl

Figure 11 The contents of the r3.bat file

The r3.bat file is in the last order, as it executes through the wmic (Windows Management
Instrumentation Command-line) function, where a remote call is made to access emd and
then the command to execute the wiper MEK-DDMC.exe.
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From the analysis of the logs of the virtual machine, it is evident that there is high activity of
using the SMB protocol, before and during the attack. It is also evident that SMB activity is
also blocked by some computer devices where the attack was attempted.

Microsoh- Windows- SmbClentsdConrectivity

Lesvel Date ared Time Source Event 1D Task Categary
iror I, 004 233656 SMECent HEG  MNore I
0 iror 31002024 233648 SMBCkent 0803 Nore
Eim 31/01,7004 733640 | . SMEChent WA Hors

Eror JO 0 150047 SMEent 8 MNore

Eror 002004 10T SMBChent 0803 Nore
[T IOVAZ004 1AD0E SMBChent WEE  Mors
Dielormation 012004 11 SHBCkent MW Nors
Event 30803, SMEC et x
Genesl  Detaily

Faled 1o establah a network connection.

Error The rarspord conmechon atbempt was refused by the remobe sysiem.

servee rame: [

Server address:
i ornection Bype: TOPIP

Guadance:
This indicabes & problem with the underlying network or traraport, such s with TCPAP, snd not with SMB. A firewall that blocks TCP port 445 or TOP port 5845 when using an IWARP
EDRAA, adapter, can abo couse this issues.

Log Mame Migrosalt-Windows - SMECien Tan nactivity

Seurie ShABC lent Legged: 1002004 2 el

Event Ix 30803 Task Category:  Nane

Liroat Error Ewppweods: ]

- SHSTEM it

Figure 12 The SMB attempt to the network when the communication started and the moment of the attack.

Microsoft Windows- SenbClented Cornectrity

L=l Duate snd Time Source Evert I Task Category
() information D202 130753 SMBCliern HEM None
(B indormation D2AR004 134718 SMEChert HEW  None
;i;ll:-mrm.mm'i D204 130717 SMEChrn EM  Nane
:EIIr‘iamm:m 02022004 13T EMBCleerit 3EM MNone
() information 222004 13:0 117 SABC ot 12 None
) Error N,2004 5039 SMEBChert 0603 Nane |
| F 3101,2024 3500 SMECsern e Nane

il ey 8 P — P —

Fasded to establich & neteork connection

Error: The tremsport cormection atbempt was refused by the remote sysbem.

|
Server gkl
Cornection Bype TOPIP

i ars a:
This indicates & problem with the wnderdying retwork or ranspart, such a8 with TCPAP, and not with SMB. A fireswvall that blocks TCP pord 845, ar TOP port 5445 when using an iWARP
ROMA sdapber, can aluo cause this szue

Figure 13 Last SMB communication log

After this moment, a wiper was performed on the servers where the cluster was set up and it
was not possible to carry out the attack after communication with the virtual machine and the
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network was lost. Currently, from the evidence and analysis performed, it appears that when
the .bat files were executed, some of the computer devices blocked the actions, making the
attack fail against them.

As for the devices which, the copying was completed successfully, but the execution of the
MEK DDMC.exe file did not happen, this is because during the execution of the r3.bat file
with the WMIC command, this virtual machine was listed before other computer devices that
were not affected by the attack. Also on computers that failed to copy and run, WMIC was not
enabled as a feature in Windows.

During the analysis, it is evident that to the virtual machine that was used for the attack, a
connection was established with Remote Desktop Protocol (RDP) from a specific IP of the
infrastructure until the moment the connection was lost, and the attack ended.

¥ L infermatian ! I8 TerrrurulServicem-LocalSesian

it} Infoermartion 02024 MM P TerminalServices- LocalSession.. 4 Mone

i} Infesmation 1302024 WEIE1E P Tarerina | Saniioes- LocalSession_ 41 Maone

b infarmatian 1731,2024 113247 AM Terrrors | Senioe- Localessian 24 Mane

it} Information T 2024 1120aT AM Berrmira | Senvices- LocalSession. a0 Maone

It} Infesmatian 130,/2024 W54 AM Tererir | Sanioes- LocalSasion.. 42 Maone
B T e 100 ek d AR e allanannr lmaalinsmn IE Bulmmm L
Event 21, Terminalienaces-LocalSenionManager s

Gereral - Details

Remote Desktop Sensces Session logon sucoseded

Llser-.a,drmr'lstrmr

Session Ik 3

Source Metwork Address -‘=.l.2

Figure 14 The initial moment of the RDP connection to the virtual machine.

RarmoteOwesk top Senvicoes - Ralpl

(i) Infarmation 173172024 115403 PV RemoteDesktopServices- Rapl 255 RemoteFX module
(1) Intanration 1312004 115341 P RemoteDesktonServices- RapC 258 RemcteFX module
i) Information LI12024 125335 P RemoteDesktop Services-RdpC. 258 RemotefX module
i) Information 1/31/2024 115327 PM RemoteDesktopServices- RaoC_ S8 RemoteFX module
V) Information 1/31/2024 115250 P RemoteDerktopServices- RdpC 258 RemotefX module
L TR S——— L215054 AL 2L PSR S — L Smsmmhnll mmmdisdn
Event 254 RemoteDesktopSeraces-RdpCoreTS x

General  Detals

The Connectian i not using advanted RemoteFX RemoteApp graphics

Figure 15 The process of disconnecting the RDP connection and ending the attack including the virtual machine.

File analysis (file details) wiper “MEK-DDMC.exe”

e Static Analysis:
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The MEK-DDMC.exe executable acts as a cleaner written in C/C++ language with Visual
Studio 2022 version 17.5.

File name

> | |C:\Users\flare\Desktop\MEK-DDMC\MEK-DDMC.exe

File type File size
PE32 v 108.50 KiB

Scan Endianness Mode Architecture Type
Automatic v LE 32-bit 1386 Console
v PE32

(¥a)

Operation system: Windows(Vista)[I1386, 32-bit, Console]
Compiler: EP:Microsoft Visual C/C++(2017 v.15.5-6)[EXE32]
Compiler: Microsoft Visual C/C++(19.35.32217)[LTCG/C++]
Linker: Microsoft Linker(14.35.32217)

Tool: Visual Studio(2022 version 17.5)

[T Vo I Vo B ¥ |
B I )

Figure 16 Information on the wiper code.

During the analysis of the decompiled code it is evident that in the Debug Data section the
code contains information in a database program (PDB) of Microsoft .NET, which is used to
store information for decompilation and debugging of .NET applications.

"RSDS", followed by a GUID (Global Unique Identifier) which are 59 a2 a6 af a4 ... etc.,
used to uniquely identify the PDB file that matches the application executable file.

The last part describes the path of the PDB file on the file system, given as
"C:\Users\sysprogram...".

This indicates the physical location of the PDB file on the computer disk where it was created
or modified for the last time. During the search for decompiled characters or words, the string
"u"\W\.\%c:" is identified.

If we click on this string, the decompiler sends you to the void FUN_00401010(void) function,
from where it is concluded that the data deletion part takes place in this function.

The MEK-DDMC.exe executable sends the IOCTL_DISK DELETE DRIVE LAYOUT
command using DeviceloControl.

This command makes it possible to erase the signature (boot signature) from the MBR,
resulting in the computer being no longer accessible as a result of erasing the entire disk.

In the code you can see variables and markers, where kernel32.dll is loaded using
LoadLibraryW and uses the GetProcAddress function to find the addresses of some functions
that have been defined and then checks if it is incorrect. If it is not, it will call Devicelo Control
with the previously opened process handle and flag 0x7c100.
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Flag 0x7c¢100 is IOCTL DISK DELETE DRIVE LAYOUT and is used to delete partition
table and drive information.

4 CodeBrowser r/MEK-DDMCexe — 0 o
File Edit Analysis Graph Navigation Search Select Tools Window Help

H & =- PRERD JCIDULFVYE: &% oo /EIOBG.0BOL S
progam Trees i £ | X | [EEHStng: INEK-DOMCIeke NGEIE RS

Decompile: FUN_00401010= (I

e
&
<

=7 MEx-DOMC.exe A sl ’ aede o
[ Headers > : 2 T
EF e
B
B «e
B e
B o

B Aocbu0 0zt v

Program Tree X

- Symbol Tree i ™| X

- (Cha imports

- [} Namespaces

Filter:

g} Data Type Manager v X
o WK
=

| L8 022 Types

# @ BuitinTypes £/ Console - Scripting LE
& | Ouex-oomC

E B windo

Figure 17 The code that deletes data.

If we change the document format from .exe to .7z and try to extract it, it is evident that there
are different files as in the following picture:

- ‘
This PC < | C\Users\flare\Desktop\MEK-DDMC

Share View

MEK-DDMC

s Quick access

I Desktop

& Downloads

Documents i

&= Pictures 1

J Music 3 MeK-DDMC T2
B videos

Microso JEERETILE
B 3D Objects
B Desktop

% Documents

¥ Downloads
J Music

&= Pictures
Videos

.. Local Disk (C)

W Network

Figure 18 Extraction of MEK-DDMC.7z.
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The file named "1" is a file that, if opened with Notepad++, contains an XML format that
specifies that the application will run with the same privilege level as the process that calls it.
level="asInvoker' , where it means that the application does not require elevated privileges to

run, and uiAccess='false' specifies that the application does not have access to user interfaces
that are privileged (UI).

4 pestudio 9.55 - Malware Initial - itor.com - [c K-dd) .exe]
file settings about
?
{7 ci\users\flare\desktop\mek-ddmc\mek-ddmc.ex | fibrary (1) duplicate (0) flag (0) first-thunk-original (INT)  first-thunk (IAT) type (1) imports (67)  group description
s g KERNEL32.dlI Windows NT BASE API Client
99 footprints (count > 12) *

M
dos-header (size > 64 bytes)

B dos-stub (size > 200 bytes)
rich-header (tooling > Visual Studio)
f e

optional-header (subsystem > console)
#4 directories (count > 6)
sections (count > 5)

libraries (KERNEL32.dlI) */

imports (flag > 67) *

i resources (signature > manifest)
abe strings (cou 89)
D t

K manifest (level > asinvoker)
o

=

< > |«

sha256: 60C387D9D52CI8DESC5D8453F64A6541ECADB645F6709D 1FES1903182943438C

cpu: 32-bit _file-type: executable subsystem: console entry-point: 0x00001346

A |

Figure 19 Kernel32.dl import.

Removes the boot signature from the master boot record, so that the disk
will be formatted from sector zero to the end of the disk. Partition
information is no longer stored in sector zero.

IOCTL DISK DELETE DRIVE LAYOUT 0x7¢c100 inc\api\ntdddisk.h

Figure 20 IOCTL DISC DELETE
Capabilities of MEK-DDMC.exe:
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\Windows\System32\cmd.exe
rosoft Windows [Version 10.0.190845.2965]
Microsoft Corporation. All rights reserved.

RE-VM Thu ©2/01/2024 21:14:46
Users\kristian\Desktop\Tools\Utilities>capa C:\Users\kristian\Desktop\MEK-DDMC\MEK-DDMC.exe

md5

shal

sha256

os

format

arch

path /kristian/Desktop/MEK-DDMC/MEK-DDMC.exe

ATT&CK Tactic | ATT&CK Technique
|

MBC Objective | MBC Behavior
|

[cee48]
[cees1]

T
Capability | Namesp |
_—————————————————
PDE executable/pe/pdb
host-interaction/environment-variable
dows host-interactio ile-system/files/list
(2 matches) host-interaction/file-system/write
torage host-interaction/proces
host-interactio

host-interaction/process/terminate
ntime s (4 matches) linking/runtime-linking
matches) | load-code/pe

Figure 21 Malware’s Capabilities
. Dynamic Analysis:

In order to understand the behavior of the malware, dynamic analysis was performed that
represents its execution.
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8 MEK-DDMC.exe - PID: 4068 - Module: mek-ddmc.exe - Thread: Main Thread 7052 - x32dbg [Elevated] - 68 X
Fle Vew Debg Trang Phgns Favousites Optons Hep May 8 2021 (Ttarkngne
O »i tH %y tald s @ fxu nLRE
B g Notes @ Gresiponts  WEMemoryMap () CalStek  SSH o/sopt M symbos < souce References W Tivesds  dhitondes  § Trace
[ s osszion mov ed1,dword ptr 4 : [CAGETPTOCAAGF 655 n de FP0
88 o200 Ax dernelsz.CreateFilen A
Fro7 E{“ et
68 SC987200 X
53 EDX <kernel32.CreateFilews
8985 FOFDFFFF (14
FFo7 &2
lsg———————————— . w51 47C:\\users\\kristian\\De
8870 es < ers\\kristian e DM E @01 <kernel32.GetProcaddresss
8085 F4FDFFFF
58 a8987200 48 e mek-ddac. 0071104F
) EFLAGS 00000200
8085 F4FDFFFF Jdword ptr ss:febp 2R PRI AP 4
& 00 OF 0 SFO DF O
64 00 cFo TFO IF 1
64 03
64 00 Lastérror 00000000 (ERROR_SUCCESS)
6 03 Laststatus C0000034 (STATUS_OBJECT_NAME_NOT_
68 0000000
50 G5 0028 Fs 0053
FFO6 €5 0028 DS 0028
:: 88987200 €S 0023 S5 0028
s ST(0) 0000000000000000000 X87r0 ERpty 0.000
8678 ST(1) 00000000000000000000 X87r1 ERPty 0,000
83FE FF estia"ci\\Use o ST(2) 00000000000000000000 X87r2 EAPLy 0,000
74 18 ST(3) 00000000000000000000 X87¢3 EApty 0,000
6 00 ST(4) 00000000000000000000 X87r4 EADLY 0,000
6A 00 ST(5) 00000000000000000000 x87rS Empty 0.000
6A 00 ST(6) 00000000000000000000 X876 Empty 0.000 ¥
#4100 < >
6 00
6 o000 bl o 21z L] woded
56 & e ristian\\De: DOMC) \MEX-0DMC . exe i Tesped] 015A2E38 &°Ci\\Users\\kristian\\D
FFac roneees 1 v|2: fesp 106000
i > sp+C] 75D4FCO0 <kernel32.DeviceloContro
H 5p+10] 00690084
ac s: [esprie] 00680073
+TEXT:0071104F mek-ddnC. exe: S104F #44F
P P~ ¢ 9 [EFEIEEERA 01544448 | &"ALLUSERSPROFILESC: \\PrograsData’ -4
Wouo! @02  EE0up3  Moumd  Wouos  @wathi il P stue f 00| O1A2E38 | £°C3\\USers\\kr 15T1an\ \DESKLOP\ \MEX -DDMC \ \MEX-DOMC . exe"
01106000
7SDAFCO0 | kernel32, 7504FC00
00690064
) 64 00 €A |
56 FF 95 F0
SE 33 C0 s8[e8
7110C1| 88 EC 88 45(08 80 @ -
0|E8 mek -ddnc . 00720065
3
mek-ddnc. 00720068
]
00(00 8 CE 1 ) £8 605 00 00 £8,&1...
? 0|50 E8 41 56/00 00 59 5585 €O 75 51| ... .PeAV. | oa2eF v
00711151 | €8 12 06 00|00 E8 63 06/00 00 85 CO|74 0B 68 58 b....&c. { v|< >

Figure 22 MEK-DDMC.exe debug

Figure 23 Attempts after reboot.

After running MEK-DDMC.exe, the operating system performs a forced restart and when
attempting to start the operating system, it fails to find the BOOT directory.

Update 1.2 — Operating System Repair

From the tests carried out in the premises of the AKCESK laboratories, the behavior of the
MEK DDMC.exe file was analyzed and the process of repairing and restoring first the regular
files of an operating system and then the complete restoration of all was attempted in several
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operating systems. the system. The testing phase includes system environments set up on
physical machines as well as virtual machines.

From the analysis performed, it is evident that the malicious file affects only the BOOT record
and does not affect other details to compromise the operating system. Initially, it was attempted
to restore Partitions located on the main disk where the operating system is installed.

Parmoon Fle system Capaoty Type

~ Disk 0 {5000 G& Basx. M2R)

- Unallocated  6O00GR feect 6000GE Lageal

@
)
@
3
- Disk 0
*; Unalocated
Uralocated
Figure 24 Partition recovery process.
Farunon Recavery ® x
Pattion Selact 3 dik 10 ctart weacching for lost partition|t)
o Dish @ 5000 CE Basc MBRY
= | - Ouko
| * Unalccated
D=t Suw Nodet
- Dsk C @ ce Vidware Virmual NVWe Dish

[ :

)

%]

@ |
- Dm0 1
* Usalocated .

Figure 25 Start scanning for lost partitions on the main operating system disk.
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Partition Recovery

Select lost partition(s) to recover
= Disk0
Ber Ry *: Unallocated
Partition Label Status Recoverabiity  File system Capacity Used First sectc
s Good FAT32 100 MB 31 MB 2048

NTES 59.35 GB 1277 GB 239616

Forirclh par hapsacen Uniiccaied dha Npanm | pEooreys

Back

Figure 26 The scanning process that recovers lost partitions.

During the scanning process, it is evident that all Partitions that have been configured on the
main disk of the operating system are restored.

Partition Recovery TRk - I
Select lost partitionds) to recover
~omo = ]
C (FAT32)  “Unallo..  D: (NTFS) E (NTFS)
Partiticn Label Status Recoverabiity File system Capacity Used First sectc
C Good FAT32 100 M8 31 MB 2048
D Good NTFS 5935GB 1277 G8 239616
E Lost Good NTES 546 M8 458 MB 12470681
|
|
Back Proceed

Figure 27 Completion of Scan for Lost Partitions
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Partition Reoovery

Cperatian 111

Recovery Paritions

Siep 1 Partition recovery (Disk 0. First Sector: 2048, Last Sector: 20684T)
Step 2 Partition recovery (Disk 0, First Sector: 239616, Last Sector: 124T05181)
Stop 3 Partition recovery (Disk 0. First Sector: 124TO8B16, Last Sector: 125825023)

Updating system information...

Figure 28 Restored partition

Further, a check was carried out for the presentation of the partition from which it is evident
that they are visible in Disk Management, also that the legitimate files have not been affected
by the wiper.

£ Dok Menagement
Fis Action

&= = 7]

Iipe ree Spe Free
= W R
B EER N
[ 5 0400
o Bac ]
[ e ]
T
\
|
) # @0
0.0 O M8 FAY 1608 935 OB NWS 25 ME N
Cedawe Masttng (Primary P | Uraliccats | Maathy Povary Patison) Hesthy Parran, Patbicn

o ke
oo MBCD_PE_ab4 (79

156 G 2.96 G2 UDF

Orvdrm Heottyy (Prmary Farttron

B Unetiocsted B Primary partition

Figure 29 Sort Volume Partition restored

After the records have been made, it is necessary to repair the BCD Boot of the operating
system so that the return to Windows is final. Attempting to restart the operating system without
repairing the Boot file will present error 0xc000000e.
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Recovery

910 use a diffe

Figure 30 winload.efi error 0xc000000e
BCD BOOT Repair

First, the active EFI partition must be selected where the BootLoader of the operating system
is automatically configured.

B Adminstratos: Windows Command Processor - diskpart

Figure 31 The process of actively performing the EFI Partition

After activating the EFI partition, BCD repair is performed.

Address: “Papa Gjon Pali II”, Street nr 3

Tirana;Tel./Fax: 04 2221 039



Figure 32 Command to repair BCDBOOT

*Volume Partition letters vary according to the operating system or previously performed
configurations.

Then a reboot is attempted for the operating system, and from all the tests performed, it turns
out to be functional.

Indicators of compromise

HASH-ET: MEK-DDMC.exe

mdS - 353b4643ecS1ecff7206175d930b0713
shal - 26e728¢3331146763164317192959716034767 ¢S
sha256 - 60¢387d9d52¢98deScSd8453164a6541ec4db64516709d11e51903182943438¢

HASH: r.bat
sha256 -
B936B644AEBA0266798C791147B41C3486BFBCE34B6EF82ACC9F28526D74D8SDB

HASH: r2.bat
sha256 -
6CA2DBIBDFF6455B4E71CAD5S9A4A329D17F36510230A3B961516B4F2C033AB3F

HASH: r3.bat
sha256 —
37D2AD10ACB355896BF4D1747E809A9709F14892B199EF8C182812D306D3565B
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