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Deputy Prime Minister speech at the annual
conference regarding the progress achieved in the field

of cyber security

GitLab - patching alert
GitLab has recently released security updates to address
two critical vulnerabilities.
One of the critical vulnerabilities is the result of a bug in
the email verification process, which allows users to reset
their password through a secondary email address.

To mitigate any potential threats, it is advised to upgrade
instances to a patched version as soon as possible and
enable 2FA, especially for high-privileged users.

Read more

Rruga "Papa Gjon Pali II", No.3
info@cesk.gov.al Autoriteti Kombëtar për CESK autoriteti_kombetar_cesk +35542221039

Fjala e Zv.Kryeministres në konferencën
vjetore lidhur me progresin e arritur në
fushën e sigurisë kibernetike

weekly Bulletin
 8-12 January 2024

CISA paralajmëron për shfrytëzim aktiv të një
vulnerabiliteti të Microsoft SharePoint

PATCHING ALERT

GitLab - patching alert

CISA warns of active exploitation of a Microsoft
SharePoint vulnerability

The US Cybersecurity and Infrastructure Security Agency
(CISA) has added a critical security vulnerability to its
catalog of Exploited Vulnerabilities (KEV), which affects the
Microsoft SharePoint server.

The vulnerability, identified as CVE-2023-29357 ( CVSS: 9.8 ),
is a privilege escalation flaw that could be exploited by an
attacker to gain administrator privileges.

Read more

In the press conference regarding the priorities in
Infrastructure, Deputy Prime Minister Belinda Balluku
in her speech emphasized the progress achieved in
the field of cyber security, including the legislative
reform and the establishment of the Security
Operation Center.

Also in fulfillment of the objectives to reach
international standards in the field of cyber security,
the establishment of laboratories as an important part
of the National SOC was emphasized.

"Cybersecurity is not just about
protecting data; it's about protecting
the future of innovation, the integrity
of our systems and the trust of a
digital world."
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