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1. Directorate of Electronic Certification and Control

1.1 Accrediation and Policy Sector

During 2022 the accreditation and policy sector has accomplished the following tasks:

1.

In the framework of the country's integration into the European Union work has
continued to update the current legal basis, including Law no. 9880/2008 "On Electronic
Signature”, Law no. 107/2015 "On Electronic Identification and Trusted Services", as
well as Law No0.2/2017 "On Cyber Security” in full harmonization with European
Regulation EIDA no. 910/2014 “On Electronic Identification and Trusted Services for
Electronic Transactions in the Internal Market”, as well as in full harmonization with the
2016/1148 Directive of the European Parliament and the Council “concerning measures
for a high common level of the security of networks and information systems across the
Union ”(NIS Directive).

Regarding the performance of two draft laws, the draft law “On electronic identification
and trusted services” and the accompanying package was issued for public consultation
on 07.12.2022, a process which was completed on 10.01.2023. The draft law is being
reviewed on the basis of comments brought by interested institutions and entities. The
deadline for submission of this draft law is planned on the first quarter of 2023.

For the draft law "On Cyber Security" the final proposal of the draft law was adopted, but
with the approval and changes that derive from the NIS2 Directive in December 2022, in
order to include some elements of this directive, this draft law was reviewed. Regarding
the progress of this draft, NAECCS is preparing the full package to continue with the
relevant public consultation procedures. The planned deadline for submitting this draft
law is the first quarter of 2023.

In the context of the obligations set forth in the legislation on the declaration of assets and
the prevention of conflict of interest, it has been periodically and annually reported to The
High Inspectorate for the Declaration and Audit of Assets and Conflicts of Interest
(“HIDAACI™).

During 2022 has been approved:

“Regulation on the content and manner of documenting cyber security measures” -
approved by order of the General Director no. 10, dated 14.02.2022.

“Methodology for identifying and classifying critical infrastructures and important
information infrastructures ”, approved by order of General Director No.9, dated
14.02.2022.

Decision of Council of Ministers (“DCM”) no. 553, dated 15.7.2020 “On the approval of
the list of critical information infrastructures and the list of important information
infrastructures”, amended by DCM no. 761, dated 12.12.2022.

Contribution to the process of identifying critical information infrastructures and
important  information  infrastructures  (part of the  working  group).



4. Contributing with continuous information and reporting on the progress of the
implementation of the measures and activities provided for in the Action Plan 2021-2023
of the “Inter-Sector Strategy of the Fight against Terrorism 2021-2025”.

5. Contribution to the drafting of the strategic document in the field of prevention and
opposition of violent extremism of the "New Strategy for the Prevention and Opposition
of violent extremism 2022-2026.”

6. In the context of integration into the European Union a contribution was made to these
areas:

- Reporting on Chapters 3, 10, 24 within GNPIE;

- Participation in meetings in the context of GNPIE;

- Completion and reporting on PPAP and PKIE 2022-2024; PKIE 2023-2025;

7. Participation in training for enhancing technical and professional capacity in the field of
trusted services and cyber security organized by FESA, ENISA, etj.

8. Participation in the Conference "Speakers at Montenegro™, CCB Conference, 9 May 2022
(part of the panel as a speaker and reporter).

9. Participation in the workshop "CRDF Global Cross Cyber Drill" - 7 July and 8 July 2022
" TAIEX Expert Mission on Request for Transposition of Regulatory Framework In
Cyber Security with NIS directive, 20.07.2022, Workshop "The Implementation of EU
CyberseCurity Law" 14-15 December, EGAG.

10. Drafting legal reports as well as various written correspondence with institutions as
needed.

1.2 Communication and Information Distribution Sector

1.2.1 Monitoring of “National Cyber Security Strategy 2020-2025”

The National Cyber Security Strategy 2020-2025 was adopted by Decision no. 1034
dated 24.12.2020, of the Council of Ministers and constitutes a key instrument for enhancing
the safety of networks and information systems at national level and priority of the Albanian
government.

With the contribution of the involved actors the first strategy monitoring report was
drafted, which aims to evaluate the progress of implementing this strategy according to the
four goals of the respective policies and objectives for the period January - December 2021.

The action plan of the National Strategy for Cyber Security 2020-2025 includes a total of
125 basic activities to be implemented during the years of adpotion of the strategy. Out of
these 52% (65 activities) were fully fullfiled during the first year of 2021, while 42% (52
activities) are expected to start implementing along 2022 and onwards.

In particular, there is progress in fulfilling the purpose of the first policy on
"guaranteeing cyber security at the national level, through the protection of information
infrastructures, by strengthening technological and legal means” considering the fullfiled
activities that are in process.

In achieving the objectives of this policy 49 Activities (39%) are foreseen, 29 of
which are fully accomplished and 8 are in the process of completion as seen in the graph
below:
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Figure 1 Fulfillment of Activities of the Purpose of the
Policy 1

In meeting the objectives of the goal of the second policy, there are 19 activities (15%),
8 of which are fully achieved and 11 not yet started as seen in the graph.
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Figure 2 Fulfillment of Activities of the Purpose of the
Policy 2

In meeting the objectives of the goal of the third policy, 42 activities (34%) are
foreseen, 17 of which are fully realized and 25 unfented as seen in the graph.
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Figure 3 Fulfillment of Activities of the Purpose of the
Policy 3

In meeting the objectives of the goal of the fourth policy, 15 activities (12%) are
foreseen, 11 of which are fully realized and 4 unfented as seen in the graph.
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Figure 4 Fulfillment of Activities of the Purpose of the
Policy 4

The full monitoring Report is found on the NAECCS official Website:
https://cesk.gov.al/Publikime/2022/Monitorimi i strategjise sigurise kibernetike 2021.pdf

1.2.2 Activities to raise awareness


https://cesk.gov.al/Publikime/2022/Monitorimi%20i%20strategjise%20sigurise%20kibernetike%202021.pdf

The communication and information distribution sector has participated in the coordination
of work for the fullfilment of activities within the joint project with UNICEF Albania
"Development of the mechanisms needed for online saftey of children and young people in
Albania"” during February - September 2022.

The results of this project are:
v’ Drafting of 6 documents, in the form of inter-institutional protocol, guide, analyzing

report.

v 518 trained parents and teachers in 12 units / cities of Albania: Babrru, Vorg, Kavajé,

Dibér, Klos, Kukés, Has, Laknas, Burrel, Bulqizé&, Fushe Arréz, Puké, Vau Dejés,
Shkodér, Tropojé, Kaméz dhe Paskugan.

v' 1 Awareness Manual drafted for parents and educators, with children's protection tips

online, focusing on online trafficking.

Drafted documents are:

Report on analyzing and identifying illegal content reporting mechanisms.

Inter -institutional protocol for cooperation between law enforcement agencies,
internet service providers and NAECCS.

Report on analyzing and identifying the legal gap of protection of children online
from sexual abuse, including the necessary recommendations.

Report on analyzing the technical functionalities of the portal for blocking pages with
illegal content, along with recommendations for improving functionalities in order to
increase efficiency.

Report on analyzing existing initiatives of Internet service providers for online child
protection.

Instruction for Internet Watching Foundation Hash List on the services of Internet
Service providers.

In addition, the sector of communication and information distribution has participated in the
coordination and implementation of the work for the realization of activities in the framework
of piloting of the global project with the International Telecommunication Union "Creating a
safe and empowering digital environment for children™ for the period January-December

2022.

The results of this project are:
v’ Drafting of 2 awareness manuals:

o Child-friendly manual dedicated to the protection of children on the Internet
o Train of Trainers (ToT) Manual — dedicated to parents, to increase the safety
of children on the Internet

v’ 37 trainings for children and young people, parents and educators, industry

representatives
o 12 trainings for children and young people
o 15 trainings for parents and educators
o 10 trainings for industry representatives



v 750 trainings participants
o 190 children and young people
o 460 parents and educators
o 100 industry representatives
v 1 unified message published in physical stores and social media of Internet Service
Providers.
v 1 poster with advice from the ITU Guidelines.

Capacity building activities
Regional Cyber Camp 19-21 Aprill 2021

The National Authority on Electronic Certification and Cyber Security in cooperation with
Geneva Center for Security Council (DCAF), OSCE, Regional Cooperation Council (RCC),
American Chamber of Commerce in Albania, Albanian Microfinance Association, One
Telecommunications organized the innovative event on April 19-21 "Regional Cyber Camp
Albania" in the premises of the Movenpick Hotel, Lalzi Bay. The purpose of the event was to
develop practical skills for cooperation and information exchange between the CSIRT, the
State Police and other regional institutions responsible for cyber security, as well as to raise
the capacities of young people on cyber security. During the 3 days of the activity, about 100
young people and 50 professionals from Albania, Kosovo, Serbia, Bosnia Herzegovina,
North Macedonia and Montenegro deepened their knowledge and exchanged the best
national practices in the field of cyber security.

CyberSec 3.0
22-23 December 2022



The National Authority on Electronic Certification and Cyber Security organized two days in
a row, with all Critical Information Infrastructures divided by sector, in-depth training on
"Cyber Incident Management”, in fulfillment of the objectives of the "National Cyber
Security Strategy 2020-2025 ". The purpose of the training is in the wake of increasing the
professional capacities needed for operators of critical infrastructures in Albania, as one of
the main objectives of the Authority. Also, cyber training was organized with scenarios based
on best practices.

1.2.2 Promotional materials

During the year 2022, in implementation of the communication plan of the sector, the
realization and publication on the social networks of the National Authority on Electronic
Certification and Cyber Security of 3 promotional videos for the awareness of the community
for increasing the level of cyber security, which have achieved more than 6000 views on
social media.

“Creating a safe and prosperous cyber space for children”


https://www.youtube.com/watch?v=x5oqirsgz1I
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5,155 views 13 Apr 2022

- Video “ Children's safety on the Internet”

- Video “Tips for parents and educators about children's online safety”
- Video “Guidelines for the Child Protection Industry on the Internet”

Also, blogs, news and articles, based on the analysis of the current situation of ICT and cyber
security, are periodically drawn up on the official social media communication channels of
the Authority.


https://www.youtube.com/watch?v=nsdmnOng1-k
https://www.youtube.com/watch?v=kvLeNzxX-cw
https://www.youtube.com/watch?v=DqjZViSN4lE

1.2.3 Cyber Security Bulletins
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January 2022

Cyber Security News

Bulletin

January 2

HACKERS ARE TAKING OVER CEO ACCOUNTS WITH
ROGUE OAUTH APPS

Threat analysts have chserved a new campaign named ‘OVaVoi', targeting
company executives and general managers with malicious OAuth apps and

s

According to 3 repore fram Proofpoint, the campaign is sl angoing, though
Microsat activieyand has. apps.

The impact of execusive account takeovers ranges from lateral movement an
the network and insider phishing t deploying ransomware and business
email compramise incidents.
WIFI-CONNECTED SECURITY CAMERA COULD BE
MANIPULATED TO SPY ON COMMUNICATIONS,
AMONG OTHER MALICIOUS ACTIONS

VULNERABILITY
SPOTLIGHT

Cisco Talos recently discovered several vidnersbilicies in the Reolink RLC
410W security camera that couMd allow an stacker to perform several
malicious actions, including performing  man.in.the-middle atracks,
stealing user login credentials and mare.

DATA PROTECTION DAY

Your persanal data is important.

In the E, the protection of your persana! data is a fundames
righe.

The General Data Procection Regulatian (GDPR) applies ac
the £U and gives you mare cantrol over your personal data. It
become the global benchmark foe peivacy regulation.
Increasingly, the GDPR is also becoming the foundation of
digital poficy an which we are building ccher initiatives under
European Digital Strategy.

Esrope is not anly ensuring strong privacy rules at home, they,
leading the way globally.

(Temrozr) | =T
\¢ |« 2] V
\

Givg ook Aisfess To?, |

MOST RANSOMWARE INFECTIONS ARE|
SELF-INSTALLED

New research from managed detection and respanse (M|
provider Expel found that most ransomware attacks in 2
were self.installed.

Researchers found eight out of ten ransomware infecti]
occurred after victims unwittingly opened 3 zipped
containing malicious code. Abuse of third-party ace]
accounted for 3% of all ransomware incidents, and 4% w
caused by exploiting a software vulnerability on
perimeter.

February 2022

AUTORITETI KOMBETAR PER
CERTIFIKIMIN ELEKTRONIK
DHE SIGURINE KIBERNETIKE

KCESK

Cyber Security News

Bulletin

February

HOW TO PROTECT OUR DIGITAL ASSETS,
INFRASTRUCTURE AND IDENTITIES

As Russia's artack on Ukraine escalstes and because of the sancdons that EU
countries are imposing, we need 1 be aware and vigilant sbout cur behavior in
Oberspace.

To mitigate the impact of pocential artacks, National Authericy for Elecranic
Cerification and Cyber Security suggests several sieps to protect our digital
assets,infrastructure and ientities.

Tips for organizations:

¥ 3 P
- Validate remote access for your oganizatian
~Test back up procedures

¥ IXT team ify
Forindividuals:
Implement muld-factor authentication for your accounts.
Update equipment
Do no dlick an insecure links
of bygiene.

SAFER INTERNET DAY

Together for a
better internet

Safer Internet Day (SID) i an annual celebration aiming to promote 3

CONTACT
Re. "Papa Gjon Pali II", Nr. 3, Kati | Tirané Albania 04-.

Email info@essk gov.al
Web: www.cesk goval

respectful, critical and creative use of digial technologies,
especially among children and young people!

INTERNATIONAL DAY OF WOMEN
AND GIRLS IN SCIENCE

On 22 Decemnber 2015, the General Assembly decided to establis|
annual intemational Day t recognize the aitical role women|
girls play in science and technology.

The Insernatianal Day of Woenen and Girls in Scence, celebeate]
1 Febeuary, is implemented by UNESCO 2ad UN-Women(

szernal),

‘panner
This Day §

aim t promote women and girls in sdence.
nd equal panticipatiy

opportunity o pe
science for women and girls.
CHILD ONLINE PROTECTION
#THINKCYBER
National fioe Electronic Centifi d Cyber Secur]
collsboration  agreemens  with  the  Internas
Telecommunication Union (ITU) within the context of ITU's g
programming an child online protection has developed aware]
videos on "How to Protect your CHILD and Be aware of what he
s accessing an the Internet!”.

CONTACT

Re."Papa Gjon Pali II", Nr. 3, Kati  Tirané Albania 04-22-21039

ik info(@cesk gov.al
Web: www.cesk gov.al

March 2022
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TRACKING CYBER ACTIVITY IN EASTERN

1n early March, Google's Theeat Analysis Group (TAG) published an update ca
the cyber acchity it was tracking with regard to the war in Ukzaine. Since our last
update, TAG has observed ) of th

the war 2 & lure in phishing and malware csmpaigns. Government-backed
actoes from Ching, lean, Noeth Koeea and Russia, as well &5 various unatiributed
Foups. Ulraiese: argets.
0 open malidous emails o dick malicious kinks.

Financlally motivated and erimisal accors are slio using current events &5 &
means for targeting usess. For example, cee accor is impersoaating miliuary
personnel © extort money for resasing relatives in Ulrsine TAG has ako
continued to cbserve muldple ransomware brokers continuing to operace In 3
business as sual sense.

MICROSOFT CONFIRMS IT WAS BREACHED
BY HACKER GROUP

Microsat has confirmed it was breached by the hacker group Lapsus$, adding ©
the cyber gang’s growing list of vicrims.

1n 2 blog post lace Tuesday, Micrasof said Lapsts$ had compeomsised cee of its
accousts, resuking in “limited access” 1 company systems but oot the data of
an1y Micrasoft customers.”

ity News

CRITICAL SECURITY PATCHES ISSUED
BY MICROSOFT, ADOBE AND OTHER|
MAJOR SOFTWARE FIRMS

Microso's Patch Tuesday update for the moesh of March has
made officially available with 71 fixes spansing across its soft)
peoducts such as Windows, Office, Exchange, and Defender, anf
others.

OF the total 71 patches, three are rated Critical and 68 are
tmpostant in severity. While none of the vulnerabilities are lis
actively exploited, three of them are publicly known st the tinf
release.

It's warth painting out thas Microsoft separately addressed 21
inthech based

FIVE TOP CYBERSECURITY TRENDS Tq
KEEP AN EYE ON IN 2022

Cousrless scams, security breaches, frands and data leal
happened last year, and the trends indicace they'll keep happe]
in 2022 In facs, the results of 3 study by PwC show compal
growing concem regarding information security and that 691
organizations predicc theyll incresse their investentd
cybersecurityin2022.

Our cybersecurity response tesms quickly engaged to remedisce the [| Here arefive ¥ et
w acciviy,” & sad in the posc 3 his new yeas.
The disdosure comes after Lapsuss$ cladmed credic for oz, the 1 y
widely used i On Tuesday followingan > 56 vulnerabilicies
investigarion into those claims, Okma admowledged that hundreds of is |3 And A
customers muy have been affected by a breach In Janwary linked wone of Okaa’s | 4 synehetic dentities
ourside contractors. e
CONTACT 1 goval

Re. "Papa Gjon Pali II", Nr. 3, Kati 1 Tirané Albania 04-22-21039

Web: www.cesk gov.al
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REGIONAL CYBER CAMP
ALBANIA 2022

The National Auhoeity for Hecoonic Cerificstion and Cyber Security in
ecoperation with the Geneva Centre far Security Council (DCAF), OSCE, Regional
Cooperation Council (RCC), American Chamber of Commerce in Albania, Albanian

Association, One rganized on Apr 1921 an
innovacive event "Regianal Cyber Camp Albanis® near Movenpick Horel, Lalri Bay.

The event aimed 1o develop practical skills for cooperation and exchange of
informatian between CSIRT's, LEA (law-enfrcemes agency), and other regional
instirutians respoasible on cyber security on ane side and building capaciies of
youth towards their education ce cyber securiy.

During the 3 days of the event, about 100 young people and 50 professioaals from
Albania, Kasovo, Serbla, Bosnla and Herzegovina, Norchern Macedonia and
Montenegro deepened their knowledge and exchanged best natianal practices in
the fickd of cyber security.

LOG4j FLAW: THOUSANDS OF
APPLICATIONS ARE STILL VULNERABLI|

WARN SECURITY RESEARCHERS

LOGYJ @

Manths an from a critical zero-day vulnerabiity being disclos
the widelyused Java logging library Apache Logé], a sgnifi
number of applications and servess are stll vulnerabl
cyberattacks because security patches haven't been spplied.

First decailed in December, the vulnerabiliy (CVE-2021.44]
allows attackers to remoeely excaste code and gain acces
systems that use Log4j.

Not only is the vulnerabilicy relatively simple to take advantag]
but the ubiquitous nature of Logdj means tha i’s embedded
vase array of applications, services and enterprise software {
that are written in Java - and used by organisations and individ
aound the world.

e cybec ey e, carsi s apr op4 fum theumare|

of-appiliations erw atib-vunerabie-wars- secarty suasarchen.

GOOGLE ISSUES THIRD EMERGENCY
FIX FOR CHROME THIS YEAR

Google is issuing fixes for twa vulnerabilities in its Chrome
beowser.

The emergency updates the company issued this week impac|
almast three billion users of its Chrome brawser as well as o
using other Chromium.based browsers, such as Microsoft E|
Brave and VivaldL

e

Rr. "Papa Gjon Pali 1", Nr. 3, Kati [ Tirané Albania 04-22-21039

Email: info@cesk gov.al
Web: www.cesk gov.al



https://cesk.gov.al/wp-content/uploads/2023/10/Buletini-i-Lajmeve-t%D0%99-Siguris%D0%99-Kibernetike-Jan.pdf
https://cesk.gov.al/wp-content/uploads/2023/10/Buletini-i-Lajmeve-t%D0%99-Siguris%D0%99-Kibernetike-Feb.pdf
https://cesk.gov.al/wp-content/uploads/2023/10/Buletini-i-Lajmeve-t%D0%99-Siguris%D0%99-Kibernetike-March.pdf
https://cesk.gov.al/wp-content/uploads/2023/10/Buletin-April-2022.pdf

May 2022

June 2022
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CREATING A SAFE AND EMPOWERING
DIGITAL ENVIRONMENT FOR CHILDREN

Ko,
>
Stop Human

Trafficking

Within the framework of the implementation of the Action Plan of the "Natianal Strategy for Cyber
Security 2020.2025", NAECCS has continused t arganize online and casite awareness campaigns ,
with from public and s, teachers, children and young peaple,
in different regioes of Albania.

NAECCS s the first institution in the world thar was commited w piloting the
Telecomemunicarion Unian's global peoject "Creating a safe and empowering digital environment foe
chidress”. Also, in line wich the objectives of the strategy, NAECCS is implementing the project
“Transformation of the narional response to human wrafficking in and from Albania”,

by UNICEF ippor
d during May 2022
* children of secondary school in the cities of Patos, Roskovec, Belsh, Divialé, Librashd,
Mallakasté, Disnal, Pi enica and K

+ parents and teachers of High Schools and secondary schools in Babrny, Kaméz, Paskugan, Voré,
Kavaje, Kukis, Shkodér, Has, Vau Dejés, Pushi Amez, Puke, Tropoja, Dibér, Klos, Burrel, Bulgias
cl the di Th Diby hkodra and Kuki

» Ateme b th iblic of Alba

‘The purpose of the trainings was to increase the awareness of students, paresws and teachess, child
nd e

while surfing the Intemet, as well as education on ways t report illegal and harmful content . The
stacistics of the trainings are:

* 4500 unique online users in the online awareness campaign

320 parents and educators

« +250 secondary school

=0
=

students

..
.

£
2,

-

* + 50 industry representatives

CONTACT
Re."Papa Gjon PalilI", Nr. 3, Kati [, Tirané Albania 04-22-21039

Emaik info@cesk goval
Web: www.cesk gov.al
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Canada Introduces New

Congress Declares June 2022 as Cybersecurity Legislation for

“National Cybersecurity
Education Month”

Recognizing June as Nationz:
Cybersecurity Education Month

The Congress of the United States has resolved that June 2022 shall be]
designated as “National Cybersecurity Education mosth” in an efforc w|
recognize the essential role of cybersecurity education to the NICE vision tol
“prepare, grow, and sustsin a cybersecurity workforce that safeguards and|
promotes America’s nadonal security and economic prospericy.” Thel
bipartisan and bicameral resolution (House Resolution 154 and Senatel
Resolution 680) was Inroduced in the House of Representatives and thel
Senate earlier this month, and agreed to by the Senate on June 15th.

What Your Parents Should Know
About Cybersecurity

At the Annual NICE Conference & Expo held in Adlanca earlier in June as par
of Natloaal Cybersecurity Education Month, new CyberSeek data was|
announced that revealed a significant increase in the number of open jobs in|
cybersecurity in the United States. Several public and private sector entities
continge to coordinate efforts to address the cybersecurity workforcel
shortage by expanding ed 1 Even though cy y
education occurs throughout the year, there are several efforts during the|
month of June to bring the cybersecurity educaricn communicy together
throagh conferences, workshops, teacher waining, faculty development|
summer camps, and more.

While a cybersecurity event can be a frightening for any

d how they can happen and haw to avoid one
make all the difference.
Give some peace of mind t Mom and Dad and your famil
explaining to them what they should know sbout cybersecul
and the risks that await on the Internet, and sleep 2 lictle bef
yourself.
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New Lilith ransomware emerges with b ” - 2
extortion site, lists first victim Cyberattacks remain.a great ri

the global financial systen|

A new ransomware operation has been lsunched under the name
“Lilith," and ic has already posted s first victim on a data leak site
created to support double-extortion attacks.

Lilith is & C/Cr+ cansole-based ransomware discovered by JAMESWT
and designed for 64.bit versions of Windows. Like most ransamware
operations launching today, Lilith performs double-extortions attacks,
which is when the threat actors steal data before encrypting devices.
According to 2 repart by researchers 3t Cyble who analyzed Lilith, the
new family doesn't introduce any novelsies. However, it's one of the
Iatest threats to watch out for, along with RedAlert and Omega that
also recendy emerged.

fcybersecurity in banking has become mare importal
is the rapid evolution of digital banking has
ustomers finding it more convenient to manage th)
hrough online channels, exposing banks any
insticutions 1o increased levels of cyberactacky
Jecopalitical tensions in 2022 have also contribute]
che rise in cyberattacks in the financial sector.
Jrccording to GlobalData estimates, the global oy
industry in the retail banking sector will grow from|
in 2020 to $1L6 billion in 2025 at 3 compound ane|
ate (CAGR) of B.1%.

Ransomware attacks rose 47 percent in

Jul Australian Researchers Develop|
Yy Cyber Honeypot Tech

s ey B
Ransomware attacks rose 47 percent from June to July, with the majority
of attacks targeting the industrials sector, according to a repart released
on Thursdsy by cybersecurity firm NCC Group. Previous reports
«conducted by the firm indicated that ransomware cases had declined in
the spring but soon picked up again, with attacks increasing from 135 in
June to198 in July.

I collaboration between the Cyber Security {
Jresearch Centre, CSIRO's Dataél and the Austr|
fevber company, Decaas is in the process of commey
Jrhose involved noted that significant bencfits were
ke project’s unique working environment; stade
hiongside the industry, leading w0 2 wealth of
franséer berween both parties.
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Microsoft fixes two-year-old MSDT
vulnerability in August update

WhatsApp scam asks victims for
money to supposedly help a loved

|t s ey

e
]
o O Pt

Two-and-a-half years after a security researcher publicly disclosed the i e

exisence of a remote code execution (RCE) zero-day vulnerablty in the e 10Vt £ [ s

Microsaft Windows Support Diagaostic Toal (MSDT), dubbed DogWalk, s iu | | o

Microsoft has inally lssued a fix » (e

having peeviously not dose 50 on the basis that it did not meet the r oyou et ke g

b Foen s o e}

‘This I the second majoe MSDT valnerability ta have been fixed by Microsofe

in the past few months, following the disclosure of the dangercus Follina o Sy Croeed

2er0-day atthe end of May, which was patched In June. et v amaterstion

s . " wrnry Dt

s
ey st e -

Google removes malware-
infected apps from Play Store A new cybercriminal trick has been reported, in which an
== - ; atcacker sends 3 simple message such as Hi Mum' with 3
reason for using a different phane number, followed by a string
of messages explaining 2 supposedly difficult situation which
requires financial assistance.
‘The objective is to trick the victim into sending money to the
criminal behind the attack.

‘This type of scam reaffirms the need to verify who you're
communicating with, even if they're claiming to be a loved one.
f something doesn't feel right, authenticate who you're talking
‘with. This might be asking a questian that only your loved ane
would know, or calling to confirm it’s really them (a scammes
may caim the phone speaker is broken w avoid 3

Google has been busy remaving apps infected with malware from

s Play Store. It has been reported over the past manth that

malware such as Joker, Facestealer and Autolycos were found in
by more than 3.3 mill

Zscaler has produced analysis on how some of these strains of

conversarion)
‘malware work. Mabware can inchude viruses, trojans, woemms of any
code o content that can damage computer systems, necworks, or
devices.
— Tt
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NATIONAL AUTHORITY FOR ELECTRONIC CERTIFICATION AND CYBER
SECURITY PARTICIPATES IN THE EVENT : *ADVANCING THE CYBER
RESILIENCE AGENDA WITH THE WESTERN BALKANS PARTNERS"

r

oo, s
T e e T
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The General Directas of the Naciowal Aushority for Electroeic Certification and Cyber
Security, M. Vilma Temgs, participates in the evenz "Adwancing the Cyber Resilience
Agenda with The Weitern Balkies Parceers”, in Brussels.

This event, anended by officials and repeesentacives of the Westeen Balkans
Raglan; i sl e 81 nkixions, shambd st sed kity mibsboldick ad 1ha
focus at y advancing

U d \ the Western B

wwards
1k

Durlssg the discussions, participants pur forward several mechantsms 1o address
current challesges, including the establishment of POCs, closer invalvement of
Western Balksn parters and agencies in EU-ded practical exercises, sharing of
threat assessments and pursuing more cooperation tight en legal and regulatory
processes for cyber security such as NIS2.

Samsung says customer data stolen in july data
breach

Electronics giant Samaung has confirmed 2 data beeach affecting customers
persooal information.

This is the second time Samsung has confiemed 3 dats breach this yesr. In
March, the company admicted that the Lapsus$ hacking group — the same
group that infiltrated Nvidia, Microsoft and T-Mobile — obtained and leaked
Alu:\nl 200 gigabytes of confidential data, incuding seurce code for various

October 2022

New European Union cybersecurity
proposal takes aim at cybercrime

Lawmakers are secking to strengthen cybersecurity requireme]
across the European Union, advancing new legislation to bol
security requirements for all digital hardware and softw
producs.

The proposed law, titled the Cyber Resilience Act, would cof

everything from computers and mobile phanes to smart kircH

appliances and digital children's toys The proposed legislari

which was unvelled by the European Commissicn earlier

moath, mandstes that products are designed, developed
diced s that 3

Uber details how it got hacked, claims

damage

Uber smerts the threat actor bebind the fast cyberattack did not scce|
the compary's production emvircament, any user
it a0 store semitive infemation.

sccounts oz datahases|

The sttacker did, however, gain accens and exfiltrate Slack mecmge|
data for 2 sonl Uber's finsmce team tsvex to manage ivoices, and thel
compamy's dushbosd 3t HackesOne, where @ sores vulsersbiity

reporis. The compamy waid it ok mukiple peotective mearurea in)
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AKCESK PARTICIPATES IN THE CONFERENCE:
"DIGITAL SOCIETIE! E ESTONIAN EXPERIENCE IN

AKCESK continues the campaign on the
Protection of Children on the Internet wit
the support of the International
Telecommunication Union

In the framewark of October - the European Month for Cyb)
Security, the National Authority for CESK In cooperation wi
the International Telecommunication Union has drafced df
unified message regarding the Protectica of Children ca df

Internet.
This poster shows some rules that pasents should apply
guide thelr children to surf the Internet as safely as possible.
This campalgn was also supported by lntemet Serv)
Froviders in Albania, who spread the message everywhere
thelr social media and swores.

‘The National Authority for CESX participated in the conference Digital
Secieties: Estonian Experience in Albania”. In this event, the topic was
the impartant issue of digitization in Alban.

The conference was also attended by some of the national institutions
with impact on digitalization, 2s well s students and other supporters of

in public services and especially in the financial sectar.

At this event, the National Authority for CESK presented the regulatory
framework for electronic identification and trusted services, which s in
line with the EU and aims to increase the safe use of public services, as
well 25 the possibilicy of expanding safe services from the sector private.

AKCESK IN PARTNERSHIP WITH THE PRESENCE OF OSCE

IN ALBANIA ORGANIZED THE AWARENESS CAMPAIGN
ON CYBER THREATS

T v——

‘Tregond kujdes me shpérndarjen e te dhenave
putscoole oninat

In the framework of October - the European Month for Cyber Security,
from October 19 to November 2, 2022, AKCESK met with children,
parents, teachers, psychologists and social woekers in schoals to raise
community awareness of cyber threats.

hams foe blomecric unlock raponm tsthe attack.

» PR — [,
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21039

The i sessions, held in Karca, Pogradec, Shkodér Malési e
Madhe, Rréshen and Lezhé, also aimed to help young people protect
themselves online, while threats to technology and confidential data
become mare and more common. AKCESK organized these activities in

partnershipuich the OSCE Pronce i Alhack
CONTACT
Rr. "Papa Gjon Pali IT"

Email: info@cesk gov.al
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THE GENERAL DIRECTOR OF AKCESK, MR. IGLI TAFA MET
WITH THE AMBASSADOR AT LARGE FOR CYBER SPACE
AND DIGITAL POLICIES OF THE USA, MR. NATHANIEL
FICK

The General Director of AKCESK, in the role of the Natianal Coardinator
for Cyber Security, Mr. Igli Tafa held a meeting with the Ambassador at
Large for Cyberspace and Digital Policy of the USA, Mr. Nathaniel Fick.
The meeting took place in the framework of the commitments of the
Albanian government,toscrengthen alliances with stategic partners in
order to i lewel of Cyber

Ambassador Fick expressed the readiness of the United Statesof America
to support Albania as its ally, in increasing capacities in the function of
cyber defense, as well as in strengthening cooperation in this field.

Also, Mr. Tafa assured Ambassador Fick of fulfilling the commitments as
2 country of the Euro-Atlantic Alliance, taking the necessary measures to
create a safe cyber ecosystem in Albania.

After the meeting, Ambassador Fick also visited the premises of the
National Autharity for Electronic Certification and Cyber Security.

INCREASING INSTITUTIONAL INTERACTION
PRIORITY IN RAISING THE LEVEL OF CYBER

SECURITY IN THE COUNTRY!

The General Director of AKCESK, in the role of the Nation
Coardinator for Cyber Security, considered the issues
instinutional inceraccion and other Issues related to cyby
security, & priocicy for the creation of  safe national cyby
eovironment, today during the meeting with hig
representatives from defense and security instirutions.
AKCESK, In the role of the respoasible authority, Is alway

irical in

increasing thy

strucusres respoasible foe security, and implementing cyby

security measures for these Infrastrucrures.

The goal of creating a secure cyber ecosystem in the count]
¢ from i 9

CYBER SECURITY IN THE BANK SECTOR,

——
Within the

IN THE FOCUS OF AKCESK

Aucesx e gt
R buskiny sector”.

i 1 This
- revealed the mew

e of the peiorities with the greatest inpact an information security.
This is & service wi

mevting was attended by the

i the fiekd of y, the General Directee
Tafa, on Noversber 23, held the meeting on “Cybersecurity in tf

hest security leaders in this soctor. Me. Tl
vision of AKCESK undr his leadersbip, placing the basiking sector

the ey e

enss of the Albanian Governe

Nn,gh ity e e cyber secuizy operatice|
. ware the msain tepies of discussion at this meeting, as 45 important step |
-vunnmgﬂu v ey iy

a5 2 whole

the bunking sector

AKCESK

wilingnes
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The general director of NAECCS Mr. Igh Tafa, following the meetings aimed at

increasing the level of security and cooperation, held a meeting with the
“h
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CYBER SECURITY,
A NATIONAL PRIORITY!

INCREASED ACTIVITIES BY THE IRANIAN APT,
CALLS FOR INCREASED VIGILANCE!

An Increase In activity by the Iranian APT has been noted
recently. After the cyber attacks discovered on July 17, 2022,
Albania became the first country In the world to cur off
diplomatic relations due to a cyber atrack!

A« that dme, specialized domestic agencies and international
strategic partners addressed and assisted in the handling of the
sophisticated attack, archestrated by actors spoasored by the
Islamic Republic of Iran.

CYBER INCIDENT MANAGEMENT - REQUIRED
PROCEDURE FOR CRITICAL INFRASTRUCTURES

Ich sect * on December 7.

pas

The purpose of this meeting was the current sinuatian of cyber securiy, the
possibility of increased cooperation to increase security in cricical
infrastructures, within the framework of the Implementation of the new
strategy and vision foe cyber security.

The meeting discussed the change of the legal framework, with the aim of
transpesing European directives in the field, which brings innovatioa in the
creation of sectoral CSIRTs and new schemes for cyber security certification for
ICT equipment, products and processes.

"FINANCIAL INFORMATION SECURITY, CURRENT
PRIORITY OF NAECCS"

The General Director of NAECCS, at the same time the National Coordinaoe
for cyber security Mr. Igli Tafa, held the meering an the tople "Securiry of
financial information, the current priority of NAECCS", with participants
from the highest security managers in the banking and financial sectors.

The purpose of the meeting was to address the need 1 apply additional
measures for the protection and provisian of citizens’ finandial information,
£ 3 focus of the Albanian Government and a cusrent peiority of NAECCS.

|*CYBER SECURITY IN THE WESTERN BALKANS IN FOCUS

5 & A ;
boyber securicy, dealing with cyber threats and hybrid threats are
ke areas where the EU will further deepen cross-sectocal
kooperation with the Western Balkans. The summi confirmed
hhat the EU is ready to increase its support for resistance to cyber
actacks in the Western Balkans and to incensify cooperation st
che reglonal Jevel and with internacional parters.

The National Authority fo Elecronic Cercfcasion and Cyber
Security organized two days in a row, with all Crideal
Information Infrastructures divided by sector, tralning on
“Cyber Inddent Management”, in fulfillment of the objectives
of the *National Scrategy for Cyber Security 2020-2025 *.

The purpose of the waining Is In the wake of increasing the
professional capacities needed for operators of critical
infrastructures In Albania, as one of the maln objectives of the
Authority. Also, the tralning was organized with scenarics
based on best practices.

OF THE EU SUMMIT IN TIRANA"

U- Western Balkans Summit

CONTACT
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1.3 Control Sector

In fulfillment of functional tasks, the Control Sector during the period January-December
2022, has audited the operators of critical and important information infrastructures in
relation to the implementation of minimum security, technical and organizational measures,
with the (onsite) method, in accordance with the legal framework in force and international
standards.

Specifically, during the year 2022, the Control Sector has audited:
— 6 Operators of Critical Information Infrastructures, including Health, Financial
(Banking, Microfinance), Energy sectors
= 5 Operators of Important Information Infrastructures, including the Health and
Financial (Insurance Market) sectors

During the audits carried out at operators of critical infrastructures and operators of
important information infrastructures, the implementation of the following organizational
and technical measures was checked:

Organizational Measures
o Security policy
Risk Management
Organisational Security
Security requirements for third parties
Security of human resources and access of persons
Asset Management
Security events and cyber security incident management
Work continuity management
Information security management
Control and Audit

O O O O O O O O O

Technical Measures

Physical Security

Access authorization management

Cryptographic Devices

Cyber security event detection

Cybersecurity event tracking and assessment tools
Protection of the integrity of communication networks
User identity verification

Activity of administrators and users

Application security

Security of industrial systems

O

O O O O O O O O O



1.3.1 Audit of Qualified Trusted Service Providers
In fulfillment of its functional duties, the Control Sector during 2022 supervised the activity of
the Qualified Trusted Service Provider (ALEAT), inspecting the application offices for the
device with qualified electronic certificates in accordance with the relevant legal framework.

In total, 12 Districts were inspected, as follows:

1. Tirané
Berat
Dibér
Durrés
Elbasan
Korgé
Fier
Gjirokastér
. Kukés
10. Lezhé
11. Shkodér
12. Vloré

©oNe RN

Qualified Trusted Service Providers have the legal obligation to periodically report on their
activity to NAECCS.

QTSP ALEAT

During the period January-December 2022, Aleat has provided qualified electronic
certificates to a total of 338,181 citizens in ID cards, as well as canceled about 69,370
qualified electronic certificates.

Since the launch of the service in 2016, until December 2022, approximately 301,330,654
secure electronic transactions have been carried out using electronic identification and
signatures.

QTSP NAIS
During the period January-December 2022, QTSP NAIS has issued:

8499 Electronic certificates with electronic signature for Public Administration

15943 Electronic certificates with electronic signature for Private Entities

3512 Electronic certificates for the e-prescription system

101 599 Electronic Certificate for the fiscalization project for private production entities
1173 Electronic certificates for the fiscalization project for state production institutions
120 Electronic seals for public administration



1.3.2 Security assessment through emergency cyber security measures

The Control Sector has carried out the security assessment through emergency measures in all
critical information infrastructures and important information infrastructures approved in
DCM no. 553 date 15.07.2020.

They are evaluated in total:

—> 42 operators of critical information infrastructures.
= 29 operators of important information infrastructures.

The security assesment through emergency security measures was based on the following
indicators:

1.

oo

9.

Licensing of critical/important systems, network equipment and end devices

2. The use of End of Life systems (EOL)
3.
4

Using systems with old firmware

Use of the licensed central system for managing updates (patches) of the operating
system

Use of the licensed central system for managing Antivirus updates (patches)
Identifying and defining the full administrator on critical/important systems
The use of the central system for continuous monitoring of the network (Central
heuristic traffic analysis)

Performing filtering and monitoring of network traffic between applications and
the Internet (Web Application Firewall)

Performing remote access analysis of devices with critical/important
systems/networks

10. Backup of critical/important systems for business continuity

1.3.3 Cyber security risk assessment
Throughout the year 2022, the cyber security risk assessment was carried out for security and
defense institutions, namely for:

1. Ministry of Defense

General Directorate of the State Police

Police Supervision Agency

Directorate of Classified Information Security

The High Judicial Council

The High Prosecutorial Council

The Parliament

Institution of the President of the Republic of Albania
High Inspectorate of Declaration and Control of Assets and Conflict of
Interest

10. General Prosecutor's Office

©oOoN RN



1.3.4 Drafting of the new legal framework

Throughout 2022, the Control Sector has contributed to the drafting of the legal framework
"On electronic identification and trusted services", transposed by the EU regulation eIDAS
910/2014, as well as the legal framework "On cyber security” transposed by the EU NIS
directive 1 and NIS 2.

2.

Directorate of AL-CSIRT

2.1 Cyber incident monitoring sector

1.

2.

Identification and classification of critical and important information infrastructures
based on Law 2/2017 "On Cyber Security" Article 6, and the revision of DCM no.
553, dated 20.07.2020. The identification and classification is done based on the
following sectors (Cooperation).:
» Energy Sector: 14 Critical Information Infrastructure and 13
Important Information Infrastructures
» Transport Sector: 31 Critical Information Infrastructure and 6 Important
Information Infrastructures
» Banking Sector: 20 Critical Information Infrastructure and 52 Important
Information Infrastructure
» Health Sector: 17 Critical Information Infrastructure and 8 Important
Information Infrastructures
» Water supply: 6 Critical Information Infrastructure and 44
Important Information Infrastructure
» Digital Infrastructure: 54 Critical Information Infrastructure and 25
Important Information Infrastructures

In accordance and fullfilment of DCM no. 141, dated 22.02.2017, NAECCS
administers and maintains the unique online system for the publication of websites
with illegal content, has provided support for institutions, for accessing the Online
Portal. The State Agency for the Protection of Children's Rights during 2022 has
reported on the Online Portal 25 pages with illegal content that have been recorded on
social networks and YouTube.

Monitoring of some state institutions and Internet Service Providers operating in
Albania, which generate malware with a source in Albania and destination in different
countries, through the information coming from the Shadow Server. The processing of
the data extracted from this monitoring as well as the drafting of the report. Below are
the corresponding graphs for each institution and ISP expressing them as institution 1
and institution 2, also ISPs with, ISP 1 etc..
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In collaboration, the drafting of the law "On Cyber Security”, based on the NIS
Directive (EU 2016/1148) "concerning measures for a high common level of security
of network and information systems across the Union".

Drafting of letters, reports, memos according to the institution's needs and the holder's
requirements.

2.2 Cyber incident management sector

Implementation of system monitoring on reporting and management of cyber
incidents, in Critical and Important Information Technology Infrastructures.
Coordinating work to resolve cyber security incidents with responsible
operators in the field of national and international cyber security.

Conducting ongoing research on developments in the field of cyber

security and recommending security updates in case of findings of
vulnerabilities.

Testing of different Malware reported or not by CII/111 using the technical
capacities of the staff as well as the "Malware Analysis" System. Also, the
creation of reports on the activity of these programs together with measures for
the prevention and management of these activities - Periodic.

Technical and methodical assistance on the decryption of compromised
information State Police, through documents.

Pentest analysis for OSHEE.AL, FSHU.AL, OSSH.AL, FTL.AL.



Pentest analysis for UnionBank.

Report NAIS incident goxml, cl.exe analysis of the attack from the available
logs. A detailed report of the attack has been made, regardless of its classification
as Cybercrime.

Support for all Operators of critical and important information infrastructures
about approach and access to the Cyber Incident Management System. (VPN
and UsbToken, when they had problems, they were all remotely assisted).
NAIS request for MISP virtual environments (malware sharing platforms).
NAIS request for ARCTIC SECURITY virtual capacities (threat intelligence
platforms).

Reports recently posted in the system From October 2022 - December 14, 2022. The

reports are instructions, recommendations and countermeasures for recent incidents

in the region and not only:

Latest updates on ransomware targeting Europe and USA, IcedID 10Cs December
5-8 2022, Trickbot 10Cs December 6-11 2022, Cisa 5 new vulnerabilities.

[14.12.2022]
NAECCS in cooperation with national agencies has detected malicious activities

from some IPs which may affect CII/111 systems. I0OCs and related recommendations
are available attached.
[13.12.2022]

Report MuddyWater APT Group is back with updated TTP

[12.12.2022]

Latest Ransomware Updates Targeting Europe and USA Ransomware December 5-
9, 2022 Broad Impact of Iran-Linked APT MuddyWater Briefing Description of
Recent Attacks December 5-9.

[12.12.2022]
Malicious IPs spreading cyber attacks (28 November — 5 December 2022). IcedID

known as BokBot malware. Notice about Trickbot modular malware. Ursnif (aka
Gozi) Banking Trojan malware. Sorted IPs for placing them in the blacklist.
[09.12.2022]

Malicious IP distributing attacks. November 28 — December

5, 2022.[09.12.2022]

Weekly update 2022-12-02.pdf. Information about attacks that occurred in early
December in European countries, from the Ragnar Locker Ransomware group.
[05.12.2022]

TLP_AMBER Ursnif I0Cs November 21-27.zip

[05.12.2022]

NAECCS shares indicators related to network infrastructure Trickbot which is a
modular malware that is used to steal information and drop ransomware.
[24.11.2022]



L |Ps causing the ransomware infection. Tables with each one attached. Guidance
including techniques and procedures (TTPs) and indicators of compromise
(10Cs) to help organizations protect against ransomware attacks. [18.11.2022]

+ Lithuanian defense center's weekly update on ransomware attacks that occurred in
the first and second week of November in Ukraine and Bulgaria. Recommendations
listed with the aim of preventing such attacks and other malicious activities. (Weekly
update 2022-11-18.pdf)

[18.11.2022]
4+ Chinese hackers target government agencies and defense bodies.pdf

[16.11.2022]

+ Ransomware (Ragnar Locker) affecting aviation pallets.pdf
[08.11.2022]

+ Weekly update 2022-10-28.pdf. DDoS and ransomware occurred last week in
Ukraine and Poland (mainly in the financial sector) and Israel (Knesset Website).
[31.10.2022]

+ The FBI, CISA, HHS have released several Cyber Security Advisory and
Guidance Information on Team Daixin, a cybercrime group that actively targets
(throwing ransomware and data theft operations) US businesses, the healthcare
sector and public health.

[26.10.2022]
4+ Update of the Lithuanian Cyber Defense Center on Ransomware and DdoS

attacks. Weekly update 2022-10-21.pdf [26.10.2022]

3. Finance and support services sector

For the National Authority on Electronic Certification and Cybersecurity, the budget
allocated for 2022 is 57,952 thousand ALL, of which 53,952 thousand ALL Current
Expenditures and 4,000 thousand ALL Capital Expenditures with internal financing.

In the following, we present in more detail the realization of expenses according to the
allocated funds:

Calculation Total Fullfilled %
600 30,122,400 24,382,994 81%
601 4,590,525 4,011,919 87%
602 18,876,000 5,728,198 30%
606 364,000 273,458 75%
231 4,000,000 702,000 18%

Amount 57,952,925 35,098,569




Wages and Social Insurance Fund (items 600+601) The amounts allocated for wages
and social insurance for 2022 are respectively 30,122,400 ALL for item 600 and
4,590,525 ALL for item 601. And the realization is respectively 24,382,994 ALL for
item 600 and 4,011,919 ALL for article 601.

Fund for expenditure on goods and services (item 602) The amount allocated for the
year 2022 for operational expenditure is ALL 18,876,000. And the realization for this
item is 5,728,198 ALL.

Special Fund (item 606) The amount allocated for 2022 for expenses for disaster relief
is 364,000 ALL. And the realization for this article is 273,548 ALL.

The Fund for Internal Investments (items 230+231), has been approved in the amount
of 4,000,000 ALL in item 231. And the realization for this item is 702,000 ALL.

In October 2022, the employment relationships of the Authority's employees changed
from civil servants to relationships according to the Labor Code.

During 2022, new recruitments were made, increasing the number of staff by 4 persons.



